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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2. www.iso.org/directives

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received. www.iso.org/patents

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity
assessment, as well as information about ISO’s adherence to the WTO principles in the Technical Barriers
to Trade (TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this document is ISO/TC 223, Societal security.
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Introduction
This International Standard describes the elements of a generic approach to planning, conducting and
improving exercise programmes and projects. The purpose of this International Standard is to:

— provide a basis for understanding, developing and implementing an effective exercise programme
within an organization;

— provide guidelines for planning and conducting an exercise project;
— enhance the organization’s ability to conduct exercises with internal and external involved parties;

— assist the organization with developing and assessing its exercising capability in a consistent and
risk-assessed manner that reflects good practice; and,

— enable continual improvement in exercise programmes and projects within an organization.

It is applicable to all organizations, regardless of type, size and nature, whether private or public. The
guidance can be adapted to the needs, objectives, resources, and constraints of the organization.

Exercises are an important management tool intended to identify gaps and areas for improvement as
well as to determine the effectiveness of response and recovery strategies. In addition to measuring the
competence of the organization and its personnel, exercises are excellent tools to assess revised plans
and changed programmes for completeness, relevancy and accuracy.

Exercises can be used for validating policies, plans, procedures, training, equipment, and inter-
organizational agreements; testing information and communication technology (ICT) disaster recovery
systems; clarifying and training personnel in roles and responsibilities; improving inter-organizational
coordination and communications; identifying gaps in resources; improving individual performance;
identifying opportunities for improvement; and, providing a controlled opportunity to practice
improvisation.

Exercise projects usually have performance objectives such as:

— orientation/demonstration: simulating experience of an expected situation to increase awareness of
vulnerabilities and the importance of effective action in response to the simulated conditions;

— learning: enhancing knowledge, skills, or abilities by individuals or groups with the goal of mastering
specific competencies;

— cooperation: providing an opportunity for people to work together to achieve a common end result;
— experimenting: trying new methods and/or procedures with the intent of refinement; and,

— testing: evaluatingamethod and/or procedure to assess which components are sufficiently developed.

See Figure 1.
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PLANNING
= Establish programme need
= Develop base of support
» Identify aim and objectives

Exercise Programme

CONDUCTING

* Implement programme
* Monitor programme
and

= Review programme
* Improve programme

IMPROVING

Exercise Project 3 ... X

Exercise Project 2

PLANNING
- Establish the Foundation
- Scope
- Project Planning
- Communications
- Design and Development
- Documentation
CONDUCTING
- Run-through
- Start-up Briefing
- Launch
- Termination

IMPROVING

- Observation
- Debriefing
- After Action Review

Exercise Project 1

L 2

Continual Improvement: Evaluation, Management Review and Corrective Action

Figure 1 — Relation between exercise programme, exercise projects and continual improvement
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INTERNATIONAL STANDARD IS0 22398:2013(E)

Societal security — Guidelines for exercises

1 Scope

This International Standard recommends good practice and guidelines for an organization to plan,
conduct, and improve its exercise projects which may be organized within an exercise programme.

It is applicable to all organizations regardless of type, size or nature, whether private or public. The
guidance can be adapted to the needs, objectives, resources, and constraints of the organization.

It is intended for use by anyone with responsibility for ensuring the competence of the organization’s
personnel, particularly the leadership of the organization, and those responsible for managing exercise
programmes and exercise projects.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO 22300, Societal security — Terminology

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 22300 and the following apply.

- 341

- after-action report

"~ document which records, describes and analyses the exercise, drawing on debriefs and reports from
observers, and derives lessons from it

Note 1 to entry: The after-action report documents the results from the after-action review.
Note 2 to entry: An after-action report is also called a final exercise report.

3.2
competence
demonstrated ability to apply knowledge and skills to achieve intended results

3.3
drill
activity which practices a particular skill and often involves repeating the same thing several times

EXAMPLE A fire drill to practice safely evacuating a building on fire.

3.4

evaluation

systematic process that compares the result of measurement to recognised criteria to determine the
discrepancies between intended and actual performance

Note 1 to entry: The gaps are inputs into the continual improvement process.
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3.5
exercise
process to train for, assess, practice, and improve performance in an organization

Note 1 to entry: Exercises can be used for validating policies, plans, procedures, training, equipment, and inter-
organizational agreements; clarifying and training personnel in roles and responsibilities; improving inter-
organizational coordinationand communications;identifyinggapsinresources;improvingindividual performance
and identifying opportunities for improvement; and a controlled opportunity to practice improvisation.

Note 2 to entry: A test is a unique and particular type of exercise, which incorporates an expectation of a pass or
fail element within the goal or objectives of the exercise being planned.

3.6
exercise coordinator
person responsible for planning, conducting, and evaluating exercise activities

Note 1to entry: Inlarger exercises, this function may include several persons/staffand may be called “exercise control”.

Note 2 to entry: Some countries use a term such as “exercise director” instead of “exercise coordinator” (or
similar text).

Note 3 to entry: The exercise coordinator role is also responsible for the cooperation among internal and
external entities.

3.7
exercise programme
series of exercise activities designed to meet an overall objective or goal

3.8
exercise programme manager
person responsible for planning and improving the exercise programme

3.9
exercise project team
persons planning, conducting and evaluating an exercise project

3.10
exercise safety officer
person tasked with ensuring that any actions during the exercise are performed safely

Note 1 to entry: In larger exercises, involving multiple functions, more than one safety officer may be assigned.

3.11
hazard
source of potential harm

Note 1 to entry: A hazard can be a source of risk.

3.12

interested party

person or organization that can affect, be affected by, or perceive themselves to be affected by a
decision or activity

Note 1 to entry: A decision maker can be an interested party.

3.13

inject

scripted piece of information inserted into an exercise designed to elicit a response and facilitate the
flow of the exercise

Note 1 to entry: Injects can be written, oral, televised, and/or transmitted via any means (e.g. fax, phone, e-mail,
voice, radio, or sign).
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3.14
management
coordinated activities to direct and control an organization

3.15
observer
exercise participant who witnesses the exercise while remaining separate from exercise activities

Note 1 to entry: Observers may be part of the evaluation process.

3.16
participant
person or organization who performs a function related to an exercise

3.17
risk
effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected - positive and/or negative.

Note 2 to entry: Objectives can have different aspects (such as financial, health and safety, and environmental
goals) and can apply at different levels (such as strategic, organization-wide, project, product, and process).

Note 3 to entry: Risk is often characterized by reference to potential events, consequences, or a combination of
these and how they can affect the achievement of objectives.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event or a change in
circumstances, and the associated likelihood of occurrence.

Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of an event, its consequence, or likelihood.

3.18

scenario

pre-planned storyline that drives an exercise, as well as the stimuli used to achieve exercise project
performance objectives

3.19
scope of exercise
magnitude, resources, and extent which reflects the needs and objectives

3.20

script

story of the exercise as it develops which allows directing staff to understand how events should develop
during exercise play as the various elements of the master events list are introduced

Note 1 to entry: The script is often written as a narrative of simulated events.

3.21
target group
individuals and/or organizations subject to exercise

3.22
test
exercise with an aim to obtain an expected measureable pass/fail outcome

Note 1 to entry: A test is a unique and particular type of exercise, which incorporates an expectation of a pass or
fail element within the aim or objectives of the exercise being planned.

Note 2 to entry: The terms “test” and “testing” are not the same as “exercise” and “exercising”.
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3.23

training

activities designed to facilitate the learning and development of knowledge, skills, and abilities, and to
improve the performance of specific tasks or roles

4 Planning, conducting and improving an exercise programme

4.1 General

An organization conducting exercises should establish an exercise programme. Establishing an exercise
programme allows for a coordinated approach to building and maturing the organization’s capabilities
by allowing the exercising of the individual plans, people, capabilities and/or resources that contribute
to the organization’s strategic objectives.

Top management should ensure that the exercise programme objectives are established and assign
a competent person to manage the exercise programme. The scope of an exercise programme should
be based on the size and nature of the organization undertaking exercising, as well as on the scope,
functionality, complexity and the level of maturity of the plans and capabilities being exercised.

The exercise programme should include the information and resources necessary to organize and
conduct its exercises effectively and efficiently within the specified time frames. It should also include
the following:

— needs analysis;

— base of support;

— exercise programme aim and objectives;

— extent/number/types/duration/locations/schedule of the exercise projects;

— selection of exercise project teams;

— necessary resources and budget; and,

— processes for handling confidentiality, information security, health and safety, and other similar matters.

The organization should monitor and measure the implementation of the exercise programme to ensure
the established objectives have been achieved. The exercise programme should be reviewed in order to
identify possible improvements.

4.2 Planning

4.2.1 Establishing the need for an exercise programme

The orgianization should perform a needs analysis to identify or establish the following:
— theforganization’s strategic objectives;

— theirisks to the organization;

— legislative and regulatory requirements;

— the organization’s maturity to respond and/or recover compared to desired objectives, noting gaps
in capability and plans;

— the plans, procedures, capabilities or resources that require exercising;

— the period in which a defined level of response and/or recovery capability (programme scope)
should be met; and,
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— the base of support and guide the content of the exercise programme.

4.2.2 Establishing the base of support for an exercise programme

The organization should secure a base of support and commitment from top management to ensure the
appropriate organizational involvement and commitment of resources. Securing a base of support ensures
that the exercise aim and objectives correspond to the organization’s strategic objectives and strategy.

Top management should give the organization a clear mandate and full authority to carry out the
exercise programme. The benefits and advantages of the exercise programme, as determined by the
needs analysis, should be clearly explained and presented to top management, and to those who have
responsibility for the exercise programme.

4.2.3 Establishing the exercise programme aim and objectives

Top management should ensure that the aim and objectives of the exercise programme are established
to direct the exercise planning, conducting and improving and should ensure the exercise programme
is implemented effectively.

Based on the exercise programme aim, the objectives can be based on the following:
— the findings of the needs analysis;

— management priorities;

— management system requirements, as applicable;

— legal, regulatory and contractual requirements and other requirements to which the organization
is committed;

— needs and expectations of interested parties;

— risks to the organization or interested parties;

— reports and results of previous exercises or actual incidents; and,
— the level of organization maturity and its resources being exercised.

NOTE Annex A provides additional information about exercises within a management system.

4.2.4 Roles and responsibilities of the exercise programme manager

The organization should establish the roles and responsibilities of the exercise programme manager
who will be nominated by top management. These roles and responsibilities usually include:

— establishing the scope, aim and performance objectives of the exercise programme, and the scope,
criteria and timeframe of the individual exercise projects based on the objectives;

— identifying, documenting and evaluating the exercise programme risks;

— determining the potential impacts of the exercise project upon the organization’s operations,
reputation and resources;

— estimating the impact of an actual incident occurring during the exercise project;

— establishing the exercise types and methods required to achieve the programme objectives;
— determining necessary resources, including the resources to plan and conduct the exercise;
— selecting the exercise project team;

— developing a procedure to complete documents, and managing and maintaining documentation;
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— ensuring the implementation of the exercise programme; and,
— monitoring, reviewing and improving the exercise programme.

The exercise programme manager should inform top management of the activities and risks associated
with the exercise programme and obtain approval to proceed with exercising.

The exercise programme manager should have the competence necessary to effectively and efficiently
manage the exercise programme and the associated risks. The exercise programme manager is
accountable to top management for the programme and top management should be responsible for
the exercise programme. The exercise programme manager may form and select one or more teams
to support the delivery of the programme, ensuring that team members are competent to meet their
responsibilities effectively and efficiently.

4.3 Conducting

4.3.1 Implementing the exercise programme
The exercise programme manager should implement the exercise programme by:

— communicating the pertinent parts of the exercise programme to interested parties, and informing
them periodically of its progress;

— coordinatingand scheduling exercise projects and otheractivities relevantto the exercise programme;
— ensuring the selection of exercise project teams whose members have the necessary competence;
— providing necessary resources to the exercise project teams;

— conducting exercises in accordance with the exercise programme and within the agreed upon time
frame;

— recording exercise activities and managing and maintaining documents; and,

— completing after-action reviews and following up on lessons learned and recommendations for
improvement.

4.3.2 Monitoring exercise performance

The exercise programme manager should ensure the effective and efficient evaluation of individual
exercise projects. Consideration should be given to the method used for comparison over the duration of
the programme in order to implement an effective and efficient exercise programme.

Performance evaluation processes identify changing maturity, allow for comparison between teams,
locations or capabilities and identify areas for development in future programmes. A consistent method
of measuring the performance of participants, procedures and capabilities provides for effective
evaluation of the performance of the exercise programme and should be included in the organization’s
evaluation process.

The exercise programme manager should ensure thatthe evaluation processand criteriaassess the entire
programme, inclusive of the individual exercise projects, based on programme aim and objectives. The
exercise performance objectives should have predefined evaluation criteria and consistent measurement
methods that compare exercise project results over time. A number of consistent objectives should be
applied to individual exercise projects, and aligned to the exercise programme objectives. Examples of
activities that could provide performance trends are the:

— time taken to respond to the information inserted into an exercise (specific injects);
— time taken to conduct a call cascade; and,

— number of resources mobilized in a given time or space.
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4.3.3 Monitoring the exercise programme

4.3.3.1 The organization should ensure the exercise programme manager continuously monitors the
exercise programme implementation, and considers the need to:

— evaluate the performance of the exercise project team members;
— evaluate the ability of the exercise project team to implement the exercise programme; and,

— evaluate feedback from top management, interested parties, exercise participants and exercise
project team members.

4.3.3.2 The following factors may determine the need to modify the exercise programme:
— after-action reports or actual incident findings;

— demonstrated level of management system effectiveness, where appropriate;

— changes to, or the implementation of, a new management system, if established;

— changes to, or a new, plan, resource or capability;

— changes to standards, regulatory, legal and contractual requirements and other requirements to
which the organization subscribes; and,

— major organizational or personnel changes.

4.4 Reviewing and improving the exercise programme

Through the process of monitoring, the exercise programme should ensure improvements are identified
from the lessons learned and implemented to ensure the programme achieves established objectives.
The exercise programme manager should conduct regular reviews, considering:

— new exercise methods;
— results and trends from exercise programme monitoring; and,
— evolving needs of interested parties.

The exercise programme manager should report results of the review to top management.

5 Planning, conducting and improving exercise projects

5.1 General

Aseachindividual exercise requires planning, the organization should manage each exercise as a project.
This section provides guidance on planning and conducting an exercise project.

The level of planning will likely vary based on the requirements for the exercise and the constraints that
affect the programme.

The organization should follow three steps to deliver an exercise that meets the exercise programme
objectives:

a) plan the exercise;
b) conduct the exercise; and,

c) evaluate the exercise and its results.
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5.2 Planning

5.2.1 General

The organization should design and develop the exercise based on the needs analysis and the scope of
the exercise project. Project planning includes developing the aim and performance objectives for the
exercise, designing the scenario, creating the documentation, managing logistics, planning the exercises
to be conducted and planning for continual improvement.

5.2.2 Establish the foundation of the exercise project

5.2.2.1 Needs analysis

The organization should perform a needs analysis with the following expected outcomes:
— astatement of the need for exercises;

— afirm base of support for the exercise project;

— recognition of the role of exercises in managing the risks to the organization; and,

— acceptance of the need to manage the risks of conducting exercises.

In order to meet exercise objectives, the organization should develop specific exercise activities that
take into account issues related to risk, the constraints on developing and conducting these activities,
geographic boundaries, and interested parties.

Annex B provides a series of questions to assist in conducting the needs analysis.

5.2.2.2 Scope of the exercise project

The organization should develop an exercise project scope based on the needs analysis. The scope
summarizes and describes the magnitude, resources, and extent of the exercise and how it will achieve
the aim and exercise programme performance objectives.

5.2.2.3 Base of support

The organization should secure a base of support and commitment from top management, participants
and interested parties for every exercise project, regardless of its inclusion as part of a programme.

The organization should identify the benefits of the exercise as determined by the needs analysis and
communicate the benefits to those who have responsibility for an exercise.

Support for an exercise and its exercise project team is also important to ensure that the exercise aims
and performance objectives correspond to and run parallel to the organization’s strategic objective.

Top management should give the exercise coordinator and exercise project team a clear mandate and
full authority to plan, conduct, and evaluate the exercise project. The benefits and advantages of the
exercise project should be clearly explained and presented to the appropriate personnel, such as the
exercise coordinator, controllers, evaluators, and the exercise safety officer.

5.2.3 Developing aim and performance objectives

5.2.3.1 General

The organization should define the aim for the exercise project and clarify how conducting the exercise
supports the exercise programme aim and objectives. The organization should establish exercise
performance objectives for every exercise project to provide a framework for scenario development,
and to determine the criteria upon which the exercise will be evaluated.
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An exercise can be designed to:

— train the participants and provide an opportunity to gain knowledge, understanding and skills;
— evaluate the capabilities of individuals, organizations and systems:

— develop activities, abilities and ideas; and,

— measure knowledge, ability, endurance (time), or capacity.

The exercise performance objectives should reflect specific capabilities that the organization has set as
priorities, and identify the tasks associated with those capabilities. The exercise performance objectives
should be simple, measurable, achievable, realistic and task-oriented.

The ability to evaluate performance against objectives will depend on what data or evidence is required
to make an assessment. Before exercise performance objectives are adopted, it is important to consider
how the objective can be assessed.

Exercise performance objectives usually contain four parts.

a) Participant: Identifies the participants in the exercise. In larger exercises, the participants could be
teams or functional units.

b) Performance: An exact statement of the exercise performance objective.
c) Condition: The specific circumstance under which the expected, desired performance should occur.

d) Criterion: The criterion to be used to compare the observed performance with measurable
standards for the specific performance. If the organization does not have established standards for
performance, the standards should be developed, approved, and communicated by the organization.

5.2.3.2 Non measurable performance

Knowing and thinking are difficult to measure directly. The organization should use indicator
performance objectives if the assessment of cognitive functions is needed during exercises.

Examples of performance indicators may include decisions made, choices selected, and information recalled.

:5.2.3.3 Review of exercise performance objectives

The exercise performance objectives may need some alteration after the exercise project is launched.
- The changes should be based on established controls and implemented as part of the improvement
~process to achieve the aim of the exercise.

5.2.4 Team management

5.2.4.1 General

The organization should form one or more exercise project teams to plan, conduct, and evaluate the
exercise. Representatives from key areas within the organization being exercised should be included
on the team. The exercise project team can be expanded as needed. For example, logistics and
communications may be added to meet the aim and exercise performance objectives.

The organization should identify the scope of the exercise and the identify the roles to plan, conduct, and
evaluate the exercise, and assign the responsibilities to competent individuals.

Exercise project team roles may include:
— an exercise coordinator;

— adocumentation coordinator;
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— alogistics coordinator;

— acommunications coordinator;
— an exercise safety officer;

— controllers and facilitators; and,
— evaluators.

The organization may appoint one person for several of the roles, or several persons for each of these
roles, depending on the complexity or scope of the exercise.

5.2.4.2 Team development and responsibilities

The organization should appoint one person to be in charge of the exercise project team regardless
of how many persons are involved. The person with responsibility for planning and conducting the
exercise should chair the planning committee and be accountable to the organization.

For multi-organizational exercises, all participating organizations should have at least one member on
the exercise project team.

The exercise coordinator should identify the need for training for the exercise project team before
conducting an exercise. The exercise project team should develop pre-exercise briefing materials,
including the exercise safety briefing and other important information necessary to conduct and
evaluate the exercise.

The organization should ensure that the exercise project team and participants have the knowledge,
skills and abilities, and the competence necessary to perform assigned roles and responsibilities. The
organization should also identify the competencies of the evaluators. In a multi-organizational exercise,
identification of the required competencies should be done during exercise planning prior to identifying
and training evaluators.

5.2.5 Risk management

5.2.5.1 General

Risks should be managed when planning, conducting and evaluating exercises to ensure the exercise
performance objectivesareachieved. Riskmanagementaddresses concernssuchassafety, environmental
effects, waste of resources, loss of sensitive information, trauma, damage to the organization’s reputation
and relations with other organizations and governmental entities (intergovernmental arrangements).

Safety is of critical importance if the exercising involves participant exposure to potentially dangerous
situations or hazardous materials or risks to the community and the environment. The responsibility for
identifying risk controls should be assigned to a safety officer with appropriate responsibilities and powers.

Risk management is an integral part of the planning process as the performance objectives are being
developed. Continuous monitoring and reassessment is also a very important part of risk management.
The process involves communication, documentation, and coordination. ISO 31000 provides a suitable
framework for undertaking risk management to ensure systematic risk identification, analysis
and evaluation processes are in use and evaluates risk when compared to the exercise performance
objectives. The exercise project team should use a risk management process compatible with ISO 31000.

5.2.5.2 Context

Internal and external factors such as changes in legislation and regulations, media interest and
relationship with government or other organizations which may affect the exercise performance
objectives should be considered. It is also important to consider the risks of conducting the exercise to
the organization itself.
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5.2.5.3 Riskidentification

Riskidentification involves the identification of risk sources, potential unwanted events and situations, their
causes and their potential consequences that will have a negative effect on exercise performance objectives.

5.2.5.4 Risk evaluation

Risks should be prioritized using the rating assigned during the risk analysis, so that the most important
risks can be addressed first. Risk treatments may include eliminating or avoiding risk by not undertaking
an exercise activity, reducing the likelihood of occurrence, mitigating the consequence, sharing the risk,
or accepting the level of risk and continuing with the exercise project without change.

5.2.5.5 Risk management plan

A risk management plan should ensure that risks are managed. Risk management should be embedded
in all aspects of the organization’s exercise practices and processes including the policies, planning, and
budget required for effective exercise project risk management.

5.2.5.6 Monitor and review risk

Monitoring and review are integral to the risk management process and involve regular checking or
surveillance. Responsibilities for monitoringand reviewing should be clearly defined in the risk management
plan. Monitoring and reviewing processes should encompass all aspects of risk management including:

— ensuring that controls are effective and efficient in both design and operation;

— analysing and learning lessons from events (including near-misses), changes, trends, successes and
failures, which may require revision of risk treatments;

— detecting changes in the external and internal context; and,

— identifying emerging risks.

5.2.6 Environmental considerations

The organization should consider environmental risks and impacts, and the effect on the community and
the operating environment. The environmental impact of the exercise activities should be assessed and
analysed and the results documented and considered during exercise planning, conductingand evaluation.

5.2.7 Gender and diversity considerations

The exercise coordinator is responsible for gender and diversity considerations associated with exercise
projects. These considerations should be addressed in exercise planning, conducting and evaluation,
the results documented and the “lessons identified” reported.

5.2.8 Logistical considerations
The exercise coordinator should ensure that logistical details are managed by the exercise project team.

Management of logistical details can make the difference between an effective exercise and an exercise
that is confusing, ineffective, and inefficient.

Exercise logistical requirements will vary based on type and method of the exercise. The specific
materials, equipment and facilities needed to carry out the exercise should be determined by the exercise
planners as they develop the scenario, including the location(s) where the exercise will take place. Those
responsible for logistics address the supplies, materials, equipment, services and facilities required for
the exercise.
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Exercise logistical considerations include transportation, infrastructure (facilities, parking and
equipment), staffing, services (catering, medical support, and site security) and appropriate meeting
and briefing arrangements.

5.2.9 Exercise communication

5.2.9.1 General

Three types of communications activities should be considered as part of an exercise project:

— exercising of communications methods planned for use during the exercise;

— managing communications for the purpose of exercise planning and interested party engagement; and,

— managing communications among the project team during the exercise.

5.2.9.2 Exercising communication methods as a performance objective

The éxercise project will include exercise performance objectives against which the communication
method used to deliver the plan or capability being exercised can be assessed. This may include the
exercising of:

— the communication flow between groups of people; and,
— the communications equipment being used.

To ensure that performance objectives are met, the indicators should be identified when planning the
exercise project. Communications equipment should be tested prior to the exercise and issues identified
and addressed.

The following considerations are examples of indicators that can be used to support evaluation of the
communication performance objectives:

— the time taken for communication to be relayed;
— the accuracy of information relayed;
— the appropriateness of the communication method used; and,

— the appropriate people or systems received the information.
5.2.9.3 Communications strategy

5.2.9.3.1 General

The exercise coordinator should develop a strategy which should include communication exercise
performance objectives, identification of interested parties, indication of when and what it plans to
communicate, and a management commitment to allocate adequate resources.

One person should be assigned the responsibility for delivering the strategy. The following issues may
be considered:

— aim and scope of the communication strategy;
— riskissues and impacts;

— mainactivities to be considered as part of the exercise, messages to be conveyed, and communication
techniques, approaches, tools and channels to be used;

— timeframe; and,
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— roles and responsibilities.

Once the communication strategy is defined, top management should approve it and use it to control the
organization’s exercise communication activities.

During the exercise, media interest may be simulated. The person responsible for the communication
strategy may identify media simulation resources to be included in the planning and delivery phase.

The communications resources role may involve:
— providing subject matter expertise on crisis communication in the application of the scenario;
— developing the crisis communication injects to make the exercise’s conditions appear realistic; and,

— providing input into the scenario and inject development.

5.2.9.3.2 Establishing communication exercise performance objectives

During the development of the exercise performance objectives for communication activities, the
organization should consider its priorities and desired results. The organization should be sensitive to
the perception of risk by interested parties, and how the exercise may change their perception of risk
and of the organization.

“Considerations for setting communications-related performance objectives may include:

— meeting the information expectations of interested parties;

— minimizing internal and/or external conflicts;

— improving the organization’s credibility and reputation;

53 — improving public knowledge and the image of the organization’s products and services;

— complying with applicable legal and regulatory requirements and the other requirements to which
the organization subscribes; and,

— providing information about the exercise activities and encouraging understanding by interested
parties, of the aspects, impacts and performance of the organization.

5.2.9.3.3 Identifying interested parties

In developing the exercise communication strategy and the associated exercise performance objectives,
the organization should identify internal and external interested parties who are impacted by, or have
expressed an interest in, the organization’s products, services and activities.

Some examples of interested parties to be considered by an organization include:
— firstresponders and emergency management personnel, and non-governmental organizations,

— employees and their representatives, customers, suppliers and the communities associated with
the supply chain, contractors, distributors and competitors;

— public authorities, legislators and regulators, politicians and opinion leaders;
— community, schools, academics and researchers; and
— media organizations.

Conflicting interests may be identified among different interested parties. The communication activities
should address demands, particularly of those who are most influential and who may negatively impact
the outcomes of an exercise.
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5.2.9.3.4 Management of communications for the project team during an exercise project

A communications strategy should be defined to allow the exercise project team to communicate
effectively throughout the exercise and to support the delivery of an effective exercise project. The
purpose is to avoid conflict of communications methods and protocols, reducing the likelihood of
confusion to participants, so that the exercise project team can:

— startand terminate the exercise, allowing for escalation and termination in emergency situations; and

— monitor, discuss and alter the progression of the exercise.

5.2.9.3.5 Communications methods during the exercise

A communications strategy should be created that considers the methodology to communicate during
the exercise including which communications types will be used and by whom, with consideration given
to accessibility to each communications type where multiple organization types are represented as well
as varying training requirements. Where the communications technologies, such as radios or email, are
used to manage the exercise and within the exercise scenario, there should be separate channels for
participation in, and management of, the exercise.

The exercise project team should nominate separate individuals to monitor the exercise and exercise
management communications and develop a contingency plan for the loss of exercise management
communications and the ability to communicate with participants. The communications strategy should
be tested along with other testing protocols prior to the exercise. Protocols should be defined to allow
participants to notify the exercise project team if it is necessary to terminate the exercise, with a clear
escalation process to the nominated lead decision maker and back to the participants.

5.2.9.4 Review

Feedback should be generated as the communications strategy is implemented by the exercise project
team. The organization seekinginputfrominterested parties should explain why itis seekinginformation
and how the information obtained will be used during the exercise. The feedback may also be used
to review the communications strategy to ensure the communications-related exercise performance
objectives are achieved.

5.2.10 Resources

The organization should ensure resources such as financial, time, human, equipment, and facility-
related resources are used effectively during the project. Exercise cost estimates and budgets should be
considered prior to initiating the exercise planning process. The amount budgeted for an exercise should
be based on analysis of the appropriate exercise type and method required to achieve the anticipated
exercise aim and performance objectives. This analysis should consider which staff, systems, tools,
participating interested parties and other costs that are involved in the exercise. The exercise project
team is responsible for monitoring expenditures and routinely updating their budgets to ensure that the
amount allocated to an exercise is sufficient to achieve the exercise aims and performance objectives.

The exercise timetable and the time required from the exercise project team and exercise participants
are to be considered early in the planning process. All exercises require sufficient time to be allocated
to exercise planning, conducting and evaluating, ultimately determined by the exercise aim and
performance objectives.

The exercise project timetable may include:
— date and time of the exercise;

— duration of the exercise;

— deadlines; and,

— estimate of person-days required for the exercise.

1A — i
Copyright International Organization for Standardization © 1S0 2013 - All FlghtS reserved

Provided by IHS under license with ISO Licensee=University of Alberta/5966844001, User=sharabiani, shahramfs
No reproduction or networking permitted without license from IHS Not for Resale, 11/29/2013 00:02:43 MST



IS0 22398:2013(E)

The resources required are usually determined by the scope of the specific exercise. Exercise participants
and resources should be scheduled as early as possible because an exercise requires considerable time and
resources. Where a plan or capability is exercised, those involved should receive the training identified
for the role being exercised. The exercise participants should receive training prior to the exercise.

5.2.11 Design and development

The organization should design and develop the exercise based on the exercise scope as well as the
exercise aim and performance objectives used to design the exercise, develop the exercise project
document, manage the logistics, and plan to conduct and evaluate the exercise. The organization should
select the type and method of exercise to meet the performance objectives and recognize the constraints
under which the exercises will be developed and conducted. The type of exercise defines what should be
exercised, consistent with the exercise scope. The exercise method describes how the exercise is to be
performed to be consistent with aim and performance objectives.

An exercise might be a combination of multiple types and methods.

5.2.12 Exercise types

The organization should determine the exercise type according to the aim and performance objectives
as well as the size and the magnitude of the exercise. Table 1 provides sample descriptions for the
exercise types and the function or activity which should be exercised and evaluated while conducting
the exercise.
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Table 1 — Sample descriptions for the exercise types

Exercise type Description

Used to test the organization by alerting the involved participants and eliciting a
Alert exercise |response, as well as to test an alert mechanism. While primarily applied to the staff
within the organization, it may also be applicable to other contexts.

A means to test and develop the ability to invoke an appropriate response. It usually
Start exercise |builds on the alert exercise by testing how fast the organization can be activated and
begin carrying out appropriate, assigned tasks.

Designed to increase the ability to work within and among internal processes, staff
Staff exercise |and information routines to create a common situational awareness and suggest deci-
sions.

Used to exercise decision making processes within an organization, which may
Decision exer- |include the ability to make clear and timely decisions and to initiate coordination
cise between those responsible as well as with other interested parties, taking into
account time constraints.

Management |A combination of alert, start, staff and decision exercise with a focus on the roles,
exercise organization and standard operating procedures.

Used by different organizations or different parts of the same organization work or
act together in order to achieve a common objective. It can be carried out both in
large and small scales and may consist of:

Cooperation |— “vertical” coordination (between national, regional and local levels);

exercise — “horizontal” coordination;

— participation in a sector by public and private interested parties; and,

— co-operation among several sectors in the society.

Crisis manage- | Simulates crisis conditions providing an opportunity for people to practice and gain
ment exercise |proficiency in their roles described in the crisis management plan.

Comprehensive exercise activities taking place at a strategic level (e.g. inter-minis-
terial crisis staff, political-administrative staff, cross-sector and cross-departmental
management staff, or corporate crisis management). The general objectives of a
national strategic exercise include:

National stra- |— improving the integrated response capability in exceptional threat and danger
tegic exercise |Situations (crisis situations); and,

— developing a comprehensive coordination and decision culture in organizations
within the public or private sectors.

Annex C provides additional information on national strategic exercises which may
support public sector organizational exercise planning.

Exercise cam-

paign A series of recurrent exercises with a common generic organizational structure.

5.2.13 Exercise methods
Exercise methods can be grouped into two categories.

— Discussion-based exercises familiarize participants with current plans, policies, agreements,
and procedures. They are also called “dilemma exercises” and may be used to develop new plans,
policies, agreements, and procedures.

— Operations-based exercises are used to validate plans, policies, agreements, and procedures and
to clarify roles and responsibilities. They are carried out through simulations with the exercise
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activities carried out in real-life environments and are useful in identifying resource gaps in an
operational environment. They are commonly employed using an approach in which one type of
exercise builds upon another.

Table 2 provides sample descriptions for common exercise methods.

Table 2 — Sample descriptions for the exercise methods

Category (basis) Method Description

An informal discussion method, assisted by an experienced facili-
tator, designed to orient participants to new or updated plans,
policies, or procedures unconstrained by real-time simulation of
Seminar events. May be used by organizations as an initial organizing point
when plans and programs are being revised or developed, for
example to review and revise a procedure that proved difficult to
implement during a recent actual disruptive event).

Similar to seminars but differ as participant interaction is
increased, and the focus is on achieving or building a product,
such as new standard operating procedures, emergency opera-
tions plans, multi-year plans, or improvement plans. Workshops
are often employed during exercise development to write exercise
performance objectives and scenarios.

Workshop

_ _ Includes key personnel who discuss simulated scenarios in an
Discussion informal setting and used as a tool to build competence and sup-
port for a revised plan or procedure, or review plans, policies, and
procedures and to assess the processes and systems needed to
Tabletop exer- |respond to undesired situations. Issues that result from the simu-
cise lated events are discussed by the participants who develop deci-
sions through paced problem solving. They can be timed to require
rapid decision making or untimed allowing for in depth discussion
and development of solutions. Untimed tabletop exercises are com-
monly used first and timed exercises second.

A simulation of operations often involving two or more teams

in a competitive environment, using rules, data, and procedures
Discussion- |designed to depict an actual or assumed real-life situation. Gaming
based game |and simulation are often discussion-based. Games are also called
“virtual exercises” and use technology to engage participants and
create stress through the simulation of behavioural conditions.

5.2.14 Preparing scenarios

5.2.14.1 Structure

The organization should structure the scenario in alogical, readily accessible way. A systematic structure -
is often achieved by constructing the scenario using three levels: events, incidents and injects. 1

When the scenario is developed, the exercise should not become too complex and overburdened by
details. On the other hand, the target group should be challenged with content to enable decision making
and action. Figure 2 shows an example of a generic breakdown of an exercise.
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Objectives

Scenario background |

Main events

Figure 2 — Generic breakdown of an exercise

Scenario enhancements can range from the inclusion of details of research on a specific hazard to
providing accessories such as explosion debris, mannequins, smoke, or simulated victims. These
enhanced exercises provide more realistic scenarios or field environments, and increase the learning
potential for participants.

Annex D provides further information on exercise enhancement, and Annex E provides further
information on scenario enhancement.

5.2.14.2 Events, incidents and injects

Events describe the general content of the exercised scenario. The number of events depends on the
exercise aim and performance objectives. Several independent events may be required to achieve the
exercise project aim and performance objectives. However, the realism of the scenario can be decreased
by too many independent events.

Each event includes a number of consequences also known as incidents. The number of incidents should
keep exercise participants occupied but not overwhelm them. Should particular incidents or injects
become irrelevant or unsuitable during the exercise, the exercise planning team should have extra
incidents and injects that can be used or be prepared to improvise and produce new material. Each
incident should enable the evaluation of one or several of the exercise performance objectives. If the
relationship between performance objectives and an incident is unclear, then the incident should be
changed or removed altogether.

Injects are used by the exercise project team to communicate the exercise events and incidents to the
exercise target group, providing them with information and giving them problems to solve. Injects serve
to limit their behaviour and prompt them to act and make decisions. The means by which incidents are
injected to the exercise target group should be realistic.

The scenario should stimulate the exercise target group to respond so that their actions can be evaluated
against a backdrop of the evaluation criteria and points of measurement. Therefore there has to be a
clear relationship and link between events, incidents and injects and exercise performance objectives
and points of measurement.
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5.2.14.3 Documentation

The organization should document the scope, aim, performance objectives, risk management, exercise
instructions, exercise specifications, evaluations and safety plan for the exercise project.

The exercise project teams should prepare, implement, and maintain an exercise evaluation and
an exercise safety plan. The effectiveness of each exercise is evaluated by the target group so that
appropriate conclusions of can be drawn and improvements can be made to future exercises.

To ensure the safety of the participants, employees, the general public and environment, the exercise safety
officer should develop an exercise safety plan and submit it to the exercise project team for review to the
exercise coordinator for approval. All modifications should be discussed with the exercise safety officer.

The exercise safety plan describes risk management aspects and procedures. Incident simulations
should be as realistic as possible, balanced with safety considerations. The risks are identified in the
safety plan, and the appropriate risk treatments described. The exercise safety plan should identify the
site specific hazards of each exercise and identify the controls to treat each of these specific hazards.
The treatments are based on the exercise risk identification and evaluation, and may include proactive,
preventive, and preparative treatments. Other details, exercise stop action procedure, and accident
reports may be included in the exercise safety plan.

5.2.14.4 Records

All documentation should be controlled in accordance with the organization’s quality and record
retention policies. If the exercise involves more than one organization, the control of records should be
discussed and agreement reached during initial planning meetings.

5.3 Conducting

5.3.1 Exercise run-through

All exercise team members should participate in an exercise run-through. This brief review should
contain only vital information to ensure that the participants act as planned throughout the course
of the exercise. The lead evaluator should participate in this process. A similar review should be done
with the exercise controllers to synchronize injects and exercise scenario changes, and to facilitate the
implementation of the exercise coordinator‘s guidance as the exercise proceeds (at least daily in a multi-
day exercise).

125.3.2 Start-up briefing

The exercise coordinator should ensure that a start-up briefing is performed as an integral, necessary
part of the exercise risk management process. The organization should also clearly communicate to all
‘participants the reasons for an exercise suspension or termination, both crisis and non-crisis.

‘The points to be covered in a start-up briefing may include:

— the target group;

— the aim and performance objectives of the exercise;

— the value and the purpose of participation in the exercise;

— the function of the management team and its relation to the exercise participants;

— the rules of role-play;

— the use of phones, exercise phone catalogues, etc. for communication during the exercise;
— the expectations for the exercise;

— the written information that will be provided;
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— the scenario; and
— the termination process.

The start-up briefing should be used to avoid confusion between simulated and actual events.

5.3.3 Launch of exercise

The organization should test the communications to be used to launch, temporarily stop, and terminate
the exercise prior to the scheduled launch. The methods for communicating exercise launch, stop, and
termination should be explained during the start-up briefing. The exercise coordinator should announce
the beginning or start of the exercise.

Techniques to launch the exercise include a verbal briefing, a fictional media inject; and mass messages.

5.3.4 Exercise facilitation

While the scope and scale of the exercise may vary, exercise facilitation tasks may include:
— maintaining the flow;

— reacting to the decisions of participants;

— flexibly adjusting the injects;

— collecting regular feedback from observers and evaluators;

— managing visitors;

— recording evidence and outcomes;

— enabling post exercise debriefs;

— facilitating opportunities to attempt tasks or issues for a second time; and

— dealing with the unexpected.
5.3.5 Termination of exercise

5.3.5.1 General

The exercise coordinator should terminate the exercise using the same communications for launching
and temporarily stopping the exercise. The exercise may be terminated, for example, through an inject
or announcement stating that the exercise is complete.

5.3.5.2 Unplanned termination

The exercise coordinator should call for a quick termination of the exercise and transition to routine
operations when a situation such asa crisis arises. An exercise may also be stopped to clarify a procedure,
and provide training to correct observed problems and another non-crisis situation. The exercise may
then be re-started or terminated.

Anurgent need to stop an exercise may require all activities to cease immediately. So thatall participants
know when to immediately cease all exercise-related activities, an exercise stop-action mechanism such
asaword or phrase should be defined. If an “exercise stop-action mechanism” is planned, all participants
should be briefed, describing the immediate action to be taken when the mechanism is activated. When
the issue leading to the stop-action clears, an agreed-upon signal should be used to indicate that the
exercise activity can resume.

The organization should adopt one exercise stop-action word and continue to use this word during all
exercises. Terms such as “No play” and “End ex” may be used. The organization should make sure that
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all participants know the word and the immediate actions required when the word is used. The exercise
stop word should be covered as part of the pre-exercise safety briefing.

5.4 Improving

5.4.1 Post exercise debriefing

The exercise coordinator should organize a post-exercise debrief. Review of the exercise should provide
valuable information on the validity of the plans, what resources were available and how they were
used, and the transfer of behaviour learned from training. The process used to review actual incidents
and near misses within the organization should be used to conduct post-exercise briefings.

During the post exercise debriefing, attention should be given to the functioning of the exercise
organization and the exercise planning process.

5.4.2 Observation

Exercise evaluators should have knowledge of the expected performance and criteria for evaluation.
They should have prepared observation forms containing the exercise performance objectives and
allow for notes to be taken during the exercise.

NOTE The evaluators should remain independent from participation and not be assigned other duties.

5.4.3 After-action review

The organization should conduct an exercise after-action review, considering the validity of the plans,
the resources that were available, how the resources were used; and the transfer of behaviour learned
in training. The same format for the critique of exercises should be used for an actual incident to allow
for comparison between simulated to actual events.

6 Continual improvement

6.1 General

After-action reviews of the exercise project result in feedback to enable an evaluation of individual
exercise projects, the exercise programme as a whole and the aspect being exercised.

6.2 Evaluation

6.2.1 General

The organization should evaluate the exercise programme and exercise projects based on performance
objectives by monitoring or measuring performance during exercise projects then comparing the results
to the criteria established and described as part of the performance objectives.

The disparity between exercise performance objectives and the observed or measured performance
becomes the input into the corrective action process.

6.2.2 Evaluation process

6.2.2.1 Initiating

An evaluator should be involved in the exercise project from beginning. During the initiation of the
exercise project, one or more people should be appointed to manage the evaluation, depending on the
scope of the exercise. Evaluators should participate in planning the exercise and in the evaluation.
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6.2.2.2 Planning and organization

The exercise project team should plan the evaluation and the exercise at the same time. The evaluation
should be designed to assess the extent to which the exercise aim and performance objectives were
achieved. During larger exercises there should be different external evaluators who evaluate the exercise
project management and the exercise.

6.2.2.3 Formulating questions and the basis for analysis

Exercise performance objectives can be developed from accepted standards for competence. The
evaluator(s) should ensure that the evaluation questions relate to the aim and exercise performance
objectives. The criteria against which the collected material should be assessed should be clearly
presented. Assessment criteria should result from collaboration between those in charge of the
evaluation and exercise as well as other participants.

6.2.2.4 Training

The head evaluator appointed for the exercise project should ensure the evaluation group is informed
about the organization and participants. The evaluator(s) who collect material should be trained for the
tasks they are assigned.

6.2.2.5 Observing and directing feedback

Different types of material can be used to evaluate an exercise. Primary materials include participant
observations, logs and notes, e-mail, telephone reports, and audio and video recordings. Secondary
materials are orientation documents, exercise objectives, scenario information and other exercise
documents, evaluation forms, observer notes and direct feedback from after-action debriefings.

Directly following the completion of the exercise, participants should be given the opportunity to discuss
and present their experiences, address initial findings, provide first impressions about what went well
and what could be improved.

6.2.2.6 Analysing data and developing the after-action report

The organization should analyse the dataand identify corrective actions. For consistency, the same standards
that were used to develop exercise performance objectives should be used during the analysis of the data.

6.2.2.7 Presenting the after-action report

An after-action report should provide an overview of the exercise, report on the outcomes compared to
performance objectives and note the actions to be taken and by whom.

The after-action report may contain:
— the scope, aim and performance objectives;

— a summary of participants, resources, exercise location, set-up and staging, and the activities
relating to the preparation and execution of the exercise;

— the selection of type and method of the exercise, including scenario, incidents and injects;

— identification of any exercise process constraints;

— evaluation of the exercise performance, including the response by participating organization(s);
— input from observers and feedback from debriefing;

— operational performances, competencies and learning experience of participants;

— recommendations for improvements, with responsibility assigned and completion dates;
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— recommendations for a next exercise;
— any limitations on findings or guidance on how findings should be interpreted; and,
— conclusions regarding the validity of the exercise.

The after-action report should be circulated to the participating organization(s) for input. The report
should be provided to management and interested parties when itis finalized. It should also be presented
to top management of the participating organizations for their endorsement.

Where the reportis shared across organizations and public, several versions of the report may be needed
to preserve confidentiality

6.3 Management review and corrective action

Top management should review the after-action report by comparing the exercise results with the
exercise performance objectives.

The organization should document all recommendations contained in the after-action review and the
result of specific corrective actions. The organization should identify all corrective actions and assign :
appropriate and competent individuals for resolution within agreed timelines. A system for establishing
priorities may be required if there is a limitation on resources to correct the discrepancies identified -
during exercise projects. The organization should monitor and report progress as appropriate. The -
exercise project team should continue to seek ways to improve effectiveness and efficiency.

Top management should ensure that approved corrective actions are implemented and followed up to
ensure that the commitments for corrective action are satisfied. A system for tracking the completion of -
corrective action is recommended.

The organization should incorporate corrective actions into the standard operating procedures. The
lessons identified are usually used for performance enhancement, planning and preparing for future
exercises, and improving the exercise programme.
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Annex A
(informative)

Exercises within a management system description

A.1 General

A management system should harmonize a number of elements within the organization so that it is
effective and efficient. The organization’s management should define processes and controls to be
implemented and contribute to meeting its aim and objectives. The management system should be
flexible and scalable, adaptable to changes in the organization’s policy, aims and objectives, and perform
as a tool to implement the changes.

In order to achieve a high level of competence, the organization should employ exercises as an integral
part of its management system. The exercises should be planned, conducted and evaluated either by
a sub-unit within the organization or by an external organization. This annex relates to the elements
of a management system as defined in Appendix 2 of Annex SL of the ISO/IEC Directives, Part 1 fourth
edition 2013.

A.2 ldentifying the benefits of using exercises

The organization, through its management system, can be expected to benefit from an exercise
programme and exercise projects. The organization’s needs should be clearly defined so a suitable
programme can be developed and exercise types and methods selected.

A.3 Defining the organization’s need

A.3.1 Identifying the inputs

A.3.1.1 General

In order to plan, conduct and evaluate effective exercises for an organization, the organization’s needs
should be defined and communicated to the exercise programme manager and exercise coordinator.

A.3.1.2 Policy

All organizational activities should be designed to support the organization’s strategy and policy and the
policy should influence the exercise programme. This is a sequential process with management plans
based on the organization’s aim and objectives which are in turn based on the organization’s policy.

A.3.1.3 Operational planning and control

The plans and the resources allocated to implementation of these plans are the basic elements of the
organization’s need for exercises. The competence of the participants involved in these plans should be
evaluated and verified through effective exercises. If gaps are identified they serve as a input to develop
corrective action.

A.3.1.4 Understanding the needs and expectations of interested parties

Interest party requirements and expectations have an impact on what has to be done by the exercise
participants (as well as constraints, exercise type, method, timing and frequency).
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A.3.1.5 Organization roles, responsibilities and authorities

Exercise projects evaluate and develop personnel competencies so the organization is able to meet its
aim and performance objectives. Understanding roles, competencies and expectations is mostimportant
to the planning and conducting of exercise projects.

A.3.1.6 Resources

The organization’s management should allocate financial, and human resources and equipment so
participants who are assigned a specific task can perform it, and to build and preserve competencies.
Exercises should be developed and conducted within established resource constraints.

A.3.1.7 Competence and awareness

The organization must determine the necessary competence of those doing work under its control,
and ensure that competencies are achieved and preserved. This includes the competencies affecting
management system performance. Those doing work under its control must be aware of the management
system policy, how they are expected to contribute to the effectiveness of the management system, and
the consequences of not conforming to management system requirements. :

A.3.2 Elements influenced by feedback from exercise projects

A.3.2.1 Documented information

The “competence enhancing” activities performed by the participants in the organization must be
recorded and used by the organization to evaluate personnel in the context of aim and performance
objectives and to develop future plans.

A.3.2.2 Competence and awareness

The information from the exercise projectsisadirectindication of the level of interested party awareness
and competence and a direct input for evaluating gaps that have to be addressed.

A.3.2.3 Monitoring, measurement, analysis and evaluation

When using the “Plan Do Check Act” model, planning and conducting exercises is part of “Do” (as
noted in ISO 22301, for example), the outcomes are used in “Check” and “Act” to evaluate improvement
opportunities and drive continual improvement.

A.3.2.4 Nonconformity and corrective action

Addressing corrective actions contributes to the continual improvement of the management system and
exercises offer a source of corrective actions.

A.3.2.5 Internal audit

Assessing whether the organization performs exercises and if the exercises compare actual performance
to desired results should be part of the internal audit.

A.3.2.6 Management review

Exercise results are a critical management review input because of the importance of having top
management understand the outcomes to prioritize and drive continual improvement.
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A.4 Continual improvement

The management system requires the organization to continually improve the suitability, adequacy
and effectiveness of the management system. Exercise is one of the tools used to identify and rectify
performance, competence and awareness gaps.
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Annex B
(informative)

Needs analysis

B.1 Organizational considerations

The organization should perform a needs analysis for the purpose of determining the need for an
exercise programme and/or exercise project(s). The following questions should be asked:

What are the strategic issues and priorities for the organization and what will satisfy these needs?
What are the requirements for the exercise programme and/or project?

Who are the interested parties?

What risks require treatment?

What are the legal, regulatory and compliance obligations to which the organization subscribes?

B.2 Situational analysis

The development or improvement of an exercise programme or project begins with an acceptance by
an organization of the need to manage its risks based on risk assessment results obtained through the
use of a number of methods. In the situational analysis, the organization should seek information to help
plan, conduct and improve its exercise programme and/or projects by considering these issues:

existing risk management activities and commitments;

concerns of interested parties;

exercise activities that have proven to be the most effective in similar situations;
the influence of opinion leaders on issues related to management of risk;

hazard and risk mapping;

periodic data analysis;

social and political implications;

public image of the organization on a specific issue;

latest developments and trends on risk management issues related to the organization’s specific
activities;

products and services;
economic, financial and regulatory implications; and

knowledge of the values and cultures of interested parties.

Itis also important to consider the potential costs and consequences when evaluating the context for an
exercise activity. The analysis may have already been completed in a community or agency hazard, risk
and vulnerability analysis or in a comparable process or document.

™ ICN T7N12 ATl w3
Copyright International Organization for Standardization '('lghtS reserved 2 7

Provided by IHS under license with ISO Licensee=University of Alberta/5966844001, User=sharabiani, shahramfs
No reproduction or networking permitted without license from IHS Not for Resale, 11/29/2013 00:02:43 MST



IS0 22398:2013(E)

B.3 Identifying information relevant for exercise programme and project man-
agement

The organization should anticipate issues of concern to interested parties as this helps to focus the
collection of risk and impact information on the performance of its products, services, processes and
activities, and on the protection of assets. Appropriate quantitative and qualitative data and information
can be selected or generated based on the targets set for an exercise project. The information should be
aligned to current standards and guidelines on performance and performance indicators.

There are many sources and types of information available within most organizations, including
information on an organization’s strategies, policies, and the risks involved.

Sources may include:

— lists of risks and impacts specific to products, services, processes, activities, assets and finances;
— lists of risk indicators;

— asset valuation and assessment of critical shortfalls;

— routinely and occasionally collected information, such as reports from facilities located in a specific
area, reports from subsidiaries (for a holding company), research reports, monitoring, control and
measurement data registers and analysis reports;

— regulatory reports;

— compliancerecordsand contracts,aswell as other requirements to which the organization subscribes;
— response and recovery strategies and plans;

— manuals and records of employee training;

— relevant financial and accounting data; and,

— information from community outreach activities specific to response and recovery.
When choosing the time to hold exercises, the following should be considered:

— minimum negative effect on the organization’s routine and operations;

— holiday schedules;

— weather and other seasonal considerations;

— the period of time required to improve competencies and skills; and,

— regulatory cycles and requirements.
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Annex C
(informative)

National strategic exercises

C.1 General

This annex gives additional information for the exercise type “national strategic exercise” as described
in Table 1.

C.2 Objective of the exercise

A national strategic exercise refers to comprehensive exercise activities taking place at a strategic level
(e.g. inter-ministerial crisis staff, political-administrative staff, cross-sector and cross-departmental
management staff, or corporate crisis management).

The general objectives of a national strategic exercise include:

a) improving the integrated response capability in exceptional threat and danger situations (crisis
situations); and,

b) developing a comprehensive coordination and decision culture in organizations within the public,
or private sectors.

c) identification of weak points:

1) within organizational structures in the event of crisis situations,

2) inthe context of management and deployment concepts,

3) in the context of the cooperation of different organizations and of the deployed resources
assisting with response and recovery;

'd) evaluation and improvement of:

1) tools for the comprehensive and prognostic assessment of the situation,

2) cooperation across departments, public authorities and institutions,

3) efficiency of existing organization, management and communication structures which should
even work in the event of a shortage of personnel or technical equipment,

e) availability and quick deployment of personnel and special material resources consistent with
the objectives associated with the cross-social protection strategies, as well as risk and crisis
management plans,

f) allocation of capable professional expertise to cope with the situation,

g) management procedures and internal crisis communication between managers and among
managers and staff,

h) timely and precise press releases and public relations information,

i) inclusion of psychosocial aspects of crisis management,

j) appropriate deployment and management of resources, in particular when faced with resource
constraints.
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C.3 Scope of exercise

The scope of a national strategic exercise is to practice top managementinter-organizational cooperation
whichmayinvolve exercises across and between any mix oflevels of public, private and non-governmental
organizations. These exercises can simulate extreme national large-scale damage and threat situations,
in order to guarantee an even more effective protection of the population.

The major challenge is the interdisciplinary connection of all areas of civil security provisions to create
an efficient security system for the population and its basic needs.

National strategic exercises therefore include the following aspects:

— exercises executed by the crisis and administration staff ranked higher than the tactical or
operative levels;

— to bring together the organization’s responsibilities and central possibilities and potentials;

— creation of networks, among other things, by bringing together public and non-public sectors
(critical infrastructures);

— cross-departmental and cross-divisional coordination of media and public relations work;
— creation of optimal basic conditions for successful operative-tactical deployment;
— ensuring sustainability and ability to persevere; and,

— cross-social approaches.

C.4 Exercise purpose

The purpose of a national strategic exercise is the examination and evolution of cross-social emergency
preparedness systems and strategies designed to protect the population. This type of exercise includes
the coordination of measures and the cooperation of responsible authorities and private operators of
critical infrastructures in situations of extreme riskand damage. The focus of national strategic exercises
should be on cross-departmental and interdisciplinary crisis management, including information, media
and resource management. The exercise should address the needs of the entire population.

C.5 Participants

Participants in the national strategic exercise scenario include response and recovery professionals
(crisis management staff/administrative staff) from authorities, private operators and interested
parties. The exercise is led by exercise coordinators, with planning, conducting and improving activities
performed by the exercise project team, as well as central and local operating staff. For exercise planning,
conducting and improving, central and local project groups are deployed and supported by experts,
depending on the complexity associated with the exercise scenario (see C.7).

C.6 Planning of the exercise project

Preparatory measures as well as general and thematically appropriate workshops are organized in the
course of the exercise. In general, the conduct of a national strategic exercise isbased on an iterative process.

For strategic crisis management exercises, a minimum of 12 months preparation time is required. In
the preparation phase, the starting point (scenario), a script with the appropriate additional documents
(incidents and injects), the communication plan and further exercise papers are prepared. Additionally,
the exercise participants are introduced to their functions. Right from the start of the actual exercise,
it is important to remove, whenever possible, any identified crisis management deficits in order to start
the execution phase with optimised structures. Therefore, it is of utmost importance to remedy, as much
as possible, the defects of crisis management, which had been identified during the preparation phase,
in order to enter the execution phase against the background of optimised structures.
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The aim is to deploy personnel, equipment, and resources to a specific location for the real-time, real-
life simulation of a scenario. Incorporate as many functions as possible to exercise and/or test the entire
plan. The number of exercise performance objectives depends upon the number of functions involved.
There should be no less than three objectives per function.

C.7 Organizational aspects
Strategic exercises on the national level require a complex exercise management team.

Ahigh-ranking steering committee makes decisions regarding the main exercise aim and objectives and
the exercise framework.

During the conduct of the exercise, a central exercise project team and local management staff as well
as framework management groups conduct (initiate, monitor, coordinate and, if necessary, adjust) the
development of the exercise. These teams and groups report to the management staff. They are closely
involved in the general planning and conduct of the exercise. Framework management groups have
management knowledge. At the same time they are also participants in the exercise. Because of their
double function, they represent the exercise environment. Toward the exercising staff, the framework
management groups behave like exercising staff and pass on management knowledge only depending
on situation and time.

C.8 Media work

Psychosocial aspects of crisis management are increasingly important. For exercises at a strategic level,
possible reactions of the population, individual groups or helpers are important parameters which have
to be taken into account during exercise planning, conducted and evaluated. In particular, media and
public relations work (risk and crisis communication) is a strategic instrument of crisis coping measures
in real or simulated media work.

C.9 Evaluation

- After the completion of the exercise, based on the findings, a joint evaluation report is prepared which

- is distributed to all those who participated in the exercise. It is also a starting point for the further

- optimization of crisis management structures and the development and further development of up to

- date strategies for the handling of crises. To be able to understand and evaluate these optimization

" measures during the evaluation phase, attention should be paid to the complete documentation. Further
information is given in 6.2.
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Annex D
(informative)

Exercise enhancement

D.1 General

Enhanced exercises provide a realistic scenario or field environment and add an increased level of
learning potential for participants. Enhancements can range from using scenarios based on detailed
research on a specific hazard to providing props such as explosion debris, mannequins, smoke, or
simulated victims. The following paragraphs detail some operations-based exercise enhancements.

D.2 ?Potential enhancement
D21 Props

Props are non-functional replicas of objects, the presence or discovery of which prompt certain actions by
exercise participants. Examples include simulated bombs, bomb blast debris (i.e. shrapnel), mannequins
or body parts, and foam bricks and beams. Simulations that mimic the effects of chemical hazards or
that cause a positive reading of an actual detection device are also considered props. Providing written
materials is a suitable method of delivering detailed, scripted information. For example, providing a
copy of a local newspaper that includes a scripted article related to the exercise scenario is an effective
way to enhance what might otherwise be a bland message.

D.2.2 Equipment

When feasible, using real equipment is more desirable than using simulated props. Using real equipment
has the added effect of familiarising personnel with the tools of the trade. For example, emergency
medical technician (EMT) staff should benefit more from completing medical triage tags than from
stating what they would do if they had triage tags.

D.2.3 Personnel

Using actual team members and victim actors is essential for exercise realism. Teams that consistently
train and practice together tend to respond more effectively and cohesively. Every effort should be made to
incorporate existing teams into the exercise as players. For example, include hazardous materials (HazMat)
teams and bomb squads; disaster medical assistance teams; and evidence response, special reaction, and
hostage negotiation teams. Using actors as victims enhances realism for all response staff that interacts
directly with them. Soliciting volunteers from the local jurisdiction (e.g. city, county) helps develop a sense
of community and ensures community members that their first responders are well-trained.

D.2.4 Special effects

A special effect is a technical enhancement that typically requires trained and licensed personnel,
special permission for use, and additional safety and/or security precautions. Examples include the
employment of pyrotechnics or explosives, or the use of makeup specialists.

D.2.5 Red teams

Composed of experienced role-players, Red Teams are a physical representation of the adversary whom
the players are seeking to prevent or deter from perpetrating an attack during a prevention-focused,
operations-based exercise. Numerous personnel, logistics, and safety considerations are associated
with employment of Red Teams.
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Annex E
(informative)

Creating scenarios through experience

E.1 General

Exercise scenarios can be enriched by the inclusion of learning from human experience associated
with significant events. Ethnography, a qualitative research tool, is a useful methodology to collect this
experience, providing insight and understanding of the human impact.

This activity can vary from a discussion with a person who has experienced the relevant scenario, to a
research project that includes many interested parties. For some scenarios, ethnographic studies may
have already been completed, and can provide useful information on experience.

This technique can assist in ensuring the exercise challenges the response, as exercise participants will
rarely have exposure to the scenario they intend to use.

E.2 Benefits
The main benefits of using ethnography in exercises are:

— to understand the experiences and tacit knowledge of people who were directly affected by a
disruptive event;

— to understand the wider impacts and potential issues that may arise during an incident that is not
easily predicted; and,

— tovalidate assumptions made on human or animal experience, and perceptions.

The outcome of this activity is an enriched scenario that reflects previous incidents and has an increased
likelihood of reflecting possible outcomes were the scenario to occur. This activity also provides context
and increases learning opportunities for exercise participants. :

E.3 Methodology

E.3.1 General

Ethnography is a method that records verbal experiences. For the purposes of scenario development,
verbal reports should be provided by people who have experienced an incident closely aligned to the
scenario being developed.

The verbal reports are systematically analysed to provide more comprehensive understanding what
could occur in future incidents.

E.3.2 Method

E.3.2.1 General
Primary Research: Verbal reports are recorded through an unstructured interview.

Secondary Research: Previous research conducted may provide the desired information. A literature
search for reports, books or academic journal papers may provide ethnographic research on a specific
case study. The text should be relevant to the scenario or impacts being exercised.
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E.3.2.2 Interviewees
The choice of interviewees is determined by:
— the scenario;

— therole of interviewees in the incident; these people may be survivors, response personnel, friends
and family of survivors, witnesses or others who have a link to the incident; and,

— geographical location; the incident may have no physical location therefore consideration should be
given to the practicalities of undertaking the interview.

E.3.2.3 Interviewers

When choosing interviewers, consideration should be given to:
— cultural understanding of the interviewees;

— sensitivity to psychological status; and,

— understanding of the incident including the damage in the area.

E.3.2.4 Conducting interviews

Record the interview by taking notes and using devices including voice and video recorders. After
holding an interview, an interviewer should:

— write a verbatim transcript based, but not limited to, on the notes and voice records;

— edit the transcript, if necessary, without changing its original meaning, to make it more easily
readable and understandable; and,

— confirm with the interviewee the edited transcript if it correctly describes his/her experience to
finalise the record.

The official record should be analysed to extract tacit knowledge from which lessons may be drawn.
Methods to analyse records may not necessarily be highly quantitative and technical. The framework to
be applied to the analysis of the records should be drawn from a combination of the exercise participants’
desire and need for inquiry and their interpretation of the information from secondary data sources.
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