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Foreword

committee has been established has the right to be represented on that committee. International 

The main task of technical committees is to prepare International Standards. Draft International 

casting a vote.

Health informatics.

minor revision.

Health informatics — Public key 
infrastructure:

—

—

—

Annex A
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Introduction

need for patient information to be shared among a growing number of specialist healthcare providers 
and across traditional organisational boundaries.

is of fundamental importance if information is to be exchanged between organisations and between 

restricted to within national boundaries.

This International Standard seeks to address the need for guidance of these rapid international 
developments.

cross-border communication in this sector.
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communication of health information.

Practices Framework,

unique to healthcare.
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INTERNATIONAL STANDARD ISO 17090-1:2013(E)

Health informatics — Public key infrastructure —

Part 1:

1 Scope

2 Normative references

Health informatics — Public key infrastructure — Part 3: Policy management of 

3.1 Healthcare context terms

3.1.1
application

3.1.2
device
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3.1.3
healthcare actor

3.1.4
healthcare organisation

3.1.5
non-regulated health professional

his/her
his/her services.

3.1.6
organisation employee

3.1.7
patient
consumer

3.1.8
privacy
freedom from intrusion into the private life or affairs of an individual when that intrusion results from 
undue or illegal gathering and use of data about that individual

[SOURCE: ISO/IEC 2382-8:1998]

3.1.9
regulated health professional
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3.1.10
sponsored healthcare provider

3.1.11
supporting organisation

not providing healthcare services

other goods.

3.2 Security services terms

3.2.1
access control

[SOURCE: ISO/IEC 2382-8:1998]

3.2.2
accountability

[SOURCE: ISO 7498-2:1989]

3.2.3
asymmetric cryptographic algorithm

encipherment and decipherment differ

[SOURCE: ISO/IEC 10181-1:1996]

3.2.4
authentication

[SOURCE: ISO 7498-2:1989]

3.2.5
authorisation

[SOURCE: ISO 7498-2:1989]

3.2.6
availability

[SOURCE: ISO 7498-2:1989]

© ISO 2013 – All rights reserved 3Copyright International Organization for Standardization 
Provided by IHS under license with ISO Licensee=University of Alberta/5966844001, User=sharabiani, shahramfs

Not for Resale, 11/30/2013 21:55:37 MSTNo reproduction or networking permitted without license from IHS

-
-
`
`
,
`
,
,
,
,
,
,
`
,
,
,
`
,
`
`
,
,
`
,
,
`
`
`
,
`
,
`
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-



ISO 17090-1:2013(E)

3.2.7
ciphertext

3.2.8

processes

[SOURCE: ISO 7498-2:1989]

3.2.9
cryptography

[SOURCE: ISO 7498-2:1989]

3.2.10
cryptographic algorithm
cipher

[SOURCE: ISO 7498-2:1989]

3.2.11
data integrity

[SOURCE: ISO 7498-2:1989]

3.2.12
data origin authentication
corroboration that the source of data received is as claimed

[SOURCE: ISO 7498-2:1989]

3.2.13
decipherment
decryption

[SOURCE: ISO/IEC 2382-8:1998]

produce the original plaintext.

3.2.14
digital signature

[SOURCE: ISO 7498-2:1989]
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3.2.15
encipherment
encryption

[SOURCE: ISO 7498-2:1989]

3.2.16

[SOURCE: ISO/IEC 2382-8:1998]

3.2.17

authenticator

[SOURCE: ENV 13608-1]

3.2.18
integrity

transmission

3.2.19
key

[SOURCE: ISO 7498-2:1989]

3.2.20
key management

[SOURCE: ISO 7498-2:1989]

3.2.21
non-repudiation

[19]

3.2.22
private key

[SOURCE: ISO/IEC 10181-1:1996]

3.2.23
public key

[SOURCE: ISO/IEC 10181-1:1996]
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3.2.24
role
set of behaviours that is associated with a task

3.2.25
security

[SOURCE: ENV 13608-1]

3.2.26
security policy

[SOURCE: ISO/IEC 2382-8:1998]

3.2.27
security service

[SOURCE: ISO 7498-2:1989]

3.3 Public key infrastructure related terms

3.3.1
attribute authority
AA

[SOURCE: X.509]

3.3.2

[SOURCE: X.509]

3.3.3

3.3.4

3.3.5

3.3.6

extension is not recognised).
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3.3.7

3.3.8

archiving and revocation

3.3.9

3.3.10

3.3.11

3.3.12

3.3.13

[SOURCE: ISO/IEC 2382-8:1998]

3.3.14

CA

it is trusted.

3.3.15

CP

[SOURCE: IETF/RFC 3647]

3.3.16

CPS

[SOURCE: IETF/RFC 3647]
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3.3.17

PKC

3.3.18
public key infrastructure
PKI

3.3.19

repudiation services

3.3.20
registration authority
RA

[SOURCE: IETF/RFC 3647]

3.3.21
relying party

[SOURCE: IETF/RFC 3647]

3.3.22
third party

communication protocol

3.3.23
trusted third party
TTP

[SOURCE: ENV 13608-1]
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4 Abbreviations

AA

CA

CP

CPS

CRL

electrocardiogram

electronic health record

RA

TTP

5 Healthcare context

in other contexts.

3.1.

Persons: regulated health professional;

non-regulated health professional;

patient/consumer;

sponsored healthcare provider;

Organisations: healthcare organisation;

supporting organisation.

Other entities: devices;

regulated medical devices;

applications.
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5.2 Examples of actors

5.2.1 Regulated health professional

different countries. It is an important task for future ISO standardisation to create a global mapping 

in some countries.

5.2.2 Non-regulated health professional

5.2.3 Patient/consumer

5.2.4 Sponsored healthcare provider

practitioner or a hospital).
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5.2.5 Supporting organisation employee

is not a regulated or non-regulated health professional.

5.2.6 Healthcare organisation

5.2.7 Supporting organisation

Supporting organisations perform services for healthcare organisations but do not perform direct 
healthcare services.

5.2.8 Devices

5.2.9 Applications

Applications are computer software programs running on individual machines and/or networks. Within 

boundaries. It is intended to cover public (government) health authorities and private healthcare 

activities (such as home care).

a) secure electronic mail;
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together with authentication of the health professional;

Annex A.

6 Requirements for security services in healthcare applications

6.1 Healthcare characteristics

ISO 17090 has been developed. Particular characteristics of healthcare are as follows.

refers. This creates a special need for long-term preservation of digital signatures and a valuable 

training and planning purposes).

manage their information.

of health strategies.
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6.2.1 General

services and their application to healthcare are described in more detail below.

6.2.2 Authentication

containing personal health information. When these documents and records are accessed and updated 

It is of paramount importance that health professionals be able to access sensitive personal health 

7.4.

6.2.3 Integrity

narcotics prescriptions).

6.2.5 Digital signature

signed documents will be provided as evidence.

IETF/RFC 3126 is recommended as a long-term signature format in such cases.

professional involved.
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6.2.6 Authorisation

of the patient has been given.

6.2.7 Access control

reduce the risk of unauthorised disclosure of patient health information.

and use that will ensure the chain of trust for communicating health information extends as far as need 

-
ment

ISO/IEC [16]

in IETF/RFC 3647.[11]
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7 Public key cryptography

7.1 Symmetric vs. asymmetric cryptography

enabling authorisation and access control.

7.3 Digital signatures

[2]
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with some level of authentication.

be obtained if the communication used to produce it is the same at the source and at the destination.

7.4 Protecting the private key

in detail in 7.6.2 and 7.6.3 of ISO 17090-3:2008.
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8.1 Necessary components

8.1.1 General

8.1.2 CP

as described in Clause 6

8.1.3 CPS

8.1.4 CA

8.1.5

The CA should be a recognised organisation with suitable controls and procedures in place to provide 

8.1.5 RA
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professional registration board).

— public or private health insurance organisations.

6.1 7.2.1.2 7.3.1.2 7.3.2.2 7.3.3.2
and 7.3.4.2 of ISO 17090-3:2008.

to the legal recognition of electronic signatures. This part of ISO 17090 makes provision for the use of 

which has produced IETF/RFC 3739.[12]

professionals and non-regulated health professionals.

It is important to note that authorisation information does not have the same lifetime as the binding of an 

IETF/RFC 3281[16]).
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[16] as 
well as with item 5 in 6.3.3 and with 7.3.1 of ISO 17090-2.

for making decisions on whether to disclose information in response to a request made on a server for a 

(see IETF/RFC 3281[16]).

As an alternative model to the inclusion of various attributes regarding professional roles in the 

healthcare providers.
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[16]

Refer to A.4.16 for scenarios involving signing of healthcare documents.

9 Interoperability requirements

9.1 Overview

Since one of the purposes of this part of ISO 17090 is to support the secure transmission of healthcare 

IETF/RFC 3647[11] as an organising framework for this part of ISO 17090 and references other relevant 
IETF/RFCs as required.

needs CAs to establish procedures as required to enable the infrastructure to be used with the level of 
assurance required.

9.2.1 General

summarised below.

9.2.2 Option 1 — Single hierarchy of CAs

9.2.3 Option 2 — Relying party management of trust
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9.2.4 Option 3 — Cross-recognition

[12] in the 

for decisions about trust.

[12] in the 
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9.2.6 Option 5 — Bridge CA

to a common set of minimum standards. These minimum standards are then incorporated into their 

domain. This model works best where CAs have a considerable common interest and are prepared to 

9.3 Option usage

This part of ISO 17090 recognises that differences in administrative arrangements and policies exist 
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Annex A
(informative)

A.1 Introduction

A.2 Scenario explanation

scenario is intended to:

that information which serves to provide healthcare to individuals and communities is used for the 
purposes for which it is intended;

private sectors;

to be addressed to develop this trust;

Table A.1.
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Table A.1 — Healthcare services and scenarios

Service Scenario number
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Authentication X X X X X X X X X X X X X X

X X X X X X X X X

X X X X X X

Digital signature X X X X X X X X X X

Key to scenarios

1 ER access to records

3 Enrol new member

4 Tele-imaging

5 Automated results reporting

6 Results reporting/Practitioner messaging

9 Patient-pharmacist question

10 Patient-pharmacist messaging

13 Remote transcription

14 Electronic transcription

16 Potential uses of digital signatures in healthcare
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A.4 Scenario descriptions

A.4.1 Emergency department access to records

Scenario description:

-
-

-

-

-
-

-

or revoked. Because this credential is validated and follows existing 

and access to the patient’s chart is granted. An audit record document-

-

that the patient has had a recent change in one of his/her prescriptions 

and disposition.

A.4.2 Temporary services (emergency aid)

Scenario description:

are unable to deal with the conditions and international offers of aid are 
accepted.

licences of the health professionals offering help. It is also not possible to 
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A.4.3 Member enrolment

Scenario description:
the household arranges for health insurance coverage.

-

enrolment department’s mailbox. The form is validated and forwarded 
-

medical review and this information is transmitted back to membership 

-

Although there are other means of enciphering messages sent between 
-

sible.

-
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A.4.4 Tele-imaging

Scenario description:
-

-

-

suffered some transmission error or intentional alteration.

send the report.
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A.4.5 Automated results reporting to the physician

Scenario description:
-

-
-

that his/her patient’s cholesterol level is 220 and this puts the patient 

the patient and suggests the patient contact the lipid management team 
to learn how to reduce his/her cholesterol through diet and exercise. 

add the result to the patient’s Internet-based electronic medical record. 
The patient’s website contains several links for additional information. 

connects to the lipid management team appointment scheduling func-

about the patient (e.g. age). The diet recommendations contain further 
links to a behaviour-change support application that helps him/her cre-
ate and track his/her diet over the next six months.

message. There is no guarantee that the message has not been read or 
altered.

-

the message.
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A.4.6 Results reporting with practitioner messaging

Scenario description:
count (CBC) for his/her patient. After asking the patient about his/her 

that the results should be sent to the patient via the Internet after the 

that a message from his/her doctor is waiting for him/her on the secure 

-
-

results.

-

-
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A.4.7 Patient-physician treatment discussion

Scenario description:

Hi, Dr. C.
Yesterday you told me to change the dressing on my wound. But I can’t 
remember how often you want me to change the dressing. You said some-
thing about not changing it as often as normal, but I don’t remember if you 
said to change it once a week or what. Also, I forgot to ask you — how much 
of a scar do you think it will leave?

patient’s message and determines that it is non-urgent and that it should 

website again and reads the message:

Hi, [Patient Name].
For the next couple of weeks, only change the dressing every 4 or 5 days, 
unless it becomes wet, in which case you should change it right away. After 
that, you’ll be seeing me again and we can decide where to go from there. In 
terms of a scar, I think you’ll always have a bit of a scar there, but it won’t 
be very strong — just a little bit of a line.

The absence of a reliable authentication technique means the healthcare 

else seeking free advice. The patient can also not be certain that the 
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A.4.8 Patient care registry summary

Scenario description: -

-

-

assurance that the patient has accessed the report.

received the information.

can be certain that the patient has accessed the site and received the 
information.

A.4.9 Patient-pharmacist question

Scenario description:

his/her healthcare organisation’s website looking for information about 
-

The on-line pharmacist uses electronic mail with access to a healthcare 

there are still questions.

It is not possible for the pharmacist to authenticate the health insurance 

secure message but it cannot be authenticated.

It is possible to authenticate the member and send him/her an enci-

pharmacist.
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Scenario description:
The dermatologist tells the patient that if the rash has not cleared up in 

-
scribe a different medication.

I’ve been using that cream for 3 weeks now, and it hasn’t gotten any better. 
What should I do now?

-
ing it on-line.

When the patient reads the message from the dermatologist on the 

orders the cream to be shipped to his/her home.

-
dition.
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A.4.11 Remote access to a clinical information system

Scenario description:

-

— change a medication dose.

inbox item for them in the organisation’s secure website.

— acted on.

these actions and messages are provided under the clinical information 
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A.4.12 Emergency access

Scenario description:
conscious condition. The patient is incoherent and unable to explain 
what has happened. While the potential causes of the condition are 

patient is in a life-threatening situation and it is important to know the 

-

-

-

-
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A.4.13 Remote transcription

Scenario description: -

-
-

electronic medical record.

-

enable the interaction to take place.

-
tions existed.

A.4.14 Electronic prescription

Scenario description: -

-

-

prescription.
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A.4.15 Authentication of physician orders

Scenario description: -
tric pain endured for some months. The patient reports that the pain 

decides to schedule the patient for an out-patient upper gastrointesti-

to determine that an appropriate time is available for the procedure in 

admission order scheduling the patient for the endoscopic procedure.

time.

the booking and that he/she would not be able to claim at a later time 
that he/she did not make the booking.
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A.4.16 Potential uses of digital signatures in healthcare

Scenario description: The following non-exhaustive list contains document categories that 
require a signature of a regulated healthcare professional. The require-

-
dures.

— birth;

2) treatment prescriptions:

3) reimbursement applications for:

4) medical examination attestation:

— admission to a rest home or nursing home;
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