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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance with the
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of
any patent rights identified during the development of the document will be in the Introduction and/or
on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity
assessment, as well as information about ISO’s adherence to the WTO principles in the Technical Barriers
to Trade (TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this document is ISO/TC 247, Fraud Countermeasures and Controls.

Copyright Ir:t:e:national Organization for Standardization © 1S0 2014 - All FlghtS reserved

Provided by IHS under license with ISO Licensee=University of Alberta/5966844001, User=ahmadi, rozita
No reproduction or networking permitted without license from IHS Not for Resale, 01/26/2015 10:15:44 MST


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm

IS0 16678:2014(E)

Introduction

This International Standard makes three foundational assumptions. First, detecting counterfeit objects
is a complex and often difficult task; second, accurate identity information about the object in question
simplifies the counterfeit detection process; and third, accurate identity information is often difficult
and hard to find.

The main objective of this International Standard is to simplify access and delivery of accurate identity
information to trusted agents (inspectors) in the process of authenticating objects.

To accomplish this objective, the document provides guidance intended to make object identity
information easier to find and use. Identity data and information can be found in many places, including
verification and authentication systems. Granting inspectors access to identity information helps them
detect counterfeits. Helping inspectors find the identity information helps them detect counterfeits.
This leads us to the conclusion that:

Improving interoperability of object identification and related authentication systems should
make these systems easier for inspectors to use. Improving ease-of-use should increase inspector
utilization of the multitude of systems containing accurate information, thus, increasing detection
of counterfeits and reducing the losses caused by counterfeiting.

This International Standard focuses attention on routing requests for object information to the
appropriate authoritative service and then routing responses back to inspectors.

Object identification systems commonly use Unique Identifiers (UID) to reference or access object
information. UID can be assigned to a class of objects or can be assigned to distinct object. In either case,
the UID can enhance detection of counterfeiting and fraud, although UIDs assigned to single instances
can be more efficient. The International Standard is organized into six (6) major sections:

— Scope: Declares the limits of this International Standard as providing only guidance and advice.
There are no requirements in this International Standard.

— Terms: Defines the contextual meaning of important terms as used in this International Standard

» o«

such as “trusted agent”, “inspector”, and “semantic interoperability”.
— Overview: An outline of how object information is used to detect counterfeits.
— Key Principals: The concepts and values that have influenced the guidance.

— Guidance: Recommendations that should improve interoperability of systems capable of providing
object information to inspectors.

— Informative Annexes: Specific examples that illustrate some of the concepts presented in this
International Standard.

Desired Outcomes

The more validation or authentication solutions are used, the more effective they become at detecting
and deterring frauds such as counterfeiting and illegal diversion. This International Standard intends to
enable reliable and safe object identification to deter introduction of illegal objects to the market.

One goal of this International Standard is to describe a framework in which disparate objectidentification
solutions are interoperable and trust is increased, and therefore will be used more frequently. The
framework shall also include solutions which simply detect some counterfeits without authenticating
products. Likewise, the framework shall also include a solution which only evaluates an authentication
element. :

Since we also anticipate that the object identification systems themselves will also be counterfeited and
copied, this International Standard establishes a method to formally prove that a remote description of
an object can be trusted. Consideration is given to prevent interference between different independent
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implementations of such systems and to allow an unambiguous unique identification reference to service
multiple uses and applications.

The theory supporting the design of the system is that a lack of trust and lack of interoperability
introduces ‘friction’ for users. By reducing this friction, there will be greater awareness and usage, and
therefore greater detection and deterrence of fraud.
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INTERNATIONAL STANDARD ISO 16678:2014(E)

Guidelines for interoperable object identification and
related authentication systems to deter counterfeiting and
illicit trade

1 Scope

This International Standard describes framework for identification and authentication systems. It
provides recommendations and best practice guidance that include

— consequences and guidance of
— management and verification of identifiers,
— physical expression of identifiers, and
— participants’ due diligence.
— vetting of all participants within the system,
— relationship between the unique identifier and possible authentication elements related to it,

— questions that deal with the identification of the inspector and any authorized access to privileged
information about the object, and ;

— inspector access history (logs).

Accordingly, this International Standard establishes a framework and outlines functional units used to
achieve trustworthiness and interoperability of such systems.

This International Standard does not specify any specific technical solutions, but instead describes
processes, functions, and functional units using a generic model to illustrate what solutions have in
common.

Object identification systems can incorporate other functions and features such as supply chain
traceability, quality traceability, marketing activities, and others, but these aspects are out of scope of
this International Standard.

NOTE This International Standard does not refer to industry specific requirements such as Global Trade Item
Number.

2 Terms, definitions, abbreviations, and acronyms

For the purposes of this document, the following terms and definitions apply.

2.1 Terms and definitions

2.11

attribute data management system

ADMS

the system that stores, manages, and controls access of data pertaining to objects

2.1.2
authentication
process of corroborating an entity or attributes with a specified or understood level of assurance

[SOURCE: ISO/IEC 29115]
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2.1.3
authentication function
the function performing authentication

2.1.4
authoritative source
the official origination of an attribute which is also responsible for maintaining that attribute

2.1.5
custodian copy
a duplicate that is subordinate to the authoritative source

2.1.6
entity
something that has separate and distinct existence and that can be identified within context

Note 1 to entry: An entity can be human, organization, a physical object, class of objects, or intangible object.
[SOURCE: ISO/IEC 29115]

2.1.7
identification
process of recognizing the attributes that identify the object

[SOURCE: ISO/IEC 29115]

2.1.8
identifier
a specified set of attributes assigned to an entity for the purpose of identification

2.1.9
identity
set of attributes that are related to an entity

Note 1 to entry: An identity can have unique attributes that enable an object to be distinguished from all others.

Note 2 to entry: Identity can be viewed in terms of human, organization, and objects (physical and intangible).

2.1.10
inspector
anyone who uses the object examination function with the aim of evaluating an object

Note 1 to entry: Any participant within the system can act as an inspector.
Note 2 to entry: Inspectors can have different levels of qualification and training.

Note 3 to entry: The inspector could be an automated system.

2.1.11

inspector access history

access logs detailing when unique identifier codes (UID) were checked, optionally by which (privileged)
inspector, and optionally from what specific location

Note 1 to entry: Time stamps are often used.

2.1.12

interoperability

ability of single entry point to route queries for objects carrying UIDs to the responsible authoritative
source for trusted verification function (TVF)

Note 1 to entry: Ability of multiple authentication systems to deliver similar responses to user groups.
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2.1.13
object
any single and distinct entity that can be identified

2.1.14

object examination function

OEF

process of finding or determining the UID or other attributes intended to authenticate

Note 1 to entry: In this process, other attributes can assist in the evaluation of the UID.

2.1.15

owner

entity that legally controls the licensing and user rights and distribution of the object associated with
the UID

2.1.16

participant

solution providers for interoperable object identification and related authentication systems and its
user groups including but not limited to rights holders, customs officers, distributors, and consumers

2.1.17

semantic interoperability

the ability of two or more systems or services to automatically interpret and use information that has
been exchanged accurately

2.1.18
syntactic interoperability
the ability of two or more systems or services to exchange structured information

2.1.19

trusted query processing function

TQPF

function which provides a gateway to trusted verification function (TVF) and attribute management
data system (ADMS)

Note 1 to entry: This includes software running locally on a hand-held device.

2.1.20

trusted verification function

TVF

function which verifies whether a UID received is valid or not and, manages response according to rules
and access privileges

2.1.21

unique Identifier

UID

a code that represents a single and specific set of attributes that are related to an object or class of
objects during its life within a particular domain and scope of an object identification system

2.1.22
verification
a check that a UID exists and is valid within an object identification system

Note 1 to entry: Verification can detect some types of fraud, but by itself does not prove an entity is authentic.

™ ICN TN1 A ATl w3
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2.2 Abbreviations and acronyms

ADMS Attribute Data Management System
Al Application Identifier (see MH10.8.2)
CA Certification Authority

DI Data Identifier (see MH10.8.2)

OEF Object Examination Function

RFF Response Formatting Function
TQPF Trusted Query Processing Function
TVF Trusted Verification Function

UID Unique Identifier

3 Overview

3.1 General

The advantage of interoperability of these systems is to enhance detection of counterfeiting and fraud
by

— increasing use by specific user groups,
— increasing the number of inspected objects,
— increasing access to the authoritative sources, and
— lowering cost:
— training;
— equipment;
— development;
— deployment;
— inspection time.

Once interoperability is achieved and these systems are widely deployed, an inspector would use an
identifier to make inquiries about an object to guide disposition decisions regarding the object. The
inspector would have credible evidence that the information provided in response to the inquiry is
accurate and trustworthy.

All participants are advised to perform their roles with due diligence.

— Auditing and vetting of the service providers should be considered to ensure they are acting in good
faith and are not threat agents operating from behind a deceptive “store front”.

— Auditing and vetting of the manufacturers should be considered to ensure they are following
documented processes and feed accurate information into the systems.

— The interested parties with a need-to-know should obtain appropriate credentials to process
inquiries, so that the rights holder can release information in a socially responsible manner.
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3.2 Objectidentification systems (in operation)

3.2.1 General

Object identification systems typically consist of functional units as depicted in the model (Figure 1)
below.

Object :> Trusted
examination N verification
function — function
OEF < TVF

Trusted query
processing
function
TQPF

Object

Attribute data

Response | management
formatting N—— system

>
function <:l ADMS

Figure 1 — Object inspection model

The model makes no assumptions on how functions are implemented. Multiple instances of a function
can exist across the system. Different functions can be combined into a single service.

[llustrative examples implementing this model are found in Annex C.

3.2.2 Object examination function (OEF)

The inspector examines an object of interest (such as a material good) to determine if the object has a
UID. Ifa UID is found, further examination can be required to determine which Trusted Query Processing
Function(s) are likely to know of this UID. The function forms a query that might consist of only a UID, a
combination of UID with the inspector’s credentials, or other physical attribute data including intrinsic
authentication elements that might uniquely identify an object such as a digital image. The object
examination function concludes when a query is submitted to one or more TQPF. When the process is
iterated, the OEF can evaluate the response of a previous query.

LA TICN N1 AN
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3.2.3 Trusted query processing function

A TQPF routes information between the other functions according to defined rules. The TQPF can
examine credentials from requesting parties according to defined rules. The TQPF can be distributed
across multiple services.

For example, a TQPF can route a query formed by an OEF to the appropriate TVF; or a TQPF can combine
the verification or authentication response from a TVF with any credentials from an inspector to form
a query into an ADMS.

3.2.4 Trusted verification function

The TVF verifies whether the UID exists within the domain. The TVF should check the credentials of the
requesting TQPF. The TVF should enforce access privileges based on defined rules. It can respond to the
source of the query or through one or more other TQPF. The response would typically include verification
information about the UID (is the UID valid or not?) TVF can also generate alerts to interested parties.
TVF should protect sensitive data from unauthorized access.

The TVF can execute an authenticating procedure or algorithm against the information (data) received.

3.2.5 Attribute data management system

An ADMS is the authoritative source of object master data. There should be only one master data
record for each object attribute. If multiple instances of attribute data records exist, only one should
be “master” and all others “subordinate”. Different object attributes can reside in different databases.
Multiple databases can exist in federated environment.

An ADMS receives a response (via a TQPF) from a TVF. The ADMS verifies credentials of both the
requesting TQPF and the credentials of the inspector. Access privileges should be based on credentials
and rules. The ADMS responds with data selected corresponding to the request and filtered by rules.
The response can resolve all the inspector’s questions or can include information on how to proceed.
If a response contains further instructions, an inspector decides if further action should be taken by
initiating a new query.

Attributes in an ADMS can include information details on how to authenticate objects or proceed with
further examination.

The ADMS should protect sensitive data from unauthorized access.

3.2.6 Response formatting function
This function converts ADMS responses into a defined format.

In some cases, the inspection process can be iterated based on the results given by the ADMS or
depending on the architecture of the system.

3.3 Object identification systems (setup)
The rules, data, and data relationships need to be defined before these systems can operate.

Figure 2 shows how the example model could be configured.
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uiD m
Generating | Verification Trusted

Object
Information

Function Rules verification
<E function

Query Processing Rules

LG

Physical Identity Assignment Object
Owner .
Object Attribute Data > Attribute data
management
Data Management Rules > system
Trusted
query
uery Processing Rules .
Query < processing
function

Figure 2 — Setup and configuration

3.3.1 Owner responsibilities

Owners determine all of the detail on whom, how, where, and when access rights to attribute data are
granted. Owners choose the service providers that implement the functional block and provide the
access and business rules to the various providers.

3.3.2 UID generating function

The UID generating function should ensure UIDs are unique within the domain the service operates. UID
can be generated following a specific format or function that can include object specific attribute data.

The function also generates or produces the verification rules that TVF use when considering a specific
UID during a query.

3.3.3 Object information

Subset of object attribute data or pointer (reference) to object attribute data.

ATICNAINTA AN
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3.3.4 UID verification rules

The algorithms and procedures that allow a TVF to determine if a UID is valid within the domain; it can
include algorithms and processes that allow authentication. It can also include a list of generated UIDs.

3.3.5 Physical identity assignment

In creating the link between a UID and an object, assignment can be accomplished by enrolment of an
intrinsic UID.

3.3.6 Object attribute data

Object attribute data refers to the attributes sufficient to identify an object or class of objects. Owner
can include additional attributes at their discretion.

3.3.7 Data management rules
The policies regarding protection and disclosure of attribute data include but are not limited to
— access rights:
— requirements to gain privilege to an access level;
— assigns attributes to access levels;
— the protection levels of the attribute data.
— user (inspector) roles, and
— standard query responses:
— Dbusiness rules for data disclosure;
— responses to queries. For example, What to say when UID is invalid;

— privileged versus un-privileged response.

3.3.8 Query processing rules

The rules that enable a function to

— route a query or response to the appropriate function,
— verify arequest is authorized or allowed, and

— \}erify communication is authorized or allowed.
4 Key principals

4.1 Availability and timely response
Availébility and response times should meet the inspector’s expectations.

Response times should include the time needed to verify credentials. It is recommended that availability
and response times be addressed in a service level agreement.

4.2 One authoritative source

Only one authoritative source should correspond to the object to be identified. Multiple sources could
confuse inspector, furthermore, malicious service provider can copy the source, manipulate it, and
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publish as one of the authoritative sources to inspector. There can be service providers who have
custodian privileges, but it should always be clear who the authoritative source is and why custodian
copies of the data can be trusted.

4.3 Data management

Master data and transactional data should be kept up-to-date. The data should be managed in line with
the expected life cycle of the object. Consideration should be also given to how regulatory requirements
can change in the future, long term object identification needs driven by maintenance, warranty, and
investigations needing authentication. See Annex B for key concepts on master data management and
transactional data management.

4.4 Need to know

To create an effective system, any knowledge about the presence of the features, the nature of the
feature, and the processes and architecture of the system should be protected and only shared on a
need-to-know basis.

45 Data protection

;The system contains business critical data and should use best practices to protect data. Through
‘designing and organizing the security both technically and operationally, appropriate means should be
taken for protecting confidentiality, integrity, and availability of information that are maintained in a
system.

4.6 Privacy

Any Personal Identifiable Information (PII) should be protected following local and jurisdictional
regulations, and where there are no regulations, industrial best practises should be used.

4.7 Regulatory compliance

Different industries and countries are regulated with different directives that cannot be considered in
thisguideline. Anyinteroperable system shall be adapted to respectthe specificregulatoryrequirements.

4.8 Vetting

Owners should ensure the implementations of TVF and ADMS are trustworthy. They should consider
the audit results and credentials of providers as part of a provider selection process. Owners should
ensure the credentials are available and up-to-date.

Whoever selects that TQPF should ensure the implementation is trustworthy and credentials are up-to-
date.

Service providers should perform background checks on customers requesting contractual use of their
services to deter malicious actors from pretending to be owners.

Vetting is bidirectional and trust is increased when all parties are credentialed.

4.9 Interoperability

Interoperability is the ability of two or more systems or services that exchange structured
information (syntactic interoperability) and to automatically interpret it (semantic interoperability)
and use the information that has been exchanged accurately and meaningfully in order to produce
useable results.
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Principle of the interoperability includes
— define target user group:

— define minimum information user needs;

— define style sheet as necessary;

— agree on how to handle access rights.
— data handling:

— agree on data ownership;

— agree on data protection and usage restrictions.
— define data interfaces:

— identify useful existing standards for data exchange.
— define service level agreement to ensure the response.

NOTE This International Standard is intended to improve semantic interoperability. Some syntactic
alignment might be necessary for the routing process.

4.10 UID generation

UID should be generated such that they are unique within the domain the service operates.

5 Guidance

5.1 Ihtroduction

The spécific implementation details of actual systems vary broadly, however, there are common functions
between these systems that enable interoperability. It helps to describe systems from a functional
perspective to show the common operations. 5.2 and 5.3 focus on what systems have in common.

The guidance presented here strongly considers the common frauds listed in 5.4. Implementation details
have impact on how effectively a service can detect each specific fraud listed. The guidance attempts to
illustrate which implementation approaches are most effective for each common fraud. The guidance
that follows in 5.4 outlines the advantages and disadvantages of popular or common implementation
approachesto help aninterested party choose the most appropriate approach based upon their situation.

5.2 Determination of trusted services

5.2.1 General

An inspector needs to find or determine which TQPF can be involved with an object. That inspector
should also decide a level of trust to associate with the involved TQPF. When selecting or developing
object examination function, consideration should be given to the challenges a new or first time inspector
faces in finding the TQPF.

It is important to make the TQPF easy to find. Anything that makes the correct or authoritative TQPF
more visible should be considered.

5.2.2 Trustin the TQPF

The TQPF which acts as a portal for inspectors should be referenced or endorsed by independent and
well-known authorities.

1N _ .
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Consideration should be given to detect and recover from attacks on the TQPF portals. For example,
malicious agents are known to execute denial of service attacks on portals. Attacks occur in many forms
and countermeasures need to be appropriate for the specific attack.

Limiting the number of established services can assist the users with detecting deceptive services and
threat agents. Consolidating users onto only one (1) or just a few TQPF’s can allow someone in the group
to recognize and report suspicious actions and behaviours. The sudden appearance of a new service can
draw more scrutiny.

5.2.3 Use of prefix or postfix

Interoperability can be improved by using a standardized Data Identifier (DI) or Application Identifier
(AI) as a prefix or postfix to assist the TQPF route the query to the correct TVF. The Bibliography lists
several existing standards that define Al and DI.

In the absence of Al, DI, or other hints for locating the service, the approach is to examine the object
for trademarked logos or other evidence that identifies the manufacturer of the object. Inspectors can
contact the manufacturer for assistance in locating the TQPF.

5.2.4 Object examination techniques

Guidance is not needed when all data and identity elements are present in a system where all the
participants are following the agreements and rules. In non-ideal systems, consideration should be
given to how object examination functions degrade as UID are lost or destroyed. Redundant and error-
correcting elements can improve performance in such circumstances.

Consideration should be given to how object examination functions behave when rules and agreements
are violated. Trust and confidence can erode quickly and defensive behaviours can emerge.

5.3 Management of object identification data and attributes

5.3.1 Introduction

An inspector with sufficient credentials can initiate a query with a TQPF that results in a response from
an ADMS. If the access rules allow it, the ADMS response can contain object identification data or other
object attributes.

NOTE Inspectors without credentials such as consumers can find only publicly available or limited
information in the response.

5.3.2 Verify the service entry point (TQPF)

Interested parties are advised to carefully consider the possibility that the service entry point might
be hosted by malicious agents with the intent to commit fraud. The interested party should consider a
number of questions before trusting or believing data provided from a service. A few possible example
questions are:

— Is the service provider credible?
— Is the object data coming from the trusted source?

Independent audits can resolve concerns regarding the credibility of a service. Credential that attests to
the audit results can be issued. The service can choose to make these credentials available to interested
parties to improve trust.

Inspectors can request credentials from the services they use and should check that any credentials
provided are current and rooted to a trustworthy authority.
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5.3.3 Maintenance and management

The owner should ensure that data are accurate and up-to-date. For example, if an attribute that
describes objects in a class changes, the corresponding information in the ADMS might need updating.

The owner should ensure that functions enforcing access rights have up-to-date rules and authorized
user information.

5.3.4 Privilege levels and user roles

Access to confidential object identification data can be dependent on privilege level. For example, replies
containing highly valued and confidential object data can be routed only to inspectors with very high
level credentials, whereas replies routed to inspectors without credentials might contain only publicly
available information.

There can be as many access privilege levels as the data owner decides to create.

5.3.5 Access control

Industry practices for granting access rights are varied for many reasons, such as regulatory mandates,
communication network constraints, equipment cost, and so forth. A few common access methods
include

— user name and password challenge,
— digital certificates, and
— unique IP address access control.

Best practices for access control should be considered. There should be a means to verify an inspector’s
identity and organization affiliation before access to confidential information is granted. Ease-of-use
can be facilitated when single sign-on mechanisms are used. Access control utilizing a digital certificate
should be considered for highly confidential data. An example of digital certificates for inspectors is
given in Annex A.

5.3.6 Ownership of transactional data

Transaction event data and logs can be generated as TQPF and TVF systems operate. All affected parties
should understand who owns and manages the transactional data and who has rights to access and use
this data. Formal contractual agreements should be established to prevent misunderstandings.

5.3.7 Use of transactional data

UID codes without related authentication function cannot be used to determine whether or not an
object is genuine, however, analysis of event logs can detect some systematic attacks and help isolate
counterfeit objects.

For example, an event log that contains location information can detect a single object UID claiming to
be in two places at once. Also for UID systems that establish an instance specific code for each instance
of an object, special attention should be given when a code is queried too many times as this can indicate
that counterfeit objects exist.

5.3.8 Governmental or inter-governmental agencies or competent authorities

Governments or inter-governmental agencies can establish requirements to ensure the safety of
the public. These requirements can change from country to country or by geographic region. These
requirements are usually monitored or supervised by a competent authority or agency established
by governments with jurisdictional authority over the geographic region. These agencies can be
empowered by government mandates that require access to confidential information about products
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and any information used to authenticate products to ensure they are authorized for the destination
market and safe for the consumer.

Owners need to be aware of specific regulatory requirements which can require them to provide data
about their products to the above agencies in the markets where their products are distributed or sold.
Similarly, owners should be aware that in some jurisdictions, there might be restrictions on cross-border
access to data and services.

5.4 Common frauds

5.4.1 Duplicate UID codes

The techniques used to detect duplication of UID codes differ between class identifiers and identifiers
intended for use on single instance of the object. When UID codes are copied, re-originated, guessed,
or reused, duplicates or “clones” occur across the system. Systems and services should be designed to
detect and report duplicate UID codes. Indications of duplicated UID codes for both types (class and
instance) can include but are not limited to

— queries coming from unauthorized locations or unauthorized inspectors, and

— the object does not match the description reported by the ADMS.

Indication of duplicated single instance UID code for an object can also include, but are not limited to
— queries coming from different locations at the same time, and

— more queries than expected occurring for a single UID code.

In order to mitigate the risk of duplicated UID codes, an authentication element should be used.

Anintrinsic physical security layer can be incorporated into a UID code. Intrinsic physical security layer
options include but are not limited to

— security inks, taggants, optically variable devices and other authentication features,
— embedded secret keys,

— encrypted information related to secure element, and

— physical uncountable functions or markings.

Adjacent physical security layer options include but are not limited to

— security papers, and

— inks, taggants, optically variable devices and other authentication features.

In complement to the above, brand specific features, stitching, designs, and colours can be used.

5.4.2 Substitution

Fraud occurs when a valid UID becomes attached to a counterfeit object by substitution of the object.
Bad actors use multiple methods in committing this fraud by targeting

— supply chain,

— scrap, reclaim or reuse, and

— warranty replacement programs.

Methods to mitigate the risk of substitution can include but are not limited to

— tamper evident sealing technologies,
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— white list of authorized sources,
— track and trace of UID code, inspectors, and inspections, and

— deactivating of UID codes.

5.4.3 Feature deception

While it seems obvious that the absence of an expected UID code indicates fraud, this is only true when
the inspector know that a UID code should be present. Many authentic products exist that do not use
any form of UID, so the absence of any UID does not automatically mean fraud has occurred. Feature
deception fraud occurs when the set of identity features is incorrect, for example:

— the expected UID is missing;

— the UID is incorrect;

— more UID are present than expected;

— the type of physical security is incorrect;

— the number of physical security layers is incorrect.

Methods to mitigate the risk of false features deceiving inspectors can include but are not limited to
— inspector training,

— communication with owner or other experts, and

— public training and announcements.

5.4.4 Malicious services

Bad actors will attempt to route inspectors to malicious services. Most of the methods used to trick
inspectors are easily detected, but new or untrained inspectors are at higher risk of a re-routing fraud.
Malicious service attacks include

— rerouting, sniffing, spoofing, redirecting, and
— man-in-the-middle attack.
Methods to mitigate the risk of malicious services can include but are not limited to
— encrypted communication channels between functional units,
— digital certificate,
— periodic check that root of trust is still valid,
— white list, and
— use trusted website as a possible entry point, for example:
— owner’s website;
— industry sector website;
— trusted third party services.

Owners should ensure that systems and services are audited and that credentials or other assurances are
available for inspectors to reference. Owners should ensure that inspector-oriented training materials
are developed and maintained.
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Inspectors can check for credentials when encountering any system or service for the first time, and
periodically re-check that credentials remain current for all systems and services used.

5.4.5 Malicious inspector

There should be means to detect malicious query patterns. Example means include but are not limited
to access logs and procedures that frequently verify access were based on a need-to-know.

5.4.6 Insider attacks

Abad actor on the inside can corrupt a good service provider or brand owner into a malicious one. Valid
ID numbers can become available to bad actors due to

— security leaks,

— unintentional mistakes, misconduct,

— malicious behaviour,

— inadequate security policy and training, and

— inside steals active UID codes.

Methods to mitigate the risk of insider attacks can include but are not limited to
— adequate security policies,

— avoid multiple authoritative sources of the same ID numbers, and

— activate UID codes only as they are properly used.
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Annex A
(informative)

Digital certificate (for inspectors)

A.1 Introduction

This annex shows one possible implementation of using X.509 certificates to transmit inspector
credentials to the functions of an object identity system. In this specific example, interoperability is
improved by using a common and existing standard (X.509) as the mechanism to deliver information
across the internet. This is achieved by using OU1 and OU2.

One owner will initiate the generation of a certificate for the inspector. This certificate could be used by
all TQPF.

We want to establish secure and trusted communication between the functions. X.509 is one method to
accomplish this when using publically available networks.

A.2 Example and definitions of digital certificates (for inspectors)

Use of digital certificate to achieve access control to ADMS is one of best practices, but then brand owner
should consider the trustworthiness of both inspector and digital certificate itself.

A.3 Trustworthiness of inspector

It is important that the brand owner considers the trustworthiness of the inspector who receives the
digital certificate in order to access high confidential data in attribute data management system. Higher
trustworthiness can be achieved by using white list. White list is a list of trusted inspectors, managed
and defined by the authoritative source.

A.4 Trustworthiness of digital certificate

In order to ensure the trustworthiness of digital certificate, digital certificate issued by the CA
accredited/certified body according to the following standards should be used.

— ETSI/TS 102 042;
— ETSI/TS 101 456;
— WebTrust for CA.

A.5 Common field of digital certificate

Comrhon profiles of digital certificates can be necessary in order to achieve the interoperability between
systems.

Exarﬁple of the common profile is shown in Table A.1.
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role or ID)

- In order to distinguish
in automatic verifica-
tion, it can attach the
prefix “BN-" (business
name which used as a
formal common name
in the organization,
such as a real name and
maiden name), “BO-"
(organization/role), or
“[p.”

Certificate fields Data type Definition Authority Example
(Number of
characters)
Subject
Country name Printable String |- The two character Administrator JP
(2) country code in alpha-2
of ISO 3166-1
- All capital letter
State name Printable String |- Name of state, prov- | Administrator Tokyo
(128) ince, etc.
- A head characterisa
capital letter
Locality name Printable String |- Name of city, etc. Administrator Minato-ku
(128) - A head characteris a
capital letter
- A delimiteris a
hyphen
Organization name Printable String |- Name of organizationa | Administrator JIPDEC
(64)
OrganizationUnitNamel |Printable String |- Identifier, which Administrator 0U1-G2-
(64) administrator manages 1.2.392.200063.80.1.1
- In order to distinguish
in automatic verifica-
tion, it shall attach
the prefix “OU1-"b
OrganizationUnitName2 |Printable String |- Identifier, which RAor| RA or LRA 0ou2-007
(64) LRA manages
- In order to distinguish
in automatic verifica-
tion, it shall attach the
prefix “OU2-"c
Common name Printable String |- Subject’s name (real RA or LRA Smith Betty
(64) name, section name, (Supply Mngr.)

a

b

C

It shall use the name which is registered in QGIS or QIIS.

It can be used as a pointer to the open attribute information (the company name, etc which cannot be written with the
alphabet), which could not be recorded on the certificate.

It can be used as a pointer to the secret attribute information (section name, etc.), which could not be recorded on the
certificate.
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Annex B
(informative)

Master data management

B.1 Master data versus transactional data

Master data and transactional data are two distinct data sets. Both have an impact on traceability as well
as product safety, recall, and anti-counterfeit measures. Aspects of the data sets are defined as either
public data or confidential data and this has implications for authorized access to object information
when a counterfeit issue arises.

Access to object master data requires certain levels of access authentication normally controlled by the
brand owner or IP rights holder. As supply chains are generally multi-party, contractual agreements
between actors could be inhibitors to sharing information with competent authorities due to contractual
restrictions and legal ramifications.

B.2 Master data

Master data are defined as static product data, which is somewhat permanent in nature and typically
does not change often during the life cycle of an object. It includes data that can be considered public,
such as the objectidentification number on consumer level packaging, as well as the brand name, product
description, weight, and dimensions etc. Master data can also contain business confidential information,
such as design specifications, bill of materials, component sources, authentication attributes, and others.

Processes commonly used in master data management include item master creation, object codification,
data classification, source identification, data collection, data transformation, normalization, rule
administration, error detection and correction, data consolidation, data storage, data distribution, data
synchronization, taxonomy services, schema mapping, data enrichment, data governance, and object
data lifecycle management.

B.3 Transactional data

Transactional data are dynamic, supply chain event-driven data, which can also be defined as public and
confidential data. Transactional data are created in information systems as an object moves along the
supply chain. Transactional data can be captured and logged, and should be managed by contractual
agreement.
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Annex C
(informative)

Illustrative implementation examples

C.1 Introduction

This Annex shows a few implementations of object identification systems and how different
implementations still follow the generic model offered by this standard.

The function blocks instances can vary. The blocks show in each example were shifted and mixed to
illustrate how broadly implementations can vary.

C.2 C(lass UID versus object UID

In all example implementations found in this Annex, the UID helps an inspector find information that
describes an object.

For “class UIDs”, this descriptive information refers to attributes common to all objects of that class,
such as contents and traits of the products and their packaging. This data are sometimes referred to as
“master data”.

Information for “object UIDs” often includes several levels of attribute detail. Object UID information
can be

— descriptive for the whole class of objects (master data — same information as given for class UIDs) -
i.e. product and packaging traits,

— descriptive for a production batch of objects - i.e. production batch number, expiration date, batch
recall information,

— descriptive for a lot of objects - i.e. shipment information, information on buyers and sellers of a lot
of objects, and

— descriptive for a single item - i.e. the serial number of an individual product and/or its components.

Many factors should be considered when selecting an implementation based on “class UIDs” versus one
based on “object UIDs”. Object-specific information can be more efficient than class-specific information
atdetecting counterfeit objects. For example, we expect many instances of each class UID to exist, but only
one object UID is expected. Finding two identical class UID is not unusual whereas finding two identical
object UID tells us something is wrong. However, object UID typically have higher implementation and
maintenance overhead than class UID.

C.3 C(Class UID, no authentication function example

Objects in this example implementation use only class UID. During set-up, for each UID, the owner loads
attributes that describe the objects in each class into the ADMS. Each UID points to one set of object

attributes in the ADMS.
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A typical query is as follows:
1  OEF extracts UID from object and sends query to TQPFE.
2 TQPF evaluates inspector’s credentials against the rules and routes conforming queries to TVE.

ADMS

3 TVF checks validity of UID. If UID is valid and inspector credentials are acceptable, TVF returns a pointer for
attribute data.

4  TQPF routes accepted queries (plus attribute pointer) to ADMS. Queries rejected by TVF by-pass the ADMS
are routed directly to RFF for presentation to inspector.

5 ADMS evaluates inspector’s credentials against access rules and replies to conforming queries with attribute
data.

6  TQPF routes reply to RFF for presentation to inspector.

NOTE Counterfeits are detected when attributes reported to the inspector do not match attributes of the object.

Figure C.1 — Class UID, no authentication function

C.4 Instance UID, no authentication function example

This implementation uses instance UIDs, where each object carries a different UID. Each UID points to
attributes of one object. Other objects might or might not have identical attributes. It can be that only the
UIDs themselves are unique within the class of object and all objects in the class have identical attribute
and would be indistinguishable with a UID.
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A typical query is as follows:

1
2
3

7

OEF extracts UID from object and sends query to TQPFE.
TQPF evaluates inspector’s credentials against the rules and routes conforming queries to TVFE.

TVF checks validity of UID. If UID is valid and inspector credentials are acceptable, TVF returns a pointer for
attribute data.

TQPF routes accepted queries (plus attribute pointer) to second and independent TQPF (This example
illustrates that functions can be split. In this case, TQPF-A knows locations of TVF functions while TQPF-B
knows locations of ADMS.).

The second TQPF routes the query to the ADMS. Queries rejected by TVF by-pass the ADMS are routed
directly to RFF for presentation to inspector.

ADMS evaluates inspector’s credentials against access rules and replies to conforming queries with attribute
data.

TQPF routes reply to RFF for presentation to inspector.

NOTE 1 Counterfeits are detected when attributes reported to the inspector do not match attributes of the object.

NOTE 2 Counterfeits can be detected when an instance specific UID is queried too many times.

NOTE 3 Counterfeits can be detected when an instance specific UID claims to be at two or more locations at the same time.

Figure C.2 — Instance UID, no authentication function

C.5 Class UID, with authentication function example

This implementation uses class UID where public master data are stored in ADMS-A and confidential
master data are stored in ADMS-B. During set-up, the owner loaded descriptive attributes that apply to
every object in the class into the ADMS. Each UID points to one set of object attributes in the ADMS‘es.
Only inspectors providing a credential accepted by the rules loaded in ADMS-B will receive responses
containing confidential (private) master data.
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A typical query is as follows:

1
2
3

6

OEF extracts UID from object and sends query to TQPE.
TQPF evaluates inspector’s credentials against the rules and routes conforming queries to TVF.

TVF checks validity of UID. If UID is valid and inspector credentials are acceptable, TVF returns a pointer for
attribute data.

TQPF routes accepted queries (plus attribute pointer) to ADMS-A, B; queries rejected by TVF by-pass the
ADMS are routed directly to RFF for presentation to inspector.

Each ADMS-A, B evaluates inspector’s credentials against access rules and replies to conforming queries with
attribute data.

TQPF routes reply to RFF for presentation to inspector.

NOTE 1 Counterfeits are detected when attributes reported to the inspector do not match attributes of the object.

NOTE 2 Counterfeits are detected when the TVF performs a verification on the authentication element.

Figure C.3 — Class UID, with authentication function

C.6 Instance UID, with authentication function example

This implementation uses instance UIDs, where each object carries a different UID. Each UID points to
attributes of one object. Other objects might or might not have identical attributes. It can be that only the
UIDs themselves are unique within the class of object and all objects in the class have identical attribute
and would be indistinguishable with a UID.
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A typical query is as follows:
1  OEF extracts UID from object and sends query to TQPF.
2 TQPF evaluates inspector’s credentials against the rules and routes conforming queries to TVE.

3 TVF checks validity of UID. If UID is valid and inspector credentials are acceptable, TVF returns a pointer for
attribute data.

4  TQPF routes accepted queries (plus attribute pointer) to ADMS. Queries rejected by TVF by-pass the ADMS
are routed directly to RFF for presentation to inspector.

5 ADMS evaluates inspector’s credentials against access rules and replies to conforming queries with attribute
data.

6  TQPF routes reply to RFF for presentation to inspector.
NOTE 1 Counterfeits are detected when attributes reported to the inspector do not match attributes of the object.
NOTE 2 Counterfeits can be detected when an instance specific UID is queried too many times.

NOTE 3 Counterfeits can be detected when an instance specific UID claims to be at two or more locations at the
same time.

NOTE 4 Counterfeits are detected when the TVF performs verification on the authentication element.

Figure C.4 — Instance UID, with authentication function
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