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European foreword

This document (CEN/TS 16920:2016) has been prepared by Technical Committee CEN/TC 224
“Personal identification and related personal devices with secure element, systems, operations and
privacy in a multi sectorial environment”, the secretariat of which is held by AFNOR.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent
rights.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the
following countries are bound to announce this Technical Specification: Austria, Belgium, Bulgaria,
Croatia, Cyprus, Czech Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia,
France, Germany, Greece, Hungary, Iceland, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Netherlands, Norway, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland,
Turkey and the United Kingdom.
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Introduction

This Technical Specification is focused on the application of the testing methodology defined in
for analysing the influence of environmental conditions on the biometric performance of
European automatic border control (ABC) systems according to the features of these systems, the
specificities of these systems for the European context and their intended operational environment, i.e.
airports and port halls.

ABC systems are automated systems which can verify the identity of travellers crossing the borders at
the border crossing points, without the need for human intervention. These systems are used by many
European countries for supporting border control officer activities. Their objective is to improve border
crossing processes and achieve consistent security levels throughout Europe. As a consequence, it is
required that these systems conform to ISO/IEC standards for interoperability (see
k;EN[TS 16634:2014_11, Personal identification — Recommendations for using biometrics in European
Automated Border Control, Clause 1). Among these standards, the multipart standard ISO/IEC 19795
“Biometric Performance Testing and Reporting” establishes requirements for planning, executing and
reporting biometric performance evaluations. However, due to the fact that this set of standards does
not cover the analysis of environmental conditions influence on biometric performance, ISO/IEC JTC1
SC37 WG5S began a new project for establishing a testing methodology to quantify those environmental
effects. This project is “Information technology — Evaluation methodology for

environmental influence in biometric system performance”.

However, this methodology is generic and its requirements have been specified to cover the analysis of
several environmental parameters (e.g. temperature, humidity, atmospheric pressure, illumination,
noise, etc.) considering all possible operational environments. Depending on the particular features of
the biometric system under test and the expected operational environment, those requirements should
be particularized.

European ABC systems have biometric modules which have common and well-defined features.

Firstly, European ABC systems may use one or a combination of three biometric modalities: facial,
fingerprint and iris (as it is specified by |CEN/TS 16634:2014, Personal identification —
Recommendations for using biometrics in European Automated Border Control, 4.1). Therefore, there
are certain environmental conditions that affect such modalities to a greater extent according to
ISO/IEC/TR 19795-3.

On the other hand, European ABC systems are localized in specific environments such as airports,
railway stations and sea ports (as it is mentioned in CEN/TS 16634:2014, Personal identification —
Recommendations for using biometrics in European Automated Border Control, 5.1.1). As a result, it is
possible to predict which are going to be the surrounding environmental conditions of the ABC systems
and to analyse whether the systems work properly or not for the possible values of such conditions. If
the biometric performance of European ABC systems is affected by any environmental condition and
this problem is not detected in early stages, it may cause negatively effects in future.

In addition, European ABC systems are subjected to privacy and data protection legislation (e.g.
Directive 95/46/EC). Therefore, their analysis should comply with the limitations imposed by EU and
data protection regulations (see CEN/TS 16634:2014, Personal identification— Recommendations for
using biometrics in European Automated Border Control, 5.1.3.6 and 5.1.4).

Consequently and considering the importance to accurately check the correct behaviour of the
biometric recognition functionality of European ABC systems in their expected host environment, it is
essential to specify the general testing methodology addressed by for the characteristics
and needs of European ABC systems.
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Scope

The purpose of this document is to specify the [SO/IEC 29197 testing methodology for European ABC
systems. This specification will cover the following aspects:

environmental conditions which influence biometric modalities used for European ABC systems, i.e.
temperature, humidity, illumination and noise;

different tests that can be defined regarding European ABC systems and the procedures for defining
of the evaluation conditions to analyse per each test;

particular characteristics of European ABC systems in accordance to best practice
recommendations and privacy and data protection regulations for this kind of systems in case of
European deployments.

As a consequence, the proposed document will include the following aspects:

2

specific requirements for planning and executing environmental testing evaluations for European
ABC systems based on project and the best practices recommendations provided by
Personal identification — Recommendations for using biometrics in European
Automated Border Control document;

recommendations for the selection of the possible tests according to the specific system that is
going to be evaluated;

specific requirements to establish and measure such evaluation conditions as well as to establish
the baseline performance;

a specification of the biometric performance evaluation including requirements for test population,

test protocols, data to record and test results consistent with operational deployments of European
ABC systems.

Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

CEN/TS 16634:2014, Personal identification - Recommendations for using biometrics in European

Automated Border Control

[SO/IEC 29197:2015, Information technology — Evaluation methodology for environmental influence in
biometric system performance
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

environmental conditions

all atmospheric parameters and other physical and chemical phenomena that can surround the
European ABC system and influence on its performance

Note 1 to entry:  The term “environmental conditions” entails more aspects than “ambient conditions”. However,
the term “ambient conditions” can also refer to conditions that occur naturally in contrast to conditions that have
been induced. Therefore, it has been preferred to use the term “environmental conditions”.

Note 2 to entry:  Itis important to distinguish two concepts related to this term:

— operational environment: the environmental conditions under which the European ABC system is expected to
operate. This concept does not associate any predefined value;

— extreme conditions: environmental conditions that entail very high or very low values and may be hostile for
systems operation or even human life.

3.2

environmental generator

equipment used to establish and maintain the controlled conditions of the test (e.g. an air conditioning
system)

3.3

evaluation conditions

each of the evaluations carried out in a different evaluation environment to assess the performance of
European ABC systems in one or more specific environmental conditions

3.4

evaluation configuration

physical layout of the environment in which the European ABC is going to be tested including the
necessary equipments for performing tests

3.5

evaluation environment

environment in which the biometric system is evaluated considering the environmental conditions and
the evaluation configuration

3.6
instrument
calibrated equipment used to measure and/or record environmental parameters (e.g. a thermometer)

3.7

parties involved in the evaluation

entities or organizations which are interested in the evaluation and have responsibilities in the
evaluation process

Note 1 to entry:  These entities are basically two: the test laboratory which is going to conduct the evaluation
and the developer or customer who request to carry out the evaluation. In case the developer is different from the
customer (e.g. an end-user requesting to know the performance of a commercial European ABC system), a third
entity is added to the number of parties.

Note 2 to entry:  Test subjects are not considered a party of the evaluation although they have to take partin it.
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3.8

reference evaluation environment

REE

evaluation environment in which the European ABC system is analysed to obtain baseline performance
metrics for making comparisons

3.9

target evaluation environment

TEE

evaluation environment in which the European ABC system is analysed to obtain performance metrics
for studying the influence of certain environmental conditions, by comparing with the results obtained
at the REE

4 Symbols and abbreviations

For the purposes of this document, the following symbols and abbreviations apply.

ABC  Automatic Border Control
REE Reference Evaluation Environment

TEE  Target Evaluation Environment

5 Overview of evaluating the influence of ambient conditions in European ABC
systems

5.1 Introduction to lSO[lEC 2919Z| evaluations

defines a general evaluation methodology for analysing the influence of environmental
conditions on biometric systems performance. The model established for this evaluation methodology
entails to conduct an “end-to-end” [SO/IEC 19795-1:2006 biometric performance evaluation, i.e. a
scenario evaluation or an operational evaluation in one or more predefined environments.

During the biometric performance evaluation in each evaluation environment, test subjects interact
with the biometric system many times as it was required and both, the biometric system recognition
outcomes and environmental conditions are recorded at the same time. From such results, it is possible
to determine the biometric system performance (i.e. error rates and throughput rates) for the specific
evaluation conditions.

For scenario evaluations, addresses to conduct two (or more) scenario test: one in a
Reference Evaluation Environment (REE) and another (or others) in the Target Evaluation
Environments (TEEs). The evaluation environments will be identical, including the same test subjects,
following the same procedures, except for the environmental conditions. The environmental conditions
are specific of each evaluation environment. As a consequence, the comparison between results of the
REE and the TEEs allows knowing whether the biometric system is influenced, or not, by any
environmental parameter, as well as quantifying this influence. A schema of the evaluation
methodology model is shown in Figure 1.
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Environmental evaluation — Scenario Test Methodology
Target | Biometric system i Environment
Environment

Test subjects i
Scenario

Scenario Test procedures Evaluation
Evaluation \>

s

Test Result Test Result

. Baseline
Performance metrics ﬁ .
Performance metrics

Environmental
influence

Figure 1 — Evaluation model for scenario evaluations

In case of an operational test, addresses to determine a specific environment and select
one or more environmental parameters to assess. Then an operational test is to be conducted in this
environment. This approach provides insights into the degree to which biometric systems are
influenced by the environmental conditions analysed for this particular environment.

5.2 Application of the [SO/IEC 29197 evaluation methodology to European ABC systems

5.2.1 General

The application of the evaluation methodology to analyse the influence of the
environmental conditions on the biometric performance of European ABC systems shall consider the
special characteristics of this kind of systems and their intended operational environment. The
following clauses describe these characteristics and relate to the relevant section of .

5.2.2 Environmental parameters influencing biometric performance of the European ABC
systems

The most relevant parameters that influence the biometric performance of European ABC systems are
the following:

— temperature and humidity. These parameters can influence to European ABC systems which use
fingerprint biometrics;
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NOTE1 [CEN/TS 16634:2014, Personal identification — Recommendations for using biometrics in European
Automated Border Control addresses in 5.3 that the quality of an acquired image finger depends on the skin
condition and also offers recommendations in order to avoid the halo effects in the captured fingerprint images
when there is a difference between the finger and the sensor surface temperatures.

— illumination: illuminance and irradiance. This parameter could affect the three biometric
modalities that can be used for a European ABC system: face, fingerprint and iris (See
Personal identification- Recommendations for using biometrics in European
Automated Border Control addresses in 4.1).

NOTE2 [CEN/TS 16634:2014, Personal identification — Recommendations for using biometrics in European
Automated Border Control addresses in 5.2.4 the following: “Sunlight will vary both on a daily and on a seasonal
basis. It is recommended to test that the system will perform adequately under different sunlight conditions. It is
recommended that direct sunlight is avoided, and environmental illumination is controlled for best capture
results”.

As a consequence, the analysis of the influence of environmental conditions in case of European ABC
systems shall include a test (or tests) that covers one or more of these environmental parameters. For
each test, the evaluation conditions specification addressed by evaluation methodology
shall be in accordance with the environmental parameter to study in such a test.

5.2.3 Specific characteristics of biometric modules of the European ABC systems

Firstly, regarding the biometric functions, European ABC systems are biometric systems where the
verification process is composed of two separate steps: capture and verification sub-processes (See
CEN/TS 16634:2014), Personal identification — Recommendations for using biometrics in European
Automated Border Control, 5.1.2). Enrolment is usually a process that is carried out in previous steps,
with a careful control of the overall process and usually at indoor conditions. Therefore, the application
of evaluation methodology to this kind of systems should not cover the enrolment
process. If this process is necessary for the tests because it has not been done before, it should be
conducted considering the standard conditions and only at REE in case of biometric performance
scenario evaluations.

Also, there are two general types of European ABC systems in relation to their use of the biometric
references, token-based or tokenless. The verification sub-process of a token based ABC system entails
a verification (i.e. a 1:1 comparison) whereas the verification sub-process of a tokenless based ABC
systems entails an identification (i.e. a 1:N comparison). As a result, the specification of the
methodology to these systems considers either verification or identification
mechanisms.

Secondly, regarding the physical and user interface features, European ABC systems are biometric
systems which may have different topologies and should follow certain recommendations for
improving the quality of the acquired biometric samples and its usability (See CEN/TS 16634:2014,
Personal identification — Recommendations for using biometrics in European Automated Border
Control, 5.1 to 5.4). The most relevant are related to the following aspects:

— localization of the capture unit;
— user guidance (i.e. visual and audible instructions and indications, etc); and
— feedback (i.e. displays, LEDs, etc).

Therefore, when applying the [SO/IEC 29197 evaluation methodology to European ABC systems,
requirements for the test environment and for the guidance and training of the test crew shall be
defined in accordance with these characteristics and recommendations.
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Finally, regarding the biometric performance rates, European ABC systems should meet specific FAR
and FRR error rates (See CEN/TS 16634:2014, Personal identification — Recommendations for using
biometrics in European Automated Border Control, 5.2.2, 5.3.2 and 5.4.2). Consequently, results
obtained when applying the evaluation methodology shall be reported considering
these values.

5.2.4 Privacy and data protection legislation of the European ABC systems

European ABC systems are systems subjected to privacy and data protection legislation (e.g.
Directive 95/46/EC). Operational data stored in this kind of systems shall comply with the limitations
imposed by EU and data protection regulations (See CEN/TS 16634:2014], Personal identification —
Recommendations for using biometrics in European Automated Border Control, 5.1.3.6 and 5.1.4). As a

result, logging, data protection and privacy requirements shall be also applied to data collected and
stored when conducting an [SO/IEC 29197 evaluation in case of these systems.

6 Evaluation conditions specification

6.1 Introduction

The first step for performing an [SO/IEC 29197 evaluation is to define the evaluation conditions. This
process entails two tasks which depend on the type of biometric performance tests (i.e. scenario and
operational evaluations).

For scenario evaluations these tasks are the definition of the environmental parameters to be assessed
and controlled, and the specification of the measuring points and set points for such parameters
considering the different evaluation environments (i.e. REE and TEE) and the different biometric
functions (i.e. enrolment and verification/identification).

Regarding operational evaluations, these tasks are the definition of the environmental parameters to be
assessed and the specification of the expected operational range for such parameters.

Parties involved in the evaluation shall select which of these tests want to conduct and specify some
options that will depend on the particular ABC system to test and the objectives of the evaluation (e.g.
whether it is known the expected operational environment or not, the facilities for carrying out the
evaluation).

6.2 Tests for the environmental influence evaluation of European ABC systems

6.2.1 General

establishes three different kinds of evaluations: one type for the analysis of the influence
of one, a second type for the analysis of the influence of a combination of environmental parameters,
and a third type for the analysis of the influence of a specific evaluation environment. This clause
defines tests regarding the first and the third types of evaluations including the second type a special
case of the third type of evaluation.

6.2.2 Tests for analysing the influence of one environmental parameter
6.2.2.1 Overview

These tests are used to analyse the influence of one environmental parameter on biometric system
performance separately. For conducting them, it is recommended to define a set of evaluation
conditions (i.e. REE and TEEs) and carry out a biometric performance scenario evaluation in each
condition. As a result, these tests have been defined considering the model for scenario
evaluations.

10
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In general, the environmental parameters to assess have been selected according the parameter to be
studied (i.e. temperature, humidity or illumination) respectively. In addition, the value of this
parameter has been selected according to possible extreme conditions.

NOTE Extreme conditions entail extreme operational environments for which it is essential to study whether
European ABC systems are able to work properly or not.

Likewise, the environmental parameters to control have been selected considering the rest of
environmental parameters that may affect a European ABC system in a greater extent (See 5.2.1). The
values for these conditions have been set to the standard conditions values.

6.2.2.2 Evaluation conditions for each test
6.2.2.2.1 General requirements

All tests shall meet the following requirements:

— the values of the environmental parameters to assess and control for enrolment and
verification/identification processes at the REE shall be the standard conditions values addressed
in 6.2.2.2.2;

— the values of the environmental parameters to control for verification/identification processes at
the TEE shall be the standard conditions values addressed in 6.2.2.2.2;

— the values of the environmental parameters to assess for verification/identification processes at
the TEE shall be specified in accordance to the values for each type of test established in 6.2.2.2.3
for temperature tests, 6.2.2.2.4 for humidity tests and 6.2.2.2.5 for illumination tests.

NOTE Enrolment process at the TEE is not covered (See 5.2.3).

6.2.2.2.2 Specification of the standard conditions

In accordance to [SO/IEC 29197, the standards conditions shall be the values given in Table 1.

Table 1 — Standard conditions

Temperature 23°C+3°C
Relative Humidity 40 % to 60 %
Illuminance 300 Ix to 1500 Ix

6.2.2.2.3 Evaluation conditions for temperature tests

The objective of this kind of tests is to study the influence of the temperature. For this kind of tests, the
parameters defined in Table 2 shall be specified.

Table 2 — Evaluation conditions for temperature tests

Test Parzr;lsitsesrs to TEE Parameters to control TEE
easuring point i et point
(mandatory) M ing poi (optional) Setp
Humidity RH [%)]
Test Name Temperature T [°C] [lluminance [1x]
[llumination
Irradiance [W/m?]

11
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Firstly, the evaluation conditions for each temperature test shall be identified by means of a test name.
Also, the temperature measuring point shall be set. In addition, if any optional parameter to control is
included in the evaluation, the set point for this parameter shall be set.

EXAMPLE This example shows how to define two different temperature tests called cold and hot tests
respectively. The evaluation conditions for each test are given in Table 3.

Table 3 — Example of evaluation conditions specification for temperature tests

Test Parameters to TEE Parameters to TEE
assess Measuring points control Set points
Humidity Between 40 % to 60 %
Cold Temperature 0°C<T<5°C o [lluminance between 300 Ix
[Nlumination
to 1500 Ix
Humidity Between 40 % to 60 %
Hot Temperature 28°C<T<35°C o [lluminance between 300 Ix
[Nlumination
to 1500 Ix

For this example, values have been established according to [3]. The lower temperatures in the Earth
are less than -32 °C for cold climates in winter and more than 40 °C for hot climates in summer.
However, these extreme values are harmful to human beings if they are exposed to them without any
protection during certain time [4]. Therefore, the values for these tests have been selected considering
ranges in which the cold effects (i.e. vasoconstriction) and the warm effects (i.e. perspiration and
vasodilatation) happen but not such extreme values.

6.2.2.2.4 Evaluation conditions for humidity tests

The objective of this kind of tests is to study the influence of the relative humidity. For this kind of tests,
the parameters defined in Table 4 shall be specified.

Table 4 — Evaluation conditions for humidity tests

Test Para;;fetse : sto TEE Parameters to control TEE
(mandatory) Measuring point (optional) Set point
Temperature T [°C]
Test Name Humidity RH [%] [lluminance [Ix]
[llumination
Irradiance [W/m?]

Firstly, the evaluation conditions for each humidity test shall be identified by means of a test name.
Also, the relative humidity measuring point shall be set. In addition, if any optional parameter to control
is included in the evaluation, the set point for this parameter shall be set.

EXAMPLE This example shows how to define a humidity tests for high levels of relative humidity. The
evaluation conditions for each test are given in Table 5.

12
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Table 5 — Example of evaluation conditions specification for humidity tests

Test Parameters to TEE Parameters to TEE
assess Measuring points control Set points
High Temperature Between 20 °C to 26 °C
Relative Humidity 70 % < RH <90 % o Illuminance between 300 Ix
Humidity [llumination t0 1500 Ix

For this example values have been established considering the relative humidity levels that are present
in tropical areas.

6.2.2.2.5 Evaluation conditions for illumination tests

The objective of this kind of tests is to study the influence of the illumination. For this kind of tests, the
parameters defined in Table 6 shall be specified.

Table 6 — Evaluation conditions for illumination tests

Parameters to TEE Parameters to control TEE
Test assess
(mandatory) Measuring point (optional) Set point
[lluminance [IX] Temperature T [°C]
Test Name [llumination
Irradiance [W/m?] Humidity RH [%]

Firstly, the evaluation conditions for each illumination test shall be identified by means of a test name.
Also, the illumination measuring point shall be set. In addition, if any optional parameter to control is

included in the evaluation, the set point for this parameter shall be set.

EXAMPLE

This example shows how to define three different illumination tests considering direct sunlight,
indirect sunlight and dim light situations. The evaluation conditions for each test are given in.

Table 7 — Example of evaluation conditions specification for illumination tests

Test Parameters TEE Parameters to TEE
to assess Measuring points control Set points
; Temperature Between 20 °C to 26 °C
Dui.ecﬁ [llumination [lluminance > 25000 Ix
sunlight Humidity Between 40 % to 60 %
; Temperature Between 20 °C to 26 °C
Indlll.‘e}clt [llumination | 10000 Ix < Illuminance < 25000 Ix
sunlight Humidity Between 40 % to 60 %
Temperature Between 20 °C to 26 °C
Dim light [llumination [luminance < 150 Ix
Humidity Between 40 % to 60 %

For this example illumination tests have been defined trying to cover different conditions depending on
the where European ABC systems are placed (i.e. in full sun, in the shade, in locations with little light,
etcetera). For sunlight tests, values have been selected considering the range of illuminance
measurements from the sun of daylight under partly cloudy sky given in [5]. The direct sunlight test
establishes a value of illuminance higher than such range, whereas the indirect sunlight test sets the
value of illuminance in this range. For the dim light test, the value of illuminance has been selected
according to values given in EN 12464-1:2011| [6] for crossing areas (e.g. corridors, stairs) where visual
tasks are not usually carried out and the light needed is limited.
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6.2.3 Tests for analysing the influence of a specific environment
6.2.3.1 Overview

These tests are used to analyse the influence of a combination of environmental parameters (e.g.
temperature and humidity) or to analyse the influence of a specific operational environment.

This type of test is open to study the influence on biometric performance of any operational
environment in which a European ABC systems may work. In general, the values of the conditions to
analyse are the values measured/expected for the host environment during certain period of time.

For conducting this type of test it is possible to carry out both types of “end-to-end” biometric
performance evaluation: scenario or operational.

NOTE1 In scenario evaluations the environment is a modelled environment. This environment is controlled
and the evaluations can be reproducible. However, it is necessary to define and assess the biometric system in a
REE in addition to in the TEE.

NOTE2 In operational evaluations the environment is the real environment. This environment is an
uncontrolled environment and evaluations cannot be reproducible. However, the evaluations are operationally
more realistic.

6.2.3.2 Evaluation conditions for this kind of tests

When conducting scenario evaluations, this kind of tests shall meet the following requirements: the
environmental parameters to assess shall be at least two parameters of the following group:
temperature, humidity or illumination:

— the environmental parameters to control are optional. It may be any parameter of the
aforementioned group that has not been defined as a parameter to asses or may be another
parameter such as noise;

— the values of the environmental parameters to assess and control for enrolment and
verification/identification processes at the REE shall be the standard conditions values specified in
6.2.2.2.2;

— the values of the environmental parameters to control for verification/identification processes at
the TEE shall be the standard conditions specified in 6.2.2.2.2;

— the values of the environmental parameters to assess for verification/identification processes at
the TEE shall be in accordance to host environment. That is, these values shall be similar to in situ
measurements. If it is not possible to obtain these measurements, the MIL-STD-810 G standard [3]
distinguishes four climate conditions (i.e. basic, hot, cold and severe cold) and provides details
about their localization and the most typical values for each of them. When measuring or selecting
these values, it is recommended to consider the seasonal variations of the climate and/or the time
of the day variations and analyse those cases that are more critical (e.g. summer, winter, rainy
season, or the time of the day in which the sunlight received is higher).

NOTE Enrolment process at the TEE is not covered (See 5.2.3).

However, when conducting a biometric performance operational evaluation, this kind of test shall meet
the following requirements:

— the environmental parameters to assess shall be at least two parameters of the following group:
temperature, humidity or illumination;
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— if the objective is to study certain values or ranges of the environmental parameters to asses, these
values shall be specified;

— if it is necessary to perform the enrolment, it shall be conducted at the standards conditions
specified in 6.2.2.2.2.

6.3 Recommendations for the selections of the tests

As it was previously mentioned, the precise tests to be conducted for testing the influence of
environmental conditions on the biometric system performance of a European ABC system shall be
selected by parties involved in the evaluation. For this selection, the next recommendations should be
followed:

— tests for analysing the influence of one environmental parameter should be conducted when the
final operational environment for a European ABC system is unknown but it is necessary to predict
whether the biometric performance diminishes or not for certain environmental conditions. Once
this type of tests has been selected, the specific test to carry out should be selected considering the
biometric modality that is used by the European ABC system under test and its biometric capture
device:

— temperature and humidity tests should be conducted when the European ABC system to test is
based on fingerprint;

— illumination tests should be conducted when the European ABC system to test is based on face
or iris recognition. Also for fingerprint when the biometric capture device is affected by the
illumination (e.g. optical sensors);

— test for analysing the influence of a specific environment should be conducted when the final
operational environment is known previously and it is possible to obtain the environmental
conditions values for such environment:

— for European ABC systems that are going to be placed indoors (i.e. airports or seaports halls)
but close to windows, one of the environmental parameter to assess should be
illumination;

— for European ABC systems that are going to be placed outdoors it is recommended that the
environmental parameters to assess should be the three most influential factors:
temperature, humidity and illumination.

6.4 Recommendations for the selection of specific values

Considering the recommendations for the selection of different test, this clause provides
recommendations for the specification of the measuring and set points especially for analysing the
influence of a specific environment.

Regarding temperature and humidity values, the different climate zones around the world, 5 different
combinations can be distinguished [3]. Each value will correspond to a different test. Table 8 provides
the environmental conditions that shall be established for each test.
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Table 8 — Temperature and humidity combinations regarding different climatic zones

Test Parameters to assess Measuring points
Temperature T<-15°C
Severe cold
Humidity RH > 70 %
Temperature -15°C<T<5°C
Cold
Humidity RH>70 %
Temperature 30°C<T<40°C
Hot dry
Humidity RH <40 %
Temperature 30°C<T<40°C
Hot humid
Humidity RH>70 %
Temperature 20°C<T<26°C
Basic humid
Humidity RH > 75 %

Regarding the combination of temperature, humidity and illumination values, the most challenging
situations will be winter and summer seasons at different light conditions. The recommended values for
these possible situations are defined in Table 9.

16



PD CEN/TS 16920:2016
CEN/TS 16920:2016 (E)

Table 9 — Temperature, humidity and illumination combinations regarding different seasons

Test Parameters to assess Measuring points
Outdoors Temperature T<-15°C
cloudy severe Humidity RH > 70 %
winter llumination 10000 Ix < luminance < 25000 Ix
Outdoors Temperature T<-15°C
sunny severe Humidity RH > 70 %
winter [Nlumination [Nluminance > 25000 Ix
Temperature -15°C<T<5°C
Outdoors
Humidity RH>70 %
cloudy winter
[llumination 10000 Ix < Nluminance < 25000 1x
Temperature -15°C<T<5°C
Outdoors
Humidity RH>70 %
sunny winter
[llumination [Mluminance > 25000 Ix
Outdoors Temperature 30°C<T<40°C
hot-humid cloudy Humidity RH > 70 %
summer [llumination 10000 Ix < [lluminance < 25000 Ix
Outdoors Temperature 30°C<T<40°C
hot-humid sunny Humidity RH > 70 %
summer [Nlumination [Nluminance > 25000 Ix
Outdoors Temperature 30°C<T<40°C
hot-dry cloudy Humidity RH <40 %
summer [llumination 10000 Ix < Nluminance < 25000 1x
Outdoors Temperature 30°C<T<40°C
hot-dry sunny Humidity RH <40 %
summer [llumination [Mluminance > 25000 Ix

7 Requirements for biometric performance testing of ABC system when
conducting [SO/IEC 29197 evaluations

7.1 Test crew demographic characteristics

Persons that typically use a European ABC systems are travellers above 18 years old. Therefore, the test
crew for analysing the environmental conditions influence shall be composed for test subjects that meet
this condition. Then, considering other factors a generic population shall be recruited for the
experiments. Nevertheless it is recommended that this population will be balanced according to the
gender and age factors of common travellers. See Table 10. Other characteristics of the target
population shall be considered when defining the test crew in order to achieve a well balanced
evaluation (e.g. height).
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Table 10 — Test crew composition

A 18 to 35 36to 60 Above 60
ge
20-35% 30-50% 20-35%
40 - 60 % Males 40 - 60 % Males 40 - 60 % Males
Gender
40 - 60 % Females 40 - 60 % Females 40 - 60 % Females

7.2 Acclimatization

For testing environments that entails extreme conditions, or the TEE conditions are very different to the
ambient conditions present at the evaluation time, acclimatization procedures shall be executed. Test
subjects need to adapt his biometric characteristic and behaviour to the evaluation environment in
order to carry out a presentation as realistic as possible.

Regarding European ABC systems, two situations shall be considered:
— when travellers are exposed all the time to the ambient conditions wearing the appropriate clothes;

— when travellers change for a short time from comfortable conditions (e.g. a heated car) to ambient
conditions just for using the ABC system.

Considering these circumstances, test subjects shall conducted biometric transactions at the TEE
modelling both situations.

For the first case, test subjects shall be exposed to the TEE conditions during a predefined period of
time dressed with clothes similar to those that they use for this kind of environmental conditions. Then,
they shall conduct the biometric transactions at TEE conditions.

For the second case, test subjects shall not be acclimatized for the TEE conditions. They shall be
exposed to standard conditions for a predefined period of time and then change these conditions to TEE
conditions just when they are going to conduct the biometric transactions.

The specific time that test subjects shall be exposed to TEE conditions or standard conditions
respectively shall be reported.

18



[1]

[2]

[3]

PD CEN/TS 16920:2016
CEN/TS 16920:2016 (E)

Bibliography

Best Practice Technical Guidelines for Automated Border Control (ABC) Systems, Frontex,
Warsaw, August 2012, Version 2.0

Best Practice Operational Guidelines for Automated Border Control (ABC) Systems, Frontex,
Warsaw, August 2012, Version 2.0

United States Military Standards, Department of Defense: Test Method Standard for
Environmental Engineering Considerations and Laboratory Test, MIL-STD-810 G, 2008.

Oficina Internacional del Trabajo, Enciclopedia de Salud y Seguridad en el Trabajo, 32ed.,
Ministerio de Trabajo y Asuntos Sociales 1998.

ILLUMINATING ENGINEERING SOCIETY OF NORTH AMERICA. The Lighting Handbook. Illuminating
Engineering, Ninth Edition, 2000

EN 12464-1:2011], Light and lighting - Lighting of work places - Part 1: Indoor work places

[SO/IEC 19795-1:2008, Information technology — Biometric performance testing and
reporting — Part 1: Principles and framework

19


http://dx.doi.org/10.3403/30206727
http://dx.doi.org/10.3403/30147273

This page deliberately left blank



This page deliberately left blank



NO COPYING WITHOUT BSI PERMISSION EXCEPT AS PERMITTED BY COPYRIGHT LAW

British Standards Institution (BSI)

BSI is the national body responsible for preparing British Standards and other
standards-related publications, information and services.

BSI is incorporated by Royal Charter. British Standards and other standardization
products are published by BSI Standards Limited.

About us

We bring together business, industry, government, consumers, innovators
and others to shape their combined experience and expertise into standards
-based solutions.

The knowledge embodied in our standards has been carefully assembled in
a dependable format and refined through our open consultation process.
Organizations of all sizes and across all sectors choose standards to help
them achieve their goals.

Information on standards

We can provide you with the knowledge that your organization needs
to succeed. Find out more about British Standards by visiting our website at
bsiaroun.com/standards or contacting our Customer Services team or

Knowledge Centre.

Buying standards

You can buy and download PDF versions of BSI publications, including British
and adopted European and international standards, through our website at
bsiaroun.com/shop, where hard copies can also be purchased.

If you need international and foreign standards from other Standards Development
Organizations, hard copies can be ordered from our Customer Services team.

Subscriptions

Our range of subscription services are designed to make using standards
easier for you. For further information on our subscription products go to
bsiaroun.com/subscrintions.

With British Standards Online (BSOL) you'll have instant access to over 55,000
British and adopted European and international standards from your desktop.

It's available 24/7 and is refreshed daily so you'll always be up to date.

You can keep in touch with standards developments and receive substantial
discounts on the purchase price of standards, both in single copy and subscription
format, by becoming a BSI Subscribing Member.

PLUS is an updating service exclusive to BSI Subscribing Members. You will
automatically receive the latest hard copy of your standards when they're

revised or replaced.

To find out more about becoming a BSI Subscribing Member and the benefits

of membership, please visit bsiaroun.com/shop.

With a Multi-User Network Licence (MUNL) you are able to host standards
publications on your intranet. Licences can cover as few or as many users as you
wish. With updates supplied as soon as they're available, you can be sure your
documentation is current. For further information, email bsmusales@bsigroup.com.

BSI Group Headquarters
389 Chiswick High Road London W4 4AL UK

bsi.

Revisions
Our British Standards and other publications are updated by amendment or revision.
We continually improve the quality of our products and services to benefit your

business. If you find an inaccuracy or ambiguity within a British Standard or other
BSI publication please inform the Knowledge Centre.

Copyright

All the data, software and documentation set out in all British Standards and
other BSI publications are the property of and copyrighted by BSI, or some person
or entity that owns copyright in the information used (such as the international
standardization bodies) and has formally licensed such information to BSI for
commercial publication and use. Except as permitted under the Copyright, Designs
and Patents Act 1988 no extract may be reproduced, stored in a retrieval system
or transmitted in any form or by any means — electronic, photocopying, recording
or otherwise — without prior written permission from BSI. Details and advice can
be obtained from the Copyright & Licensing Department.

Useful Contacts:

Customer Services

Tel: +44 845 086 9001

Email (orders): orders@bsigroup.com
Email (enquiries): cservices@bsigroup.com

Subscriptions
Tel: +44 845 086 9001
Email: subscriptions@bsigroup.com

Knowledge Centre
Tel: +44 20 8996 7004
Email: knowledgecentre@bsigroup.com

Copyright & Licensing
Tel: +44 20 8996 7070
Email: copyright@bsigroup.com


www.bsigroup.com/standards
www.bsigroup.com/shop
www.bsigroup.com/shop
www.bsigroup.com/subscriptions

	64_e_stf.pdf
	Contents Page
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Symbols and abbreviations
	5 Overview of evaluating the influence of ambient conditions in European ABC systems
	5.1 Introduction to ISO/IEC€29197 evaluations
	5.2 Application of the ISO/IEC€29197 evaluation methodology to European ABC systems
	5.2.1 General
	5.2.2 Environmental parameters influencing biometric performance of the European ABC systems
	5.2.3 Specific characteristics of biometric modules of the European ABC systems
	5.2.4 Privacy and data protection legislation of the European ABC systems


	6 Evaluation conditions specification
	6.1 Introduction
	6.2 Tests for the environmental influence evaluation of European ABC systems
	6.2.1 General
	6.2.2 Tests for analysing the influence of one environmental parameter
	6.2.2.1 Overview
	6.2.2.2 Evaluation conditions for each test

	6.2.3 Tests for analysing the influence of a specific environment
	6.2.3.1 Overview
	6.2.3.2 Evaluation conditions for this kind of tests


	6.3 Recommendations for the selections of the tests
	6.4 Recommendations for the selection of specific values

	7 Requirements for biometric performance testing of ABC system when conducting ISO/IEC€29197 evaluations
	7.1 Test crew demographic characteristics
	7.2 Acclimatization




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




