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Use of this document

It has been assumed in the preparation of this PAS 
that the execution of its provisions will be entrusted 
to appropriately qualified and experienced people, for 
whose use it has been produced.

As a code of practice, this PAS takes the form of 
guidance and recommendations. It should not be 
quoted as if it were a specification and particular care 
should be taken to ensure that claims of compliance are 
not misleading.

Any user claiming compliance with this PAS is expected 
to be able to justify any course of action that deviates 
from its recommendations.

Presentational conventions

The provisions in this standard are presented in roman 
(i.e. upright) type. Its recommendations are expressed 
in sentences in which the principal auxiliary verb is 
“should”.

Commentary, explanation and general informative 
material is presented in italic type, and does not 
constitute a normative element.

Contractual and legal considerations

This PAS does not purport to include all the necessary 
provisions of a contract. Users are responsible for its 
correct application.

Compliance with this PAS does not of itself confer 
immunity from legal obligations.
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0 Introduction

0.1 The need for enterprise content 
management

Organisations are becoming increasingly aware of 
the value of the information that they hold, and 
are recognising the value of being able to use this 
information effectively and efficiently. Enterprise 
content management (ECM), being a combination 
of technology and practice designed to manage 
information across an organisation and its extended 
community, is thus becoming an important part of the 
organisational IT infrastructure.

In the same way that enterprise resource planning 
(ERP) works to improve the operational efficiency and 
competitiveness of an organisation, ECM allows the 
organisation to gain control over the information that 
it uses to achieve organisational objectives. With the 
right ECM infrastructure in place, information (content) 
can be geared around practices and around how 
people interact with the practices, thus providing the 
right information at the right time as necessary to do 
the job well.

Over the last few years, ECM has developed from a 
department level, point-based, niche solution to an 
enterprise-wide infrastructure. In order to achieve 
the maximum benefit from ECM, organisations need 
to have a clear initiative for its implementation and 
operation.

The overriding organisational objectives to be borne 
in mind when developing an ECM initiative include the 
following.

•	Achieve operational efficiency 
Moving from the management of information being 
a passive, manual, error-prone practice to an active, 
automated, error-free practice delivers organisational 
value. Ready access to not only information, but the 
right and appropriate information can make even the 
largest organisation an agile one.

•	Gain competitive advantage 
Understanding the organisational information asset 
and being able to exploit it can deliver an advantage 
in the marketplace. It removes barriers to learning 
and brings meaning to information ultimately 
bringing tangible net worth to information.

•	Demonstrate compliance and reduce risk 
The effective management of information can be 
a significant part of the practice for enabling an 
organisation to demonstrate legal, regulatory and/or 
business compliance in whatever form it is required. 
ECM provides the means to support compliance 
in relation to the information that is held by the 
organisation as a whole. ECM can help to reduce 
risk of non-compliance which can incur significant 
penalties. It is not just the financial savings that 
implementing ECM can achieve that are important. 
The potential costs of not having good information 
management might be just as significant.

•	Support discovery 
In the event of litigation, regulatory or other 
investigations it can become necessary to find 
(or “discover”) evidence. Good management of 
information facilitates discovery; poor management 
impedes it, making discovery practices unreliable and 
more expensive than necessary. ECM can support the 
former and safeguard against the latter.

The overriding barriers to the effective implementation 
of ECM are: 

•	not understanding what ECM is and why it is 
important;

•	not having an ECM initiative aligned with 
organisational objectives;

•	not knowing how to go about this initiative and how 
to measure its effectiveness;

•	underestimating the change management and 
investment required for ECM.

0.2 About this PAS

There are many existing British and International 
Standards which specify and/or recommend how 
effective document and records management can be 
achieved (see Bibliography). 

This PAS has been created by consensus between 
experts with domain expertise across the ECM industry. 
This PAS seeks to encompass key aspects of ECM 
practices and technologies.
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This PAS documents good practice in going about an 
ECM initiative and its implementation, coupled with  
an approach on how to measure effectiveness of the 
ECM implementation, to enable successful enterprise-
wide deployment.

This PAS provides a definition and common 
understanding of ECM. It supports benchmarking and 
enables consistent, measurable ECM with increased 
accountability and transparency across all relevant 
information.

Using PAS 89 in its entirety can assist in helping an 
organisation to obtain the potential benefit from ECM, 
either as a new ECM initiative or as an improvement to 
an existing ECM implementation. Whilst it is certainly 
preferable that this PAS is followed in full, where there 
are critical time factors relating to an ECM project, 
which do not allow for its entire application, then this 
code of practice acts as a useful reference in any fast-
track implementation.

http://dx.doi.org/10.3403/30172629U
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1 Scope 

This PAS details good practice for enterprise content 
management (ECM). It defines what ECM is and what 
to consider when embarking on an ECM initiative. It 
can be used to further an existing initiative or used to 
develop a new initiative. 

It is applicable to all those involved in or considering 
ECM, particularly end user organisations. In particular 
it is intended for use by project managers, business 
stakeholder managers, IT managers, record managers 
and information managers in organisations who 
are engaged in seeking to establish good use of 
information organisation-wide.

It is not intended to be a technical specification, 
business case, project management methodology, 
information strategy or service delivery model. This PAS 
does not provide any particular alignment to specific 
industry sectors.

2 Terms, definitions and 
abbreviations
For the purposes of this PAS, the following terms and 
definitions apply.

2.1 Terms and definitions

2.1.1 enterprise content management (ECM)

framework of practices and technologies that work 
in an integrated fashion across the organisation to 
manage information 

2.1.2 life cycle

stages information goes through from creation to 
disposition or destruction

2.1.3 metadata

set of data that describes and gives information about 
other data

2.1.4 practices

activities and supporting processes for ECM

2.1.5 system

collection of ECM technologies

2.1.6 taxonomy

managed set of terms

2.1.7 technologies

software products which support the application  
of ECM 

2.2 Abbreviations

CAD – computer aided design 

CMIS – content management interoperability services

ECM – enterprise content management

ECMS – enterprise content management system

EDI – electronic data interchange 

HR – handprint recognition 

ICR – intelligent character recognition

IT – information technology

JCR – java content repository

KPI – key performance indicator

OCR – optical character recognition

OMR – optical mark recognition

PDF – portable document format

RFI – request for information 

ROI – return on investment

SQL – structured query language

XML – extensible markup language
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3 Enterprise content management (ECM)

3.1 What is ECM?

ECM is a framework of practices and technologies that 
work in an integrated fashion across the organisation 
to manage information. Those responsible for ECM 
within the organisation should ensure that they 
have an understanding of what ECM is and what it is 
comprised of.

NOTE This clause further describes the makeup of ECM 
and what needs to be understood in regard to ECM 
when embarking on an ECM initiative. 

Figure 1 – Example life cycle of content organisation-wide
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3.2 Organisation-wide

ECM should be established organisation-wide for 
managing content throughout its life cycle. Figure 1 
provides an example of the life cycle of content.

NOTE Whilst ECM might be established organisation-
wide this does not rule out a phased approach being 
adopted in achieving this goal. In fact such a phased 
approach can assist in reducing the risk involved in 
establishing ECM.
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3.3 Content

The organisation should assess and document what 
information is applicable as content for the ECM.

NOTE 1 Any information where an organisation would 
derive benefit through its management is applicable  
to ECM. 

NOTE 2 Figure 2 provides an example of information 
that is typically applicable to ECM.

Figure 2 – Information typically applicable to ECM
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3.4 Application of practices

The organisation should assess and document which 
practices should be applied to content throughout 
its life cycle. Those responsible for ECM within the 
organisation should have an understanding of these 
practices and how they should be adopted.

NOTE Figure 3 provides an example of practices that 
can be used in ECM.

Figure 3 – ECM practices
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The practices depicted in Figure 3 should be considered 
in the context of Table 1.

Table 1 – Recommendations in respect of practices identified in Figure 3

Practice Purpose Recommendations

Index To apply metadata to content •	Requirements should be 
understood for each practice

•	Education should be sought for 
each practice

•	Technical expertise should be 
sought to advise on the best 
approach to the required  
practice areas

•	Any overlap with additional 
practices should be identified

•	The level of any functional 
requirement within any practice 
should be understood and aligned 
to relevant enabling technology

•	Policy documents should take 
account of requirements in each 
relevant practice area

Find To search and locate content based on metadata and/or 
textual content

Originate To create new content

Capture To save content or a copy (or scan) of some content so it 
can be managed

Organise To provide order and apply controls to content

Process To take content through a workflow

Distribute To make available and/or “push” items of content to both 
human and computer users

Share To make content available for use and review

Personalise To provide content tailored to the user

Publish To take content and to move it (or a copy of it) to an 
accessible location (e.g. the web) and format whilst 
maintaining its structure

Reuse To use the whole or parts of existing content for  
other purposes

Repurpose To change the format or publishing mechanism of 
existing content for alternate use

Secure To enable controlled access to content and its protection

Retain To keep content for a stipulated period of time

Preserve To keep content in an accessible format for a stipulated 
period of time

Dispose To remove content whilst maintaining its history

Destroy To erase all traces of content, including copies and 
indexes

NOTE Collaboration consists of a number of practices.

3.5 Why consider ECM?

ECM should be considered by any organisation wishing 
to achieve organisational objectives that have a 
dependency on content.
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3.6 Organisational objectives

3.6.1 General

Organisational objectives should be identified and 
provide the driver for ECM. The organisational 
objectives should be categorised in one, if not all, of 
the broad categories detailed in 3.6.2 to 3.6.5.

NOTE Whilst the objectives might, one way or another, 
be implicit with ECM it is not necessarily with a view to 
creating the “paperless office”. Paper is best suited as a 
transient means of capturing and communicating 
information in an easily accessible form and as long as 
it is approached in this way it can be integrated into 
ECM and be of benefit. This correct use of paper can 
also help with user acceptance and change management.

3.6.2 Operational efficiency

Consideration should be given as to where the  
greatest efficiency gains could be achieved through 
establishing ECM. 

Inefficiency could come in many forms such as 
duplication of effort, people-intensive processes, poor 
use of time looking for content, avoidable errors, 
problems that have arisen and work that has to be 
done again due to poor content use.

Analysis should be undertaken and metrics 
developed to help understand the cost of this 
inefficiency and enable benefits measurement.

3.6.3 Competitive advantage

Consideration should be given as to how the 
organisation could be more competitive through 
establishing ECM. 

This could be realised by dealing with customer 
enquiries more quickly by having access to the right 
content, or accelerated product development resulting 
in a faster time to market ahead of the competition 
and with improved quality control. 

Analysis should be undertaken in line with the 
organisational go-to-market strategy to understand 
where the biggest competitive wins might be and 
enable benefits measurement.

3.6.4 Demonstration of compliance and risk reduction

Consideration should be given as to how the 
organisation could demonstrate compliance and 
reduce risk through establishing ECM. Any compliance 
initiative should take account of ECM and vice versa. 
Compliance itself can come in many forms such as 
adherence to quality programmes or financial or 

industry regulation, or compliance with environmental 
directives.

Analysis should be done to understand which 
compliance factors are of importance and how they 
can be complied with most effectively.

NOTE Organisations need to be mindful of the lure  
of a compliance-only route. Whilst ECM can deliver  
a wide range of benefits, a compliance centric ECM 
implementation is unlikely in itself to achieve the 
operational efficiency or competitive advantage that 
ECM can deliver. Fundamentally, compliance is not  
the end goal. The goal is to address compliance 
requirements whilst working toward organisational 
objectives that may also improve operational efficiency 
and gain competitive advantage. 

3.6.5 Support for legal discovery

The organisation should consider how legal discovery 
could be supported through ECM. ECM should support 
good practice for legal discovery.

In the event of litigation, if it becomes necessary to find 
(or “discover”) evidence, poor management of content 
could impede such discovery, making it unreliable and 
more expensive than it need be. 

Analysis should be done to establish what legal 
discovery might be required and what ECM can support. 

3.7 When and where to consider ECM?

ECM should be considered at any time and place that 
the management of content is implicit in meeting 
organisational objectives that are likely to deliver 
benefit to the organisation.

NOTE Often there may be a number of projects 
identified which have a common thread in that they 
are centred around the management of content,  
e.g. case management, project management,  
customer service management. At this stage the 
organisation may consider if these are best served  
via an ECM initiative. 

3.8 Who should consider ECM?

ECM is applicable to all organisations and should 
be considered within the context of any relevant 
organisational objectives. 
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4 ECM planning

4.1 General

An ECM initiative should be appropriately planned 
and its implication to the organisation as a whole 
considered. ECM can be a complex area and so ECM 
expertise should be sought to aid planning, either 
within or external to the organisation, via education 
and consultancy. 

When setting about an ECM initiative, organisations 
should prioritise those areas in which there is potential 
for “quick wins” to demonstrate the value of ECM 
whilst ensuring that the organisational objectives 
and envisaged outcomes of the ECM initiative 
remain. The approach should be business led with the 
common thread being content. Whilst benefiting the 
organisation it can in turn provide benefits to  
its customers.

NOTE 1 Organisations need not be deterred by not 
having everything in place to implement ECM prior  
to commencement. Provided all practices and their 
implication have been considered (i.e. relevant 
questions have been identified and answered or at 
least considered), then the implementation can  
proceed in a manner that enables future alignment  
to other practices.

NOTE 2 An ECM initiative may coexist with the 
organisation’s existing overall information initiative 
which addresses not only content but all information.

NOTE 3 Isolated content-related projects introduced 
independently of each other are capable of providing 
immediate business benefits and reducing costs. 
However, they might not establish ECM, and over time 
can be a conduit for promoting a siloed approach 
which could impede the benefits that ECM has to offer.

4.2 Organisational

4.2.1 ECM initiative map

An ECM initiative map should be established that 
enables the organisation to identify the areas of 
particular importance that need to be considered when 
embarking on an ECM initiative. 

NOTE 1 Figure 4 identifies areas of particular 
importance with any ECM initiative. This is shown in a 
simplified linear process although in practice this is 
likely to be cyclical. 

NOTE 2 Although appropriate to a smaller organisation 
or a departmental implementation, the sequential 
process indicated in Figure 4 might well be impractical 
for a large or distributed organisation. In this case an 
agile or iterative methodology might be more suitable.

NOTE 3 When creating a vision or gathering 
requirements, it is important to have some idea of the 
“art of the possible”. Thus, familiarity with the 
technological options and practical solutions is needed 
quite early on in the process. In terms of development 
processes, there is often a need to repeat the cycle of 
definition and implementation in order to develop 
capability in an evolutionary manner. One of the risks 
to avoid is to create a set of requirements that involve 
excessive customisations of selected technology. There 
is a need to have a balance in order to optimise the 
business value while reducing complexity. 

4.2.2 Sponsorship

4.2.2.1 General

An ECM initiative should be sponsored by the 
organisation’s executive and supported by stakeholder 
management. 

NOTE 1 This helps to ensure that full buy-in is achieved 
from all management groups which in turn helps in 
meeting one of the biggest organisational challenges 
brought about by ECM: cultural change.

NOTE 2 A successful ECM initiative requires input and 
sponsorship from both business and IT.

4.2.2.2 Executive

An overall executive sponsor should be assigned to take 
responsibility for the ECM initiative preferably at board 
level, given its strategic nature. This sponsor should be 
responsible for ensuring that the ECM initiative aligns 
with the organisational objectives.

NOTE 1 See objective plan (4.3.6). 

NOTE 2 ECM is organisation-wide and therefore by its 
nature is strategic so it is essential that, relative to the 
size of any organisation, comprehensive levels of 
resource and investment are provided.

4.2.2.3 Business level

Stakeholder management who have been involved 
in the objective setting should in turn be responsible 
for defining their functional requirements in line with 
those objectives.

4.2.2.4 User community

Buy-in should be gained at the management level 
and also from within the user community, creating 
lead users. Whether individuals or teams of people, 
lead users should be the conduits to gaining broad 
acceptance in their respective user community. These 
lead users should become the role models for other 
users within their respective community.
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Figure 4 – ECM initiative map
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4.2.2.5 Content champions

A working party of content champions, which is the 
representative group of people who have a vested 
interest in the success of ECM across their area of the 
organisation, typically the stakeholder management, 
should be established, i.e. a content steering group. 
These “content champions” should have regular  
review sessions to ensure the ECM initiative is on  
track, to maintain buy-in and momentum and  
provide governance.

4.2.2.6 Sponsorship hierarchy

A hierarchy should be formed to reflect the levels of 
sponsorship that exist with clear lines of communication 
and understanding of responsibilities.

NOTE Figure 5 illustrates a typical sponsorship 
hierarchy.

Figure 5 – Typical sponsorship hierarchy
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4.3 ECM vision

4.3.1 General

An organisation should have a clear vision of what the 
organisation might look like with ECM in place. 

This vision should be documented and should then 
be aligned to an ECM maturity model (see 4.9.3). This 
alignment to the maturity model should identify key 
performance indicators (KPIs) to enable an assessment 
of where the organisation is in terms of ECM maturity 
and what needs to be achieved in order to realise the 
vision and the steps required to do so.

NOTE A strategic, executive-level approach in 
establishing an ECM vision is necessary to provide the 
required drive for cultural change.

Example ECM vision

•	To have access to the right content at the right 
time from any location.

•	To facilitate decision-making through content 
provision so that effective, timely decisions can  
be made. 

•	To ensure the ready availability of content, in any 
given situation.

•	To leverage content for business advantage and 
excel in customer service.

4.3.2 Set objectives

4.3.2.1 General

Objectives should be identified, understood and 
documented.

4.3.2.2 Organisational objectives

Organisational objectives should be set by the executive 
with input from the stakeholder management, ensuring 
that they are of a strategic nature, prioritised and 
communicated to all involved. 

4.3.3 Requirements relating to objectives

Requirements relating to objectives should be defined.

Whilst requirements can be tactical in nature they 
are implicit in achieving the broader organisational 
objectives. When developing an ECM initiative, 
requirements across all business functions should  
be considered.

The stakeholder management should be responsible 
for identifying these requirements in line with the 
organisational objectives. These requirements should 
be documented and communicated clearly.

NOTE Lead users need to have an input to the 
requirements via their stakeholder management which 
also helps acceptance of ECM into the organisation  
(see user acceptance, 4.7.6).

4.3.4 Alignment of objectives

All of the organisational objectives should be aligned 
to each relevant objective category (see 3.6.2 to 3.6.5). 
They should then be prioritised and agreed with all 
stakeholder management. The requirements are 
then gathered within the context of these agreed 
organisational objectives and prioritised accordingly.

4.3.5 Requirements gathering

Requirements gathering should include functional and 
non-functional requirements and be undertaken in the 
context of the relevant ECM practices.
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Once all requirements have been identified in line with 
the relevant ECM practices, documented and agreed, 
then these should be formalised into a requirements 
specification and weighted in terms of criticality for use 
during the procurement and implementation stages.

NOTE 1 When considering requirements, weighting 
may be applied to depict the level of criticality a 
particular requirement has in terms of the 
organisational objectives. This can then be factored 
against the complexity of achieving it, in order to then 
ascertain if it is desirable. Differing weighting methods 
exist, one which might be considered is MoSCoW (Must 
haves, Should haves, Could haves, Won’t haves).

NOTE 2 Standards could also be used when formulating 
requirements such as MoReq2:2010 [1] for records 
management or BS 1192 for collaboration.

The requirements should be written in a way that 
avoids being prescriptive about the mechanisms 
used, and therefore provides flexibility in how these 
requirements might be implemented. They should be 
business requirements rather than a system’s functional 
specification.

4.3.6 ECM objective plan

NOTE Aligning the areas of functional requirement to 
the organisational objectives should give a concise 
record of what the ECM initiative is to realise in terms 
of success factors. This can be seen as the objective plan.

The objective plan should record the priority agreed 
for any organisational objectives and this should be 
factored into any planning. 

In some instances, depending on the objective category 
and priority, there is likely to be a set date in which the 
objective is to be achieved. 

The programme planning (see 4.7) should then 
determine whether such objectives are achievable and 
identify any dependencies in meeting the dates set.  

4.3.7 Content audit

When establishing an ECM initiative an audit of target 
content should be undertaken. Such content should 
be identified as relevant during the requirements 
gathering stage. 

NOTE The content audit serves two primary purposes; 
the first is to enable the organisation to establish what 
content it has and to remove any duplication or dated 
content; and the second is to help the consideration of 
what content is to be migrated to the ECM and if that 
content needs to be cleansed or reformatted before 
doing so.

4.3.8 Justify investment

NOTE 1 In creating an objective plan there would have 
already been some investment justification made to get 
to that point, i.e. an acknowledgement from the 
organisation that an ECM initiative is relevant.

Once all areas of requirement have been gathered, a 
justification for investment should then be undertaken 
ensuring that the true cost in establishing ECM is 
known. This should then be used to determine the 
likely benefits, both tangible and intangible, to be 
realised by the organisation from the ECM initiative.

The quantification of each benefit should be used to 
help validate the organisational objectives and in turn 
their priority. The investment justification should be 
demonstrable and all stakeholder management  
should be in agreement with the criteria and 
measurement metrics.

The organisation should assess the benefit of 
establishing ECM against the costs involved.

The organisation should consider using a continuing 
ROI model which shows the desired level of return over 
a specific period of time, coupled with a reinvestment 
programme to depict future and ongoing levels of 
investment versus return with a view to achieving the 
optimum investment levels.

The investment justification should then be used to 
help determine the appropriate level of budget that 
can be justified for investment into the ECM initiative.

NOTE 2 ECM is often implemented to solve particular 
business problems. However, when analysed these 
business problems typically fit into one of the broad 
organisational objectives’ categories described (see 3.6).

NOTE 3 An effective way to demonstrate return on 
investment (ROI) in particular areas can be to run the 
profit and loss from a content perspective. This can be 
achieved by an analysis of content, and then 
segmentation of the prevalence and role it has in the 
organisation to deem value. The organisational go-to-
market strategy could be considered to see how 
dependent it is on timely information flows or how it 
could be advanced by improving this information flow. 
Improvement in those flows can yield visible strategic 
benefits, like faster time to market or more responsive 
customer service.

NOTE 4 The true cost of ECM is not only the immediate 
software, services and ongoing maintenance cost but 
also those future costs over the life of the programme. 
The biggest cost can often be that of change 
management and the time investment required to 
implement. 

http://dx.doi.org/10.3403/BS1192
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4.4 Policies

Policies (and standards) for content are fundamental in 
establishing ECM. 

Overall governance should be established by the 
development of an organisational ECM policy whilst 
incorporating any associated policies, such as a records 
policy. These policies should provide the procedural 
controls and disciplines that decide how content is 
moved through its life cycle together with the rules to 
be applied to content and at what stage. Standards 
should be adopted and complied with to ensure the 
right approach and governance and enable individual 
projects to be in alignment with the organisation’s  
ECM initiative.

ECM is a large and complex subject. Often 
organisations don’t have time to consider or follow 
all good practice as ECM might be brought about via 
a need to solve a particular business problem. Where 
this is the case, establishing policies and standards to 
provide the required governance framework are of 
paramount importance. 

NOTE 1 See Annex B for a sample policy.

NOTE 2 Policies need to be considered when gathering 
requirements and incorporated into any specification. If 
policies are left to manual control they are much less 
likely to be adhered to.

4.5 Metadata

4.5.1 General

To ensure consistency around the management 
of content, an organisational metadata structure 
should be formalised and agreed by all stakeholder 
management and those involved in the requirements 
gathering process. 

NOTE 1 Table 2 shows the different types of metadata.

Once agreed, it should be documented and 
incorporated into the requirements for ECM and 
implemented into any system.

The metadata structure should support future additions 
and revisions with processes put in place that enables 
requests for such additions and revisions.

NOTE 2 It is important that for areas such as metadata 
structure, domain expertise is sought to ensure the 
correct approach.

NOTE 3 To support differences in organisational 
terminology and customer terminology, taxonomies 
may be adopted and mapped to the organisational 
metadata structure. These taxonomies might follow 
public or industry standards or might solely be defined 
in the context of the organisation.

Metadata is at the core of any ECM implementation 
and not only defines the structure of the content but 
how users interact with that content. 

NOTE 4 Each element of metadata might have values 
that are controlled or uncontrolled. When they are 
controlled, the values are provided by a controlled 
vocabulary. The sourcing or management of controlled 
vocabularies is a significant topic within the area of 
metadata management. A taxonomy is one form of 
controlled vocabulary for which a number of standards 
exist (see BS ISO 25964-1).

Table 2 – Different types of metadata

Metadata 
type

Method Typical 
quality

Attribute Automatic extraction 
from properties and/or 
content 

High

Transactional Direct extraction 
from transactional 
applications/middleware

High 

Recognition Optical character 
recognition (OCR), 
intelligent character 
recognition (ICR), optical 
mark recognition (OMR), 
barcode, semantic 
analysis, etc.

Mid – 
high

User 
controlled 

List select Mid

User 
definable

Free type Low

NOTE This table is only to be used for indicative 
purposes.

http://dx.doi.org/10.3403/30165650U
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Metadata should be applied with the objective of 
achieving the maximum level of quality, i.e. application 
metadata providing a great deal more consistency and 
accuracy in structure than user generated metadata. 

NOTE 5 Quality levels have a significant impact on the 
ECM implementation and its success. 

Wherever possible, the capture of metadata should be 
automated, with minimal or even no user intervention 
required. In all instances where existing metadata can 
be used, or logic based on existing metadata generates 
the correct metadata, then this should be the preferred 
approach.

NOTE 6 Figure 6 shows the four main types of metadata 
relating to content, and how they can coexist.

Figure 6 – Differing types of metadata 
applied to content

TransactionalAttribute

UserRecognition

Content

NOTE 7 Metadata is the critical element to ECM and it is 
advised to consult experts and consider further reading 
in this area. In addition, industry standard metadata 
templates can be called upon wherever relevant.

4.5.2 Attribute metadata

Attribute metadata is taken from the content 
properties directly and provides a systemised means of 
applying metadata to content. This typically has a high 
quality level and is the preferred approach.

4.5.3 Transactional metadata

Transactional metadata is taken from existing 
applications and provides a systemised means of 
applying metadata to content. This typically has a high 
quality level and is a preferred approach.

4.5.4 Recognition metadata

Recognising data from content is another important 
means of applying metadata. 

If capturing metadata in this way, wherever possible, 
this should be verified with existing metadata. Where 
this is not available, rules should be set to enable 
a system level of tolerance, with exceptions being 
manually adjudicated.

4.5.5 User definable metadata

User definable metadata should be used to supplement 
and enrich existing metadata but not be in place of it. 

The addition of user definable metadata should be 
applied in a controlled fashion where the likes of  
date format, numbering, terms, have clear parameters. 
Caution should be given to user definable metadata 
and error control should be invoked in all possible 
instances.

Metadata should support a full and consistent 
audit trail. There should be one central metadata 
structure which applies metadata across all content 
in a consistent fashion. Unique referencing for each 
metadata item should be established to enable its 
effective management.

4.6 Classification

4.6.1 General

Classification is the systematic identification and 
arrangement of business activities and/or records 
into categories according to logically structured 
conventions, methods and procedural rules.

Content classification should focus on the intended  
use and purpose of content within the organisation. 

Classifying content in this way promotes the  
following principles: 

a) 	single source of content, ensuring that any content 
originates from one source;

b) 	single instance of content, ensuring that any content 
has only non-duplicate instances in existence.
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4.6.2 Content types

Content types represent differing types of content, for 
example contracts and orders. Content types should 
be grouped according to use, to provide a higher level 
classification. Content types should reflect the type of 
content the organisation is primarily concerned with.

NOTE Content types are often referred to as document 
types. Example content types could be invoices, 
statements, credit notes (financial documents) or could 
be HR documents such as application forms, CVs or 
annual reviews.

4.6.3 Content groups

Content groups represent the content types that have 
been grouped in line with the business function/s they 
support, for example, legal.

Content groups should be created to help organisation 
of content and policy enforcement.

4.6.4 Content instances 

Content instances represent different formats of 
a particular content type that are different to its 
original source format, for example an order in PDF for 
archive and HTML for the web whilst the source is in a 
spreadsheet format. 

Content instances should be created when needing 
to deliver content across different channels, such as 
to mobile, or to provide more compliant formats of 
content.

4.6.5 User mapping

Users should be defined in appropriate groups of one 
or more users per group and then mapped to the 
appropriate content type or group. 

NOTE This can determine which content is prevalent to 
which user group, which in turn determines how that 
content is best delivered to that group based on their 
profile and also determines security access, i.e. a 
content-oriented approach.

Users should be grouped to suit the organisational 
structure and its use of content. 

Some examples of such groups are:

a) 	knowledge worker: heavy user of all content, 
working in many differing environments and 
working in and out of many differing content types;

b) 	specialist worker: has particular expertise in one  
area and is a regular user of content associated  
with that area;

c) 	application worker: spends most of their time 
working through a particular line of business 
application and is only interested in content that 
supports work done within that line of business 
application.

4.7 Programme planning

4.7.1 General

Strong programme planning underpins successful ECM 
initiatives. Programme planning should follow an 
established process.

The phasing of ECM should reflect the prioritisation of 
the objective plan. 

NOTE The phasing of any ECM initiative is critical. 

Given the cultural change associated with an ECM 
initiative, incremental phases should be planned for 
to ensure that the initiative is meeting the targeted 
user adoption levels and achieving the envisaged 
incremental benefits. Some of the important planning 
areas should include those identified in 4.7.2 to 4.7.7.

4.7.2 Programme terminology

A programme name should be established from the 
outset, for example “Company XYZ ECM Programme” 
as this provides the context in which all projects sit. 
Programme terminology should be defined to enable a 
consistent understanding of all areas of  
the programme.

4.7.3 Risk assessment

An assessment of all risks should be factored into the 
programme planning. 

NOTE 1 ECM initiatives are not without risk which 
balances their potential to deliver significant benefits. 
The more time critical, the higher the risk; the longer 
the duration of the programme in achieving the 
organisational objectives, the more drawn out the 
associated risks are so the right balance needs to  
be struck.

NOTE 2 Table 3 demonstrates some of the typical risks 
pertinent to ECM.

NOTE 3 There is also a risk, beyond the programme 
itself, in terms of focus of the organisation once ECM  
is in use in ensuring its continued development  
and governance.
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Table 3 – Example ECM risk matrix

Risk Impact Mitigation

Low user 
adoption

Programme 
failure

Establish an 
ECM initiative

Poor return Lack of further 
investment

Ensure clear 
initial return 
analysis and 
measurement 
metrics

Not meeting 
set objectives

ECM seen in a 
bad light and 
organisation 
disengages

Agree an 
objective plan

Lack of 
system 
control

Does not establish 
management of 
content

Implement ECM 
policy

Migration 
costs

Costs of migration 
are excessive and 
disproportionate 
to the 
programme

Initial analysis 
of the full costs 
of migration, 
of content and 
systems, and 
prioritisation 
of migration, 
in order 
to contain 
migration costs

4.7.4 Existing infrastructure

Consideration should be given to the existing 
infrastructure when developing an ECM initiative. 
Organisations should ensure that ECM becomes an 
intrinsic part of all other infrastructure in terms of 
security integration, data integration and delivery via 
the various infrastructure channels, i.e. the web. 

Given that there is likely to be an increase in traffic 
and related storage as a result of introducing ECM, 
an increase in the load on existing infrastructure is be 
expected. There should be consideration as to whether 
the existing infrastructure is able to cope with such an 
additional load. 

The use of content might increase across the 
organisation. The availability of, and access to, 
presentation devices employed to view this content 
should be considered, e.g. numbers/types of available 
screens and mobile devices.

Recognised deployment models in terms of 
development, staging, testing, training and production 
should be factored in and sized according to the 
envisaged load.

ECM could, by its nature, become mission critical so 
this should be aligned to the organisation’s disaster 
recovery and redundancy policies.

NOTE In some instances the network load might be 
reduced given more effective management of email but 
generally the increase in flow of rich digital 
information puts further pressure on the network, 
particularly for a distributed environment.

4.7.5 Training

Training should be tailored, based on the audience 
and what is appropriate to the user. Through the user 
grouping, a training plan should be devised which 
takes account of what each user’s interaction with ECM 
is going to be and the cultural change that might occur.

The content material used in any end user training 
environment should be relevant to that user group. 
Lead users should be content experts in their area so 
they can help in conveying the value of ECM to the  
user group. 

NOTE There is particular value in training from expert 
organisations such as professional associations and 
consultants around ECM best practice.

4.7.6 User acceptance

NOTE 1 If the ECM initiative and its implementation 
have been reviewed properly, the challenge of user 
acceptance is likely to be in overcoming initial 
resistance to cultural change. For example, those who 
are used to working with paper documents and manual 
processes rather than the digital equivalent. 

To promote user acceptance of ECM the approach 
should be to regard ECM as part of what the user does 
in their everyday work activities and not as a separate 
function. The organisation should ensure that the 
user benefits from ECM as part of what they do and 
not have the perception that they need to perform 
additional tasks in order to derive the benefit.

NOTE 2 Underpinning the success of an ECM 
deployment is cultural buy-in. If there is no 
demonstrable value to an individual, ECM is unlikely to 
be adopted and the organisation could struggle in 
reaching its ECM vision. Particular consideration needs 
to be given to change management.

4.7.7 Service delivery

A strong service delivery methodology should 
be in place to support the ECM initiative and its 
implementation. The organisation should adhere to a 
proven service methodology whether it is a private or 
publicly recognised methodology. 
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To maintain user adoption, any implementation 
issues, whether they are of a technical nature or that 
of education, should be addressed quickly and in 
accordance with an agreed level of service.

NOTE As content is worked with every day, ECM can 
have a major impact on business processes and 
therefore, any methodology used should address 
business processes and organisational change 
management.

4.8 Procurement

An ECM initiative leads to the procurement of some if 
not all ECM technologies (see 5.2). Market evaluation 
should be performed to evaluate likely vendors in 
line with the initial stages of the ECM initiative. A 
request for information (RFI) should be used to enable 
qualification of suitability and a number of suppliers 
should then be engaged for more detailed discussions. 
The format to follow in an evaluation should be:

a) 	alignment to ECM initiative;

b) 	functional and non-functional requirements 
evaluation;

c) 	solution fit and commercial standing;

d) 	experience within industry sector;

e) 	implementation and support capability. 

NOTE 1 A rushed procurement, or one size fits all 
approach, could often end with technology that is not 
well-aligned to achieving the ECM initiative.

NOTE 2 The final bid process might involve a select 
number of suppliers chosen from the RFI responses 
above. Only at this stage can a detailed function-by-
function response be required, along with a committed 
project costing, which can form the basis of final 
negotiations with the preferred supplier.

NOTE 3 Undue reliance on initial cost as a key 
weighting factor might not result in the best fit. 
Compromise in features and functionality might be 
needed in order to make the best choice for the  
long term. 

NOTE 4 The right approach from a technological 
perspective comes down to which requirements are 
important to the organisation. ECM might serve many 
differing scenarios in any organisation and so the 
technology that works for one organisation might not 
work for another.

4.9 Measurement

4.9.1 General

Measurement metrics should be:

a) 	established and agreed at the outset;

b) 	implicit in any of the programme planning;

c) 	seen as part of the evolution of the programme; 

d) 	aligned to the objective plan.

4.9.2 Establishing ECM quality

A quality matrix should be established that measures 
the critical quality factors of ECM. Performance 
indicators, both tangible and intangible, should be set 
around each area to reflect agreed success factors. 

NOTE 1 This can be tracked on an ECM maturity model 
(see 4.9.3) to understand how close the organisation is 
to achieving the ECM vision.

NOTE 2 Figure 7 illustrates the ECM critical quality factors.

Figure 7 – ECM critical quality factors

Content Metadata

User
acceptance

Performance

NOTE 3 Preventing users from accessing content via 
other means outside of the ECM helps further 
propagate the use of ECM. This also takes away the risk 
that users might fall back to the original means of 
managing content. However, to do this high quality 
ECM needs to be established.
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4.9.3 ECM maturity model

An organisation can reach differing levels of maturity 
of ECM. The maturity model should be used to 
articulate the ECM vision established at the outset of 
the ECM initiative encompassing what the organisation 
looks like with ECM established. Different organisations 
might seek differing levels of ECM maturity, subject 
to the value to be derived from ECM within the 
organisation and the dependency there is around 
content in achieving the organisational objectives. 

There are many levels of ECM maturity but at an 
introductory level consideration may be given to the 
publicly available ECM3 maturity model [2].

4.10 Content migration

Content migration should be given consideration as this 
can be an element of an ECM initiative. Some pertinent 
questions that should be considered are as follows.

•	Is it understood what content needs to be migrated 
(if any)?

•	Is the correct single source of all target content 
known and its location?

•	Is it known what versions relate to what original 
content and which are applicable?

•	Is the content able to be migrated in its current 
format or does it need to be converted into a 
different format?

•	Is the content in a migration-ready state or does  
it need to be updated or reworked?

•	Does the metadata exist already for the content  
or does that need to be created? If so what method 
will be used?

•	How much of the content migration can be 
automated and how much will depend on  
manual processes?

Stakeholder management and lead users should  
be engaged in any content migration in order to  
review the target content prior to and following  
any migration.

NOTE 1 Content migration might be resource intensive; 
there is a dependency on knowledge from the 
organisation around the target content in order to do 
this effectively.

NOTE 2 Content migration might not imply that all 
content needs to be physically relocated. If multiple 
repositories are being used with advanced search 
capabilities then content migration is in that instance 
more concerned with the format and quality of the 
content rather than its location.
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5 Implementation

5.1 General

Prior to any implementation the organisation should 
be satisfied that appropriate planning for the ECM 
initiative has been undertaken and each stage on the 
ECM initiative map has been addressed.

5.2 ECM technologies

Implementation requires one or more of a number 
of ECM technologies that enable the desired ECM 
practices. 

The organisation should assess and document which 
technologies should be applied to content through its 
life cycle or to ECM.

NOTE 1 Figure 8 provides an example of technologies 
that can be used in ECM.

Those responsible for ECM within the organisation 
should have an understanding of the ECM technologies 
and their alignment to ECM practices.

NOTE 2 ECM technologies have in some instances 
overlapping capabilities. 

NOTE 3 The technologies depicted in Figure 8 should be 
considered in the context of Table 4.

Figure 8 – ECM technologies

Component
content

management

E-forms

Metadata
management

Output
management

Digital rights
management

Collaboration

Portal

Archive

Workflow

Scanning

Search

Document
management

Records
management

Email
management

Digital asset
management

Web content
management

Technologies
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Table 4 – Recommendations in respect of technologies identified in Figure 8

Technologies Descriptions Recommendations 

Component content 
management

Management of all documents at a section or paragraph  
or sentence level

•	Each technology 
should be understood

•	Education should 
be sought for 
any technologies 
that might not be 
understood

•	Technical expertise 
should be sought to 
advise on the best 
approach to the 
required technology

•	Any overlap 
with additional 
technologies should 
be identified

•	Consideration  
should to be given 
as to whether an 
individual or multiple 
technologies are 
required

•	Technologies should 
support the policies 
and standards 
adopted

Records management Management of any document that has been formally 
classified as a record

Document 
management

Management of all documents at a file level

Archive Long term storage of content in an efficient and  
compliant format

Email management Management of all emails at an email/attachment level

Digital asset 
management

Management of rich media such as artwork, video  
and imagery

Web content 
management

Management of websites and/or their content

Scanning Capture of paper documents for conversion into digital form

E-forms Means of collecting user and system generated information 
in digital form

Output management Transformation of information from one format and/or 
location to another

Search Finding of content either centrally or federated

Workflow Processing of content in a controlled and automated fashion

Metadata management Management of all metadata associated with content

Digital rights 
management

Securing of content within or outside of the firewall

Collaboration Sharing of content and knowledge

Portal Dedicated environment where users view or interact with 
content and applications

NOTE 1 Annex A provides use cases for some of these technologies and shows a typical application of each.

NOTE 2 ECM is pervasive. It needs to exist within the environments to which the content is relevant. It needs to 
enable users to work in the fashion they are accustomed to whilst managing content effectively so integration 
of these technologies to those environments is paramount.

NOTE 3 Email has its unique management requirements given that it is almost of a transactional nature in its 
use, and by design is rich in metadata. Emails also act as the vehicle to transport large numbers of other files to 
multiple recipients.

NOTE 4 An extension to search is knowledge management; this is the effective classification and management 
of all content to enable a consistent understanding of that content in order to leverage maximum value from 
it. Knowledge management enables users to easily understand the content they work with, its relevance to 
their own function and to support them in their decision-making process. 

NOTE 5 The fundamental of search is that you know what you are looking for; knowledge management is the 
converse in that it automates the provision not just of knowledge but the appropriate knowledge for the task 
being performed. An example of this would be the likes of best practice recommendations at the start of a new 
project which has been derived from the content of other project work and is automatically provided when a 
new project is initiated.

NOTE 6 Having a sophisticated search capability is unlikely to make best use of content without metadata 
structure. Users are unable to apply proper versioning, retention policies, compound document management, 
workflow etc., without having a sound metadata structure. On the converse, without a capable search, then 
content cannot be found in the appropriate fashion, hence an integrated approach is required.

NOTE 7 The available capabilities of ECM technologies are evolving, as is the lexicon of terms used to describe 
it. This table is therefore indicative of the capabilities that fall within the orbit of ECM.



19

PAS 89:2012

© The British Standards Institution 2012

5.3 ECM system (ECMS)

NOTE The technologies described in Figure 8 are all 
constituents of an ECMS. An ECMS provides the 
required ECM technology to enable the ECM practices 
and the varying degrees of maturity required for each. 

The ECMS spans a number of ECM services that help 
depict the type of services content can use when 
moving through its life cycle. These services are shown 
in Table 5.

Table 5 – Recommendations in respect of services identified in Figure 9

Services Descriptions Recommendations

Delivery services Provide  the aggregation and 
delivery of content

•	Full consideration should be given as to 
how each service area will interact both at 
a practice and technology level

•	Education should be sought for any 
services that might not be understood

•	Technical expertise should be sought 
to advise on the best approach to 
implementing these services

•	When involving a number of technologies 
consideration should be given to their 
technical integration across these services

•	Existing infrastructure should be 
considered in terms of how these services 
will be supported

•	Consideration should be given as to what 
applications these services will need to 
leverage in terms of metadata

Data services Provide access to the source 
metadata

Integration services Provide integration with existing 
applications

Security services Provide security for all content

Enabling services Provide the discovery, processing and 
indexing of all content

Production services Provide the capture and digitisation 
of all content and its transformation 
into the desired content type

Repository services Provide the management of content

NOTE The available capabilities of ECM technologies are evolving, as is the lexicon of terms used to describe it. 
Table 5 is indicative of the capabilities that fall within the orbit of ECM.

5.4 ECM architecture

The practices, technologies and services should define 
the organisation’s ECM architecture. 

NOTE 1 The ECM architecture provides the 
infrastructure for an organisation to manage its 
content throughout its life cycle and demonstrates 
maturity in an ECM initiative.

NOTE 2 Figure 9 provides an illustration of what an 
ECM architecture might look like for the organisation, 
incorporating the ECM practices, technologies and 
services described.
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Figure 9 – Illustrative ECM architecture
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Annex B (informative) 
Sample policy 

B.1 Sample policy document –  
XYZ Limited

NOTE This policy is based on a sample policy taken  
from BIP 0008-1:2008, Evidential weight and legal 
admissibility of information stored electronically [3]. 

B.2 General

This annex covers the ECM policy implemented by 
XYZ Limited. Retention and destruction policies are 
in accordance with the XYZ Limited Content Lifecycle 
Management Policy.

Content life cycles covered by this policy document are 
as follows:

a) 	creation – original documents are either received 
from customers, or created within XYZ Limited;

b) 	content life cycle management (retention policy);

c) 	access – content access is restricted to appropriate 
employees of XYZ Limited, in compliance with the 
Information Security Policy;

d) 	revisions – stored content is not revised and where 
new versions of content are produced, they are 
managed by a version control system;

e) 	destruction – content is destroyed in accordance with 
the Content Lifecycle Management Policy.

B.3 Content covered

Content covered by this policy document is defined  
as follows:

•	content type 1;

•	content type 2;

•	content type 3;

•	content type 4;

•	content type 5.

NOTE This list may be customised as appropriate and 
could include such items as invoices, statements or 
credit notes (financial documents) or items such as 
application forms or CVs (HR documents).

XYZ Limited does not operate a security classification 
system, as all content is regarded as having the same 
security level.

B.4 Content management

Content as defined in content type 2 should be 
managed in accordance with the following.

•	Wherever possible, content should be created within 
the ECM System (ECMS).

•	All content not created within the ECMS should be 
captured into the ECMS as soon as is practical.

•	All documents received in paper form, with the 
exception of those marked or regarded as “private 
and confidential”, should be captured by the ECMS 
and distributed electronically for action.

•	Content should be managed in accordance with the 
Information Security Policy.

•	Content should be disposed of at the end of its 
agreed retention period, in accordance with the 
Content Life Cycle Management Policy.

•	Detailed procedures should be developed and agreed 
prior to their implementation.

•	All staff should be trained in these procedures prior 
to being granted access to content.

•	Audit trails which demonstrate the proper working of the  
ECMS should be created and retained in accordance 
with the Content Lifecycle Management Policy.

B.5 Storage media and file formats

All content as defined in content type 2 should be held 
in a format and on media as described in the Content 
Lifecycle Management Policy. 

B.6 Destruction policy

The procedure for the destruction of content in 
accordance with the Lifecycle Management Policy 
should be documented.

No paper documents should be destroyed after scanning  
until the electronic version has been quality checked.

Electronic content should only be destroyed in 
accordance with approved procedures.

A certificate of destruction should be produced to 
record the reason for the destruction of content, to 
meet statutory and regulatory requirements.
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Content should not be destroyed if it is relevant to 
litigation that is pending or in progress.

NOTE Where data protection legislation is applicable, 
auditable procedures for access and destruction of 
personal information within content should be 
documented.

B.7 Legal advice sought

XYZ Limited should obtain and document agreement 
for the Content Lifecycle Management Policy. 
Appropriate legal and regulatory advice should be 
obtained where necessary.

B.8 Responsibilities 

This Policy Document should be reviewed annually 
under the control of the Company Secretary. Where 
changes are agreed, they are implemented using 
company change control procedures.

This Policy Document and any revisions should be 
approved by the Board of Directors of XYZ Limited 
prior to its implementation.

NOTE The maintenance of compliance with PAS 89 is 
the responsibility of the Head of Internal Audit.

http://dx.doi.org/10.3403/30172629U
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