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National foreword

This Part of BS 5760 has been prepared under the direction of the Quality,
Management and Statistics Standards Policy Committee. It is identical with
TEC 1025:1990, “Fault tree analysis (FTA)”, published by the International
Electrotechnical Commission (IEC).

Eight Parts of this standard have been published and these may be summarized
as follows:

Part 0. Introductory guide to reliability. This Part provides guidance to
directors of companies who need to know why reliability is important to them,
to engineers not trained in quality and reliability to show how reliability
should influence their technical decision making, and to middle management
not specialized in engineering, to explain how measures to achieve reliability
should be integrated with other aspects of project management to give
optimum results.

Part 1. Guide to reliability and maintainability programme management. This
Part discusses the essential features of a comprehensive reliability and
maintainability programme for the planning, organization, direction and
control of resources to produce systems, equipment and components which
will be reliable and maintainable. It includes consideration of the specification
and assessment of reliability and maintainability and of arrangements for the
collection of reliability data.

Part 2. Guide to the assessment of reliability. This Part recommends general
procedures for the assessment of reliability of hardware systems and contains
guidance for the reliability practitioner on the quantitative and statistical
aspects of reliability, such as reliability modelling, the provision of data, and
the concepts of redundancy and simulation.

Part 3. Guide to reliability practices: examples. This Part contains authentic
practical examples illustrating the principles established in Parts 1 and 2 of
BS 5760.

Part 4. Guide to specification clauses relating to the achievement and
development of reliability in new and existing items. This Part provides more
detailed guidance on the specification of reliability.

Part 5. Guide to failure modes, effects, and criticality analysis (FMEA and
FMECA). This Part describes failure modes and effects analysis (FMEA) and
failure modes, effects and criticality analysis (FMECA), and gives guidance on
the application of these techniques.

Part 6. Guide to programmes for reliability growth. This Part describes
procedures to expose and remove weaknesses in hardware and software items
in order to achieve acceptable reliability in a product. It explains basic
concepts, management and test procedures and describes techniques for
analysis and correction of failures.

Part 7. Guide to fault tree analysis. This Part describes fault tree analysis and
gives guidance on the application of this technique which may be used to
1dentify factors affecting the reliability, performance and safety
characteristics of a system.

Further Parts are envisaged in order to provide guidance on other techniques

of reliability management. At present two further Parts are in the process of
being drafted, and these are as follows.

Dpart 8. Guide to the assessment of reliability of systems containing software.
This Part will provide guidance on the assessment of reliability of systems
containing software.

Part 9. Guide to reliability block diagrams

D Currently published as a Draft for Development, DD 198:1991.

ii
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Introduction

Several analytical methods of dependability analysis are available, of which fault tree analysis (FTA) is
one. The purpose of each method and their individual or combined applicability in evaluating the reliability
and availability of a given system or component should be examined by the analyst before starting the FTA.
Consideration should also be given to the results available from each method, data required to perform the
analysis, complexity of analysis, and other factors identified in this standard.

Fault tree analysis is concerned with the identification and analysis of conditions and factors which cause
or contribute to the occurrence of a defined undesirable event, usually one which significantly affects
system performance, economy, safety or other required characteristics. FTA is often applied to the safety
analysis of systems.

1 Scope

This International Standard describes fault tree analysis, and gives guidance on its application, as follows:
— by defining basic principles;
— by providing the steps necessary to perform an analysis;
— by identifying appropriate assumptions, events and failure modes;
— by providing identification rules and symbols.

2 Normative references

The following standards contain provisions which, through reference in this text, constitute provisions of
this International Standard. At the time of publication, the editions indicated were valid. All standards are
subject to revision, and parties to agreements based on this International Standard are encouraged to
Iinvestigate the possibility of applying the most recent editions of the standards listed below. Members of
IEC and ISO maintain registers of currently valid International Standards.

TEC 50(191):1990, International Electrotechnical Vocabulary (IEV), Chapter 191: Dependability and
quality of service.

TIEC 617-12:1983, Graphical symbols for diagrams, Part 12: Binary logic elements.

3 Definitions

Terms and definitions are in accordance with International Electrotechnical Vocabulary (IEV),
Chapter 191.

4 Symbols

The graphical representation of the fault tree requires that symbols, identifiers and labels be used in a
consistent manner. The detailed rules are given in clause 8 and Annex A.

5 General
5.1 Fault tree structure

The fault tree itself is an organized graphical representation of the conditions or other factors causing or
contributing to the occurrence of a defined undesirable event, referred to as the “top event”. The
representation is in a form which can be understood, analyzed and, as necessary, rearranged to facilitate
the identification of:

— factors affecting the reliability and performance characteristics of the system, for example component
fault modes, operator mistakes, environmental conditions, software faults;

— conflicting requirements or specifications which may affect reliable performance;

— common events affecting more than one functional component, which could cancel the benefits of
specific redundancies.

Fault tree analysis 1s basically a deductive (top-down) method of analysis aimed at pinpointing the causes

or combinations of causes that can lead to the defined top event. The analysis is mainly qualitative but,
depending on certain conditions, it may also be quantitative (see 7.5.2).

© BSI 04-2000 1
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5.2 Objectives

There are several reasons for performing a fault tree analysis independently of, or in conjunction with,
other dependability analyses. These include:

— the identification of the causes or combinations of causes leading to the top event;
— the determination of whether a particular system reliability measure meets a stated requirement;

— the demonstration that assumptions made in other analyses, regarding the independence of systems
and non-relevance of failures, are not violated;

— the determination of the factor(s) which most seriously affect a particular reliability measure and the
changes required to improve that measure;

— the identification of common events or common cause failures.
5.3 Applications

The fault tree is particularly suited to the analysis of complex systems comprising several functionally
related or dependent subsystems with different performance objectives. This is especially true whenever
the system design requires the collaboration of many specialized technical design groups. Examples of
systems to which fault tree analysis is commonly applied include nuclear power generating stations,
aeroplanes, communication systems, chemical and other industrial processes, etc.

6 Principles
6.1 General considerations

The development of the fault tree should start early in the system design stage. The growth of the fault tree
should be such that it reflects the progress of the design. Thus an increased understanding of the fault
modes will be obtained as the design proceeds. The “analysis concurrent with design” allows for early
systems design change as significant fault modes are identified. Many final fault trees will be large, in
which case a computer may be needed to handle them. Software is available to facilitate analysis. It is
important to note that fault tree events are not confined solely to software or hardware faults, but include
all conditions or other factors which are relevant to the top event for the system concerned.

In order to use the fault tree technique effectively as a method for system analysis, the procedure shall
consist of at least the following steps:

— definition of the scope of the analysis;

— familiarization with the design, functions, and operation of the system;
— definition of the top event;

— construction of the fault tree;

— analysis of the fault tree logic;

— reporting on results of the analysis.

If a numerical analysis is planned, it will be necessary to define a technique for numerical assessment. The
selection of the data to be used and numerical evaluation of the reliability measures are additional
requirements.

6.2 System structure

Each system should be defined by a description of the system function and by an identification of the system
interfaces. Such a definition should include:

— a summary of the design intent;

— the boundaries of the system, such as electrical, mechanical and operational interfaces; such
boundaries will be governed by the interaction and interfaces with other systems and should be
described by identifying the particular functions, for example power supply, and parts, for example fuse,
which form the interfaces;

— the physical structure of the system, as opposed to the functional structure;

— the identification of operational modes together with a description of system operation and the
expected or acceptable performance in each operational mode;

— the system’s environmental conditions, and relevant human aspects, etc;

2 © BSI 04-2000
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— a list of applicable documents, for example drawings, specifications, operating manuals, which give
details of the equipment design and operation. Task duration, time interval between (periodic) tests, as
well as time available for corrective maintenance actions should be known, as should the support
equipment and personnel involved. Specific information on prescribed operating during each operational
phase is also required.

In addition to the above, it is recommended to prepare a list of symbols, identification markings,
conventions, and formats for data files, when necessary in a machine-readable form to permit the fault tree
structure and description to be exchanged between computers.

6.3 Events considered

Events arising from all causes shall be included in the fault tree. Such causes should include the effects of
all environmental or other conditions to which the item might be subjected including those which are
possible during operation, even if outside the design specification.

Where relevant, fault trees should take into account the effects of mistakes and of deficiencies in computer
software including that used for control and status monitoring.

Events which the analyst has considered, but excluded from further analysis as not applicable, should be
documented but not included in the final fault tree.

If the fault tree highlights a system performance problem caused by an existing fault, then the event
describing that fault should be included in the fault tree. It should be marked as an event which already
exists. This should be done in order to consider the effect and order of multiple faults.

6.4 Approaches

Fault tree development starts with the definition of the top event. The top event is the output of the top
gate, while the corresponding input events identify possible causes and conditions for the occurrence of the
top event. Each input event may itself be an output event of a lower level gate.

If the output event of a gate defines the inability to perform of a function, the corresponding input events
could be hardware faults or performance limitations. If the output event defines a hardware fault, the
corresponding input events could be hardware faults, lack of control and essential supplies, if applicable
and not already included as part of the performance limitations.

The development of a particular fault tree branch terminates after any one or more of the following have
been reached:

— basic events; i.e. independent events for which the relevant characteristics can be defined by means
other than a fault tree;

— events which need not be developed further, as defined by the analyst;

— events which have been or will be developed further in another fault tree; if an event is developed
further such an event must bear the same identification as the corresponding event on the other fault
tree so that the latter tree effectively forms a continuation of the former.

7 Procedures

Fault tree analysis proceeds in steps. The specific steps followed for a particular system may not be exactly
the same as those followed for another system. However, the following fundamental steps shall be common
to all fault tree analyses.

7.1 Scope of analysis

The definition of the scope should include the definition of the system to be analyzed, the purpose and
extent of the analysis and the basic assumptions made. These assumptions should include those related to
the expected operating and maintenance conditions as well as to system performance under all possible
conditions of use.

7.2 System familiarization

In order that a fault tree analysis may be carried out successfully, a detailed knowledge of the system is
required. However, some systems may be too complex to be understood fully by one person. In this case, the
process of familiarization requires that the necessary specialized knowledge be obtained and incorporated
as appropriate into the fault tree analysis. The information necessary is noted in 5.2.

© BSI 04-2000 3
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7.3 Top event identification

The top event is the focus of the entire analysis. Such an event may be the onset or existence of a dangerous
condition, or the inability of the system to provide a desired performance.

The top event should be defined in measurable units, whenever possible.
7.4 Fault tree construction
7.4.1 Fault tree format

Fault trees may be drawn either vertically or horizontally. If the vertical arrangement is used, the top event
should be at the top of the page and the basic events at the bottom. If the horizontal arrangement is used,
the top event may be on the left or right of the page.

Two examples (see Figure 1 and Figure 2) are used to show the development and representation of a fault
tree. Symbols used in these examples include:

— event description box;

— fault tree logic symbol (gates);

— gate input connection line;

— transfer-out symbol (common cause);

— transfer-in symbol,;

— terminating symbol (for example basic event).

In Figure 1, event A will occur only if both events B and C occur. Event C is present if either event D or E
occurs.

NOTE For each event, A, B, etc., information to be included in the event description box includes

— event code;
— probability of occurrence (if required);
— name or description of event.

Figure 1 — Example of a fault tree

If an event represents a common cause, it is shown in the fault tree as a set of events. These events are
linked to whatever events they affect. All common events in the set shall have the same event code and be
marked by a transfer-in symbol, except the event on the lowest level in the set which is marked by a
transfer-out symbol.

If the fault tree is presented in several sections, an event representing a common cause which appears on
two or more of the sections shall be treated as follows:

— the event shall be marked with a terminating symbol or, if further developed, with a transfer-out gate
symbol on only one of the sections;
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— on the section where the terminating or gate symbol is used, the occurrence of the common event on
other sections shall be indicated by a transfer-in gate symbol.

An example of a fault tree showing common cause considerations is shown in Figure 2. Event Bis a
common cause event which is analyzed further on another fault tree. Event D is a basic event.

NOTE For each event A, B, etc., information to be included in the event description box includes

— event code;
— probability of occurrence (if required);
— name or description of event.

Figure 2 — Example showing common cause considerations

7.4.2 Construction procedure

Dependability analyses should be documented in such a way that results can be reviewed and any changes
needed can be incorporated in order to reflect changes in design, operating procedures or improved
understanding of the physics of failure. In order that this may be done, a systematic approach to the
construction is required. To implement this systematic approach, two concepts have to be understood and
used consistently. These are the concepts of “immediate cause” and of “basic unit”.

The “immediate cause” concept requires that the analyst determine the immediate necessary and sufficient
causes for the occurrence of the top event. It should be noted that these are not the basic causes of the event
but the immediate causes or immediate mechanisms for the event to occur.

The immediate, necessary and sufficient causes of the top event are now treated as sub-top events and the
analyst proceeds to determine their immediate, necessary and sufficient causes.

In this way, the analyst proceeds down the tree transferring attention from mechanism to mode, and
continually approaching a finer resolution of mechanism and modes, until ultimately the limit of resolution
of the tree is reached.

Strict adherence to the concept of “immediate cause” is necessary to ensure that fault modes are not
omitted by reason of the assumption that such modes have been included previously.

The concept of “basic units” can be used to save the analyst the effort of developing fault tree diagrams
which do not yield new or useful information. A basic unit is treated as if it were a single unit or component
or dealt with separately.

In order that the unit be considered “basic”, it is necessary and sufficient that the following three
requirements be satisfied:
— both the functional and physical boundaries shall be clearly defined;
— operation of the unit shall not depend on any supporting function, or all events related to the unit
shall be expressed by a single OR gate having one of the inputs representing a fault of the unit, the
remaining inputs representing inability to perform the corresponding support functions;

© BSI 04-2000 5
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— no events shall be related to a part within the unit that appears elsewhere in the fault tree.
7.4.3 Fault characteristics

It is necessary for the analyst to consider carefully item faults, particularly in categories such as primary
fault and secondary fault resulting from primary and secondary failures.

In determining the classification of a fault, consideration shall be given to the operating and environmental
stresses and comparison made with the maximum stresses for which the item has been qualified.

7.5 Fault tree evaluation
The primary purposes of logical (qualitative) and numerical (quantitative) analyses of a system are:
— identification of events which can directly cause a system failure, and the probability of such events;

— assessment of fault tolerance of the system (ability to function even after a specified number of lower
level failures or events contributing to the occurrence of a system failure have happened);

— verification of the independence of failure of systems, subsystems or components;
— assessment of data to locate critical components and failure mechanisms;
— 1identification of device failure diagnostics, inputs to repair and maintenance strategies, etc.

The assessment of fault tolerance of the system includes a determination of the degree of redundancy in
the system and a verification that the redundancy is not impaired through common events (common cause
events). Although the major part of fault tolerance assessment does not require the use of numerical data,
such numerical data are required to evaluate which combinations of events causing a system fault are the
most likely to occur.

7.5.1 Logical analysis

Three basic techniques are used for logical analysis: investigation, boolean reduction and determination of
minimal cut sets.

— Investigation

Investigation includes a review of the fault tree structure, identification of common events and a search
for independent branches. Investigation provides the analyst with important information which, in
some cases, may be sufficient to eliminate the need for further analyses. In all other cases,
investigation is necessary for a correct decision on the type and extent of further analyses. Direct visual
investigation of a plotted tree is possible only for small trees, not exceeding about 70 events.
Investigation of larger trees, as arise from the analysis of actual systems, requires a suitable computer
tool, but the overall approach remains the same.

Investigation starts with the review of the fault tree structure. All events which are linked to the top
event through a continuous chain of OR gates are events which cause the top event to occur. Therefore,
if a fault tree consists only of OR gates, no further analysis is required. If the fault tree includes other
gate types, the analyzed system incorporates some sort of redundancy or other fault prevention
features which could be invalidated by common cause events. Investigation should identify common
cause events, but should not assume that their presence is benign. Such conclusions can be drawn only
after a thorough analysis using boolean reduction or determination of minimal cut sets. As the
difficulty of the analysis increases rapidly with the size of the fault tree, inspection of the fault tree
allows the analyst to identify which branches of the fault tree are independent and can thus be
analyzed separately.

— Boolean reduction

Boolean reduction is used for the evaluation of the effects of common events (identical events occurring
in different branches) in fault trees where the occurrence of the top event does not depend on timing or
sequencing of events. Boolean reduction can be carried out by solving boolean equations for the fault
tree.

— Methods of minimal cut sets

There are several methods of determining minimal cut sets but application to larger trees may be
difficult and incomplete. Various computer programs are available to assist the analyst.

6 © BSI 04-2000
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A cut set is a group of events which, when occurring together, (may) cause the top event to happen. A
minimal cut set is the smallest such group in which all events must occur (in proper sequence) for the
top event to occur. If any of the events in a minimal cut set does not occur, it prevents the top event
from occurring. The words in parentheses in the definition above extend the definition of minimal cut
sets to fault trees dependent on sequencing of events. In those instances, the minimal cut set
determines the group of events with the potential to cause the top event. The effects of sequencing of
events in this group can be analyzed using the state-transition diagram, which, however, is beyond the
scope of this standard.

7.5.2 Numerical analysis

The purpose of numerical analysis is to provide a quantitative assessment of the probability of occurrence
of the top event or a selected set of events. Numerical analysis is also used to support and to supplement
the logical analysis. In order to perform a numerical evaluation of a fault tree, probabilistic data at the
component level are required. Reliability and availability prediction techniques, actual test or field use
data may be used to establish the quantitative values.

7.5.3 Examples of a simple evaluation using boolean algebra applied to fault tree analysis
— Application to fault tree analysis

In fault trees which consist only of AND, OR and NOT gates, there is a one-to-one correspondence
between the boolean algebraic expression and the fault tree representation.

=1
The fault tree symbol —|— is an OR gate which represents the union of the
| L events attached to the gate. The OR gate is
| equivalent to the boolean symbol "+".
&

is an AND gate which represents the inter-
section of the events attached to the gate. The
AND gate is equivalent to the boolean
symbol "-".

The fault tree symbol

OR and AND symbols for boolean algebra may be expressed with other symbology, such as that used
with many computer program languages. Consistency is required, however.

Considering the fault tree as shown in Figure 1, we can write
C=D+E
A=B - -C=B - (D+E)

Applying the distributive law, we have
A=B -D+B E

— Application to minimal cut sets

The expression for the top event can be written in terms of a finite number of minimal cut sets, which
are unique to that top event.

The general form is
T=M,+M,+ ... +M, + ... + Mp

where T is the top event and M, are the minimal cut sets. Each minimal cut set consists of a
combination of specific component faults, and the general minimal cut set can be expressed as

M=X X, ... X .. X,
where X; is a basic event on the tree.

Consider the fault tree shown in Figure 1. The minimal cut sets of the top event are in this case B -D
and B -E.

© BSI 04-2000 7
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8 Identification and labelling
Each event in the fault tree shall be uniquely identified. Events should be labelled so that cross reference
from the fault tree to the corresponding design documentation can easily be made.

The top event of the fault tree is the undesirable event which is the primary reason for undertaking the
fault tree analysis. It should be noted that only a single top event may be associated with a given fault tree.

If several events in a fault tree all refer to different fault modes of the same item, then such events shall
be labelled so as to enable them to be distinguished. At the same time it should be clear that they are a
group of events related to the same item.

If a particular event, for example inability of a particular valve to close, occurs in several places in a tree,
or if it occurs in several trees, all such occurrences shall bear the same label. However, events which are
similar but which involve different items shall not bear the same identification.

A typical event code should contain information relating to system identification, component identification
and fault mode.

The fault tree is in effect a diagram in which the events are linked by logic gates. Each gate has one output
event but one or more input events.

The input events identify possible causes and conditions for the occurrence of the output events. However,
such linking does not necessarily define the sequential (time) relationship between the events.

The basic fault tree uses AND, OR and NOT gates. However, for complex systems analysis, additional gate
symbols may be required to assure that the fault trees are readable and as simple as possible. Annex A
shows the standardized basic symbols in accordance with IEC 617-12, together with possible alternatives.
A supplementary set of more specialized symbols may be developed if required. However, it is important
for the analyst to define and report those symbols being used and ensure uniform and consistent use
throughout a given fault tree analysis. This is particularly true if computer-aided techniques are to be used
(see end of 6.2).

In developing the fault tree, the analyst should also use appropriate symbology and identification to make
it clear, when applicable, that

— the event or whole branch is also used elsewhere in the tree;

— the depicted part of the tree includes events used also in another part of the tree;

— a common cause event shown in one part of the analysis is further developed elsewhere.
This is necessary for the graphical presentation of fault trees.

9 Report

The report of the fault tree analysis should include as a minimum the basic items listed below. Additional
and supplementary information may be provided to increase clarity, especially in cases of complex systems
analyses. A prescribed format is not proposed by this standard.

Basic items in the report should be
— objective and scope;
— system description
a) design description
b) system operation
¢) detailed system boundaries definitions;
— assumptions
a) system design assumptions
b) operation, maintenance, test and inspection assumptions
c¢) reliability and availability modelling assumptions;
— system fault definition and criteria;
— fault tree analysis
a) analysis
b) data
¢) symbols used;

8 © BSI 04-2000
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— results and conclusions.
Supplementary data items which may be included are
— system block or circuit diagrams;
— summary of reliability and maintainability data and sources used,;
— fault tree description in computer readable form (for complex systems analyses).

© BSI 04-2000 9
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Annex A (normative)
Symbols

Annex A forms an integral part of this International Standard.

Preferred symbol Alternative symbol Function Description
o AND gate Event occurs only if all input events
- >_ occur simultaneously

|

|

|

OR gate Event occurs if any of the input events
=1 occur, either alone or in any
T combination
|
|

.

o

y 00

— m/n —

Exclusive-OR
gate

NOT gate

INHIBIT gate

Redundant
structure

Event occurs only if one of the input
events occurs alone (used typically with
two input events)

Event represents a condition which is
an inverse of the condition defined by
the input event

Event occurs only if input event
attached to the right occurs while the
event attached to the bottom and
forming the condition is in force; if the
condition is caused by the occurrence of
another event, INHIBIT gate implies
timing of events

Event occurs if at least m of the (n)
input events occur

10
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Preferred symbol

Alternative symbol

Function

Description

—
|

rgpeoet

Gate (general)

Event
description
block

Basic event

Undeveloped
event

Analyzed
elsewhere

House

Zero event

Transfer-in

Transfer-out

General symbol of gate; its function
shall be defined within the symbol

Name or description of the event, event
code, and probability of occurrence (as
required) shall be included within the
symbol

Event which cannot be subdivided

Event for which further subdivision
was not done (usually because it was
considered unnecessary)

Event which is further developed on
another fault tree

Event which has happened, or will
happen with certainty

Event which cannot happen

Event defined elsewhere in the fault
tree

Replicated event — used elsewhere

© BSI 04-2000
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