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Foreword 

The text of document 79/432/FDIS, future edition 1 of IEC 62676-1-1, prepared by IEC TC 79 "Alarm and 
electronic security systems" was submitted to the IEC-CENELEC parallel vote and approved by 
CENELEC as EN 62676-1-1:2014. 

The following dates are fixed: 

• latest date by which the document has 
to be implemented at national level by 
publication of an identical national 
standard or by endorsement 

(dop) 2014-09-02 

• latest date by which the national 
standards conflicting with the 
document have to be withdrawn 

(dow) 2016-12-02 
 

 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such patent 
rights. 

Endorsement notice 

The text of the International Standard IEC 62676-1-1:2013 was approved by CENELEC as a European 
Standard without any modification. 

In the official version, for Bibliography, the following notes have to be added for the standards indicated: 

 

IEC 62676-2 Series NOTE Harmonised as EN 62676-2 Series. 

ISO/IEC 13818-1 NOTE Harmonised as EN ISO/IEC 13818-1. 
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NOTE   When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD 
applies.  
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Safety requirements 
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IEC 60529 - Degrees of protection provided by enclosures 
(IP Code) 
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IEC 60950-1 - Information technology equipment - Safety - 
Part 1: General requirements 

EN 60950-1 - 
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residential, commercial and light-industrial 
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IEC 61000-6-4 - Electromagnetic compatibility (EMC) - Part 6-
4: Generic standards - Emission standard for 
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IEC 62262 - Degrees of protection provided by enclosures 
for electrical equipment against external 
mechanical impacts (IK code) 

EN 62262 - 

 

  

IEC 62599-1 2010 Alarm systems - Part 1: Environmental test 
methods 

- - 
 

  

IEC 62599-2 2010 Alarm systems - Part 2: Electromagnetic 
compatibility - Immunity requirements for 
components of fire and security alarm 
systems 

- - 

 

IEC 62676-4  Video surveillance systems for use in security 
applications - Part 4: Application guidelines 

- - 
 

  

ISO 12233 2000 Photography - Electronic still-picture cameras 
- Resolution measurements 
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INTRODUCTION 

The IEC Technical Committee 79 in charge of alarm and electronic security systems together 
with many governmental organisations, test houses and equipment manufacturers has defined 
a common framework for video surveillance transmission in order to achieve interoperability 
between products.  

The IEC 62676 series of standards on video surveillance system is divided into 4 independent 
parts: 

Part 1:  System requirements 
Part 2:  Video transmission protocols 
Part 3:  Analog and digital video interfaces 
Part 4: Application guidelines (to be published) 

Each part has its own clauses on scope, references, definitions and requirements. 

This IEC 62676-1 series consists of 2 subparts, numbered parts 1-1 and 1-2 respectively: 

IEC 62676-1-1, System requirements – General  
IEC 62676-1-2, System requirements – Performance requirements for video transmission 

The first subpart of this IEC 62676-1 series applies to systems for surveillance of private and 
public areas. It includes four security grades and four environmental classes. 

This IEC Standard is intended to assist Video Surveillance System (VSS) companies, 
manufacturers, system integrators, installers, consultants, owners, users, insurers and law 
enforcement in achieving a complete and accurate specification of the surveillance system. 
This International Standard does not specify the type of technology for a certain observation 
task. 

Due to the wide range of VSS applications e.g. security, safety, public safety, transportation, 
etc. only the minimum requirements are covered in this standard.  

For specific applications e.g. in homeland security, additional requirements need to be 
applied, which are defined in the annex of this standard. 

This IEC Standard is not intended to be used for testing individual VSS components. 

Today VSSs reside in security networks using IT infrastructure, equipment and connections 
within the protected site itself. 

BS EN 62676-1-1:2014
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VIDEO SURVEILLANCE SYSTEMS FOR  
USE IN SECURITY APPLICATIONS –  

 
Part 1-1: System requirements – General  

 
 
 

1 Scope 

This part of IEC 62676 specifies the minimum requirements and gives recommendations for 
Video Surveillance Systems (VSS), so far called CCTV, installed for security applications. 
This Standard specifies the minimum performance requirements and functional requirements 
to be agreed on between customer, law-enforcement where applicable and supplier in the 
operational requirement, but does not include requirements for design, planning, installation, 
testing, operation or maintenance. This standard excludes installation of remotely monitored 
detector activated VSSs. 

This IEC Standard also applies to VSS sharing means of detection, triggering, 
interconnection, control, communication and power supplies with other applications. The 
operation of a VSS is not be adversely influenced by other applications. 

Requirements are specified for VSS components where the relevant environment is classified. 
This classification describes the environment in which the VSS component may be expected 
to operate as designed. When the requirements of the four environmental classes are 
inadequate, due to the extreme conditions experienced in certain geographic locations, 
special national conditions may be applied (see Annex A). 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and 
are indispensable for its application. For dated references, only the edition cited applies. For 
undated references, the latest edition of the referenced document (including any 
amendments) applies. 

IEC 60065, Audio, video and similar electronic apparatus – Safety requirements 

IEC 60068-2-75, Environmental testing – Part 2-75: Tests – Test Eh: Hammer tests 

IEC 60529, Degrees of protection provided by enclosures (IP Code) 

IEC 60950-1, Information technology equipment – Safety – Part 1: General requirements 

IEC 61000-6-1:2005, Electromagnetic compatibility (EMC) – Part 6-1: Generic standards – 
Immunity for residential, commercial and light-industrial environments 

IEC 61000-6-2:2005, Electromagnetic compatibility (EMC) – Part 6-2: Generic standards – 
Immunity for industrial environments 

IEC 61000-6-3, Electromagnetic compatibility (EMC) – Part 6-3: Generic standards – 
Emission standard for residential, commercial and light-industrial environments 

IEC 61000-6-4, Electromagnetic compatibility (EMC) – Part 6-4: Generic standards – 
Emission standard for industrial environments 
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IEC 62262, Degrees of protection provided by enclosures for electrical equipment against 
external mechanical impacts (IK code) 

IEC 62599-1:2010, Alarm systems – Part 1: Environmental test methods 

IEC 62599-2:2010, Alarm systems – Part 2: Electromagnetic compatibility – Immunity 
requirements for components of fire and security alarm systems 

IEC 62676-4, Video surveillance systems for use in security applications – Part 4: Application 
guidelines1 

ISO 12233:2000, Photography – Electronic still-picture cameras – Resolution measurements 

3 Terms, definitions and abbreviations 

3.1 Terms and definitions 

For the purposes of this document, the following terms and definitions apply. 

  3.1.1
access level 
level of access to particular functions of the VSS, defining the user rights of an operator, to 
control and configure the system as well as the access to data on the VSS 

  3.1.2
acknowledge 
action of a user to accept a message or an indication 

  3.1.3
action 
deliberate operation or act by the user which is part of alarm procedure 

  3.1.4
Advanced Streaming Format 
proprietary digital audio/digital video container format, especially meant for streaming media 

  3.1.5
alarm 
warning of the presence of any hazard to life, property or the environment 

  3.1.6
alarm condition 
condition of an alarm system, or part thereof, which results from the response of the system 
to the presence of a hazard 

  3.1.7
alarm message 
message from the system to an operator, to describe time, type and location of an alarm 

  3.1.8
alarm procedure 
indications and manual or automatic controls as response to an alarm condition 

___________ 
1 To be published. 
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  3.1.9
alarm receiving centre 
continuously manned centre to which information concerning the status of one or more alarm 
systems is reported 

  3.1.10
alert 
warning addressed to persons for their information or to request intervention (e.g. by police, 
service personnel) in response to an alarm, tamper or fault 

EXAMPLE: Visual-alert, acoustic/ audible-alert, external-alert. 

Note 1 to entry: Sometimes the term “alarm warning” is used instead. 

  3.1.11
alternative device 
VSS component of the same type as the primary device 

  3.1.12
archive 
data stored on a long term permanent or partially permanent storage 

EXAMPLE: CD’s or digital tapes are considered to be ‘archived’. 

  3.1.13
area of interest 
region in the scene monitored by an image capturing device 

  3.1.14
audio video interleave format 
proprietary multimedia format containing audio and video data in a standard container that 
allows synchronous audio-with-video playback 

  3.1.15
authentication 
method to verify whether an image has been altered 

  3.1.16
authorisation 
permission to gain access to specified functions or components of a VSS  

  3.1.17
authorisation codes 
physical or logical keys which permit access to VSS functions 

  3.1.18
automatic number plate recognition 
optical character recognition on images to read and extract the alphanumerics of the licence 
plate of vehicles 

  3.1.19
automatic teller machine 
device that provides a method of financial transactions in public space without the need for a 
human clerk 

  3.1.20
auxiliary equipment 
video system used not as primary mitigation of the risk 

BS EN 62676-1-1:2014
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  3.1.21
backup image 
an accurate and complete replica of the primary image, irrespective of media 

  3.1.22
throughput 
(relating to interconnection) data transfer rate or amount of data that can be transferred from 
one point to another in a given time period 

Note 1 to entry: Throughput is quoted in bits per s. 

  3.1.23
capacity 
(relating to recording) the total amount of stored information that a storage media or medium 
can hold.  

Note 1 to entry: It is expressed as a quantity of bits or bytes. 

  3.1.24
VSS  
system consisting of camera equipment, storage, monitoring and associated equipment for 
transmission and controlling purposes 

Note 1 to entry: CCTV systems are included in the more general term ´VSS´. 

  3.1.25
channel 
single path for conveying digital or analogue data, distinguished from other parallel paths 

EXAMPLE: Video input or output channel. 

  3.1.26
checksum 
unique value or key computed by an algorithm for a data packet, based on the information it 
contains 

Note 1 to entry: It is passed along with the data to authenticate that the data has not been tampered with. Any 
change to the image data, metadata or image sequence would cause a change in the resultant checksum. 

  3.1.27
compression 
the process of reducing the size of a data (image) file 

  3.1.28
compression rate 
ratio of a file’s or image’s uncompressed size compared to its compressed size 

Note 1 to entry: A high compression rate means smaller image files and lower image quality and vice versa. 

  3.1.29
common interconnection 
interconnection used by several video and data channels and/or other applications 

  3.1.30
communication 
transmission of messages and/or signals between VSS components 

  3.1.31
component 
functional part of the VSS  
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  3.1.32
continually 
recurring frequently at regular intervals 

  3.1.33
contrast 
(relating to image) difference in visual properties that makes an object (or its representation in 
an image) distinguishable from other objects and the background 

Note 1 to entry: In visual perception of the real world, contrast is determined by the difference in the colour and 
brightness of the object and other objects within the same field of view. 

  3.1.34
data 
image, meta and other data of the VSS 

  3.1.35
data acquisition 
sampling of information to generate data by processing of signals with appropriate sensors 
converting the measurement parameter to a signal 

  3.1.36
data backup 
process of copying data to enable the recovery of the original recording in the event that the 
original recording is lost or damaged  

  3.1.37
database 
structured collection of records or data. Records are retrieved in answer to queries 

  3.1.38
data identification 
capability to find, retrieve or delete specific data without ambiguity e.g. by the use of unique 
IDs 

  3.1.39
data integrity 
condition when data has not been modified or altered from its source either maliciously or by 
accident and in which data are maintained during any operation, such as transmission, 
storage, and retrieval, in order to preserve data for their intended use 

  3.1.40
data management 
management of user-actions, audio-/video-data and general information’s that are not part of 
the activity management 

  3.1.41
data manipulation protection 
means to guarantee the integrity of data 

EXAMPLE: Certified data handling, encryption, watermarking and limited access to the data. 

  3.1.42
default (by) 
parameter settings stored in equipment by the manufacturer that can replace settings 
configured during commissioning or in later use 

BS EN 62676-1-1:2014
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  3.1.43
decryption 
process of changing encrypted data into plain data using a cryptographic algorithm and key 

  3.1.44
digital image 
image consisting of pixels using ranges of discrete values 

  3.1.45
digital video recorder 
system that is capable of recording, playback, backup and export of digital images captured 
by image sources.  

Note 1 to entry: A Network Video Recorder is included within this definition. 

  3.1.46
documentation 
(relating to the system) paperwork (or other media) prepared during the design, installation 
and hand over of the system recording details of the VSS 

Note 1 to entry: Component documentation may be provided by the manufacturer on paper or an alternative. 
medium 

  3.1.47
electronic article surveillance 
technological method for preventing shoplifting e.g. from retail stores 

  3.1.48
encryption 
cryptographic transformation of data that conceals the data original meaning to prevent it from 
being known or used 

  3.1.49
equidistant interval 
constant distance in time, when sampling values of a continuous signal 

  3.1.50
essential functions 
vital functions of a VSS, which are image capturing, transmission, recording and/or 
presentation 

  3.1.51
event 
incident in the real world 

EXAMPLE: A fire (burning house), an intrusion (broken door) or moving person, a power-failure, a short circuit, 
presence of an intruder. 

  3.1.52
event driven action 
user or system activity driven by an alarm- or trigger-signal 

  3.1.53
event recording 
event controlled recording or storing of image signals for a pre-determined time 

  3.1.54
exact copy 
transfer of data from original recording location or master copy to secondary storage, if digital 
as bit for bit copy 
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  3.1.55
export 
transfer of data from the original location to a secondary storage location with a minimum of 
necessary changes 

  3.1.56
external input 
external source connected to a dedicated input on the VSS 

  3.1.57
external interconnection 
interconnections exchanging data over the boundary of the system 

  3.1.58
external system 
VSS receiving and sending information and control signals but not providing VSS functions 

  3.1.59
failover 
capability to switch over automatically to a redundant or standby component or system, upon 
the failure or abnormal termination of the previously active component or system 

  3.1.60
fail-safe 
function or method which ensures that a failure of equipment, process, or system does not 
propagate beyond the immediate environs of the failing entity 

EXAMPLE: A device causing no harm or at least a minimum of harm to other devices or hazards to personnel on 
failure or operator error. 

Note 1 to entry: A fail-safe system has been designed in a way that the probability of a failure is extremely low to 
accomplish its assigned mission regardless of environmental factors. 

  3.1.61
fault 
VSS condition of one or more components or interconnections that prevents the VSS or part 
thereof from operating normally 

  3.1.62
fault message 
message from the system to an operator, to describe time, type and location of a fault 

  3.1.63
fingerprint 
method of generating a unique ‘fingerprint’ of the original recorded image that cannot be 
reproduced if the image is altered 

  3.1.64
graphics interchange format 
8-bit-per-pixel bitmap image format 

  3.1.65
hazard 
incident that the VSS is designed to detect 

EXAMPLE: Smoke or movement. 
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  3.1.66
illumination 
(related to imaging device) level of illumination (illuminance) at the sensor of the imaging 
device; 

(related to scene) level of illumination (illuminance) on the area to be kept under surveillance 

  3.1.67
image 
visual representation of a scene viewed by a camera   

Note 1 to entry: In this document the term image includes multiple images in an image stream.   

  3.1.68
image analysis 
the extraction of quantitative information from an image beyond which is readily apparent 
through visual examination 

  3.1.69
image capturing 
transformation of images from an optical- or scanning-device in video-signals or digital data 
format 

  3.1.70
image rate 
numbers of images per second 

  3.1.71
imaging chain 
components and functions affecting the image quality consisting of image capturing, coding, 
interconnections, transmission, handling, storage, decoding and display 

  3.1.72
image handling 
any activity that transforms an input image into an output image with as little changes as 
possible 

  3.1.73
image processing 
method to change or analyse (digital) images with algorithms or (software) procedures 

EXAMPLE: Compressing and encryption of images, methods for image content analysis. 

  3.1.74
image scene 
collection of visual information of the physical area being across the width of the imaging 
sensor where something occurs (an incident or event) 

  3.1.75
image sequence 
linear group of images handled as one entity, usually time indexed 

  3.1.76
image source 
device that delivers video data 
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  3.1.77
image stream 
a series of consecutive images from the same image source which are transmitted from one 
system component to another 

  3.1.78
image quality 
measurement of how accurately an observed image represents a real object as a collection of 
sharpness, brightness, color reproduction, visual resolution, evenness of illumination, 
contrast, geometry, etc. 

  3.1.79
incident 
an occurrence or activity of interest that the VSS is intended to view or record and which may 
need a response by an operator 

  3.1.80
indication 
information (in audible, visual or any other form) provided to assist the user in the operation of 
a VSS 

  3.1.81
instant replay 
playback of recently recorded images from storage 

EXAMPLE: Playback of an image sequence right after an incident or event. 

  3.1.82
interconnections 
medium by which messages and/or signals are transmitted between VSS components 

  3.1.83
JPEG 
a common standard for image compression, defined by the Joint Photographic Experts Group 

EXAMPLE: A standard CRT has a Kell factor of 0,7 for NTSC pictures with a vertical visual resolution of 338 lines 
(483 × 0,7) and a PAL picture 403 lines (576 × 0,7). 

Note 1 to entry:  The JPEG file format is ISO 10918 series. 

  3.1.84
latency time 
delay between initiation of a request and the required effect of the request 

  3.1.85
liquid crystal display 
thin, flat display device made up of any number of colour or monochrome pixels arrayed in 
front of a light source or reflector 

  3.1.86
location identifying data 
data which uniquely identifies the physical location of a device 

  3.1.87
logical authorisation key code 
numeric or alphabetic codes entered by an authorized user to gain access to restricted 
functions or parts of the VSS 
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  3.1.88
key 
object with mechanical, logical or electronic code that unlocks a locking mechanism to 
transform encrypted data into original data 

  3.1.89
master copy 
backup as identical copy of the original recording, in digital systems an exact bit for bit copy 

  3.1.90
maximum storage time 
retention period or specified time for which images are to be held in a primary storage 
medium 

  3.1.91
meta data 
any secondary information or data associated with images in a VSS 

EXAMPLE: Time and date, text strings, location identifying data, audio and any other associated, linked or 
processed information. 

  3.1.92
monitoring 
(relating to component condition) process of verifying that interconnections and components 
are functioning correctly; 

(relating to operator activity) viewing live images in order to detect events or incidents 

  3.1.93
MPEG 
common standard used for coding and compression of moving images, defined by Moving 
Picture Experts Group in different versions 

EXAMPLE: Examples are MPEG-2 and MPEG-4. 

  3.1.94
multiplexer 
switching device providing the simultaneous or sequential representation of several data 
streams such as video audio, etc. via one single transmission medium 

  3.1.95
normal operation 
state of the VSS when not in power-up or power down procedures and no fault is present 

  3.1.96
non-relevant security application 
security system not used as primary mitigation of the risk 

  3.1.97
notification 
passing an alarm or a message of the VSS to an external system 

  3.1.98
object mask 
means to mark an object of the area of interest in the camera image display 
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  3.1.99
obscuring 
preventing the imaging device from viewing any part of the area of interest other than by 
moving the device 

  3.1.100
operational requirement 
key document for system designers, which clearly defines the operational parameters of the 
VSS according to the agreed expectations 

  3.1.101
operator 
authorised individual (a user) using a VSS for its intended purpose 

  3.1.102
operator log 
system log of events and operations which have been handled on a workstation or by a 
certain operator 

  3.1.103
original recording 
first instance of unaltered images in persistent on-line storage, primary or original image 
stored on media suitable for long-term storage 

  3.1.104
physical authorisation key 
implement used by an authorized user to gain access to restricted functions or parts of a VSS 
(mechanical key, magnetic card, electronic token or similar) 

  3.1.105
physical storage size 
size of a storage medium expressed in its characteristic unit 

EXAMPLE: For digital medium bytes, gigabyte (GB) or terabyte (TB) are used. 

  3.1.106
picture 
image 

  3.1.107
pixel 
smallest possible element of an image 

Note 1 to entry: Acronym for picture element. 

  3.1.108
playback 
viewing of previously recorded images from storage media 

  3.1.109
point of sale data 
data generated by a point of sale terminal 

  3.1.110
power supply 
part of the VSS to supply the VSS with electrical power 
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  3.1.111
presentation 
function of VSS displaying images and data to the user 

  3.1.112
prime power source 
power source used to support a VSS under normal operating conditions 

  3.1.113
primary image 
refers to the first instance in which an image is recorded onto any media 

  3.1.114
primary storage 
storage used to store data that is not in active use and non-volatile for the preservation of 
stored information e.g. for later retrieval or in an event of power loss 

  3.1.115
privacy masking 
blocking out or obscuring areas of an image for privacy reasons 

  3.1.116
protected 
maintaining and preventing deletion of stored images, in original condition, for longer than the 
set retention time 

  3.1.117
redundant array of independent disks RAID 5 
data storage architecture dividing and replicating data among multiple hard disks so that 
failure of one disk will not cause a loss of recorded data 

  3.1.118
relevant security application 
security system used as primary mitigation of the risk 

  3.1.119
restore (alarm) 
action of a user to change the state of a subsystem or detector from the alarm-, fault- or 
tamper condition to its previous condition 

  3.1.120
repetitive failure 
rapidly repeating and duplicating signals for no identifiable reason causing additional or 
unwanted messages for the same fault condition 

  3.1.121
remote operation 
operation at remote workstation connected by external interconnections that are not part of 
the VSS 

  3.1.122
resolution (format) 
description of the size of a digital image in pixels e.g. 720P, 1080P, 640X480 etc. pixels/inch 
or number of pixels of a video-frame, monitoring device, print out 

visual resolution – measure of the ability of a camera or video system to delineate and 
reproduce detail from the original scene or image  
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Note 1 to entry: Measurements are typically given in pixels/inch, height and width in pixels, total number of pixels 
etc 

  3.1.123
recording rate 
image rate for one input channel or a complete recording device 

  3.1.124
recorded information 
any data recorded on any recording medium (e.g. electronic, magnetic or optical) containing 
information of events and camera views that have happened in the past 

  3.1.125
redundancy 
methods to secure a system against component failures by doubling elements which 
autonomously ensure operation in case of a failure 

EXAMPLE: Redundant or fail-safe systems continue operation automatically with a second component in case of 
failure of the primary one. For redundant communication the system switches automatically to the second 
communication channel, if the first channel does not give a response. 

  3.1.126
remote video response centre 
operation which is continually manned and capable of receiving multiple concurrent VSS 
images from remote locations for the purpose of interacting with site(s) to provide security and 
related services 

  3.1.127
remote workstation 
a secondary or auxiliary control station located at some distance from the VSS or the 
protected premises 

  3.1.128
replay 
playback of recorded images from storage 

  3.1.129
response 
every control command, change of system conditions or information to external devices or 
persons driven by alarms, faults, messages or triggers 

  3.1.130
response time 
time a system or functional unit takes to react to a given input 

EXAMPLE: The response time of a presentation device is the amount of time a pixel takes to go from active (black) 
to inactive (white) or back to active (black) again. It is measured in ms. 

  3.1.131
risk 
the likelihood, combined with the effect, of loss damage or harm 

  3.1.132
scene brightness 
observed brightness of the scene, dependent on the scene illumination 

  3.1.133
secondary storage media 
from original recording location separated storage media 
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  3.1.134
stakeholder 
any individual, group or organisation that might be affected by, or perceive itself to be 
affected by, the risk 

  3.1.135
storage 
means for storing data or video for subsequent use or retrieval 

EXAMPLE: Hard disk, flash drive, CD, DVD. 

  3.1.136
storage media 
means where data is stored for later retrieval, viewing or processing 

  3.1.137
subsystem 
part of a VSS located in a clearly defined part of the supervised premises capable of 
independent operation 

  3.1.138
surveillance 
observation or inspection of persons or premises for security purposes through alarm -
systems, VSS, or other monitoring methods 

  3.1.139
system configuration 
methods to specify a VSS in structure of its elements, data handling, log files, data storage 
capabilities, user access levels and user control capabilities 

  3.1.140
system data 
system configuration parameters 

  3.1.141
system integrity 
ability of an application to function as designed and the measure of immunity from influence 
which could affect normal operation 

  3.1.142
system log 
chronological list of events or operations which have occurred in the VSS, which allows the 
reconstruction of a previous activity and records the attributes of a change (such as date/time, 
operator) 

EXAMPLE: A record book or its electronic equivalent into which all relevant details of the VSS, its operation, 
performance and its maintenance can be entered in a secure manner for later retrieval by authorised users. 

  3.1.143
system management 
configuration and control of the VSS, as well as the administration of system data and 
components 

  3.1.144
system security 
protection of the system against failures as tampering, illegal access, vandalism. Controlled 
physical or electronic access to the VSS or any component to prevent unauthorised access 
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  3.1.145
system set-up 
configuration of the system 

  3.1.146
tamper 
unauthorised changes in the system e.g. unauthorised physical access in order to outwit the 
system or parts of it 

  3.1.147
time synchronisation 
manual or automatic method to keep the time and date integrity between different components 
of the VSS, including daylight saving time changes 

  3.1.148
trajectory lines 
means to mark the positions passed by a moving object of the area of interest in the image 
display 

  3.1.149
trigger 
signal as reaction to an event in order to activate a function or a device 

EXAMPLE: A moving person switches on a recording device. 

  3.1.150
user action 
deliberate input from an operator to the system to monitor, control the system or to change 
conditions 

EXAMPLE: Switch camera x to monitor y. 

  3.1.151
user interface 
means by which a user operates a VSS 

  3.1.152
video content analysis 
analysis of live or recorded video to detect activities, events or behaviour patterns as defined 
in the operational requirements 

  3.1.153
video loss 
absence of video signal from a capturing device 

  3.1.154
video matrix 
a unit for connecting several input video signals to several outputs 

  3.1.155
video recorder 
device to record and replay video 

  3.1.156
video motion detection 
algorithm, procedure or device to generate an alarm condition in response to a defined 
change of the contents of a given image sequence 
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  3.1.157
watermark 
information placed in a digital image to verify its authenticity and integrity without affecting the 
visible content of the image 

  3.1.158
workstation 
control station for user operation 

3.2 Abbreviations 
ANPR Automatic Number Plate Recognition 
ARC Alarm Receiving Centre 
ASF Advanced Streaming Format 
ATM Automatic Teller Machine 
AVC Advanced Video Coding 
AVI Audio Video Interleave Format 
B/W Black/White 
CCD Charge Coupled Device 
CD Compact Disc 
CRT Cathode ray tube 
DVD Digital Versatile Disk 
EAS Electronic article surveillance, anti-shoplifting system 
EMC Electromagnetic compatibility 
FPS Frames Per Second (frame rate) 
GIF Graphics Interchange Format 
ID Identifier 
IP Ingress Protection Ratings 
IPS Images Per Second (image rate) 
ISO International Standards Organization 
JPEG Joint Photographic Experts Group 
LCD Liquid Crystal Display 
MPEG Moving Picture Experts Group 
OR Operational Requirement 
POS Point Of Sales 
RAID Redundant Array of Independent Disks 
RVRC Remote Video Response Centre 
SNR Signal to Noise Ratio 
UPS Uninterruptable Power Supply 
UTC Universal Time Coordinated 
VCA Video Content Analysis 
VMD Video Motion Detection 
VSS Video Surveillance System 
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4 Functional description of the VSS  

4.1 VSS 

This Clause 4 is informative. 

A VSS usually consists of equipment containing analogue and digital devices as well as 
software. Because the technology and, with it, the VSS equipment and their functionalities 
develop and change very rapidly, single devices and their requirements are not defined. 
Instead, this clause defines and describes the VSS as functional parts together with the 
relationships between them. 

A VSS for security applications can be presented as functional blocks which portray the 
various parts and functions of the system (see Figure 1). 

 
 Image capture  Interconnections  Image handling  

Video environment 
 

 
 Activity and data management  Interfacing to other systems  

System management 
 

 
 System integrity  Data integrity  

System security 
 

Figure 1 – VSS 

4.2 Video environment 

 General 4.2.1

The purpose of a VSS is to capture images of a scene, handle the images and display them to 
an operator with associated information for easy and effective usage. The entity consisting of 
VSS devices and interconnections between the devices can be described as video 
environment. 

Instead of defining the actual devices that make up the VSS, the video environment is defined 
here in three functions: 

• generation of video images (image capture); 

• transmission and routing of video images and control signals (interconnections); and 

• presentation, storage and analysis of the images (image handling). 

The above-mentioned functions may reside in various hardware or software components of 
the system. Note that these functions do not necessarily always match up with separate 
devices, as several functions can be performed by a single device. As an example, a network 
camera device can capture the image (image capturing), store it temporarily (image handling), 
analyse it for VMD (image processing) and transmit it via the network (interconnections). 
Alternatively several devices in one system can perform the same function. 

Figure 2 shows a simple practical example of the video environment: 
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         Image capturing                            Image handling   

                               

Interconnections 

 

 

Figure 2 – Example for VSS 

 Image capture 4.2.2

The purpose of image capture is to generate and deliver an image of the real world in a 
format that can be used by the rest of the VSS. 

The purpose of image capturing is to generate an image of the scene for later processing by 
the VSS. An image source captures an image of the scene, creates image data and delivers 
that data to the image handling functionality using the system interconnections. The image 
data can be in analogue (e.g. composite video) or digital (e.g. JPEG, MPEG-4) format. 

 Interconnections 4.2.3

Interconnections describe all transmission of data within the video environment. This includes 
two functions: connections and communications. 

The communications describe all video and control data signals, which are exchanged 
between system components. These signals may be analogue or digital. 

Connections cover the media used for the communication signals. Examples of connections 
are cables (e.g. twisted pair, coaxial or optical fibre), digital networks, wireless transmission 
as well as equipment e.g. a multiplexer or video matrix. 

A VSS can be divided into components that are communicating through interconnections, 
which are not dedicated to the VSS. An example is a network which is shared with other 
applications. 

 Image handling 4.2.4

4.2.4.1 General 

The functions of image handling include analysis, storage and presentation of an image or 
a sequence of images. The same functions can also be applied to other data (e.g. audio 
stream) and meta data. A VSS does not necessarily contain all of these functions. 

Image handling can be performed by one or several devices that make up the VSS (e.g. 
monitors, recorders, image analysers, intelligent cameras and remote workstations). One 
device can also handle several image handling tasks (e.g. digital video recorder). 

During image handling the images may be changed e.g. in resolution, image rate and 
compression. 
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4.2.4.2 Analysis 

The video data that makes up the images can be analysed in order to extract information from 
live or recorded video data. In addition to the video data the analysis function can also use 
other data (e.g. audio stream) or meta data as inputs. 

Analysis can be utilized for several purposes: 

• proving the integrity of the system (e.g. camera position); 

• interpreting the captured scene (e.g. automatic number plate recognition); 

• detecting an event which may trigger an alarm (e.g. moving person or smoke detection). 

4.2.4.3 Storage 

The video image data (as well as other data or meta data) can be stored on a storage medium 
(e.g. magnetic, optical, electronic) for later retrieval. The first manifestation of an image in 
persistent and final form is called ´original image data´ or ´original recording´. The stored data 
can be in analogue or digital format. Precise copies may be made of digital data and called 
´original´. The transfer of images from the original recording and location to another media is 
called ´image backup´ or ´master copy´ in case of an exact copy or otherwise if altered 
´export´. Exported images may be used as working copy due to necessary compression or 
format conversions, image enhancements or similar processing. 

4.2.4.4 Presentation of information 

Presentation of information is the display of video images either as single (still) images or as 
video sequences consisting of consecutive video images in visible form that can be viewed by 
an operator. One or several video images may be displayed simultaneously. Additionally, 
other data (e.g. audio stream) and meta data can be presented. 

Examples of devices for presenting information include monitor screens (e.g. CRT, plasma, 
LCD) or projectors. 

4.3 System management 

 General 4.3.1

The user interface is a very important interface for activity and data management within VSSs. 
This interface significantly determines comfort, functionality and the actual security of a VSS. 

Seen from the system management point of view, a VSS consists logically of two functions: 

• activity and data management that captures, transmits, stores and presents video 
images, other data or meta data, This part also handles operator commands and system-
generated activities e.g. alarm procedures and alerting of operators; 

• interfaces that connect the VSS to other systems. 

The above-mentioned logical functions of the system do not refer to separate devices, as one 
device can perform multiple tasks. For example, a recorder handles, stores and outputs the 
images and, at the same time, performs video content analysis and alerts an operator when 
an alarm procedure is activated. 

 Data management 4.3.2

A VSS manages information. In addition to the video data, it can also handle other acquired 
data e.g. audio, or meta data which can be acquired from another system or generated by the 
system. This information is managed partly by the system itself and partly by an operator. 
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The management of the above-mentioned information comprises data acquisition (e.g. image 
capturing), data transmission between system components (e.g. transmission of images from 
a camera to a recorder), storage of images (e.g. hard-disk recording) and data presentation 
(e.g. displaying of images on a monitor screen). These functionalities are mainly taken care 
by devices that make up the VSS, or by software residing in these devices (e.g. a database 
for storing video images). 

The system can handle and generate meta data. There are different types of meta data that is 
managed by the system: 

• data that is linked to the actual video data, e.g. POS data, license plate numbers, location 
identifying data. It can be acquired from another system or generated by the system itself 
(e.g. time stamps, image source identifiers); 

• log files generated and stored by the system, describing system or operator activities; 

• system data in form of system condition, storage media usage, etc. 

An operator is responsible for responding to the presented information as defined in the 
operational requirements. 

 Activity management 4.3.3

Activity management comprises all the activities that are driven by events and any user 
actions. 

An event is an occurrence in the real world, such as a fire (a house burning), an intrusion (a 
door broken) or another defined situation (a person moving). The event can involve a hazard 
endangering human lives or property. 

An event can also be an occurrence that is targeted at the VSS, e.g. tampering of a system 
component. 

The event can trigger an alarm procedure in the VSS. The trigger can be the output from 
image handling (e.g. VCA or VMD), a signal from a sensor (e.g. smoke or motion detector) or 
data received from another system (e.g. EAS gates or ANPR system). 

When the alarm procedure is triggered, the VSS performs the tasks as defined in the 
operational requirements. Mostly, these tasks form a response to the hazard perceived. 

This alarm response can involve internal activities (e.g. deliberate repositioning of a camera 
to change the view, recording or image presentation) as well as notification of an external 
system (e.g. access control or alarm receiving centre). 

A typical task of the alarm procedure is also alerting an operator, who in turn can start other 
activities. The actions performed by an operator are defined in the operational requirements. 

Figure 3 illustrates event driven activities: 
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Figure 3 – Activity management 

Activity management includes system configuration, system control, post event analysis and 
other activities started by an operator. Examples of these are positioning of a pan-tilt-zoom 
camera, redirection of images to a monitor, as well as data backup, export and printing. All of 
these activities are defined in operational requirements of the application. 

 Interfaces to other systems 4.3.4

For interfacing to other systems command and data formats need to be specified in detail for 
both systems. System interfaces allow mutual and comfortable access to functionalities and 
data. 

A VSS may be interfaced to other systems, e.g. 

• other security systems (e.g. other VSS, intrusion and hold-up alarm, access control or fire 
alarm systems), 

• security management systems (e.g. alarm management systems or ARC (alarm receiving 
centres), RVRC), 

• other, non-security systems (e.g. building management systems, automatic teller 
machines, Point-of-Sales equipment or automatic number plate recognition systems). 

The interfaces between the systems can manage data communication, mutual system control, 
common databases, common user interfaces or other type of system integration. 

In general, a distinction can be made between two kinds of transmission, where either the 
physical transmission path is part of the VSS or is provided by a third party as external 
interconnection. 
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4.4 System security 

 General 4.4.1

System security consists of system integrity and data integrity. System integrity comprises 
physical security of all system components and control of physical and logical access to the 
VSS. Data integrity covers logical access to the data and prevention of loss or manipulation of 
the data. 

The purpose of system security is to protect from intentional and unintentional interference 
with the normal operation of the VSS. 

NOTE This standard refers to system security where this can be provided by the system itself. Security may also 
be provided by physical measures, location of components, etc. 

 System integrity 4.4.2

System integrity comprises the protection of each system component or device as well as 
protection of the system as an entity. If external interconnections between system 
components are used, their protection is also part of the system integrity. Same applies also 
to interfaces with other systems. 

System integrity consists of three parts: 

• detection of failures of components, software and interconnections 

• protection against tampering 

• protection against unauthorized access to the system 

 Data integrity 4.4.3

Data integrity covers several important items: 

• data identification (ensuring accurate identification of data source, time, date etc.); 

• data authentication (prevention of modification, deletion or insertion of data); 

• data protection (prevention of unauthorised access to the data). 

5 Security grading 

VSSs are graded to provide the level of security required. The security grades take into 
account the risk level which depends on the probability of an incident and the potential 
damage caused by it as shown in Figure 4. 

NOTE It is the functions of the system rather than the VSS system components that are graded. 

Due to the wide range of the surveillance tasks functions of a VSS may have different security 
grades within one system. The system shall be given an overall grade for which the grade 
dependent requirements of this standard shall apply. When identified by the OR, or system 
design proposal, the functions of the VSS may use a different grade but this shall be applied 
consistently throughout the system. The tamper protection and detection requirements of 
6.3.2.3 may be applied with different grades in various locations within the system as 
appropriate to the risk at that location. This shall be recorded in the OR or system design 
proposal. This shall be determined by a risk assessment and be explicitly defined in the OR. 
The security grades shall be applied, where VSS is identified as the primary mitigation of the 
risk. It shall be noted that the risks identified may be best mitigated by other means than VSS. 

Sections of grading or the grading of individual functions may only apply, if determined to be 
relevant in the risk assessment, OR, or system design proposal. Where not specified the 
default security grade is 1. 
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There are four grades: 

– low risk (grade 1) 
A VSS intended for surveillance of low risk situations. The VSS has no protection level 
and no restriction of access. 

– low to medium risk (grade 2) 
A VSS intended for surveillance of low to medium risk situations. The VSS has low 
protection level and low restriction of access. 

– medium to high risk (grade 3) 
A VSS intended for surveillance of medium to high risk situations. The VSS has high 
protection level and high restriction of access. 

– high risk (grade 4) 
A VSS intended for surveillance of high risk situations. The VSS has very high protection 
level and very high restriction of access. 

 

Figure 4 – Risk and security grades 

The functions of a VSS, which have specifications according to security grades, are: 

1) Common interconnections 
2) Storage 
3) Archiving and backup 
4) Alarm related information 
5) System logs 
6) Backup and restore of system data 
7) Repetitive failure notification 
8) Image handling device PSU monitoring 

Probability 

High probability – low consequences 

Sites where the probability of an 
unwanted incident is high but the 
potential consequences are of low 
significance 

Sites where the probability of an unwanted 
incident is high and the potential 
consequences are of high significance 

Sites where the probability of an unwanted 
incident is low but potential consequences  
are of high significance 

Low probability – high consequences 

Consequences 

2-3 4 

1 
2-3 

High probability – high consequences 

Low probability – low consequences 

Sites where the probability of an unwanted 
incident is low and potential consequences  
are of low significance 

Consequences include injury, loss of life, damage to or loss of property, loss of information, and damage 
to the environment. 

Probability is likelihood of occurrence of consequences and is impacted by alarms systems, guarding, 
physical protection (locks, fences, etc.) and general risk (societal disorders, environmental disasters) in 
the area. 
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9) Image buffer holding time 
10) Essential function device failure notification time 
11) Monitoring of interconnections 
12) Tamper detection 
13) Authorisation code requirements 
14) Time synchronisation 
15) Data authentication 
16) Export/copy authentication 
17) Data labelling 
18) Data (manipulation) protection 

6 Functional requirements 

6.1 Video environment 

 Image capture 6.1.1

The captured images of the area of interest shall have sufficient accuracy and detail to enable 
users to extract the appropriate information defined in the image quality requirements (see 
6.5). 

The capturing of images shall fulfil the customer objectives for image handling e.g. 
presentation and recording (concerning fps, resolution, colour depth and latency time) defined 
in the image quality requirements (see 6.5). 

For image quality requirements at installation time, see IEC 62676-4. 

 Interconnections 6.1.2

6.1.2.1 General 

Any interconnections shall be designed to minimise the possibility of signals or messages 
being delayed, modified, substituted or lost in accordance with the requirements defined in 
6.3.2.3.1. 

Monitoring of interconnections shall be provided in accordance with the requirements defined 
in 6.3.2.2.4 of the system security requirements. 

6.1.2.2 Common interconnections 

Image streams sharing common interconnection shall be designed and configured in a way 
that they do not adversely affect each other or any message transfer in any normal operation 
mode. 

For security grades 3 and 4, if a VSS is designed and configured in a way that single or 
multiple operators request video images via common interconnections, the design of the 
system shall ensure that the available capacity is sufficient for the anticipated operation of the 
VSS. This may be achieved by configuring the maximum throughput of image streams on the 
VSS.  

NOTE Consideration is given to prioritization of image streams, e.g. for recordings. 
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 Image handling 6.1.3

6.1.3.1 Presentation 

If the VSS is able to present information, the following properties shall be declared by the 
manufacturer in the documentation: 

• maximum number of simultaneously displayed image sources; 

• resolution of displayed image(s); 

• size(s) of displayed image(s); 

• display rate (number of images displayed per s); 

• response time; 

• colour / B/W. 

When displaying images, whether they consist of the entire image source or a part of it, the 
proportions of the displayed image shall be the same as in the original image source. Any 
superimposed information e.g. timestamps, camera names produced by the system shall not 
affect the recorded image. 

6.1.3.2 Analysis 

Any superimposed information e.g. object masks, trajectory lines, and classification 
information, produced by the system shall be processed as meta data and shall not affect the 
image itself (see 6.3.3). Only a privacy mask is allowed to affect the field of view of an image 
for privacy reasons, in order to block out sensitive areas from view. 

6.1.3.3 Storage 

If storage or recording functions are available in the VSS following and Table 1 requirements 
apply. 

Most systems modify the video images before they are stored (conversion between analogue 
and digital format, resolution changes, compression, watermarking, or encryption). In the 
documentation, all processes that might cause loss of information shall be clearly stated. 

If redundant storage is not provided, images shall be stored on the storage medium in a 
manner that will enable the data to be displayed and copied using alternative devices. 

EXAMPLE The storage medium is mounted into new device in case of a device failure. 

Table 1 – Storage 

The VSS shall be capable of Security grade 

 1 2 3 4 

Data backup and/or redundant recording   X X 

Operating a fail-safe storage (e.g. RAID 5, continuous mirror) or switching 
automatically over from one storage media to another in case of storage 
failure 

   X 

Reacting to a trigger with a maximum latency time of  1 s 500 ms 250 ms 

Replaying an image from storage with a maximum time after the incident or 
actual recording of  

  2 s 1 s 
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The following properties of the storage device(s) shall be declared by the manufacturer in the 
system documentation: 

• type(s) and number of video input channels or image streams; 

• type(s) and number of video output channels or image streams; 

• type(s) and number of other input channels or data streams; 

• maximum number of images stored per second for each channel or stream at the specified 
resolution; 

• maximum total number of images stored per second at the specified resolution when all 
channels or streams are connected; 

• maximum number of images displayed locally and/or at a remote workstation when storing 
at maximum rate; 

• maximum number of images stored when displaying at maximum rate locally and/or 
remotely; 

• resolution and size of stored images; 

• maximum bit rate per storage device and per stream; 

• storage capacity in hours at the chosen number of input channels or streams, images per 
second, resolution and quality; 

• compression (methods available, settings, compression rates); 

• time to recommence image storage after a system restart (e.g. on power loss). 

The storing of video images shall not be influenced by any live image display and requests or 
image backup and export. The configured recording rate shall always be granted in every 
normal operation mode. 

If a constant frame rate is specified the sequences of pictures shall provide images at equal 
time intervals. 

The system shall be configurable such that a maximum storage time can be set. The VSS 
shall be capable of automatically deleting images once they have been stored for the set 
period of time. Recorded images marked as protected from being deleted, may be stored for a 
longer period of time. The maximum storage time allowable by the applicable national 
legislation should not be exceeded. 

The VSS shall offer information about: 

• the video input channels or streams being recorded; 

• the image storage usage in capacity and recording time; 

• remaining storage capacity. 

The system shall be capable of indicating as specified in the system documentation, if the 
storage capacity is running low. 

6.1.3.4 Image data backup / archiving 

If storage or recording functions are available in the VSS following and Table 2 requirements 
apply. 

It shall be possible to extract and preserve the image data for evidential or other purpose. It 
shall be possible to extract or move the stored data so that it can be viewed or replayed in an 
alternative location. A means of playing back the extracted image data (e.g. archive viewer 
system) shall be available without compromising the ability of the system to continue to 
function as designed. 
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If digital data is transferred to a secondary storage medium then it shall be an identical copy 
of the original data and shall be called ´exact copy´. 

This data shall be viewable with an archive viewer system including all additional meta data 
(ATM, POS, VCA info, location identifying data etc.) or shall be recoverable into the primary 
system storage without any loss of information. 

Table 2 – Archiving and backup 

The archiving shall offer Security grade 

 1 2 3 4 

Authentication of every single image and image sequence    X 

An automatically scheduled backup of alarm image data    X 

A backup of alarm image data by manual request    X X 

Verify the successful image backup   X X 

 

6.1.3.5 Image export 

If recording functions are available in the VSS the following requirements apply: 

• the image export shall not alter the original recording in the primary storage. The system 
shall be able to offer the selection of time range and image source to be exported or 
copied; 

• the exported data shall have an image source identifier and time stamp ´identifying´ 
images to guarantee order and completeness of image sequences; 

• the system shall be able to export or copy a single image as well; 

• The system documentation shall specify the export formats supported (see 6.1.3.6)  

NOTE The data format used in export usually does not represent all information stored e.g. metadata and 
audio. These formats have the advantage to be more common and easier to handle. 

• Printing of images onto paper shall not be considered as image export and does not 
satisfy requirements for image export. 

6.1.3.6 Data format 

Compression algorithms that require the use of proprietary software to obtain direct access to 
VSS data shall not be used unless the information to achieve this is made available (e.g. by a 
Software Development Kit). 

NOTE Special or modified compression algorithms prevent direct access to the VSS data without the use of 
proprietary software, which makes replay of images by third parties difficult. 

The methods of storage and/or transmission for video, audio and metadata shall use standard 
formats, codec’s and containers. The data shall comply strictly with the standards and contain 
the full information required to decode the content. 

The format and the means of locating the data within the VSS files shall be available as 
international published standards IEC, ISO or ITU. 

The system shall be able to export the image sequences in a standard format at an equivalent 
quality to the original and still displaying time and date information with no significant increase 
in file size. 

The format of the VSS files shall permit the size and aspect ratio of each image to be 
determined. 
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The following list contains examples of acceptable international standards, but is not 
exclusive: 

Video Codec’s: 

– H.264: AVC: ISO/IEC 14496-10, ITU-T Rec. H.264: Information technology – Coding of 
audio-visual objects – Part 10: Advanced Video Coding 

– MPEG-4 part 2: ISO/IEC 14496-2, Information Technology – Coding of audio-visual 
objects – Part 2: Visual 

– MPEG-2: ISO/IEC 13818-1, Information technology – Generic coding of moving 
pictures and associated audio information: Systems 

– H.263: ITU-T Rec. H.263 Video coding for low bit rate communication 
– JPEG 2000: ISO/IEC 15444-1, Information technology – JPEG 2000 image coding 

system: Core coding system 
– JPEG: ISO/IEC 10918-1 | ITU-T Rec. T.81 Information technology – Digital 

compression and coding of continuous-tone still images: Requirements and guidelines 

Audio codec´s: 

– G.711: ITU-T Rec. G.711, Pulse Code Modulation (PCM) of Voice Frequencies 

– G.726: ITU-T Rec. G.726, 40, 32, 24, 16 kbit/s Adaptive Differential Pulse Code 
Modulation 

– AAC: ISO/IEC 14496-3, Information technology – Coding of audio-visual objects – Part 
3: Audio 

Video export and file formats: 

– MP4: ISO/IEC 14496-14, Information technology – Coding of audio-visual objects – 
Part 14: MP4 file format 

– MPEG-A: ISO/IEC 23000-10:2009, Information technology – Multimedia application 
format (MPEG-A) – Part 10: Surveillance application format 

IP Video Protocol (Discovery, control, metadata, etc.): 

– IEC 62676-2 (all parts), Video Surveillance systems for use in security applications – 
Part 2: Video transmission protocols 

6.1.3.7 Encryption and watermark 

The VSS format may contain checksums or other methods for ensuring that changes to the 
data may be detected but, where used, they shall not alter the compressed image information. 

If images are encrypted the encryption should not alter the image information. The 
methodology for encryption and decryption should be readily available to authorised users 

6.1.3.8 Minimum metadata 

Being able to correctly identify the time at which an image is captured is often essential to the 
use of VSS in Police investigation. Therefore: 

The data contained within the VSS files shall, as a minimum, permit a UTC time stamp and 
camera identifier to be associated with each image and audio sample. For VSS without audio, 
the time stamp shall have a resolution of no less that one second. Where both video and 
audio are present, the time stamps shall have sufficient resolution to permit synchronised 
playback of the audio-visual streams. 

BS EN 62676-1-1:2014

http://dx.doi.org/10.3403/02949097U
http://dx.doi.org/10.3403/01173396U
http://dx.doi.org/10.3403/02983381U


62676-1-1 © IEC:2013 – 35 –

The means for determining the time stamps and camera identifier on each image and audio 
sample shall be made public. There are many way of encoding time stamps, but whichever is 
used shall be stated. 

The VSS format shall specify any time offsets that are applied to time stamps and give the 
method for converting each time stamp into a local time that is local to a time zone and which 
includes any applicable daylight-saving adjustment. 

Time should auto update for changes between any daylight saving offsets and UTC 

6.1.3.9 Multiplexing format 

Where a VSS recording contains multiple steams of video (and audio) the VSS files shall 
incorporate metadata which permit the streams to be de-multiplexed. The method for de-
multiplexing shall be made public. 

It is permissible for the VSS format to contain other streams of data which are not essential 
for extracting the images and audio samples with their time stamps. The additional data 
streams may remain proprietary although it is recommended that their format is published so 
that they can be decoded independently of the manufacturer’s software. 

It is recommended that each video and audio stream has a name which may be meaningful to 
the user of the VSS. Where names are present, the method for associating streams and their 
names shall be made public. 

6.1.3.10 Image enhancements 

If the system provides enhancement tools such as image sharpening, brightening or zooming 
in on a particular part of the image then any applied enhancements should not change the 
original recording. If an enhanced image is exported, an audit trail documenting these 
changes should exist. 

6.1.3.11 Image export 

To facilitate replay and export the following should be adhered to. 

– VSS data exported from a recorder shall have no loss of individual frame quality, change 
of image rate or audio quality. There should be no duplication or loss of frames in the 
export process. The system should not apply any format conversion or further 
compression to the exported images, as this can reduce the usefulness of the content. 

– Minimum metadata (see 6.1.3.8) and authentication signatures, where they exist, should 
be exported with the images. 

– The system should be capable of exporting images, and audio where applicable, from 
selected cameras (and microphones) within user-defined time periods. 

– The system should not lose functionality or performance during the export of data 
– The export method of the system should be appropriate to the capacity of the system and 

its expected use. 

NOTE 1 If the export method is not appropriate there is a risk that if the authorities require video evidence they 
remove the system, for example if 1 terabyte of data is required it is not practical to export this via a CD writer. 

NOTE 2 A number of methods exist for exporting images in native format from a system, for example: 

• images are copied to removable digital media such as a floppy disk, DAT tape, flash card, CD-R or DVD. 

• the removable hard disk, which holds the images, is physically removed from the system. 

• images are exported via a port, such as USB, SCSI, SATA, FireWire or networking. 
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The system should display an estimated time to complete the export of the requested data 
The software application needed to replay the exported images should be included on the 
media used for export, otherwise viewing by authorized third parties can be hindered. 

6.1.3.12 Replay of exported images 

If the export format meets a common non-proprietary standard then a proprietary export 
player may not be necessary. If the manufacturer chooses to produce proprietary replay 
software then the exported images shall be capable of being replayed on a computer via the 
exported software. 

The replay application should: 

• have variable speed control including real time play, stop, pause, fast forward, rewind, and 
frame-by-frame forward and reverse viewing; 

• display single and multiple cameras and maintain aspect ratio i.e. the same relative height 
and width; 

• display a single camera at the maximum recorded resolution; 

• permit the recordings from each camera to be searched by time and date; 

• allow printing and/or saving (e.g. bitmap or JPEG) of still images with time and date of 
recording; 

• allow for time synchronized multi-screen replay; 

• allow for time synchronized switching between cameras upon replay; 

• allow replay of associated audio and other metadata; 

• be able to export the image sequences in a standard format (see 6.1.3.6) at an equivalent 
quality to the original and still displaying time and date information with no significant 
increase in file size; 

• clearly show the time and date, and any other information associated with each displayed 
image, without obscuring the image. 

If removable hard drives are used as a primary export option (dependent on download scale) 
then the drive should be capable of being replayed using a standard computer, for example, 
on a Windows based operating system. This functionality is also desirable for any hard drive 
used in a VSS where this is not the primary means of export. 

6.2 System management 

 Operation 6.2.1

Operation of the user interface shall be self-explanatory, simple and fast for an operator. The 
system status shall be detected, processed and displayed automatically. Alarm situations 
shall be identifiable and accessible immediately with a consistent documentation of the event. 

 Activity and information management 6.2.2

6.2.2.1 General 

The system shall clearly distinguish between user requested and event-driven data. Alarm 
data may be given priority over continuously displayed data. 

Images presented to an operator shall be clearly labelled as live or replayed video. In addition 
event driven video shall be clearly labelled as such to differentiate it from user requested 
video. 
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6.2.2.2 Status of system functions 

The VSS shall always be able to offer information about the status of the essential functions. 

6.2.2.3 Events and event driven activities 

If the VSS is designed to handle event driven activities the following requirements apply. 

Triggers or messages shall be retrieved from a queue in the order of their arrival except when 
a means to prioritise these inputs is provided. 

Where the system provides the facility to prioritize alarms then the priority level shall also be 
indicated. 

In this case messages or triggers shall be retrieved according to the priority levels. Where a 
number of messages or triggers of equal priority are in the queue they shall be retrieved in the 
order of their arrival. 

General requirements for the indication of the priority are as follows: 

• the system shall indicate when more alarms exist than are currently being displayed; 

• in addition to the information actually displayed, additional information may be available 
on demand. The visibility of the prioritised information shall be preserved; 

• any normal operation of the VSS shall not prevent the indication of an alarm. 

It shall be possible to distinguish between different system conditions that may have triggered 
the activity and between an alarm, a fault or tamper. 

The VSS shall offer means to indicate an alarm visually and audibly in order to get the 
attention of an operator. 

The VSS shall offer means to acknowledge alarms. 

For systems of security grades 3 and 4, on alarm the VSS shall be able to display alarm 
related information. The information presented for each alarm message shall include: 

a) the origin or source of alarm; 
b) the type of alarm; 
c) the time and date of alarm. 

6.2.2.4 System logs 

Accurate and complete system logs shall be maintained for a period of time as defined in the 
OR. Data in the system log shall be organized and presented in chronological order. The 
system shall prevent unauthorised editing or deletion of system logs. A log shall be available 
for each operator’s workstation. 

Following details given in Table 3 shall be logged: 
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Table 3 – System logs 

The system shall log with time stamp (date and time), event, source Security grade 

 1 2 3 4 

Alarms  X X X 

Tamper   X X 

Video loss and recovery from video loss   X X 

Power loss  X X X 

Essential function failure and recovery from failure   X X 

Fault messages displayed to the user    X 

System reset, start, stop  X X X 

Diagnostic actions (health check)    X 

Export, print/ hardcopy incl. the image source identifier, time range  X X X 

User log in and log out at workstation with time stamp, successful and denied logins 
(local/ remote) including reason of denial (wrong password, unknown user, exceeded 
account) 

 X X X 

Changes in authorisation codes   X X 

Control of functional cameras    X 

Search for images and replay of images   X X 

Manual changes of recording parameters   X X 

Alarm acknowledge / restore   X X 

System configuration change   X X 

Date and time set and change with current time and new time   X X 

 

 Interfacing to other systems 6.2.3

Common facilities shall comply with all standards for the applications (e.g. intrusion, access, 
VSS,..) in which they are used. Where requirements of more than one standard apply to a 
specific function or component, the standard with the strictest requirement shall take 
precedence for that function or component. 

NOTE This applies directly, when several complying systems from different owners are interfaced together and 
are asked to provide consistent information. 

All system security requirements as defined in 6.3 shall be fulfilled even in cases where the 
VSS is accessed or controlled by another system. The other system shall be seen as a 
system user with defined access rights. 

Access levels to another system shall be consistent with the levels required by that system 
standard and shall not give unauthorised access to the VSS and vice versa. 

6.3 System security 

 General 6.3.1

VSS security consists of system integrity and data integrity. System integrity includes physical 
security of all system components and control of access to the VSS. Data integrity will include 
prevention of loss or manipulation of data. 

 System integrity 6.3.2

6.3.2.1 General 

VSS of security grades 3 and 4 shall be capable of backup and restore of all system data. 
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6.3.2.2 Detection of failures 

6.3.2.2.1 Failures notification 

For VSSs with a user interface which is normally manned by an operator (either remote or 
local), alarm conditions from the components and functions, where specified in this standard, 
shall cause an alert. The failure shall be notified at any time a new user logs in or the system 
restarts. 

The information to be presented shall include: 

• time and date; 

• origin and type of failure. 

In addition, where the system provides for the facility to prioritize messages then the priority 
level shall also be indicated. 

Notification of failures shall never cover or hide any important information display such as the 
area of interest in live images. 

For security grades 3 and 4, the system shall be able to detect repetitive failures from a 
component and shall be configurable to generate a single message which shall only be 
repeated each time a new user logs in or the system restarts. 

6.3.2.2.2 Monitoring of power supply 

For security grade 4, failure of the primary and, if available alternative, power supplies to the 
system shall be monitored, with notification according to 6.3.2.2.1. In any case power supply 
failure shall always be indicated locally. The VSS shall attempt to resume normal operation 
after recovering from power loss. If the system is unable to resume after power has been 
restored, with the settings which existed before the power failure, this shall be logged and 
also indicated to an operator. 

The VSS shall be able to shutdown regular operation in a defined procedure without loss of 
stored data. For security grades 3 and 4 images shall not be held in a buffer for longer than  
5 s without being written into the storage medium. 

6.3.2.2.3 Monitoring of system functions and components 

For security grades 3 and 4 the VSS shall manage device failure by indicating any failure of 
the essential functions within 100 s of the failure. 

6.3.2.2.4 Monitoring of interconnections 

If interconnections between system components are part of the VSS, they shall be monitored 
according to the following Table 4: 

Table 4 – Monitoring of interconnections 

The system shall Security grade 

 1 2 3 4 

Repeatedly verify the interconnection at regular intervals with a maximum of   30 s 10 s 

Try to re-establish a interconnection with following number of retries before 
notification 

  5 2 

Maximum time permitted before notification to an operator of an interconnection 
failure 

  180 s 30 s 

 

BS EN 62676-1-1:2014



 – 40 – 62676-1-1 © IEC:2013 

6.3.2.3 Tamper protection and detection 

6.3.2.3.1 General 

The VSS shall be protected against tamper in accordance with Table 5. 

If tamper is detected a tamper condition shall be set and a tamper alarm generated. The 
tamper alarm shall be logged and clearly separated from other conditions e.g. failure, alarm or 
normal operation. 

Table 5 – Tamper detection 

The system shall detect Security grade 

 1 2 3 4 

Video loss  X X X 

If an image capturing device with a fixed field of view no longer includes the entire 
specified field of view 

  X X 

Deliberately obscuring or blinding of the imaging device range   X X 

The substitution of any video data at image source, interconnection or handling    X 

Significant reduction of the contrast of the image    X 

 

6.3.2.3.2 Tamper protection of camera housings 

The image capturing devices shall be protected against tamper in systems of security grade 3 
and 4. Cameras should be placed out of reach and the fixing screws shall be tamper proof, to 
prevent un-authorised repositioning. 

NOTE Protection against tampering of image capturing devices is not a requirement to systems of grade 1 and 2. 

An image capturing device offering protection against vandalism shall meet the following 
minimum requirements: 

a) minimal IP rating degree of 44 in accordance with IEC 60529; 
b) hammer tests according to IEC 60068-2-75. 

The impacts shall be applied to the main parts such as housing, lens, etc. For physical attack 
resistance tests the device shall be mounted according to the manufacturer’s instructions on a 
rigid support as defined in IEC 62262 for all tests. Each test shall be performed by a single 
person. 

c) IK degree of 07; 
d) resistance for a minimum of 1 min against: 

– unfixing the device by unscrewing the fixing screws; 
– pulling out the device; 
– attack with simple tool such as a screwdriver of 4 mm to 7 mm in diameter and 60 mm 

to 200 mm in length; 
– attack with simple tool such as a plier; 
– attack with a lighter to apply heat; 

e) resistance against attack with acid-sweet drink using 0,3 l of a commercial soft drink. Pour 
½ of it over the device and splash the rest on the underside of the device. 

After the tests the device shall continue normal operation. 
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6.3.2.4 Protection against unauthorized access 

6.3.2.4.1 General 

For each VSS access to operation and data shall be governed by an authorisation scheme. 
This also includes access through a remote workstation or through an external system 
integrated with the VSS. 

6.3.2.4.2 Access levels 

 For all grades of the VSS, there shall be several user access levels to the functions of the 
VSS or part(s) thereof. The user accessing the system can be either an operator or another 
system: 

• Level 1 Access by any person 
Functions required to be accessible at level 1 shall have no restriction on access. 

• Level 2 Access by any user 
Functions affecting the operation of the system, without changing its configuration. 
Access to functions required to be accessible at level 2 shall be restricted by means of 
key, password, code or similar access-limiting means or device. 

• Level 3 Access by system administrators 
Functions affecting configuration of system data. 
Access to functions required to be accessible at level 3 shall be restricted by means of 
key, password, code or similar access-limiting means or device. 

• Level 4 Access by service personnel or manufacturer 
Access to component to change system design or to perform system maintenance. 
Access to functions required to be accessible at level 4 shall be restricted by means of 
key, password, code or similar access-limiting means or device. Access at this level is 
prevented until access has been permitted by a user at access level 2 or 3. 

Table 6 specifies which functions shall be accessible at each access level independently of 
the security grade: 

Table 6 – Level of access 

Function Access levels 

 1 2 3 4 

System configuration NP NP P P 

Change individual authorisation codes NP P P P 

Assign and delete level 2 users and authorisation codes NP NP P P 

Restoration to factory defaults NP NP P P 

Upgrading of the system  NP NP P P 

Start / Stop VSS or component NP NP P P 

Key 

P Permitted 

NP Not Permitted. 

 

6.3.2.4.3 Authorisation 

The VSSs shall provide logical or physical means to restrict access to the system or system 
part(s) with a key, password, code or similar access-limiting means or device. 
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Permission to gain access to functions of the VSS shall be as specified in Table 7. 

Table 7 – Authorisation code requirements 

Authorisation code requirement Security grade 

 1 2 3 4 

Number of possible logical authorisation keys  > 10 000 > 100 000 > 1 000 000 

Number of possible physical authorisation keys  > 3 000 > 15 000 > 50 000 

 

The passwords of users shall never be displayed or stored in clear text. 

A valid change of a password by the user itself shall always require a valid user login with the 
old one and the entry of the new password plus validation in an identical way. 

6.3.2.4.4 Data access 

The VSS shall provide methods for controlled access to data taking account of authorisation 
level according to following Table 8. 

Table 8 – Data access 

Function Access Levels 

 1 2 3 4 

View live images and data P P P P 

View stored images and data, if recordings are available NP P P P 

View information about storage, if storage is part of the VSS NP P P P 

Print and save video data NP P P P 

Exporting of images and data NP P P P 

Deletion of images and data (only with confirmation) NP NP P P 

Key 

P Permitted 

NP Not Permitted. 

 

6.3.2.4.5 Access to system logs 

The VSS shall provide methods for controlled access to system logs taking account of 
authorisation level according to following Table 9. 

Table 9 – Access to system logs 

Function Access Levels 

 1 2 3 4 

View system logs NP P P P 

Exporting from logs NP NP P P 

Deletion of logs NP NP NP NP 

Key 

P Permitted 

NP Not Permitted. 
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6.3.2.4.6 Access to system set-up 

The VSS shall provide methods for controlled access to system set-up taking account of 
authorisation level according to following Table 10. 

Table 10 – Access to system set-up 

Protection of access to system set-up Access Levels 

 1 2 3 4 

Configuration & set-up NP NP P P 

Recovery from system failure NP P P P 

Recovery from tampering NP P P P 

Key 

P Permitted 

NP Not Permitted. 

 

6.3.2.5 Time synchronisation 

For security grades 3 and 4 the time settings of various components of a VSS shall always be 
within ± 10 s of UTC. 

NOTE This may be accomplished by verifying the time periodically. 

 Image and data integrity 6.3.3

6.3.3.1 Data identification 

The VSS shall provide methods to identify data taking account of different security grades 
according to following Table 11. 

Table 11 – Data labelling 

The VSS shall uniquely label data by Security grade 

 1 2 3 4 

Location (e.g. name of site)  X X X 

Source (e.g. capturing device labelled by camera number)  X X X 

Date and time X X X X 

Date and time in UTC including offset for local time    X 

 

Date and time shall refer to the time when the image is captured. 

NOTE The capture time usually is different from the time when the image is transmitted or stored. 

The VSS shall always maintain the original data labels when data is exported. 

6.3.3.2 Data authentication 

To verify the integrity of images and other data, VSSs of security grades 3 and 4 shall provide 
a method (e.g. watermarking, checksums, fingerprinting) to authenticate image and meta data 
and their identity. 

NOTE Data authentication is not a requirement to systems of grade 1 and 2. 
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The authentication method shall be applied at the time the data is recorded and shall notify 
the user if any of the following has occurred: 

• any of the images has been changed or altered; 

• one or more images have been removed from a sequence; 

• one or more images have been added to a sequence; 

• the data label has been changed or altered. 

VSSs of security grades 3 and 4 shall also provide a method by which the authenticity of 
copied and exported data is verified. 

The authentication method used shall be specified in the system documentation. 

6.3.3.3 Data (manipulation) protection 

VSSs of security grade 4 shall provide a method (e.g. encryption) to prevent unauthorized 
persons viewing the images and other data without permission. 

VSSs of security grade 4 shall also provide a method to protect the confidentiality of copied 
and exported data. 

The method used to protect the data confidentiality shall be specified in the system 
documentation. 

6.4 Environmental requirements 

 VSSs as primary mitigation of the risk 6.4.1

IEC 62599-2 shall be applied to VSSs, where VSS is identified as the primary mitigation of the 
risk. These VSSs may be used for relevant security and safety applications e.g. as intruder or 
fire detection systems.  

The environmental stability of the VSS shall be of the same level in all grades. The VSS shall 
operate correctly in the environmental class specified in Clause 7 it is designed for and 
exposed to EMC conditions described in IEC 61000-6-3, IEC 61000-6-4 and IEC 62599-
1:2010. A VSS shall neither change state, suffer damage to components nor substantially 
change in performance. IEC 62599-1 describes environmental test methods which shall be 
applied to VSS components. 

In 8.3.4 of IEC 62599-2:2010, the requirement of Table 2 ´Voltage reduction of 100 % for a 
´Duration of reduction´ of 250 ´no. of periods´ or ´cycles of the voltage wave´ can be covered 
by VSSs in relevant security applications by the use of UPS. 

Functional tests to be applied for component evaluation shall be at least a test or 
measurement of the essential functions of the component. Acceptance criteria shall be that 
there is no change in the functioning of the component and no significant change in any 
measurement, during the environmental testing. A VSS component shall provide protection 
against electrical shock and consequential hazards by achieving compliance with the 
requirements of IEC 60950-1 or IEC 60065. 

 VSSs as secondary mitigation of the risk 6.4.2

If VSSs or parts thereof are not used for relevant security or safety applications e.g. not as 
intruder or fire detection systems, they shall be compliant to IEC 61000-6-1 or IEC 61000-6-2 
and do not need to be compliant to IEC 62599-2. 
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NOTE 1 The security family standard IEC 62599-2 needs only to be applied to relevant security applications, but 
not to video systems as auxiliary equipment. In these applications VSS is not identified as the primary mitigation of 
the risk. 

NOTE 2 IEC 61000-6-1 and IEC 61000-6-2 include a lower degree of severity concerning voltage interruptions 
and a loss of functionality (e.g. image quality reduction) whilst conditioning (details see Clause 4 of IEC 61000-6-
1:2005 and IEC 61000-6-2:2005). 

The 8.3.4 of IEC 62599-2:2010,  requirement of Table 2 ´Voltage reduction of 100 % for a 
´Duration of reduction´ of 250 ´no. of periods´ or ´cycles of the voltage wave´ is only 
applicable to VSS components, parts or systems in security applications, which are essential 
for the detection of an intruder, e.g. as part of an intruder detection system. This does not 
include image display, observation, monitoring, identification or recording of intruders. 

6.5 Image quality 

VSS shall use components that have been tested according to ISO 12233 to ascertain their 
maximum resolving power. 

NOTE 1 These tests are performed under optimal conditions and may not be reproducible in field conditions. 
Tests of the installed system are not covered by this standard. 

The imaging chain – consisting of image capturing, codec, transmission, handling, storage 
and display – shall be tested according to 6.1 of ISO 12233:2010 (see Figure 5). The results 
shall be documented and reported according to Clause 7 of ISO 12233:2010. 

 

Figure 5 – Reference to ISO 12233 resolution measurement chart (unit in ×100 lines)  

These tests shall be performed, where the function exists, on each of the live, recorded and 
exported video and still images. Where multiple record or export settings or formats are 
available, a representative sample shall be tested and documented, clearly showing which 
level is associated with which set of parameters. 

NOTE 2 In general the level of quality seen on the live view is not consistent through the rest of the imaging 
chain, for example further compression usually is applied to the video stream in the conversion to a still image 
exported from the system. 

IEC   2572/13 
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NOTE 3 Testing to ISO 12233 provides a measure of “static” visual resolution only and does not guarantee the 
visual resolution of a system where scene movement and complexity is random and variable. 

7 Environmental classes 

7.1 General 

Components shall be suitable for use in one of the following environmental classes. 

NOTE 1 Classes I, II, III and IV are progressively more severe and therefore, Class IV equipment is allowed for 
example, be used in Class III applications. 

VSS components shall operate correctly when exposed to environmental influences specified 
in 7.2, 7.3, 7.4 and 7.5. 

NOTE 2 The environmental conditions described in Clause 7 are those in which the VSS is expected to perform 
correctly; they are not necessarily the conditions to be used during the testing of VSS components. 

7.2 Environmental Class I – Indoor, but restricted to residential/office environment 

Environmental influences normally experienced indoors when the temperature is well 
maintained. 

EXAMPLE In a residential or commercial property. 

Temperatures vary in general between +5 °C and +40 °C with average relative humidity of approximately 75 % non-
condensing. 

7.3 Environmental Class II – Indoor – General 

Environmental influences normally experienced indoors when the temperature is not well 
maintained. 

EXAMPLE In corridors, halls or staircases and where condensation can occur on windows and in unheated 
storage areas or warehouses where heating is intermittent. 

Temperatures vary in general between –10 °C and +40 °C with average relative humidity of approximately 75 % 
non-condensing. 

7.4 Environmental Class III – Outdoor, but sheltered from direct rain and sunshine, or 
indoor with extreme environmental conditions 

Environmental influences normally experienced out of doors when the VSS components are 
not fully exposed to the weather. 

EXAMPLE Temperatures in general vary between –25 °C and +50 °C with average relative humidity of 
approximately 75 % non-condensing. For 30 days per year relative humidity can be expected to vary between 85 % 
and 95 % non-condensing. 

7.5 Environmental Class IV – Outdoor – General 

Environmental influences normally experienced out of doors when the VSS components are 
fully exposed to the weather. 

EXAMPLE Temperatures vary in general between –25 °C and +60 °C/+55 °C including a sunshield with average 
relative humidity of approximately 75 % non-condensing. For 30 days per year relative humidity can be expected to 
vary between 85 % and 95 % non-condensing. 

NOTE For environments other than above, e.g. on-board systems, additional conditions and requirements may 
apply. 
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8 Documentation 

8.1 System documentation 

Documentation relating to the components of a VSS shall be concise, complete and 
unambiguous. Information shall be provided sufficient to install, put into operation, operate 
and maintain a VSS. 

System specification and block diagram including specification of configuration: 

• installation details for operation and service; 

• inspection and maintenance procedures/routines. 

8.2 Instructions relating to operation 

Instructions relating to the operation of the components of a VSS shall be designed to 
minimise the possibility of incorrect operation and be structured to reflect the access level of 
the user. 

8.3 System component documentation 

Documentation relating to VSS components shall be concise, complete and unambiguous. 
The documentation shall be sufficient to ensure the correct installation, putting into operation 
and maintenance of VSS components. Component documentation may be provided by the 
manufacturer on paper or an alternative medium. Sufficient information shall be provided to 
ensure the integration of each component with other VSS components. Component 
documentation shall include the following: 

• installation guide / manual; 

• technical system data specification: 
– performance specification; 
– min. requirements of equipment; 
– min. requirements of the environment; 
– standard to which component claims compliance; 

• inspection & maintenance procedures/routines; 

• name of manufacturer or supplier; 

• name of system integrator or installer, if appropriate; 

• description of equipment; 

• name or mark of the certification body (for components which are required to be certified); 

• environmental class. 

Documentation shall be supplied to the user regarding the retention period of the system. The 
documentation should also provide the approximate times and methods to export each of the 
following, where available: 

• up to 15 min of recorded data per camera; 

• up to 24 h of recorded data per camera; 

• all of the data on the system. 

The latency time of the system reaction to a trigger shall be specified in the system 
documentation 

The method of defining the input priorities of alarm triggers shall be provided by the 
manufacturer in its documentation. 
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Annex A 
(normative) 

 
Special national conditions 

 

Special national condition: National characteristic or practice that cannot be changed even 
over a long period, e.g. climatic conditions, electrical earthing conditions. 

NOTE If it affects harmonization, it forms part of the International Standard. 

For the countries in which the relevant special national conditions apply these provisions are 
normative, for other countries they are informative. 

The special national conditions described below shall apply to the following countries: 
Denmark, Finland, Norway, Sweden, Canada and Russia. 

Sub clause Special national condition 

7.5 Environmental Class IV – Outdoor – General: 

VSS components shall operate correctly when exposed to environmental 
influences normally experienced out of doors when a VSS components are 
fully exposed to the weather. 

Temperatures may be expected to vary between –40 °C and +60 °C with 
average relative humidity of approximately 75 % non-condensing. For 
30 days per year relative humidity can be expected to vary between 85 % 
and 95 % non-condensing. 
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Annex B 
(informative) 

 
Video export in homeland security systems 

 

In video systems for homeland security or societal security, which offer a video file export 
according to ISO 22311, Level 2 following requirements are considered: 

The exported video file should offer: 

1) Compatibility to ISO/IEC 23000-10 
2) H.264/MPEG-4 AVC video codec according to ISO/IEC 14496-10  
3) Timing information for the synchronization between different image sources (capture time) 

with an accuracy of 40 ms or better, to allow a frame by frame analysis of multiple views 
of the same scene in parallel 

 In 6.3.2.5 Time synchronisation of various components of a general VSS shall only be 
within ± 10 s UTC and should be much more accurate for homeland security applications. 

4) Information on Codec name and profile, Name of the video files container, resolution, 
image rate (in ips), and Camera ID should be offered as static data 

5) Dynamic Metadata, provided as a real-time stream of XML documents according to 8.3.1 
of IEC 62676-1-2 ´XML Documents as Payload´ along with the video, preserving the time 
information 

 

BS EN 62676-1-1:2014

http://dx.doi.org/10.3403/30297543U
http://dx.doi.org/10.3403/02949097U
http://dx.doi.org/10.3403/30267257U


 – 50 – 62676-1-1 © IEC:2013 

Bibliography 

IEC 62676-2 (all parts), Video surveillance systems for use in security applications – Part 2: 
Video transmission protocols 

ISO/IEC 10918-1, Information technology – Digital compression and coding of continuous-
tone still images: Requirements and guidelines 

ISO/IEC 13818-1, Information technology – Generic coding of moving pictures and associated 
audio information: Systems 

ISO/IEC 14496-2, Information Technology – Coding of audio-visual objects – Part 2: Visual 

ISO/IEC 14496-3, Information technology – Coding of audio-visual objects – Part 3: Audio 

ISO/IEC 14496-10, Information technology – Coding of audio-visual objects – Part 10: 
Advanced Video Coding 

ISO/IEC 14496-14, Information technology – Coding of audio-visual objects – Part 14: MP4 
file format 

ISO/IEC 15444-1, Information technology – JPEG 2000 image coding system: Core coding 
system 

ISO/IEC 23000-10, Information technology – Multimedia application format (MPEG-A) – Part 
10: Surveillance application format 

ISO 10918 (all parts), Information technology – Digital compression and coding of continuous-
tone still images 

ISO 22311, Societal Security – Video-surveillance – Export interoperability 

 

_____________ 

BS EN 62676-1-1:2014

http://dx.doi.org/10.3403/01173396U
http://dx.doi.org/10.3403/02949097U
http://dx.doi.org/10.3403/02983381U
http://dx.doi.org/10.3403/30297543U


This page deliberately left blank



BSI is the national body responsible for preparing British Standards and other 
standards-related publications, information and services.

BSI is incorporated by Royal Charter. British Standards and other standardization 
products are published by BSI Standards Limited.

British Standards Institution (BSI)

BSI Group Headquarters

389 Chiswick High Road London W4 4AL UK

About us
We bring together business, industry, government, consumers, innovators 
and others to shape their combined experience and expertise into standards 
-based solutions.

The knowledge embodied in our standards has been carefully assembled in 
a dependable format and refined through our open consultation process. 
Organizations of all sizes and across all sectors choose standards to help 
them achieve their goals.

Information on standards
We can provide you with the knowledge that your organization needs 
to succeed. Find out more about British Standards by visiting our website at 
bsigroup.com/standards or contacting our Customer Services team or 
Knowledge Centre.

Buying standards
You can buy and download PDF versions of BSI publications, including British 
and adopted European and international standards, through our website at 
bsigroup.com/shop, where hard copies can also be purchased. 

If you need international and foreign standards from other Standards Development 
Organizations, hard copies can be ordered from our Customer Services team.

Subscriptions
Our range of subscription services are designed to make using standards 
easier for you. For further information on our subscription products go to 
bsigroup.com/subscriptions.

With British Standards Online (BSOL) you’ll have instant access to over 55,000 
British and adopted European and international standards from your desktop. 
It’s available 24/7 and is refreshed daily so you’ll always be up to date. 

You can keep in touch with standards developments and receive substantial 
discounts on the purchase price of standards, both in single copy and subscription 
format, by becoming a BSI Subscribing Member. 

PLUS is an updating service exclusive to BSI Subscribing Members. You will 
automatically receive the latest hard copy of your standards when they’re 
revised or replaced. 

To find out more about becoming a BSI Subscribing Member and the benefits 
of membership, please visit bsigroup.com/shop.

With a Multi-User Network Licence (MUNL) you are able to host standards 
publications on your intranet. Licences can cover as few or as many users as you 
wish. With updates supplied as soon as they’re available, you can be sure your 
documentation is current. For further information, email bsmusales@bsigroup.com.

Revisions
Our British Standards and other publications are updated by amendment or revision. 

We continually improve the quality of our products and services to benefit your 
business. If you find an inaccuracy or ambiguity within a British Standard or other 
BSI publication please inform the Knowledge Centre.

Copyright
All the data, software and documentation set out in all British Standards and 
other BSI publications are the property of and copyrighted by BSI, or some person 
or entity that owns copyright in the information used (such as the international 
standardization bodies) and has formally licensed such information to BSI for 
commercial publication and use. Except as permitted under the Copyright, Designs 
and Patents Act 1988 no extract may be reproduced, stored in a retrieval system 
or transmitted in any form or by any means – electronic, photocopying, recording 
or otherwise – without prior written permission from BSI. Details and advice can 
be obtained from the Copyright & Licensing Department.

Useful Contacts:
Customer Services
Tel: +44 845 086 9001
Email (orders): orders@bsigroup.com
Email (enquiries): cservices@bsigroup.com

Subscriptions
Tel: +44 845 086 9001
Email: subscriptions@bsigroup.com

Knowledge Centre
Tel: +44 20 8996 7004
Email: knowledgecentre@bsigroup.com

Copyright & Licensing
Tel: +44 20 8996 7070
Email: copyright@bsigroup.com

NO COPYING WITHOUT BSI PERMISSION EXCEPT AS PERMITTED BY COPYRIGHT LAW

www.bsigroup.com/standards
www.bsigroup.com/shop
www.bsigroup.com/shop
www.bsigroup.com/subscriptions

	30292934-VOR.pdf
	English 
	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative references
	3 Terms, definitions and abbreviations
	3.1 Terms and definitions
	3.2 Abbreviations

	4 Functional description of the VSS 
	4.1 VSS
	4.2 Video environment
	4.2.1 General
	4.2.2 Image capture
	4.2.3 Interconnections
	4.2.4 Image handling

	4.3 System management
	4.3.1 General
	4.3.2 Data management
	4.3.3 Activity management
	4.3.4 Interfaces to other systems

	4.4 System security
	4.4.1 General
	4.4.2 System integrity
	4.4.3 Data integrity


	5 Security grading
	6 Functional requirements
	6.1 Video environment
	6.1.1 Image capture
	6.1.2 Interconnections
	6.1.3 Image handling

	6.2 System management
	6.2.1 Operation
	6.2.2 Activity and information management
	6.2.3 Interfacing to other systems

	6.3 System security
	6.3.1 General
	6.3.2 System integrity
	6.3.3 Image and data integrity

	6.4 Environmental requirements
	6.4.1 VSSs as primary mitigation of the risk
	6.4.2 VSSs as secondary mitigation of the risk

	6.5 Image quality

	7 Environmental classes
	7.1 General
	7.2 Environmental Class€I – Indoor, but restricted to residential/office environment
	7.3 Environmental Class€II – Indoor – General
	7.4 Environmental Class€III – Outdoor, but sheltered from direct rain and sunshine, or indoor with extreme environmental conditions
	7.5 Environmental Class€IV – Outdoor – General

	8 Documentation
	8.1 System documentation
	8.2 Instructions relating to operation
	8.3 System component documentation

	Annex A (normative) Special national conditions
	Annex B (informative) Video export in homeland security systems
	Bibliography
	Figures
	Figure€1 – VSS
	Figure€2 – Example for VSS
	Figure 3 – Activity management
	Figure 4 – Risk and security grades
	Figure 5 – Reference to ISO€12233 resolution measurement chart (unit in (100 lines) 

	Tables
	Table€1 – Storage
	Table€2 – Archiving and backup
	Table€3 – System logs
	Table€4 – Monitoring of interconnections
	Table€5 – Tamper detection
	Table€6 – Level of access
	Table€7 – Authorisation code requirements
	Table€8 – Data access
	Table€9 – Access to system logs
	Table€10 – Access to system set-up
	Table€11 – Data labelling


	Français
	SOMMAIRE
	AVANT-PROPOS
	INTRODUCTION
	1 Domaine d’application
	2 Références normatives
	3 Termes, définitions et abréviations
	3.1 Termes et définitions
	3.2 Abréviations

	4 Description fonctionnelle du VSS 
	4.1 VSS
	4.2 Environnement vidéo
	4.2.1 Généralités
	4.2.2 Capture d’image
	4.2.3 Interconnexions
	4.2.4 Manipulation d’image

	4.3 Gestion du système
	4.3.1 Généralités
	4.3.2 Gestion des données 
	4.3.3 Gestion des activités
	4.3.4 Interfaces avec les autres systèmes

	4.4 Sécurité du système
	4.4.1 Généralités
	4.4.2 Intégrité du système
	4.4.3 Intégrité des données


	5 Grade de sécurité
	6 Exigences fonctionnelles
	6.1 Environnement vidéo
	6.1.1 Capture d’image
	6.1.2 Interconnexions
	6.1.3 Manipulation d’image

	6.2 Gestion du système
	6.2.1 Fonctionnement
	6.2.2 Gestion d’activité et d’information
	6.2.3 Interfaces avec les autres systèmes

	6.3 Sécurité du système
	6.3.1 Généralités
	6.3.2 Intégrité du système
	6.3.3 Intégrité des images et des données

	6.4 Exigences relatives à l’environnement
	6.4.1 VSS utilisés comme mesure d'atténuation principale du risque
	6.4.2 VSS utilisés comme mesure d'atténuation secondaire du risque

	6.5 Qualité d’image

	7 Classes d’environnement
	7.1 Généralités
	7.2 Classe d'environnement I – Intérieur, mais limitée à un environnement d'habitation / de bureau 
	7.3 Classe d’environnement II – Intérieur – Généralités
	7.4 Classe d’environnement III – Extérieur, mais protégée contre les effets directs de la pluie et des rayons du soleil, ou intérieur avec des conditions environnementales extrêmes
	7.5 Classe d'environnement IV – Extérieur – Généralités

	8 Documentation
	8.1 Documentation du système
	8.2 Instructions relatives au fonctionnement
	8.3 Documentation des composants du système

	Annexe A (normative) Conditions nationales particulières
	Annexe B (informative) Export de vidéos dans les systèmes de sécurité intérieure
	Bibliographie
	Figures
	Figure€1 – VSS
	Figure€2 – Exemple de VSS
	Figure 3 – Gestion d’activités
	Figure 4 – Risques et grades de sécurité
	Figure 5 – Référence à l’ISO€12233 diagramme de mesure de la résolution (unité en ( 100 lignes)

	Tableaux
	Tableau€1 – Stockage
	Tableau€2 – Archivage et sauvegarde
	Tableau€3 – Journaux système
	Tableau€4 – Surveillance des interconnexions
	Tableau€5 – Détection de la fraude
	Tableau€6 – Niveau d’accès
	Tableau€7 – Exigences relatives aux codes d’autorisation
	Tableau€8 – Accès aux données
	Tableau€9 – Accès aux journaux systèmes
	Tableau€10 – Accès au réglage du système
	Tableau€11 – Étiquetage des données





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




