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Foreword

The text of document 56/1529/FDIS, future edition 2 of IEC 62198, prepared by IEC/TC 56
"Dependability" was submitted to the IEC-CENELEC parallel vote and approved by CENELEC as
EN 62198:2014.

The following dates are fixed:

¢ latest date by which the document has to be (dop) 2014-10-01
implemented at national level by
publication of an identical national
standard or by endorsement

e latest date by which the national (dow) 2017-01-01
standards conflicting with the
document have to be withdrawn

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CENELEC [and/or CEN] shall not be held responsible for identifying any or all such
patent rights.

Endorsement notice

The text of the International Standard IEC 62198:2013 was approved by CENELEC as a European
Standard without any modification.

In the official version, for Bibliography, the following notes have to be added for the standards indicated:

IEC 60812 NOTE Harmonized as EN 60812.
IEC/ISO 31010 NOTE Harmonized as EN 31010.
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Annex ZA
(normative)

Normative references to international publications
with their corresponding European publications

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

NOTE When an international publication has been modified by common modifications, indicated by (mod), the relevant EN/HD
applies.

Publication Year Title EN/HD Year

ISO 31000 - Risk management - Principles and - -
guidelines
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INTRODUCTION

Every project involves uncertainty and risk. Project risks can be related to the objectives of
the project itself or to the objectives of the assets, products or services the project creates.
This International Standard provides guidelines for managing risks in a project in a systematic
and consistent way.

Risk management includes the coordinated activities to direct and control an organization with
regard to risk. 1SO 31000, Risk management — Principles and guidelines, describes the
principles for effective risk management, the framework that provides the foundations and
organizational arrangements for designing, implementing, monitoring, reviewing and
continually improving risk management throughout an organization and a process for
managing risk that can be applied to all types of risk in any organization. This standard shows
how those general principles and guidelines apply to managing uncertainty in projects.

This standard is relevant to individuals and organizations concerned with any or all phases in
the life cycle of projects. It can also be applied to sub-projects and to sets of inter-related
projects and programmes.

The application of this standard needs to be tailored to each specific project. Therefore, it is
considered inappropriate to impose a certification system for risk management practitioners.

The guidance provided in this standard is not intended to override existing industry-specific
standards, although the guidance can be helpful in such instances.
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MANAGING RISK IN PROJECTS -
APPLICATION GUIDELINES

1 Scope

This International Standard provides principles and generic guidelines on managing risk and
uncertainty in projects. In particular it describes a systematic approach to managing risk in
projects based on ISO 31000, Risk management — Principles and guidelines.

Guidance is provided on the principles for managing risk in projects, the framework and
organizational requirements for implementing risk management and the process for
conducting effective risk management.

This standard is not intended for the purpose of certification.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any
amendments) applies.

ISO 31000, Risk management — Principles and guidelines

3 Terms and definitions
For the purpose of this document, the following terms or definitions apply.

3.1

project

unique process consisting of a set of coordinated and controlled activities, with start and
finish dates, undertaken to achieve an objective conforming to specific requirements,
including the constraints of time, cost and resources

Note 1 to entry: An individual project may form part of a larger project structure.

Note 2 to entry: In some projects the objectives are updated and the product characteristics defined progressively
as the project proceeds.

Note 3 to entry: The project’s product is generally defined in the project scope. It may be one or several units of
product and may be tangible or intangible.

Note 4 to entry: The project’s organization is normally temporary and established for the lifetime of the project.

Note 5 to entry: The complexity of the interactions among project activities is not necessarily related to the
project size.

[SOURCE: ISO 10006:2003, 3.5] [1]"

3.2

project management

planning, organizing, monitoring, controlling and reporting of all aspects of a project and the
motivation of all those involved in it to achieve the project objectives

1 References in square brackets refer to the Bibliography.
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[SOURCE: ISO 10006:2003, 3.6]

3.3
project management plan
document specifying what is necessary to meet the objective(s) of the project

Note 1 to entry: A project management plan should include or refer to the project’s quality plan.
Note 2 to entry: The project management plan also includes or references such other plans as those relating to

organizational structures, resources, schedule, budget, risk management (3.5), environmental management, health
and safety management and security management, as appropriate.

[SOURCE: ISO 10006:2003, 3.7]

3.4
risk
effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected — positive and/or negative.

Note 2 to entry: Objectives can have different aspects (such as financial, health and safety, and environmental
goals) and can apply at different levels (such as strategic, organization-wide, project (3.1), product and process).

Note 3 to entry: Risk is often characterized by reference to potential events and consequences, or a combination
of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood of occurrence.

Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to understanding or
knowledge of an event, its consequence, or likelihood.

[SOURCE: ISO Guide 73:2009, 1.1] [2]

3.5
risk management
coordinated activities to direct and control an organization with regard to risk

[SOURCE: ISO Guide 73:2009, 2.1]

3.6

risk management framework

set of components that provide the foundations and organizational arrangements for
designing, implementing, monitoring, reviewing and continually improving risk management
throughout the organization

Note 1 to entry: The foundations include the policy, objectives, mandate and commitment to manage risk (3.4).

Note 2 to entry: The organizational arrangements include plans, relationships, accountabilities, resources,
processes and activities.

Note 3 to entry: The risk management framework is embedded within the organization's overall strategic and
operational policies and practices.

[SOURCE: ISO Guide 73:2009, 2.1.1]

3.7

risk management policy

statement of the overall intentions and direction of an organization related to risk
management

[SOURCE: ISO Guide 73:2009, 2.1.2]
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3.8

risk management plan

scheme within the risk management framework specifying the approach, the management
components and resources to be applied to the management of risk

Note 1 to entry: Management components typically include procedures, practices, assignment of responsibilities,
sequence and timing of activities.

Note 2 to entry: The risk management plan can be applied to a particular product, process and project (3.1), and
part or whole of the organization.

[SOURCE: ISO Guide 73:2009, 2.1.3]

3.9

risk management process

systematic application of management policies, procedures and practices to the activities of
communicating, consulting, establishing the context, and identifying, analysing, evaluating,
treating, monitoring and reviewing risk

[SOURCE: ISO Guide 73:2009, 3.1]

3.10
risk treatment
process to modify risk

Note 1 to entry: Risk treatment can involve:

— avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;
— taking or increasing risk in order to pursue an opportunity;

— removing the risk source;

— changing the likelihood;

— changing the consequences;

— sharing the risk with another party or parties (including contracts and risk financing); and

— retaining the risk by informed decision.

Note 2 to entry: Risk treatments that deal with negative consequences are sometimes referred to as “risk
mitigation”, “risk elimination”, “risk prevention” and “risk reduction”.

Note 3 to entry: Risk treatment can create new risks or modify existing risks.

[SOURCE: ISO Guide 73:2009, 3.8.1]

4 Managing risks in projects

Every project involves uncertainty that can lead to risk. These risks can relate to the
objectives of the project itself (for example to complete the project within a specified time
frame and budget) or to the requirements of the assets, products or services that the project
creates (for example for a product to be safe, dependable and environmentally sustainable).

The consequences that could arise from uncertainty in a project can be beneficial as well as
detrimental, so project risk management is directed not only to avoiding or reacting to
problems but also to identifying and capturing opportunities. Taking account of project risks
contributes to better decisions, better project outcomes and increased value for the
stakeholders.

This standard is relevant to individuals and organizations concerned with any or all phases in
the life cycle of projects. To obtain maximum benefit, risk management activities are initiated
at the earliest possible phase of a project and continued through subsequent phases.
However, project risk management can be initiated successfully at any point in the life cycle,
providing appropriate preliminary work is undertaken. The process is scalable, so it can be
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used with both small and large projects and to individual phases of projects. It can also be

applied to sub-projects and to sets of inter-related projects and programmes.

A typical set of project phases and their characteristics is shown in Table 1.

Table 1 — Typical phases in a project

Phase Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Phase 6
Phase label Identify Select pre- Design and Deliver Operate and Abandon
feasibility develop maintain )
Concept feasibility Implement Dispose
Install
Purpose Appraising Selecting Defining the Delivering the | Realising the Closure:
opportunities: | options: project: project: benefits: ensure safe
determine identify and finalize the produce an evaluate the and
whether the appraise scope and operating project acceptable
project could project detail of the asset or outcome to closure
be worthwhile | development preferred service, ensure
and alignment | options and option consistent performance
with business | select the with the
strategy preferred one agreed scope
Focus of risk Strategic Risk-based Design and Project Operation Disposal and
management threats and options delivery delivery, test and rehabilitation
activities opportunities selection strategy and handover | maintenance

It is common for each phase to culminate in a decision point (sometimes called a gate) at
which executive approval is provided for progression and entry to the next phase.

Information on risks and risk management is an important part of the information provided to
executives to support their decisions at each decision point. Information on risks and controls
in each phase should also be handed over to the team managing the next phase of the
project.

All executives and managers in the organizations associated with a project have a role in
managing the risks associated with their decisions (Figure 1). This standard is intended for
use by:

a)

project directors and project managers who are part of an organization that owns or
commissions the project or that will own or manage the assets, products or services the
project will create;

b) members of project teams who are responsible for significant sub-projects, groups of
activities or packages of work;

c) project owners or sponsors who are responsible for ensuring that the sponsoring
organization’s business interests in the project are maintained and that the expected
outcomes and benefits are realised;

d) executives who have to approve the progression of the project through each gate and the
expenditure associated with the subsequent phase;

e) peer reviewers who provide assurance to the executives who make approval decisions
that the supporting information is comprehensive, accurate and reliable;

f) project directors and project managers who are part of a contracting organization, or a
sub-contractor or supplier, that bids for or delivers some or all of the project and its
associated assets, products or services;

g) financiers and insurers who provide financial and related support for the project;

h) regulators of project-related activities or the assets, products or services that can be

created by the project; and
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i)

other stakeholders, including sub-contractors, suppliers and parties who could have an
interest in the project and its outcomes, and users or beneficiaries of the assets, products
or services that can be created by the project.

Financiers and Project owner Users

insurers .

I :

\\ \\ !

\\\\ \\\ :

Contractor Regulators —‘
et [
Sub-contractors [ ]
and suppliers
[ IEC 2813/13
Figure 1 — Principal stakeholders in a project
5 Principles

For project risk management to be effective, an organization should at all levels comply with
the principles as shown below.

a)

b)

c)

Risk management creates and protects value

Risk management contributes to the demonstrable achievement of objectives and
improvement of performance and quality in projects and the assets, products and services
they create. The objectives shall be understood clearly by all parties.

Risk management is an integral part of all organizational processes associated with a
project

Risk management is not a stand-alone activity that is separate from the main activities
and processes of the project or the organization. Risk management is part of the
responsibilities of project managers and of staff at all levels. It is an integral part of all the
organizational processes associated with a project, including strategic project and
investment planning, project management and management of project change.

Risk management is part of decision-making

Risk management helps decision makers make informed choices about the project, within
each stage of its life, prioritize actions and distinguish among alternative courses of
action. This implies that all decisions should consider risk.

Risk management explicitly addresses uncertainty

All managers should explicitly take account of uncertainty, the nature of that uncertainty,
and how it can be addressed, particularly in critical processes.

Risk management is systematic, structured and timely

A systematic, timely and structured approach to risk management contributes to
consistent, comparable and reliable project decisions, to the efficiency of project
management processes and to the benefits of the project. A sound framework for risk
management should be applied from the beginning of a project.
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f) Risk management is based on the best available information

The inputs to the process of managing risk in a project are based on information sources
such as technical and engineering analyses, physical site and equipment inspections, test
results and progress reports, supplemented with historical data, experience, stakeholder
feedback, forecasts and expert judgement. However, those involved with managing risks
in a project should inform themselves of, and should take into account, any limitations of
the data or modelling used, uncertainty in the information available or the possibility of
divergence among experts.

g) Risk management is tailored

Risk management activities are adapted to the kind of project, the project’s external and
internal context and those of the organizations involved, and the level of uncertainty and
complexity associated with the project. The level of risk management effort is
proportionate to the situation.

h) Risk management takes human and cultural factors into account

The capabilities, perceptions and intentions of people and organizations that can facilitate
or hinder achievement of the project’s objectives are taken into account when managing
risk.

i) Risk management is transparent and inclusive

Appropriate and timely involvement of stakeholders and, in particular, decision makers at
all levels of the organization, ensures that risk management remains relevant and up-to-
date. Involvement also allows stakeholders to be properly represented and to have their
views taken into account in determining risk criteria.

j) Risk management is dynamic, iterative and responsive to change

As a project progresses and as related external and internal events occur, context and
knowledge change, monitoring and review take place, new risks emerge, some risks
change, and other risks disappear. Therefore, risk management activities in a project help
project decision-makers to continually identify, understand and respond to change.

k) Risk management facilitates continual improvement of the organization

Organizations should develop and implement strategies to improve the maturity of their
project risk management alongside all other aspects of their organizational processes.

6 Project risk management framework

6.1 General

Project risk management processes should be integrated with project management processes.
The project management framework — the way in which the project management process will
be organized, structured and controlled — should provide the foundations and arrangements
that will embed project risk management throughout the project through all phases, at all
levels and across all the organizations involved. The success of project risk management will
depend in part on the effectiveness of the integration.

The project risk management framework assists in managing project risks through the
application of the consistent and effective project risk management process (see Clause 7) at
varying levels and within the specific context of the project. The framework ensures that
information about project risk derived from these processes is adequately reported and used
as a basis for decision making and accountability at all relevant organizational and project
levels.

This clause describes the necessary components of the framework for managing project risk
and the way in which they interrelate in an iterative manner. Figure 2 shows the risk
management framework specified in ISO 31000 applied to managing risk in projects.

This framework is not intended to prescribe a management system, but rather to assist the
organizations involved in a project to integrate project risk management into the overall
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project management framework. Therefore, organizations should adapt the components of the
framework to their specific needs and the specific project requirements.

If an organization's existing project management practices and processes include components
of risk management, or if the organization has already adopted a formal project risk
management process for particular types of projects, risks or situations, then these should be
critically reviewed and assessed against this standard to determine their adequacy and
effectiveness.

‘ Mandate and commitment (6.2) ‘

Design of the framework for managing risk (6.3)
Understanding the project and its context (6.3.1)
Establishing the project risk management policy (6.3.2)
Acco untability (6.3.3)

Integration into project management processes (6.3.4)
Resources (6.3.5)

Establishing internal project commu nication and reporting
me chanisms (6.3.6)

Establishing external project commu nication and reporting
me chanisms (6.3.7)

Implementing project risk management (6.4)
Imp leme nting the framework for managing project risk (6.4.1)
Implementing the project risk management process (6.4.2)

Continual improvement of the project risk
management framework (6.6)

Monitoring and review of the project risk management
framework (6.5)

IEC 2814/13

Figure 2 — Relationship between the components of the framework
for managing risk, adapted from ISO 31000

6.2 Mandate and commitment

The introduction of risk management and ensuring its on-going effectiveness require strong
and sustained commitment by management of all the organizations involved in the project,
including owners and key contractors, as well as strategic and rigorous planning to achieve
commitment at all levels. Management of owner, contractor and major sub-contractor or
supplier organizations should

a) define and endorse a common risk management policy for the project,

b) ensure that the cultures of the participating organizations and the project risk
management policy are aligned as far as possible,

c) align project risk management objectives with the objectives and strategies of the
organizations involved, and particularly those of the owner organization,

d) determine project risk management performance indicators that align with performance
indicators for the project itself and the organizations involved,

e) ensure legal and regulatory compliance,

f) assign accountabilities and responsibilities at appropriate levels within the organization
structures and within the project organization,

g) ensure that the necessary resources are allocated to project risk management,
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h) ensure systems are in place to provide necessary resources in a timely manner,

i) communicate the benefits of risk management to all project stakeholders, and

j) ensure that the framework for managing risk continues to remain appropriate as the
project progresses through the phases in its life cycle.

In some instances requirements for risk management can be included in contracts.

6.3 Design of the framework for managing project risk
6.3.1 Understanding the project and its context

Before starting the design and implementation of the framework for managing risk, it is
important to evaluate and understand both the external and internal context of the project,
since these can significantly influence the design of the framework.

Evaluating the project’s external context can include, but is not limited to

a) the social and cultural, legal, regulatory, financial, technological, economic, natural and
competitive environment, whether international, national, regional or local,

b) key drivers and trends having impact on the objectives or conduct of the project, and

c) relationships with, and perceptions and values of, external stakeholders, including all the
organizations associated with the project (Figure 1).

Evaluating the project’s internal context can include, but is not limited to

d) the purpose and objectives of the project and the way they align with the purpose and
objectives of the project owner and the users of the asset, products or services the project
creates,

e) governance, organizational structures, roles and accountabilities for the project and its
performance,

f) policies, objectives and the strategies that are in place to achieve them,

g) capabilities of the organizations associated with the project, including the availability and
capability of their resources and knowledge (e.g. capital, time, people, processes,
systems and technologies),

h) information systems, information flows and decision-making processes (both formal and
informal), and particularly the information systems that are to be used to support project
management, control and reporting,

i) relationships between, and perceptions and values of, internal stakeholders,
j) standards, guidelines and models adopted by the organizations for the project, and

k) the form and extent of the contractual relationships between the parties.
6.3.2 Establishing the project risk management policy

The project risk management policy should clearly state the objectives for, and commitment
to, risk management within all the main organizations associated with the project. The policy
typically addresses the following:

a) the rationale for managing risk in the project;

b) links between the organizations’ objectives and policies and the project risk management
policy;

c) accountabilities and responsibilities for managing project risk in all of the organizations
involved;

d) the way in which conflicting interests are dealt with;

e) commitment to make the necessary resources for risk management available to assist
those accountable and responsible for managing risk;
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f) the way in which project risk management performance will be measured and reported,
and how it will be linked to overall project performance; and

g) commitment to review and improve the project risk management policy and framework
periodically and in response to events or changes in circumstances as the project
progresses.

The risk management policy should be communicated appropriately to project stakeholders.

The risk management policy for a particular project can be part of the organization’s broader
set of policies.

6.3.3 Accountability

Accountability refers to the obligation to deliver specific commitments and outcomes. The
organizations involved in a project should ensure that there is accountability, authority and
appropriate competence for managing risk across the project and in all of its phases. This
should include implementing and maintaining the project risk management process and
ensuring the adequacy, effectiveness and efficiency of any controls. This can be facilitated by

a) identifying the organizations and individual risk owners within them who have the
accountability and authority to manage project risks,

b) identifying who is accountable for the development, implementation and maintenance of
the framework for managing project risk,

c) identifying other responsibilities of people at all levels in each organization for the project
risk management process,

d) establishing performance measures and external and internal reporting and escalation
processes for risks in projects.

In most projects a project manager is appointed with a specific mandate and delegated
authorities, commonly including responsibility for project risk management. Depending upon
the size and complexity of the project, risk management tasks can be performed by the
project manager or can be delegated. The tasks include:

1) defining responsibilities for managing risks associated with different project activities;

2) establishing communication mechanisms within the project and coordinating risk
management information and activities;

3) establishing the context for project risk management process;
4) managing and reporting risk assessment activities;

5) recommending, initiating, allocating responsibilities for and monitoring the effective
implementation of risk treatment activities;

6) seeking executive decisions on conflicting risk issues;

7) communicating information about risk issues in an appropriate and timely fashion
throughout the project;

8) ensuring contingency plans are in place;
9) identifying and recording any problems relating to the management of risk;

10) monitoring the risk management process and implementing corrective action where
necessary;

11) providing documentation to ensure traceability.
The authority for project risk management and interfaces with other functions should be

defined and documented. The main accountabilities that cross organizational boundaries
should be specified in contract documents.
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6.3.4 Integration into project management processes

Risk management should be embedded in all project management practices and processes in
a way that it is relevant, timely, effective and efficient. The project risk management process
should become an integrated part of, and not separate from, those project management
processes.

Risk management should also be embedded into broader organizational processes, including
the project policy development, business and strategic planning and review, and change
management processes.

There should be a project risk management plan to ensure that the risk management policy is
implemented and that risk management is embedded in all of project management practices
and processes. The project risk management plan can be integrated into other project plans,
such as the project execution plan for a project phase.

6.3.5 Resources

The organizations involved in a project should allocate appropriate resources for project risk
management.

Consideration should be given to the following:

a) people, skills, experience and competence;
b) resources needed for each step of the project risk management process;

c) the risk processes, methods, tools and supporting systems to be used for managing
project risk;

d) documented project management processes and procedures;

e) information and knowledge management systems;

f) training programmes; and

g) contractual allocation of risk between the organizations involved.

The project budget should take into account the cost of the risk management function, and the
cost of risk treatment activities.

6.3.6 Establishing internal project communication and reporting mechanisms

The organizations involved in a project should establish project communication and reporting
mechanisms that support and encourage ownership of risk at each phase of the project life.
These mechanisms should ensure that:

a) key components of the project risk management framework, and any subsequent
modifications, are communicated appropriately;

b) there is adequate reporting on the project risk management framework, its effectiveness
and the outcomes;

c) relevant information derived from the application of project risk management is available
at appropriate levels and times and across all the organizations involved, including
between phases as the project progresses; and

d) there are processes for consultation with stakeholders.

These mechanisms should include processes to consolidate project risk information where
appropriate from a variety of sources, taking into account its sensitivity. In most
circumstances, project risk management reporting should be integrated with regular project
management reports.
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6.3.7 Establishing external project communication and reporting mechanisms

The organizations involved in a project should develop and implement a coordinated plan for
how they will communicate with external stakeholders. This should involve:

a) engaging appropriate external stakeholders and ensuring an effective exchange of
information about the project;

b) external reporting to comply with legal, regulatory, and governance requirements;

c) providing feedback and reporting on communication and consultation;

d) using communication to build confidence in the organizations involved; and

e) communicating with stakeholders in the event of a crisis or contingency.

These mechanisms should include processes to consolidate project risk information where

appropriate from a variety of sources in a timely manner, taking into account its sensitivity. In

most circumstances, external communication should be coordinated and controlled by the
project owner, unless there are specific regulatory requirements for contractors and suppliers.

6.4 Implementing project risk management
6.4.1 Implementing the framework for managing project risk

In implementing the framework for managing project risk, the organizations involved in a
project should

a) define the appropriate timing and strategy for implementing the framework in the project,
taking advantage where possible of synergies with each organization’s own risk
management policies and processes,

b) integrate the project risk management policy and process into project management
processes,

c) comply with legal and regulatory requirements,

d) ensure that project decision-making, including the development and setting of objectives,
is aligned with the outcomes of project risk management processes,

e) hold information and training sessions, and
f) communicate and consult with stakeholders to ensure that the project risk management
framework remains appropriate.

6.4.2 Implementing the project risk management process

Project risk management should be implemented by ensuring that the project risk
management process outlined in Clause 7 is applied through a project risk management plan
(see 7.7.2) at all relevant levels and functions of the organizations involved as part of their
project management practices and processes.

The project risk management plan should be developed early in the project and should be
integrated into the project management plan. The scope of risk management processes and
the amount of effort that should be put in at different stages of the project should be defined.

6.5 Monitoring and review of the project risk management framework

In order to ensure that project risk management is effective and continues to support project
performance, the organizations involved in a project should

a) measure project risk management performance against indicators that are reviewed
periodically for appropriateness and aligned with project performance indicators,

b) periodically measure progress against, and deviation from, the project risk management
plan,
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c) periodically review whether the project risk management framework, policy and plan are
still appropriate, given the project’s external and internal context and progress in the
current project phase,

d) report on project risk, progress with the project risk management plan and how well the
project risk management policy is being followed, as part of regular project reporting, and

e) review the effectiveness of the project risk management framework.
Performance indicators for risk management can relate to

— project success indicators that measure the extent to which objectives are achieved,

— process indicators that measure the extent to which risk management processes are
followed, and

— risk indicators that measure how effectively treatments are being actioned.
6.6 Continual improvement of the project risk management framework

Based on results of monitoring and reviews, decisions should be made on how the project risk
management framework, policy and plan can be improved. These decisions should lead to
improvements in the management of project risk and the project risk management culture. A
formal ‘lessons learned’ process can provide supporting information for this.

7 Project risk management process

7.1 General
The project risk management process should be

— an integral part of project management,

— embedded in the culture and practices of the organizations involved with a project, and

— tailored to and integrated with the business and project management processes of the
organizations involved.

It comprises the activities described in 7.2 to 7.7. The project risk management process is
shown in Figure 3.
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Figure 3 — Project risk management process, adapted from ISO 31000

7.2 Communication and consultation

Communication and consultation with external and internal stakeholders should take place
during all stages of the project risk management process. Effective external and internal
communication and consultation should take place to ensure that those accountable for
implementing the project risk management process and relevant stakeholders understand the
purpose and objectives of the project risk management process, the basis on which project
risk information is incorporated into project decisions, and the reasons why particular actions
are required.

Communication and consultation with stakeholders is important as they make judgements
about risk based on their perceptions of risk. These perceptions can vary due to differences in
their culture, values, needs, assumptions, concepts and concerns. As their views can have a
significant impact on the decisions to be made, the stakeholders' perceptions should be
identified, recorded, and taken into account in the decision making process.

Communication and consultation should facilitate truthful, relevant, accurate and
understandable exchanges of information, taking into account confidential and personal
integrity aspects.

The outcomes from communication and consultation between the main organizations involved
in a project (Figure 1) can be reflected in various documents, including contracts, memoranda
of understanding and heads of agreement, and in agreed allocations of responsibilities for
specific risks and controls to individuals and participating organizations.

Plans for communication and consultation should be developed at an early project phase.

A consultative team approach can

a) help establish the context appropriately,
b) ensure that the interests of project stakeholders are understood and considered,
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c) help ensure that risks are adequately identified,
d) bring different areas of expertise together for analysing risks,

e) ensure that different views are appropriately considered when defining risk criteria and in
evaluating risks,

f) secure endorsement and support for a treatment plan,

g) enhance appropriate change management during the project risk management process,
and

h) develop an appropriate external and internal communication and consultation plan.
Effective risk management relies on the timely availability of information from various areas
over the life of the project. Interfaces and lines of communication should be formally
established and maintained between project risk management and areas such as

1) design and development,

2) commercial and project control functions,

3) configuration control,

4) quality and dependability,

5) post-project support, including support for users and maintainers.

These interfaces should be defined at a sufficient level of authority and detail that a rapid
reaction is possible.

7.3 Establishing the context
7.3.1 General

By establishing the context, the organizations involved in the project articulate their objectives
and define the external and internal parameters to be taken into account when managing
project risk. The context needs to be understood in order to set the scope, risk criteria and
structure for steps in the project risk management process that follow.

While many factors here are similar to those addressed in the design of the project risk
management framework (see 6.3), when establishing the context for the project risk
management process they should be considered in greater detail. Their implications and how
they relate to the scope of the project and the project management process are particularly
important.

7.3.2 Establishing the external context

The external context is the external environment in which the project will be undertaken.

Understanding the external context is important in order to ensure that the objectives and
concerns of external stakeholders are considered when developing project risk criteria. It is
based on the organization-wide context, but with specific details of legal and regulatory
requirements, stakeholder perceptions and other aspects of risks specific to the scope of the
project.

The external context can include, but is not limited to

— the social and cultural, political, legal, regulatory, financial, technological, economic,
natural and competitive environment of the project, whether international, national,
regional or local,

— key drivers and trends having an impact on project objectives, and

— relationships with, perceptions and values of external stakeholders.
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7.3.3 Establishing the internal context

The internal context is the internal environment in which the organizations involved in the
project seek to achieve project objectives. It is anything within the organizations that can
influence the way in which risk will be managed in the project. It should be established
because

— project risk management takes place in the context of the objectives the organizations
have for the project,

— the project risk management process should be aligned with the organizations’ cultures,
processes, structures and strategies, and

— some organizations fail to recognize opportunities to achieve their strategic, project or
business objectives, and this affects continuing commitment, credibility, trust and value.
The internal context can include, but is not limited to

a) governance, organizational structures, roles and accountabilities,
b) policies, objectives, and the strategies that are in place to achieve them,

c) capabilities and resources, such as capital, time, people, processes, systems,
technologies, expertise and knowledge,

d) relationships with, perceptions and values of internal stakeholders,

e) information systems, information flows and decision making processes (both formal and
informal),

f) standards, guidelines and models adopted by the organizations, and
g) the form and extent of contractual and other relationships between the organizations
involved.

7.3.4 Establishing the context of the project risk management process

The objectives, scope and deliverables of the project, or those parts of the project where the
risk management process is being applied, should be established. The management of project
risk should be undertaken with full consideration of the need to justify the resources used in
carrying out risk management. The resources required, responsibilities and authorities, and
the records to be kept should also be specified.

The context of the risk management process will vary according to the needs of the project. It
can involve, but is not limited to

a) defining the project in terms of the activities and processes to be undertaken, the assets,
products or services to be created, the resources to be committed, and the cost, time and
location,

b) identifying and specifying the decisions that have to be made,

c) defining the scope, as well as the depth and breadth of the project risk management
activities to be carried out, including specific inclusions and exclusions and, where
appropriate, the kinds of risks to be addressed,

d) defining the relationships between the specific project and other projects, processes or
activities of the organizations involved,

e) defining the goals and objectives of the project risk management activities,
f) defining responsibilities for and within the project risk management process,

g) identifying any scoping or framing studies needed, their extent and objectives, and the
resources required for such studies,

h) defining project risk assessment methodologies,

i) defining the method for evaluating the performance and effectiveness of the risk
management process.
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Attention to these and other relevant factors should help ensure that the risk management
approach adopted is appropriate to the circumstances, to the project and to the risks affecting
the achievement of project objectives.

7.3.5 Defining risk criteria

The organizations involved in a project should agree criteria to be used to evaluate the
significance of risk. The criteria should reflect the organizations’ values and objectives in
relation to the project. Some criteria can be imposed by, or derived from, legal and regulatory
requirements, or by policies or other requirements to which the organizations subscribe. Risk
criteria should be consistent with the project risk management policy (see 6.3.2), be defined
at the beginning of the project risk management process and be reviewed regularly.

When defining risk criteria, factors to be considered should include the following:

a) the nature and types of causes or sources of risk, and how likelihood will be defined;

b) the nature and types of consequences that can occur and how their impacts will be
measured;

c) the time frames within which the consequences could arise;

d) how the level of risk is to be determined;

e) the level at which risk becomes acceptable or tolerable; and

f) whether combinations of multiple risks should be taken into account and, if so, how and
which combinations should be considered.

The views of stakeholders should be considered when setting criteria.

Measures for the impact of risks should take into account all project objectives, which can
relate to

1) commercial and business objectives of the organizations involved in the project,

2) achievement of cost and schedule targets for the project,

3) quality, dependability and performance of the assets, products or services the project
creates,

4) health and safety of project stakeholders,
5) environmental protection and enhancement, and
6) statutory and regulatory compliance.

Criteria for acceptability and tolerability of risks should be developed. These are used for
evaluating the risks in later stages of the process.

7.3.6 Key elements

To provide more confidence that risk identification is comprehensive and no important risks
are overlooked, it is common to divide the project into a set of key elements that are used to
organize the risk identification activity.

There are many ways of generating a key element structure, depending on the nature of the
project and the purpose, scope and setting of the assessment. For example, key elements
can be based on one or more of the following:

a) the project work breakdown structure (WBS), a general risk breakdown structure,
functional breakdown structure, deliverables breakdown structure or cost breakdown
structure for the project;

b) the remaining phases of the project life;

c) the main headings for the project information to be provided to decision-makers at the
next stage-gate,;
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d) components of an asset, product or service to be created by a project;

e) areas of a project site;

f) contracts and sub-contracts, or contract clauses;

g) components of an organizational structure.

The key element structure allows those performing risk identification to focus their thoughts

on each key element in turn and go into more depth than they would if they tried to deal with
the whole project at once. A well-designed set of key elements will stimulate creative thought.

Development of key elements also helps identify whether there are any areas of special
expertise needed to understand specific elements, allowing that expertise to be included in
the risk identification team when it deals with that element.

7.4 Risk assessment
7.4.1 General

Risk assessment is the overall process of risk identification, risk analysis and risk evaluation.
Its purpose is to identify risks that could affect project objectives, in a positive or negative
way, understand how they could occur and develop priorities for attending to them.

7.4.2 Risk identification

The purpose of risk identification is to find, list and characterize risks that can affect the
achievement of agreed project objectives, either positively or negatively.

Risk identification should consider sources of risk, areas of impacts, events (including
changes in circumstances) and their causes and their potential consequences. The aim of this
step is to generate a comprehensive list of risks based on those events, circumstances or
changes that could create, enhance, prevent, degrade, accelerate or delay the achievement
of project objectives. It is also important to identify the risks associated with not pursuing an
opportunity. Comprehensive identification is critical, because a risk that is not identified at this
stage cannot be included in the analysis until a further iteration is undertaken.

Risk identification should consider the impact of risks upon all project objectives.

Effective project risk management is fundamentally dependent upon the comprehensive
identification of risks. This requires a systematic process.

There are many methods for risk identification. Tools and techniques should be selected that

are best suited to the project objectives, organizational capabilities and the kinds of risks

expected. These can include

a) brainstorming within the key element structure,

b) expert opinion,

c) interviews and questionnaires,

d) check lists,

e) historical data,

f) previous experience of participants and from other projects,

g) testing and modelling,

h) formal techniques such as failure modes and effects analysis (FMEA) or hazard and
operability studies (HAZOP).

Identification should include risks whether or not their source is under the control of any of the
organizations involved in the project, and whether or not the risk source or cause is
immediately evident. Risk identification should include examination of the cascade and
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cumulative effects of particular consequences. All significant causes and consequences
should be considered.

Relevant and up-to-date information is important in identifying risks. This should include
appropriate background information where possible. People with appropriate knowledge
should be involved in identifying risks. All practicable information sources should be used
when identifying risks.

The focus of risk identification varies according to the phase of the project. In the early
phases, risk identification is often directed to high-level, general and strategic risks and the
identification of ‘fatal flaws’ that can make successful project completion infeasible. In later
project phases, risk identification focuses on specific risks in far greater detail.

Risk identification should consider the remaining phases in the project life cycle, and the life
cycle of the asset, product or service the project delivers. Stakeholders and technical experts
with relevant knowledge about these matters should be involved in the risk identification
process.

As a project progresses, some risks will be resolved and new ones will arise, so risk
identification should be a continuing process. Some risks identified in early project phases
remain relevant in later phases; it is important that such risks are retained as the project
progresses.

Risks should be recorded. This is normally in a project risk register (see 7.7.4).

7.4.3 Risk analysis

Risk analysis involves developing an understanding of each risk, its causes and
consequences and how and why they could occur. Risk analysis provides an input to risk
evaluation and to decisions on whether risks need to be treated, and on the most appropriate
risk treatment strategies and methods. Risk analysis can also provide an input to decisions
where choices have to be made and the options involve different types and levels of risk.

Risk analysis involves consideration of the causes and sources of risk, their positive and
negative consequences for project objectives, and the likelihood that those consequences can
occur. Factors that affect consequences and likelihood should be identified. Existing project
controls and their effectiveness and efficiency should be taken into account.

A risk can have multiple consequences that relate to several project objectives.

The way in which consequences and likelihood are expressed and the way in which they are
combined to determine a level of risk should reflect the type of risk, the information available
and the purpose for which the risk assessment output is to be used. These should all be
consistent with the risk criteria. It is also important to consider the interdependence of
different risks and their sources.

The confidence in determination of the level of risk and its sensitivity to preconditions and
assumptions should be considered in the analysis, and communicated effectively to decision
makers and, as appropriate, other stakeholders. Factors such as divergence of opinion among
experts, uncertainty, availability, quality, quantity and continuing relevance of information, or
limitations on modelling should be stated and can be highlighted.

Risks can be analysed with varying degrees of detail, depending on the risk, the purpose of
the analysis, and the information, data and resources available. It can be necessary to re-visit
the risk identification process during risk analysis to further clarify project risks.

Analysis can be qualitative or quantitative, or a combination of these, depending on the
circumstances. Qualitative and quantitative analysis approaches can be used in all phases of
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the project, but they make different contributions in different phases. For example, qualitative
risk analysis can be undertaken early in the project life cycle to support strategic decisions,
and quantitative risk analysis can be applied later to support the development of detailed cost
and time budgets. Further analyses of uncertainty in such areas as dependability and life
cycle cost can be undertaken as part of the selection of project options and detailed design at
relevant phases of the project.

7.4.4 Risk evaluation

The purpose of risk evaluation is to assist in making decisions, based on the outcomes of risk
analysis, about which risks need treatment and the priority for treatment implementation.

Risk evaluation involves comparing the outcomes of the analysis with risk criteria established
when the context was considered. Based on this comparison, the need for treatment can be
considered.

Evaluation can involve balancing a range of different kinds of risks with both positive and
negative outcomes, in order to make decisions about such matters as whether or not a project
should proceed or what approach to follow within a project.

In some circumstances, the risk evaluation can lead to a decision to undertake further
analysis. For example, in the early phases of a project, risk analysis can assist in developing
work plans for investigations and studies to be undertaken in subsequent phases.

7.5 Risk treatment
7.5.1 General

Risk treatment involves selecting one or more options for modifying risks, and implementing
those options. Once implemented, treatments provide new controls or modify existing ones.

Some risks can be accepted without treatment in any way other than maintaining existing
controls. These risks should be included in the project risk register so that effective
monitoring can be carried out. Risks that are not accepted should be treated.

Decisions should take account of the wider context of the risk and include consideration of the
tolerance of the risks borne by parties other than the organization that benefits from the risk.
Decisions should be made in accordance with legal, regulatory and other requirements.

Risk treatment follows a cyclical process: following initial treatment actions, risks are
reassessed to see whether they are acceptable with the new treatments and, if not, further
treatment is undertaken.

7.5.2 Selection of risk treatment options
Risk treatment options can include the following:

a) avoiding a risk with negative consequences by removing the source of risk or deciding not
to start or continue with the activity that gives rise to the risk (or even discontinuing the
project);

b) engaging in an activity that can lead to risks with positive consequences in order to
pursue an opportunity (including changing the project scope or objectives);

c) taking an action that changes the likelihood of the risk, to enhance the likelihood of
positive consequences and reduce the likelihood of negative ones;

d) taking an action that changes the consequences of the risk, to enhance the size of
positive consequences and reduce the size of negative ones;

e) sharing the risk with another party or parties (including through contracts, insurance or
risk financing); and
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f) retaining the risk by informed decision.
Decisions about risk treatment follow a simple sequence:

1) if the consequences of a risk breach legal or regulatory requirements, action is required;

2) if the consequences of a risk breach organizational policy or exceed risk criteria
developed when establishing the context, action is generally required;

3) if the consequences of a risk have adverse implications for the health and safety of
people, then risk treatment must be undertaken and the appropriate criterion for selecting
treatment tasks is ‘as low as reasonably practicable’ (ALARP);

4) in all other circumstances, actions should be undertaken only if the aggregate benefits
and advantages for the project exceed the aggregate costs and disadvantages, taking into
account all the advantages and disadvantages across the entire project.

Risk treatment options are not necessarily mutually exclusive, nor do they all apply to only
one risk. A number of treatment options can be considered and applied either individually or
in combination. The project can often benefit from the adoption of a combination of treatment
options.

When selecting risk treatment options, the values and perceptions of stakeholders and the
most appropriate ways to communicate with them can be important practical considerations.
Though equally effective for the project, some risk treatments can be more acceptable to
some stakeholders than to others.

The implementation of risk treatment actions can introduce new risks that should also be
considered. Such secondary risks should be assessed, treated, monitored and reviewed.

7.5.3 Risk treatment plans

The purpose of risk treatment plans is to document the selected treatment options and how
they will be implemented. The information provided in treatment plans should include:
a) the reasons for selection of treatment options, including expected benefits to be gained;

b) those who are accountable for approving the plan and those responsible for implementing
the plan;

c) proposed actions and their priority;

d) resource requirements including contingencies;

e) performance measures and constraints;

f) reporting and monitoring requirements; and

g) timing and schedule.

For each risk treatment a person should be nominated to have responsibility for that treatment
(the task owner). The most appropriate person could be:

1) the person who is responsible for the activity from which the risk arises;

2) the person who can best control the likelihood of the risk occurring;

3) the person best positioned to respond the occurrence of the risk or change its
consequences;

4) the person with the appropriate level of authority to deal with the risk.

Treatment plans should be integrated with the project management plan.

7.6  Monitoring and review

Monitoring and review should be a planned part of the project risk management process and
integrated with other aspects of regular project monitoring and control.
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Responsibilities for monitoring and review should be clearly defined.

Monitoring and review should encompass all aspects of the project risk management process
for the purposes of

a) detecting changes in the external and internal context, including changes to the project
scope, objectives or risk criteria that can require revision of risks, risk treatments and
priorities,

b) obtaining further information to improve risk assessment,
c) ensuring that controls are effective and efficient in both design and operation,

d) analysing and learning lessons from successes and failures (including incidents and near-
misses), changes and trends, and

e) identifying emerging risks.
Risk treatment activities should be included in the project plan and monitored as part of
regular project control activities. Progress in implementing risk treatment tasks should be

incorporated into the project’s overall performance management, measurement and external
and internal reporting activities.

At the end of the project, it is desirable that there is a post-project review of control
effectiveness, lessons learned and feedback of learning into future projects. It is important
that this activity is started during the project, so that it is not left until the end when everyone
who knew what happened has already left and moved onto the next project.

The results of monitoring and review should be recorded and reported as appropriate. They
should also be used as an input to the review of the risk management framework (see 6.5).

7.7 Recording and reporting the project risk management process
7.71 Reporting

Reporting on risk matters is necessary as an input to management decision-making and to
provide confidence that project objectives are achievable. All project meetings provide an
opportunity for discussing and resolving risk matters. Project meetings can be formal or
informal, but all discussions and decisions concerning risks should be recorded and reported.

Discussions of risk matters can include the following:

a) identifying and assessing new or emerging risks;
b) reviewing the project risk register;

c) reviewing the status of risks, the effectiveness of associated controls and the
implementation of risk treatment activities;

d) identifying and agreeing any changes to information about the risks, re-analysing the
changes and updating the risk register;

e) assessing the effectiveness of the risk management process;
f) discussing the relationship between contracted parties, including the allocation of risks.

Specific performance indicators can be developed for many of the items noted above.

Reporting requirements should be specified in the project risk management plan. Where
feasible, project risk management reporting should be integrated with other forms of project
management reporting.
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7.7.2 The project risk management plan

The project risk management plan describes the structured process of risk management to be
applied to the project.

The project risk management plan can be part of the project management plan or it may be a
separate document. It can include or refer to

a) the context and boundaries of project risk management including the objectives of project
risk management,

b) the project risk management framework, processes and interfaces,

c) responsibilities for risk management activities, authorities and lines of reporting,

d) internal and external interfaces,

e) schedule of project risk management meetings (often aligned with or part of regular
project management meetings),

f) project risk review processes,
g) relationship with other project documents and plans,
h) relevant organizational procedures,

i) interfaces with risk management plans from other sources as appropriate (for example,
suppliers and subcontractors),

j) project risk register format.

The project risk management plan should be reviewed regularly and updated as required.

7.7.3 Documentation

Documentation is required to facilitate the implementation and control of the risk management
process, particularly at the hand over of different project phases.

Documentation aids planning, progress evaluation and traceability. The risk management
process, the risks and their treatment should all be documented. In the project risk
management process, records provide the foundation for improvement in methods and tools,
as well as in the overall process.

Decisions concerning the creation of records should take into account

a) the organizations’ needs for continuous learning,

b) benefits of re-using information for project management purposes,
c) costs and efforts involved in creating and maintaining records,

d) legal, regulatory and operational requirements for records,

e) method of access, ease of retrievability and storage media,

f) retention period, and

g) sensitivity of information.

7.7.4 The project risk register

The project risk register is a particularly important form of documentation. It is the medium for
recording changes to risk status. Its content is the basis for regular reporting at project
management level and for discussion of risks and their treatment at project meetings.

A project risk register should be initiated at the earliest phase in the life of a project (Table 1)
and be reviewed and updated throughout the project’s life. The register can consist of a data
base that includes all the information relating to identified risks. It should contain at least a list
of the risks and risk owners (the people responsible for each risk), the causes and
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consequences of each risk for the objectives, relevant controls and control owners (the people
responsible for each control) and the outcomes from risk analysis and risk evaluation. It can
also contain additional information as required, including the names of people responsible for
further analysis (usually the risk owners or people who report to them) or treatment (task
owners). A unique identification number should be allocated and noted, and the traceability of
the data to its source should also be recorded.

A risk register may be paper-based or in the form of a spreadsheet or a computer database.
The level of risk register sophistication should match the project size and importance and the
nature and level of risks. Access to and control of the risk register may be difficult with paper-
based or spreadsheet registers.

The plans for treating each risk should be documented, including the actions required, the
person responsible and the timing for completion. Risk treatment tasks should be included in
the project plan.

In complex projects there can also be risks that arise from complex interactions where
symptoms are recognisable but no one clear event, cause or potential consequence can be
defined. It is often difficult for these risks to be entered into a simple risk register.
Nevertheless such risks still need to be recognized, analysed and treated, and records
concerning them should be maintained.

In a large project there can be multiple risk registers prepared by different stakeholders at
different project phases. Information from these registers needs to be collated and passed on
across phases as the project progresses. However, these risk registers reflect the needs of
the organizations at specific project phases and the perceptions of the individual parties who
created them, and they can use different criteria. The criteria need to be reconciled and
aligned if the risk registers are to be used at a project level or if risks are to be transferred
from one register to another, for example if a decision is made to allocate responsibility for a
risk to another party who is better placed to treat it.

When information about risks is transferred there should be agreement between the parties
involved about who is responsible for the risk (the risk owner) and who will bear the positive
or negative consequences associated with the risk.

At the end of each project phase, there are often residual risks that relate to subsequent
phases. Information about these risks shall be transferred to relevant stakeholders and
included in the associated risk registers for the next phases.
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Annex A
(informative)

Examples

A.1  General

The material in this annex shows examples of the kinds of information that can be used or
generated in each step of the project risk management process. These are examples based
on material from a range of different kinds of projects in simplified form; they are provided for
guidance only, and they are not intended to be definitive.

A.2 Project risk management process

A.2.1 Stakeholder analysis (see 7.2)

Identification and analysis of external and internal stakeholders is an important step, as the
perceptions and objectives of stakeholders should be taken into account in setting project
objectives. Table A.1 lists stakeholders for a government project, showing how specific
stakeholders can be grouped into larger categories. Table A.2 extends the analysis to list
stakeholders, their key issues and their objectives for a project. Table A.3 shows a small part
of a table that could be used to develop a stakeholder communications plan for a civil
engineering construction project; such a table can also form part of a more formal stakeholder
engagement plan for a larger project, or for a project that requires wider stakeholder
involvement, e.g. in an environmental impact analysis.

Table A.1 — Stakeholders for a government project

General Specific stakeholders

Department Executive management; business units involved in the project; departmental users

Staff Departmental staff; support staff; unions

Government and Central Government; Cabinet; Portfolio Minister; local government bodies

Ministers

Other departments Central funding agencies

Finance providers Financial institutions and their stakeholders

Industry Suppliers of capability and resources

Public and community Public customers and users; local businesses; local communities and neighbours of
a project site; special interest groups; media
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Table A.2 — Stakeholders and objectives for a ship upgrade

Stakeholder Key issues and objectives
Ship operator Functions, delivery schedule, cost, quality
Ship owner Good availability, cost, delivery schedule, support
Refurbishment prime Image, profit, continuing business, credibility with this kind of vessel, capability
contractor

Sub-contractors, suppliers |Low risk, profit

Politicians Image, public support, work near home port
Maintenance contractor Low cost ship when returned to service
Employees Security, satisfaction

Unions Membership, power, agreements

Councils, neighbourhood Support, environment, employment

Table A.3 — Stakeholders and communication needs for a civil engineering project

Stakeholder Issues, constraints Communication needs
Directly affected land owners Acquisition process, compensation -
and timings

Loss of income as a result of loss
of productive land

Construction and operation impacts
(air, noise and vibration)

Water quality
Visual amenity

Severance of property

Neighbours Construction and operation impacts -
(air, noise and vibration)

Water quality

Visual amenity

Traditional owners Potential damage to sites of -
cultural significance

Cumulative impacts

Local communities -

NOTE This is not intended to be a complete list.

A.2.2 External and internal context (see 7.3.4)

The external and internal context provide a summary of the main factors that influence the
project and its environment, and so they provide a good starting point for thinking about
sources of uncertainty.

Table A.4 and Table A.5 show examples of how context information can be summarized: the
‘factors’ columns contain statements or topic headings, and the ‘implications’ columns list
some of the ways each factor could influence the project or give rise to uncertainty. These
examples show that in some cases it is not clear whether a factor is better classified as
external or internal; however, that is generally less important than recording the factor so it
can stimulate thinking when risks are identified in the risk assessment step. They also
indicate that considerable detail can be involved, although the detail has been simplified in
these examples.
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Table A.4 — External context for an energy project

External factors

Implications

Government
regulation is
becoming more
stringent

Many approvals are needed, under many Acts (see list ...): there are particular
environmental and cultural heritage constraints

Auditing
Compliance monitoring associated with licence to operate

Taxes and royalties could change

Carbon price and
carbon trading

Government intentions and rules on carbon pricing and carbon trading are variable and
uncertain

Changes in rules could affect us directly, and indirectly through their impacts on our
customers

International rules changes could also affect us in the longer term, but there is huge
uncertainty

There are many
competing activities

Increased competition for skilled and experienced staff; increased competition for
contractors

in progress
prog Cumulative impacts could be significant and this could impact on our operations
Impact areas include: ...
Competitor Poor practices by competitors could have an adverse effect on our reputation
activities could ) L
impact us We could be able to gain access to competitor infrastructure

There could be scope for cooperative infrastructure developments

We will need to take account of other competing activities ...

We have several
joint venture
partners

We have agreements in various operated and non-operated joint ventures

The number of JVs and commercial arrangements could increase as we expand our
operations

We depend on JV partners meeting their contractual obligations ...

Contractors

Our safety standards and permit to work conditions must be enforced
Contractors could have trouble getting qualified personnel
Increased demand for a limited pool of qualified contractors could drive rates up

We depend on contractors for critical asset creation, so we need to be assured of the
quality of their work

Customers

Possible variable demand from domestic customers

Long-term contracts will be necessary to support downstream investments

Technology change

NOTE This is not intended to be a complete list.
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Table A.5 — Internal context for a private sector infrastructure project

Internal factors

Implications

Our business is
expanding rapidly:
demand

Key contracts are in place
We will need to contribute substantial capital to exploit these opportunities

We need to design and build key infrastructure quickly

Our business is
expanding rapidly:

This requires accelerated growth of our teams, in head office and on site, during both
construction (7,000 new direct jobs) and operations (1,000 new direct jobs)

eople
peop There will be competition for experienced staff and retention of competent people could
be difficult
Training and up-skilling of a growing workforce will be a challenge

We will need to expand our administrative and support capability

Our business is
expanding rapidly:
systems

Management systems could become unsuitable for current operations or not interface
effectively

Our processes have not been adapted as the business has grown

New staff might not be aware of the importance of our business processes, and important
processes might not always be followed

Communications across multiple remote sites can become more difficult

The project team
hands over assets
to operations

Interfaces between the project team and the operations and maintenance teams are
important

Project delivery is critical for operations and planned production increases, and for
reaching production and delivery targets

Health and safety is
a major focus of the
business

Safety management will become more difficult across multiple sites, functions and
contractors

There are limitations in implementation of health safety and environment directives
There can be emergency response challenges in remote locations
There are health implications associated with camp living

Increased travel requirements

NOTE This is not intended to be a complete list.

A.2.3 Risk management context (see 7.3.4)

The risk management context describes the scope and objectives for the particular risk
assessment activity to be conducted. In some cases it can be a simple statement like the one
in A.2.4. In other cases it can be more elaborate, like the diagram in Figure A.1 that shows
the physical works, the supporting activities, the relevant project phases and some explicit
exclusions from the scope of a project to develop and commission an open pit mine.

A.2.4 Risk management context for a power enhancement project

The risk assessment will consider all activity from now through to the proposed plant
upgrades and power stations entering routine operation. All associated activities from which
risks could arise that would affect the company or any of its stakeholders, such as the
provision of fuel supplies to the power stations or alterations to logistic facilities at the plants,
shall also be considered.
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Figure A.1 — Risk management scope for an open pit mine project

A.2.5 Risk criteria (see 7.3.5)

Risk criteria provide a summary of all the detailed objectives for the project that have to be
taken into account if ‘success’ is to be achieved. Table A.6 provides an example; other criteria
are listed in Table A.10 below. These examples show that project success criteria are, in
practice, usually far more extensive than simply cost, time and quality.

Table A.6 — Criteria for a high-technology project

Project criterion Notes

Capability Includes performance, user acceptance, quality, interoperability with existing
systems, ‘future proof’, preparation for use, good man-machine interfaces

Dependability Includes durability, reliability, availability and maintainability (RAM), integrated
logistics support (ILS), support processes, and dependability in relation to safety,
occupational health and safety (OH&S) and environmental aspects

Training User acceptance, appropriateness, completeness

Acquisition cost Purchase costs, including project office costs

Life cycle cost Whole-of-life costs for the asset created by the project

Delivery schedule Project milestones, capability delivery

Linkages Integration and coordination with other projects

Good management Includes probity, processes, systems, acquisition to in-service and transition,
interfaces with other Government agencies

Industry involvement Levelbolf local industry involvement in acquisition and support, domestic support
capability

A.2.6 Key elements (see 7.3.6)

Key elements are used for structuring the risk assessment activity and providing an agenda
for the assessment workshop. In the examples below, the description or notes columns are
used to provide additional detail about what is included in each element and what is excluded;
if the structure is based on a formal project work breakdown structure (WBS), the description
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can be an extract from the WBS dictionary. While the WBS is often a good basis for
structuring a risk assessment for a project, other structures can also be useful; for example,
the main topics listed in Figure A.1 can also form a good basis for thinking about what could
happen in that particular project.

Table A.7 shows key elements for a communications system project based on the project
WBS. Table A.8 also uses the project WBS for structuring but extends the table to indicate the
main teams involved in each part of the risk assessment. Table A.9 uses a more general
structure for a project to establish a health-care service organization.

Table A.7 — Key elements for a communications system project

No Element Description, notes

1 Communications system

1.1 Principal equipment HF and VHF radios, vehicle-mounted and handheld

1.2 Ancillaries and accessories Interfaces, antennas, audio accessories, speakers, headsets,
containers, data terminals, remote control, re-transmission, GPS

1.3 Vehicle sub-systems Vehicle intercom, vehicle integration

1.4 Spectrum management Spectrum management

1.5 Power management system Batteries, chargers, storage, battery management, industry
involvement, transition to rechargeable batteries

1.6 Other items Systems integration; interoperability, linkages with other projects

2 Integrated logistic support (ILS)

2.1 Training Initial training, continuing training

2.2 Documentation RAM data, manuals

2.3 ILS philosophy Maintenance and repair philosophy, support arrangements, software

support, spares holdings, special tools and test equipment, spares,
maintenance plan, supply support, quality plan, certification,
warranty, configuration management

3 Acquisition management

3.1 Project management Budget, schedule, requirements and solution verification,
expectations management, completeness

3.2 Approval processes External approval, scope changes, internal approvals

3.3 Introduction into service Installation, test and acceptance, user acceptance, transition
planning, initial training, codification

3.4 Procurement strategy Contracting strategy, contract management

3.5 External issues Synchronization, external influences, operational timeframes
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Table A.8 — Key elements and workshop planning guide for a defence project

Element Notes Workshop

1.1 Capability definition Defence policy issues, requirement, inter-operability Policy group

1.2 Force structure

1.3 Sustainability Concept of operations, support, cost

1.4 Delivery Capability, timing, cost

2.1 Processes Documented, auditable Project team
2.2 Structure People, systems

2.3 Communication Consultation

2.4 Contractors

2.5 Requirements
specification

2.6 Tendering

3.1 Aircraft Operators

3.2 Tactical systems

3.3 Mission support

3.4 Personnel Training, management structure, crew structure

3.5 Operations Integration, management, inter-operability

4.1 Stores Spares, expendables, etc. Support
4.2 Support equipment Includes facilities team
4.3 Data Design and engineering data, publications, manuals

4.4 Personnel Training, structure

4.5 Policy Maintenance concept

Table A.9 — Key elements for establishing a new health service organization

Element Description
1 | Start-up and transition All activities required to start up the organization and its internal processes
2 | Workforce engagement Identification, engagement and maintenance of professional health service
providers
3 | Communications and Formal and informal communications, engagement of other agencies and
relationships entities
4 | Commercial Financial management, contracts
5 | Service delivery Cultural and clinical contact and treatment
6 | Other As required

A.2.7 Risk analysis (see 7.4.3)
A.2.71 Assigning a qualitative level of risk

Project risks are often analysed and compared by assigning a value for consequences and
their likelihood from predefined assessment scales, then combining the values to provide a
qualitative level of risk that is recorded in the risk register.

The assessment scales used can be specific to the project, but many organizations that
conduct projects regularly use a set of ‘standard’ scales for all projects. In all cases, the
scales should be related to and appropriate for the context in which the risk assessment is
being undertaken.
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Organizations can measure the consequences of risks in terms of any or all of the risk criteria
established earlier (e.g. in Table A.6). Table A.10 shows a five-point scale for measuring
consequences against four criteria, suitable for a qualitative risk analysis. Some organizations
use more than five points (but fewer than five rarely provides appropriate discrimination
between outcomes), and most use other criteria in addition to the ones shown here. Note that
the scale descriptions in any one line are not intended to be identical, but they should be
broadly equivalent in terms of their importance for the organization. Anomalous as it can
seem, many organizations that undertake projects regularly do not have a consequence scale
related directly to project timing; instead, they consider project acceleration or delay in terms
of their financial or earnings impact on the organization.

Impacts can be positive or negative. They can be measured in absolute terms or in relation to
expected outcomes.

Table A.10 — Example consequence scale

1. People 2. Environment 3. Financial 4. Reputation
5 | Multiple fatalities or Massive effect: Direct loss or gain International impact:
Permanent total Persistent severe > $ 10 million international public and
disabilities from an environmental damage media attention
accident or or severe nuisance (positive or negative)
occupational illness extending over a large

area. Major loss in
terms of commercial,
recreational or nature
conservation

4 | Single fatality or Major effect: Severe Direct loss or gain National Impact:
permanent total environmental damage. | of $ 500 000 — National public and
disability from an Extensive measures to $ 10 million media attention
accident or restore polluted or (positive or negative)
occupational illness damaged environment

to its original state by
the company.

3 | Major injury or health Localized effect. Direct loss or gain Considerable impact:
effects (absences, Limited loss or of $ 100 000 - Regional public
irreversible health discharges of known $ 500 000 attention (positive or
damage, chronic toxicity affecting negative), extensive
condition) neighbourhood, attention in local media

spontaneous recovery
of limited damage
within one year.

2 | Minor injuries or health | Minor contamination. Direct loss or gain Limited impact: Some
effects (restricted work | Damage sufficiently of $ 10 000 - local public attention
case or lost time large to attack the $ 100 000 (positive or negative),
injury.) Limited, environment, but some local media
reversible health without permanent attention
effects effects

1 | Slight injury or health Slight effect. Local Direct loss or gain Slight impact: Public
effects (First Aid Case, | environmental damage, | below $ 10 000 awareness exists, but
Medical Treatment within the fence there is no public
Case) concern

Table A.11 shows a five-point scale for measuring likelihood, suitable for a qualitative risk
analysis. The table contains two ways of assessing likelihoods (in words and in terms of
recurrence periods) to accommodate different kinds of events and circumstances and different
ways of thinking by those providing the assessment. The specific time scales in the table
should be adjusted to the context of the project. They can be measured in absolute terms or
in relation to expected outcomes.
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Table A.11 — Example likelihood scale

Category Criteria

A Consequence is highly likely to arise, or
Could occur on a monthly basis

B Balance of probability will occur, or
Could occur annually

C Could occur shortly but there is a distinct probability it won’t, or
Could occur every 2 to 10 years

D Could occur but not anticipated, or
Could occur every 11 to 50 years

E Occurrence requires exceptional circumstances
Exceptionally unlikely, even in the long term future
Occurs less than once every 50 years

Table A.12 shows one way of converting the consequence and likelihood ratings in a
qualitative assessment into a level of risk. In this example, the matrix is not symmetric, and
more weight is given to high consequences than to high likelihoods.

Note that care has to be exercised in developing tables like Table A.10, Table A.11 and Table
A.12, to ensure the levels of risk are meaningful for the project and reflect the organization’s
attitude to risk.

Table A.12 — Example of a matrix for determining the level of risk

A Medium Medium High High High
§ o B Medium Medium High High High
é% C Low Medium Medium High High
% " D Low Low Medium Medium High
E Low Low Medium Medium Medium
1 2 3 4 5
Consequence rating
A.2.7.2 Quantitative risk analysis using simulation

Uncertainty affects project objectives when there are uncertainties in the estimates that are
made during the concept and development phase (for example uncertainties in quantities,
rates and timings), and because events can occur that were not contemplated when the
estimates were generated. Simulation (most commonly Monte Carlo simulation) can be used
to determine the effects on project outcomes, such as capital cost or schedule duration, when
uncertain inputs are represented as probability distributions.

Simulation can provide information concerning

— the most likely cost, taking into account identified risks,

— the probability that costs will exceed the budget, taking into account the identified risks,
— how much cost contingency is needed, and

— which elements of the cost generate the most need for the cost contingency.

There are many techniques to quantify the effects of uncertainties on project cost. Simulation
is one such approach. It usually involves the following steps:
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a)

b)

c)
d)

e)

f)

review and validate the available information including the contract, work breakdown
structure (WBS), cost breakdown structure (CBS), risk register, initial cost estimate, etc.
to make sure they are accurate and represent the most likely scenario;

review and assess the cost impacts (both positive and negative) of identified risks, the
associated uncertainties in those impacts and the probability distributions of impacts that
best represent those uncertainties;

develop a cost risk model that incorporates the uncertainty distributions;

perform a simulation for multiple calculations of the cost risk model using software to
provide input data sampled from the appropriate probability distributions;

review and validate the outcomes, then modify the cost risk model and repeat the earlier
steps if necessary;

document and communicate the outcomes, then regularly monitor to ensure the
assumptions about the inputs and the uncertainties remain valid.

The following example demonstrates how simulation was used to help assess the positive and
negative impacts of risks affecting the estimated direct construction costs for a multi-million
dollar port refurbishment.

After following the steps outlined above, the results in Figure A.2 helped the project team to
validate the probability of achieving the initial cost estimate and the chance of cost overrun
due to identified risks:

1)
2)

3)

4)

the initial estimate of the most likely direct construction cost was $ 124 million;

when the impact of risks was included the analysis suggested a range of direct
construction cost from $ 119 million (optimistic) to $ 137 million (pessimistic), with 0,05
and 0,95 probabilities respectively, and a mean of $ 128 million;

following review meetings with the project team, a forecast of $ 128 million (with 50 %
likelihood) was selected as the most credible estimate for direct construction cost after
consideration of the identified risks;

the difference between the initial estimate of $ 124 million and the selected final estimate
of $ 128 million equalled $ 4 million. This was considered as the required cost contingency
for the project, as a 0,50 probability of achieving the cost budget consisting of the base
forecast cost plus the contingency (or equivalently a 50 % chance of exceeding the cost
budget) was deemed acceptable.
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Figure A.2 — Distribution of costs using simulation

A.2.8 Risk evaluation (see 7.4.4)

The priority for attention allocated to a risk depends on several factors, including the nature
and level of risk, the effectiveness of the current controls and the maximum potential
exposure if the controls were to fail. Table A.13 shows an example based on the level of risk
and the effectiveness of the controls; the ‘suggested timing’ column must be adjusted to suit
the timescale and pace of the project, and the delegations of authority in the organizations
involved.

Table A.13 — Example of priorities for attention

Level of . L Authority for continued
risk Suggested action Suggested timing toleration of risk

High Where controls are not as Short term: normally within Project director (the executive
good as reasonably possible, 1 month to whom the project manager
take action to improve controls reports) or the project
or reduce the risk to medium or executive steering group
below

Medium Plan to deal with the risk in Medium term: normally within 3 | Project manager (the manager
keeping with the project plan months responsible for project

operations)

Low Plan in keeping with all other On-going control as part of the | Activity manager (within the
priorities; will still require project management system project)
attention

A.2.9 Risk treatment (see 7.5)

A simple worksheet like the one in Table A.14 can be used for the evaluation of treatment
options. If the right people are involved in the evaluation, it is usually readily apparent
whether an option is worth pursuing (Yes), whether it should be discarded or postponed (No)
or whether additional information is needed to make a decision (Maybe).
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Table A.14 — Example of a treatment options worksheet

Risk: Delay in delivery of critical components, leading to delayed completion of the project phase

Increased costs
(reduced economies of
scale; additional
transport costs)

Option Benefits Dis-benefits Conclusion
1 Start design and Give suppliers advanced | Could require additional | Yes
procurement processes warning and more time. design effort, or minor
earlier rescheduling of design
2 Ensure all critical Gain more insight and Might not get Maybe
suppliers have business | comfort about continuity | cooperation from some
continuity plans in place | of supply, quality and suppliers.
standards. Provides ) ) ) )
transparency. Can do it | |ime involved in doing
immediately. this properly
3 Use multiple suppliers Can spread the risk of Loss of consistency of No
for key items delivery delay. items and spares.

A.2.10 Risk register (see 7.4.2 and 7.7.4)

Project risks are often recorded in a database or risk register. Table A.15 shows a simple
structure, which is appropriate if the risks are described at a level of detail that includes the
causes and the consequences (e.g. in the form ‘something happens and leads to an impact on
objectives’). If simpler risk descriptions are used, the register should be augmented with new
columns, after the risk column, for recording causes and impacts explicitly. In Table A.15, CE
records control effectiveness, C records the consequence rating (e.g. from Table A.10), L
records the likelihood rating (e.g. from Table A.11), the risk level comes from a combination of
C and L (e.g. using a table such as Table A.12) and PE records the potential exposure, which
is the maximum consequence if all the controls were to fail.

Table A.15 — Simple risk

register structure

Existing

Element Risk Controls

CE Cc

Risk
Level

Risk

PE Owner
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