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Foreword  

The text of document 1 3/1 387/FDIS,  future edition  2 of IEC 62056-53,  prepared  by IEC TC 1 3,  Electrical  
energy measurement,  tariff- and  load  control ,  was submitted to the IEC-CENELEC parallel  vote and  was 
approved by CENELEC as EN 62056-53 on 2007-02-01 .  

This European Standard  supersedes EN 62056-53:2002.  

The main  changes with  respect to EN  62056-53:2002 are as fol lows:  

− the protocol  of the COSEM-RELEASE service has been changed:  depending on  the communication  
profi le used,  these services may rely on  the ACSE A_RELEASE services;  

− the parsing  order of the AARQ APDU has been changed;  

− handling  of repeated  application association  requests has been simplified;  

− the Service_Class parameter of the COSEM-OPEN  service is now l inked to the response al lowed field  
of the xDLMS-Initiate.request APDU;  

− the Service_Class parameter of COSEM services for data exchange using  LN  referencing is now 
l inked  to bit 6 of the Invoke-Id-And-Priority parameter;  

− a new,  optional  EXCEPTION APDU has been introduced.  The server may send back this APDU after 
an  erroneous service request;  

− a general  part about using  the COSEM appl ication  layer in  various communication  profiles has been  
added;  

− the description  of using  the COSEM Application  layer in  the 3-layer,  connection-oriented,  HDLC based  
communication  profi le has been  amended;  

− a new,  TCP-UDP/IP based communication  profile has been  defined.  

The fol lowing dates were fixed:  

– latest date by which the EN  has to be implemented  
 at national  level  by publ ication of an  identical  
 national  standard  or by endorsement 

 
 
(dop) 

 
 
2007-1 1 -01  

– latest date by which  the national  standards confl icting  
 with  the EN  have to be withdrawn  

 
(dow) 

 
201 0-02-01  

The International  Electrotechnical  Commission (IEC) and CENELEC draw attention to the fact that it is 
claimed that compliance with this International  Standard / European Standard may involve the use of a 
maintenance service concerning the stack of protocols on which  the present standard IEC 62056-53 / 
EN 62056-53 is based.  
 
The IEC and CENELEC take no position concerning the evidence,  validity and scope of this maintenance 
service.  
 
The provider of the maintenance service has assured  the IEC that he is wil l ing  to provide services under 
reasonable and non-discriminatory terms and conditions with applicants throughout the world.  In  this 
respect,  the statement of the provider of the maintenance service is registered with the IEC.  Information  
may be obtained from:  

 
DLMS 1 )  User Association  

Geneva / Switzerland  
www.dlms.ch 

                                                      
1 )  Device  Language  Message  Speci fi cation  
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Annex ZA has been added by CENELEC.  

__________ 

Endorsement notice  

The text of the International  Standard  IEC 62056-53:2006 was approved by CENELEC as a European 
Standard  without any modification.  

__________ 
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ELECTRICITY METERING –  
DATA EXCHANGE FOR METER READING,   

TARIFF  AND LOAD CONTROL –  
 

Part 53:  COSEM appl ication  layer 
 
 
 

1  Scope 

This  part of I EC  62056  speci fies  the  COSEM  appl ication  l ayer i n  terms  of structu re,  services  
and  protocols  for COSEM  cl ients  and  servers,  and  defines  how to  use  the  COSEM  appl ication  
l ayer i n  various  commun ication  profi les .  

I t  defi nes  services  for establ ish ing  and  re leasing  appl ication  associations,  and  data  
commun ication  services  for access ing  the  methods  and  attribu tes  of COSEM  in terface  
obj ects ,  defined  in  I EC  62056-62,  us ing  e i ther log ical  name (LN)  or short name (SN)  
referencing .  

Annex A describes  the  xDLMS appl ication  service  e lement.  

Annex B  defines  how to  use  the  COSEM  appl ication  layer i n  various  commun ication  profi les .  

Annex C  i ncludes  encod ing  examples  for APDUs.  

Annex D  g i ves  an  explanation  of the  role  of data  models  and  protocols  i n  e lectrici ty meter 
data  exchange.  

2  Normative references  

The  fol l owing  referenced  documents  are  i nd ispensable  for the  appl icati on  of th is  document.  
For dated  references,  on ly the  ed i ti on  ci ted  appl i es.  For undated  references,  the  l atest ed i tion  
of the  referenced  document ( i nclud ing  any amendments)  appl i es.  

I EC 60050-300: 2001 ,  International Electrotechnical Vocabulary (IEV)  – Electrical and 
electronic measurements and measuring instruments – Part 311 : General terms relating to 
measurements – Part 312: General terms relating to electrical measurements – Part 313: 
Types of electrical measuring instruments – Part 314: Specific terms according to the type of 
instrument 

I EC 61 334-4-41 : 1 996,  Distribution automation using distribution line carrier systems – Part 4:  
Data  communication protocols – Section  41 : Application protocols – Distribution  line message 
specification 

I EC 61 334-6: 2000,  Distribution automation using distribution line carrier systems – Part 6: 
A-XDR encoding rule 

I EC 62051 : 1 999,  Electricity metering – Glossary of terms 

I EC 62051 -1 : 2004,  Electricity metering – Data exchange for meter reading,  tariff and load 
control – Glossary of Terms – Part 1 :  Terms related to data exchange with metering 
equipment using DLMS/COSEM 

I EC  62056-21 : 2002,  Electricity metering – Data exchange for meter reading,  tariff and load 
control – Part 21 : Direct local data  exchange  
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I EC 62056-42: 2002,  Electricity metering – Data exchange for meter reading,  tariff and load 
control – Part 42: Physical layer services and procedures for connection-oriented 
asynchronous data exchange  

I EC  62056-46: 2002,  Electricity metering – Data exchange for meter reading,  tariff and load 
control – Part 46: Data link layer using HDLC protocol   

Amendment 1 2  

I EC  62056-47,  Electricity metering – Data exchange for meter reading,  tariff and load control 
– Part 47: COSEM transport layer for IP networks  

I EC 62056-61 ,  Ed . 2,  Electricity metering – Data  exchange for meter reading,  tariff and load 
control – Part 61 : Object identification system (OBIS)

 
 

I EC 62056-62,  Ed . 2,  Electricity metering – Data  exchange for meter reading,  tariff and load 
control – Part 62: Interface classes   

ISO/IEC 8649: 1 996,  Information technology – Open Systems Interconnection – Service definition 
for the Association Control Service  Element 

I SO/IEC 8650-1 : 1 996,  Information technology – Open systems interconnection – Connection-
oriented protocol for the Association Control Service Element: Protocol specification  

I SO/IEC 8824,  Information technology – Abstract Syntax Notation  One (ASN. 1 )  

I SO/IEC 8825 ,  Information technology – ASN. 1  encoding rules 

I SO/IEC 1 3239:2002,  Information technology – Telecommunications and information exchange 
between systems – High-level data  link control (HDLC)  procedures  

STD0005  – Internet Protocol 
Author:  J.  Postel 
Date: September 1981  
Also: RFC0791 ,  RFC0792,  RFC0919,  RFC0922,  RFC0950,  RFC1112  

STD0006  – User Datagram Protocol 
Author:  J.  Postel 
Date: 28 August 1980 
Also: RFC0768  

STD0007  – Transmission Control Protocol 
Author:  J.  Postel 
Date: September 1981  
Also: RFC0793 

See  a lso  B ib l iography for other re lated  I n ternet RFCs.  

3 Terms,  defin i tions  and  abbreviations  

3. 1  Terms  and  defin i tions  

For the  purposes  of th is  part of I EC 62056,  the  defin i ti ons  i n  I EC  60050-300,  I EC  62051  and  
I EC 62051 -1  appl y.  

3.2  Abbreviations  

. cnf . confi rm  service  prim i ti ve  

. i nd  . i nd ication  service  prim i ti ve  

——————— 

2 To  be  publ i shed .  
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. req  . request service  prim i ti ve  

. res  . response service  prim i ti ve  

AA Appl ication  Association  

AARE  Appl ication  Association  REsponse 

AARQ Appl ication  Association  ReQuest 

ACSE  Appl ication  Control  Service  E lement 

AE  Appl ication  En ti ty 

AP  Appl ication  Process  

APDU  Appl ication  layer Protocol  Data  Un i t  

API  Appl ication  Programming  I n terface  

ARP Address  Resolu tion  Protocol  

ASE  Appl ication  Service  E lement 

ASO  Appl ication  Service  Object 

ATM  Asynchronous  Transfer Mode 

A-XDR Adapted  eXtended  Data  Representation  

BER Basic  Encod ing  Ru les  

CF  Control  function  

CO  Connection  Oriented  

COSEM  COmpan ion  Speci fication  for Energy Metering  

DLMS  Device  Language Message  Speci ficati on  

DSAP Data  l ink Service  Access  Poin t 

FDDI  F ibre  Distribu ted  Data  I n terface  

FTP F i l e  Transfer Protocol  

GMT Greenwich  Mean  Time 

GSM  G lobal  System  for Mobi l e  commun ications  

HDLC H igh- level  Data  L ink Con trol  

HLS  H igh  Level  Securi ty 

HTTP Hypertext Transfer Protocol  

IC  I n terface  Class  

I ETF  I n ternet Eng ineering  Task Force  

IP   I n ternet  Protocol  

LAN  Local  Area  Network 

LLC  Log ical  L ink Control  (sub-layer)  

LLS  Low Level  Securi ty 

LPDU  LLC Protocol  Data  Un i t  

LSAP LLC sub- layer Service  Access  Poin t 

LSB  Least S ign i ficant  B i t  

MAC Med ium  Access  Control  

MD5  Message  D igest Algori thm  5  

M IB  Management I n formation  Base  

MSB  Most S ign i fican t B i t 

MSC Message  Sequence Chart 

OBIS  OBject I den ti fication  System  
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OSI  Open  System  I n terconnection  

PDU  Protocol  Data  Un i t 

PPP  Poin t-to-Poin t Protocol  

PSTN  Publ ic Swi tched  Telephone  Network 

RARP Reverse  Address  Resolu tion  Protocol  

RFC  Request For Comment 

RLRQ Release  Request 

RLRE  Release  Response 

SAP Service  Access  Poin t 

SHA-1  Secure  Hash  Algori thm  1  

SNMP S imple  Network Management Protocol  

VAA Virtual  Appl ication  Association  

xDLMS-ASE  extended  DLMS Appl ication  Service  E lement 

4 The COSEM  communications  framework 

4. 1  Cl i ent/server type  operation ,  communication  profi l es  

Communication  wi th  e lectrici ty metering  equ ipment us ing  the  COSEM  in terface  obj ect model  
i s  based  on  the  cl ient/server  parad igm  where  metering  equ ipment3  p lays  the  server ro le .  I n  
th is  envi ronment,  commun ication  takes  place  a lways  between  a  cl ient and  a  server AP:  i n  
other words,  the  server AP provides  remote  services  to  the  cl i en t AP.  These  services  are  
provided  via  exchang ing  messages  (SERVICE. requests/. responses)  between  the  cl i ent  and  
the  server APs,  as  shown  i n  F igure  1 .  

 

 

Cl ient appl ication 

Server appl ication  

(COSEM device) 

SERVICE.request 

SERVICE.response

IEC   2070/06 

 

Figure 1  – C l i ent/server relationsh ip  in  COSEM  

I n  general ,  the  cl i en t and  the  server APs  are  l ocated  i n  separate  devices;  exchang ing  
messages  i s  done  wi th  the  help  of the  communication  protocol  as  shown  i n  F igure  2 .  

 

——————— 

3   The  term  metering  equ ipment  i s  an  abstraction ;  consequentl y  the  equ ipment  p l aying  the  role  of a  server may be  
any type  of equ ipment  for wh ich  th i s  abstraction  i s  su i tab le.  
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Figure 2  – Exchang ing  messages  via  the  communication  protocol  

I n  general ,  communication  protocols  are  s tructured  in  l ayers .  The  cl i en t and  server COSEM  
appl ications  use  services  of the  h ighest protocol  l ayer,  that of the  appl ication  l ayer:  
consequentl y,  th is  i s  the  on l y protocol  l ayer con tain ing  COSEM  speci fic e lement(s).  Th is  i s  
ca l l ed  the  xDLMS_ASE.  Al l  COSEM  i n terface  object re lated  services  – the  xDLMS appl ication  
protocol  – are  provided  by th i s  xDLMS_ASE.  

Other protocol  l ayers  are  i ndependen t of the  COSEM  model .  Consequentl y,  the  COSEM  
appl ication  l ayer can  be  p laced  on  the  top  of a  wi de  variety of l ower protocol  l ayer stacks,  as  
shown  i n  F igure  3 .  

 

 

xDLMS_ASE ACSE

Application layer

N layer 

N-1  layer 
N layer N layer 

Physical layer 
Physical layer Physical layer 

Profile 1  Profile 2  Profile M 

………  

IEC   2072/06 

 
 

Figure 3  – The COSEM  appl ication  layer on  the  top  of various  lower l ayer stacks  
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A complete  protocol  stack – i nclud ing  the  appl ication  l ayer,  a  phys ical  l ayer and  a l l  protocol  
l ayers  between  these  extreme layers  – i s  ca l l ed  a  commun ication  profi l e.  

A commun icati on  profi l e  i s  characterized  by the  protocol  l ayers  i ncluded ,  thei r parameters,  
and  by the  type  – connection-orien ted  or connection less  – of the  ACSE4  i ncl uded  i n  the  
appl ication  l ayer.  

4.2  Connection  (association)  oriented  operation  

The xDLMS appl ication  protocol  i s  a  connection-orien ted  protocol .  I t  means  that the  cl ien t and  
server APs  can  use  the  services  of the  xDLMS_ASE on l y when  these  APs  are  associated 5.  
Therefore,  i n  th is  envi ronment a  communication  session  cons ists  of th ree  phases,  as  shown  
i n  F igure  4 .  

 Client appl ication Server application

Phase 1 .  
Connection  establ ishment  

Phase 2.  
Data communication  

Phase 3.  
Connection  release  

t  
IEC   2073/06 

 

Figure 4 – A complete  communication  session  in  the  CO environment 

I n  the  DLMS/COSEM  envi ronment,  appl ication  association  establ ishment i s  normal l y done  by 
us ing  the  association  request/response services  of the  s tandard  association  control  service  
e lement.  On  the  other hand ,  for the  purposes  of very s imple  devices,  one-way communicati ng  
devices  and  for mu l ticasti ng  and  broadcasting ,  pre-establ ished  appl ication  associations  are  
a lso  a l l owed ;  see  6 . 3. 3.  For such  associations,  there  i s  no  need  to  use  the  services  of the  
ACSE:  a  fu l l  communication  session  may i nclude  on l y the  data  communication  phase.  ( I t  can  
be  considered  that the  connection  establ ishment phase  has  been  al ready done  somewhere  i n  
the  past. )  

5 Overview:  the COSEM  appl ication  layer 

5. 1  Specification  method   

The COSEM  appl ication  l ayer i s  speci fi ed  i n  terms  of structure,  services,  and  protocols.  

5.2  Appl ication  l ayer structure 

The main  component of the  cl ient and  server COSEM  appl ication  layers  i s  the  COSEM  ASO,  
wh ich  provides  services  to  the  COSEM  AP,  and  uses  services  provided  by the  supporti ng  
l ower l ayer.  

Both  the  cl ient  and  server s i de  COSEM  ASO contain  three  mandatory components:  

•  the  ACSE.  The  task of th is  e lement i s  to  establ ish ,  main tain ,  and  re lease  appl ication  
associations.  For the  purposes  of connection-orien ted  profi les ,  the  connection-orien ted  
ACSE,  speci fied  i n  I SO/IEC 8649  and  I SO/IEC 8650-1  i s  used ;  

——————— 

4 ACSE  =  Association  Control  Service  E lement 

5 Appl i cati on  associati ons  can  be  considered  as  appl i cation  l evel  connections.  
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•  the  Extended  DLMS appl ication  service element (xDLMS_ASE).  The  task of th is  element is  
to  provide  data  communication  services  between  COSEM  APs.  See also  Annex A;  

•  the  Control  function  (CF).  Th is  e lement speci fies  how the  ASO services  invoke the  
appropriate  service  prim i tives  of the  ACSE and  the  xDLMS ASE and  the  services  of the  
supporti ng  l ayer.  

NOTE  Both  the  cl i en t  and  the  server COSEM  ASO may con tain  other,  optional  app l i cation  protocol  components .  

Figure  5  shows  ‘m in imal ’  COSEM  ASOs,  con tain ing  on l y the  three  mandatory components.  
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Figure 5  – The structure of the  COSEM  appl ication  l ayers  

The COSEM  appl ication  l ayer performs also  some functions  of the  OSI  presentation  layer:  

•  for encod ing  the  ACSE APDUS-  AARQ,  AARE,  RLRQ,  RLRE  – BER encod ing  i s  used  
( ISO/IEC 8825);  

•  for encod ing  the  APDUs  carrying  the  data  communication  services,  A-XDR encod ing  i s  
used  ( I EC 61 334-6) .  

5.3  Service  specification  

Service  speci fications  cover the  services  requ i red  of,  or by the  COSEM  cl i en t and  server APs  
at the  l og ical  in terfaces  wi th  the  respective  COSEM  appl ication  l ayer,  us ing  connection-
oriented  procedures.  

Services  provided  by the  COSEM  ASO fa l l  i n to  three  categories:  

•  appl ication  association  establ ishment and  release;  

•  data  communication ;  

•  l ayer management.  

The cl ien t and  server appl ication  l ayer services  are  speci fied  i n  Clause  6 .  
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5.3. 1  Services  provided  for appl ication  association  establ ishment and  release 

These  services  are  the  fo l lowing :  

•  COSEM-OPEN;  

•  COSEM-RELEASE;  

•  COSEM-ABORT.  

The  COSEM-OPEN  service  i s  used  du ring  AA establ ishment phase  and  re l ies  on  the  
association  request/response services  of the  ACSE.  I n  the  case  of pre-establ ished  appl ication  
associations  (6. 3 .3)  these  services  are  not used .  

I n  certain  COSEM  commun ication  profi les  – for example  i n  the  3- l ayer,  connection -orien ted ,  
HDLC based  profi l e  – there  i s  a  one-to-one  re lationsh ip  between  a  confi rmed  AA and  the  
supporti ng  protocol  l ayer connection .  I n  th is  case,  the  COSEM-RELEASE service  used  during  
the  association  re lease  phase  does  not rel y on  the  ACSE A_RELEASE services.  Confi rmed  
AAs  in  these  profi l es  are  re leased  s imply by d isconnecting  the  correspond ing  l ower layer 
connection .  

Optional l y,  the  COSEM-RELEASE service  may re l y on  the  ACSE  A_RELEASE service.  I n  
some commun ication  profi l es,  l i ke  i n  the  TCP-UDP/IP  based  profi l e ,  us ing  the  ACSE 
A_RELEASE  services  for re leas ing  COSEM  AAs i s  mandatory.  

5.3.2  Data communication  services  

I EC 62056-62  speci fi es  two referencing  methods  for COSEM  servers:  referencing  by Log ical  
Names  (LN)  and  referencing  by Short Names  (SN).  Therefore,  two d istinct service  sets  are  
speci fied  for the  server s i de  xDLMS_ASE.  One set uses  exclus ivel y LN  references  the  other 
set  uses  exclus ivel y SN  references.  Thus,  these  services  are  the  fol lowing :  

•  COSEM  in terface  object  attribu te-related  services:  GET,  SET for LN  referencing  and  
Read ,  Wri te,  Unconfi rmed  Wri te  for SN  referencing ;  

•  COSEM  in terface  object method-related  services:  ACTION  (LN),  Read ,  Wri te  or 
Unconfi rmedWri te  (SN);  

•  the  EventNoti fication  (LN ),  I n formationReport (SN)  services.  

The services  re l y on  the  services  of the  xDLMS_ASE.  Most of these  services  con tain  
references  to  attribu tes  or methods  of COSEM  i n terface  objects.  

The  service  set to  be  used  on  the  server s ide  during  the  data  commun ications  phase  i s  
negotiated  during  the  association  establ ishment phase  us ing  the  conformance b lock,  see  8. 5.  
I t shal l  not change during  the  l i fetime of the  establ ished  association .  Us ing  LN  or SN  services  
wi th in  a  g i ven  AA is  exclusive.  Therefore,  i t  can  be  considered  that  there  are  two,  d i fferen t 
server xDLMS_ASE-s:  one  provid ing  services  wi th  Log ical  name references  and  another 
provid ing  services  wi th  Short name references.  The  server appl ication  l ayer shal l  i ncl ude  one  
or both  of these  xDLMS_ASEs.  

NOTE  A server cou ld  use  both  LN  and  SN  referencing  i n  d i fferen t AAs.  

On  the  cl i en t s ide,  i n  order to  hand le  the  d i fferen t referencing  schemes  transparentl y for the  
COSEM  cl ien t AP,  the  COSEM  cl ient appl ication  l ayer provides  on l y one service  set,  us ing  
Log ical  Name referencing .  Th is  has  two  major consequences:  

•  us ing  a  un ique,  standard ized  service  set between  COSEM  cl i ent appl ications  and  the  
communications  protocol  – h id ing  the  particu lari ti es  of d i fferent COSEM  servers  – a l l ows  
to  speci fy an  Appl ication  Programming  I n terface (API ).  Th is  i s  an  expl ici tl y speci fied  
i n terface  correspond ing  to  th is  service  set for appl ications  runn ing  i n  a  g iven  computing  
environment (e. g .  Windows  XP,  UN IX,  etc. )  Us ing  th is  – publ ic – API  speci fication ,  cl i en t 
appl ications  can  be  developed  wi thou t knowledge about particu lari ti es  of a  g i ven  server;  
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•  when  the  COSEM  server device  does  not use  LN  referencing ,  the  cl ien t appl ication  l ayer 
shal l  i ncl ude an  add i tional  component.  The  purpose  of th is  component i s  to  map the  LN  
service  set,  used  by the  cl ient  AP i n to/from  the  service  set,  used  by the  server AP.  
F igure  6  shows  the  COSEM  cl i ent appl ication  l ayer when  the  server i s  us ing  SN  
referencing .  The  add i ti onal  component i s  ca l led  SN_MAPPER_ASE.  See  a l so  6. 5. 5. 2 .  
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Figure 6  – Structure of the  COSEM  AL when  the  server is  using  SN  references  

5.4  Layer management services  

Layer management services  have  local  importance  on l y.  Therefore,  speci fication  of these  
services  is  not wi th in  the  scope of th is  standard .  The speci fic SetMapperTables  service  is  
defined  i n  6. 5.5. 1 .  

5.5  Protocol  specification  

The COSEM  appl ication  l ayer protocols  speci fy the  procedures  for the  transfer of i n formation  
for appl ication  association  control ,  au thentication  (ACSE procedures)  and  for data  exchange  
between  COSEM  cl i en ts  and  servers  (xDLMS procedures).  These  procedures  are  defined  i n  
terms  of:  

•  the  in teractions  between  peer ACSE and  xDLMS  protocol  mach ines  through  the  use  of 
services  of the  supporti ng  protocol  layer;  

•  the  i n teractions  between  the  ACSE and  xDLMS protocol  mach ines  and  the i r service  user;  

•  the  abstract syn tax (ASN. 1 ,  I SO/IEC 8824)  representation  of Appl ication  Protocol  Data  
Un i ts  (APDUs)  i s  a lso  speci fied  wi th  the  appl ication  protocols ;  see  Clause  8.  

NOTE  Al l  COSEM  services  are  operati ng  on  an  a l ready es tabl i shed  physical  connection .  Establ i shment of th i s  
physica l  connection  i s  d one  ou ts ide  of the  COSEM  protocol ,  therefore,  i t  i s  not  wi th i n  the  scope  of th i s  s tandard .  
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6 COSEM  appl ication  layer – Service speci fication  

6. 1  Summary of services  

A summary of the  services  avai l able  at  the  top  of the  COSEM  appl ication  l ayer i s  shown  in  
F igure  7 .  
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NOTE   XX and  ZZ refer to  cl i en t/server type  data  commun ication  services.  These  services  may be  d i fferent on  the  
cl i en t  s i de  and  the  server s i de,  i f the  server does  not  use  LN  referencing .  See  6. 4.  

Figure  7  – Summary of COSEM  appl ication  l ayer services  

6.2  Appl ication  association  establ ishment and  release 

The COSEM-OPEN ,  COSEM-RELEASE and  COSEM-ABORT services  are  used  for the  
establ ishment and  re lease  of AAs.  

The COSEM-OPEN. request service  is  invoked  by the  COSEM  cl ien t AP to  establ ish  a  
confi rmed  or non-confi rmed  AA wi th  a  COSEM  server AP.  I nvoking  th is  service  impl ies  
generating  a  COSEM-OPEN . ind ication  service  prim i ti ve  at the  server s i de6.  I f the  association  
to  be  establ ished  is  a  confi rmed  one,  the  server shal l  respond  to  th is  request by i nvoking  the  
COSEM-OPEN. response  service,  wh ich  i s  transferred  to  the  cl ien t AP as  a  remote  
confi rmation  (COSEM-OPEN .confi rm).  Th is  normal  open ing  sequence i s  shown  i n  F igure  8 .  

——————— 

6 Before  the  i nvocation  of the  COSEM-OPEN. request  service,  the  physical  l ayers  must be  connected .  Depend i ng  
on  the  commun ication  profi l e ,  the  i nvocation  of the  COSEM-OPEN. request  service  may a l so  imply the  
connection  of the  l ower l ayers.  
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Figure 8  – Normal  service  sequence for the  COSEM-OPEN  service 

NOTE  The  COSEM-OPEN. request service  may a l so  be  l ocal l y (negati vel y)  confi rmed ,  for example  when  the  
connection  of a  l ower l ayer i s  not  successfu l .  

The COSEM-RELEASE  service  is  provided  for gracefu l  d isconnection  of an  existing  
appl ication  association .  As  COSEM  server appl ication  processes  are  not a l l owed  to  request a  
gracefu l  d isconnection ,  the  COSEM-RELEASE. request service  i s  avai lable  on l y for the  
COSEM  cl ien t.  The  nom inal  service  sequence for the  COSEM-RELEASE service  i s  the  same 
as  shown  in  F igure  8  for the  COSEM-OPEN  service,  replacing  the  word  ‘OPEN ’  wi th  the  word  
‘RELEASE’ .  

The  ABORT service  i s  used  to  i nd icate  the  d isconnection  of the  phys ical  connection .  Th is  
service  is  the  same at  both  s ides.  

6.3  Special  appl ication  associations  

6.3. 1  Confirmed  appl ication  associations  

For the  purposes  of th i s  standard ,  the  term  confirmed application association  i s  used  to  
designate  an  AA,  wh ich  i s  establ ished  between  a  cl i en t and  a  server AP wi th  the  help  of an  
AARQ/AARE  message exchange (see  7. 3. 1 ) .  Establ ishment of a  confi rmed  AA is  a lways  
i n i tiated  by the  cl i ent appl ication  in  i nvoking  the  COSEM-OPEN. request service  wi th  
Service_Class  ==  Confi rmed .  

After the  establ ishment of a  confi rmed  AA,  any xDLMS data  communication  services  us ing  LN  
referencing  can  be  i nvoked  i n  a  confi rmed  or an  unconfi rmed  manner,  un ti l  the  association  i s  
re leased .  

NOTE  xDLMS  services  us ing  SN  referenci ng  are  e i ther confi rmed  (Read ,  Wri te)  or Unconfi rmed  (Unconfi rmed  
Wri te).  

6.3.2  Non-confi rmed  appl ication  associations  

For the  purposes  of th is  standard ,  the  term  non-confirmed application association  i s  used  to  
des ignate  an  AA,  wh ich  i s  establ ished  wi thou t an  AARQ/AARE message exchange:  on l y an  
AARQ shal l  be  sent from  the  cl i ent to  the  server.  S im i larl y to  the  confi rmed  AA,  establ ishment 
of a  non-confi rmed  AA i s  a lso  a lways  in i ti ated  by the  Cl ient appl ication ,  bu t i n  i nvoking  the  
COSEM-OPEN. request service  wi th  Service_Class  ==  Unconfi rmed .  

After the  establ ishment of a  non-confi rmed  AA,  xDLMS data  communication  services  us ing  LN  
referencing  can  on l y be  i nvoked  i n  unconfi rmed  manner,  un ti l  the  association  i s  re leased .  

NOTE  With  SN  referencing ,  i n  non-confi rmed  AAs  on ly the  Unconfi rmedWri te  service  can  be  used .  

As the  establ ishment of such  non-confi rmed  AAs  does  not requ ire  the  Server AP to  respond  to  
the  association  request com ing  from  the  cl ien t,  i n  some cases  – for example  one-way 
communications  or broadcasting  – the  establ ishment of a  non-confi rmed  AA is  the  on l y 
poss ib i l i ty.  
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6.3.3  Pre-establ ished  appl ication  associations  

Pre-establ ished  AAs  do  not need  to  be  establ ished  using  the  COSEM-OPEN  service.  I t  can  be  
considered ,  that th is  COSEM-OPEN  has  a l ready been  done  ( i t  does  not matter how).  
Consequentl y,  pre-establ ished  associations  can  be  considered  existi ng  from  the  moment the  
l ower l ayers  are  able  to  del i ver APDUs  between  the  cl i en t and  the  server.  

A pre-establ ished  AA can  be  e i ther confi rmed  or non-confi rmed  (depend ing  on  the  way i t  i s  
pre-establ ished),  bu t i n  any case  i t  cannot be  re leased .  The  purpose  of th is  type  of 
association  i s  to  s impl i fy data  exchange wi th  s imple  devices  (e. g .  supporti ng  one-way 
communication  on l y).  The  pre-establ ished  AA e l im inates  the  need  of connection  
establ ishment and  release  (phases  1  and  3  i n  F igure  4)  and  on l y data  communication  services  
are  used .  These  must use  connection less  services  of the  supporting  l ower protocol  l ayers7.  

6.3.4  Mandatory appl ication  associations  

The mandatory management l og ical  device  in  the  phys ical  metering  device  must support an  
AA wi th  a  publ ic  cl i ent,  wi th  the  lowest  securi ty l evel .  

I n  any communication  profi l e,  the  management l og ical  device  and  the  publ ic cl ien t must have  
a  reserved  i den ti fier/address.  

6.4 Data communication  

For data  communication  purposes,  the  cl i en t appl ication  l ayer provides  the  fol lowing  set of 
services  (referred  to  as  XX i n  F igure  7).  

•  GET service  ( . request, . confi rm);  

•  SET service  ( . request, . confi rm);  

•  ACTION  service  ( . request, . confi rm).  

Al l  these  services  refer to  attributes  or methods  of COSEM  in terface  obj ects  via  l og ical  
names.  

Received  erroneous  confi rmed  service  requests  are  normal l y s imply d iscarded  at  the  server 
si de.  However,  i n  that case,  COSEM  servers  may optional l y respond  wi th  an  EXCEPTION-
Response APDU  (see  8 . 6. 1 ),  i nd icating  that  the  previous l y received  service  request cannot be  
correctl y processed .  

There  are  a lso  non-cl i ent/server type  services  to  support receiving  i nformation  l i ke  a larms 
from  a  COSEM  server wi thou t fi rst requesting  i t  by the  cl ient.  These  are:  

•  Even tNoti fication  service  ( . i nd icate);  

•  Trigger_EventNoti fication_Send ing  ( . request) .  

I n  confi rmed  AAs,  the  cl i en t appl ication  layer obtains  knowledge abou t the  referencing  method  
used  by the  server during  the  AA establ ishment phase.  I n  case  of a  pre-establ ished  AA,  the  
cl ien t appl ication  l ayer i s  expected  to  know the  referencing  method  used  by the  server before  
data  commun ication  services  can  be  used .  When  the  cl i en t AP i nvokes  data  communication  
services,  the  appl ication  l ayer shal l  i nvoke the  services  and  send  the  APDUs  correspond ing  to  
the  referencing  style  used  by the  server (referred  to  as  ZZ  in  F igure  7) .  

——————— 

7  Pre-establ i shed  appl i cati on  associations  are  not  poss ible  i n  profi l es,  where  the  supporti ng  l ower protocol  
l ayer(s)  do  not  provide  connection less  data  commun ication  services.  As  for a l l  appl i cati on  associations,  the  
l og ical  devices  must  contain  an  Association  LN  /SN  i n terface  object  for the  pre-estab l i shed  associations,  too.  
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When  the  server is  a lso  us ing  LN  references,  the  server s ide  service  set i s  the  complementary 
of the  cl i ent s i de  service  set (the  same service  set,  bu t. request services  shal l  be  transferred  
as. ind ication  services,  and  the.confi rm  services  are  orig inated  as. response services) .  

When  the  server i s  us ing  SN  references,  the  service  set i s  as  fol l ows:  

•  READ service  ( . ind ication , . response);  

•  WRITE  service  ( . i nd ication , . response) ;  

•  UNCONFIRMED WRITE  service  ( . i nd ication);  

•  I n formationReport service  ( . request) .  

As  expla ined  i n  5 . 3 . 2,  i n  order to  able  to  ‘map’  between  the  d i fferen t service  sets,  the  cl i en t 
appl ication  l ayer shal l  i ncl ude  an  add i tional  protocol  component,  ca l led  ‘Cl i en t SN_MAPPER’ .  

The  correspond ing  server appl ication  l ayer shal l  s ignal  the  reception  of th is  (LN  or SN  
referencing)  APDU  to  the  server AP.  I n  most cases,  the  server AP  responds  to  the  
received . request service  by i nvoking  the  correspond ing . response service.  Upon  the  reception  
of the  APDU ,  correspond ing  to  that. response i nvocation ,  the  cl ient appl ication  l ayer shal l  
generate  the  appropriate  l og ical  name referencing  service  prim i ti ve  to  the  cl i en t AP.  

6.5  Cl ient COSEM  appl ication  l ayer services   

6. 5. 1  Appl ication  association  establ ishment   

6.5. 1 . 1  Overview 

Figure  9  shows services  provided  by the  cl ient s i de  appl ication  l ayer for AA establ ishment.  
These  services  are  provided  by the  ACSE.  
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Figure 9  – Cl ient s ide  services  for appl ication  association  establ ishment 

6.5. 1 .2  COSEM-OPEN.request 

Function 

This  service  i s  i nvoked  by the  COSEM  cl ient AP  to  request the  establ ishment of an  AA to  a  
remote  COSEM  server AP.  
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Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

COSEM-OPEN.request 

(  
Protocol_Connection_Parameters,  
Ded icated_Key,  
DLMS_Version_Number,  
DLMS_Conformance,  
Cl i ent_Max_Receive_PDU_Size,  
ACSE_Protocol_Vers ion ,  
Appl ication_Context_Name,  
Appl ication_Ids_and_Ti tl es,  
Securi ty_Mechan ism_Name,  
Cal l ing_Authentication_Value,  
Implementation_Information ,  
User_I nformation ,  
Service_Class  

)  

The  Protocol_Connection_Parameters  parameter con tains  a l l  i n formation  necessary to  use  a  
l ower l ayer profi l e,  i ncl ud ing  the  commun ication  profi le  (protocol )  i den ti fi er and  the  requ i red  
addresses.  Examples  for th is  parameter are  g iven  i n  Annex B .  

The  Ded icated_Key,  DLMS_Vers ion_Number,  DLMS_Conformance  and  Cl i ent_Max_ 
Receive_PDU_Size  parameters  contain  respectivel y the  value  of the  ded icated -key,  the  
proposed-d lms-version-number,  the  proposed-conformance and  the  cl ient-max-receive-pdu-
s i ze  parameters  of the  xDLMS- I n i t i a te . request  PDU .  These  parameters  are  speci fi ed  i n  
I EC  6 1 334-4-41 ,  and  i n  8. 4  of th is  standard .  Annex C  g ives  some examples  of the ir usage.  
The  xDLMS-I n i ti ate. request PDU  shal l  be  i nserted  in  the  user- i nformation  fie l d  of the  AARQ 
APDU  to  be  sen t.  

The ACSE_Protocol_Version,  Appl ication_Context_Name,  Appl ication_Ids_and_Titles,  Securi ty_ 
Mechan ism_Name and  the  Cal l i ng_Authentication_Value  parameters  shal l  be  i nserted  i n to  the  
correspond ing  fi e l ds  of the  AARQ APDU  to  be  sen t.  

The  xDLMS-ASE and  the  ACSE  provide  on l y the  framework for transporting  th is  i n formation .  
To  provide  and  veri fy that i n formation  i s  the  j ob  of the  appropriate  COSEM  AP.  Defau l t  and  
a l l owed  va lues  for these  fie l ds  are  defined  i n  7. 3 . 3 .  

The  Implementation_I nformation  parameter i s  optional .  I f present,  i t  shal l  be  i nserted  in to  the  
implementation- information  fi e ld  of the  AARQ APDU  to  be  sen t.  

The  User_I nformation  parameter is  optional .  I f presen t,  i t  shal l  be  passed  on  to  the  supporting  
l ayer.  

The  Service_Class  parameter i nd icates  whether the  service  shal l  be  i nvoked  i n  the  confi rmed  
or unconfi rmed  manner.  

Use 

The cl ien t AP uses  th is  service  to  i n i tiate  the  establ ishment of an  AA to  a  remote  server AP.  

I f the  Cl i en t AP  invokes  a  COSEM-OPEN. request service  wi th  a  parameter referri ng  to  an  
a l ready establ ished  AA,  then  the  appl ication  l ayer shal l  l ocal l y and  negativel y confi rm  th is  
request wi th  the  reason  that the  requested  AA a l ready exists.  Note,  that th is  i s  a lways  the  
case  for pre-establ ished  AAs.  
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When  the  Protocol_Connection_Parameters parameter i nd icates  a  connection -oriented  
communication  profi l e  (e . g .  TCP/I P)  bu t the  Service_class  parameter i s  set to  Unconfirmed,  
the  COSEM  appl ication  l ayer shal l  l ocal l y and  negativel y confi rm  th is  request,  wi th  the  reason  
that the  requested  AA i s  not a l lowed .  

When  the  Protocol_Connection_Parameters parameter i nd icates  that one  or more  supporting  
l ower l ayer needs  to  be  connected  and  the  requested  AA is  a l lowed ,  the  COSEM  cl ient shal l  
fi rst establ ish  a l l  requ i red  l ower l ayer connections  (except for the  phys ical  l ayer connection ,  
wh ich  must be  a l ready establ ished  prior to  th is  service  i nvocation).  

When  the  requ i red  supporti ng  lower layer services  are  avai lable,  the  COSEM  appl ication  l ayer 
shal l  construct and  send  an  AARQ APDU  to  i ts  peer,  contain ing  the  service  parameters  
received  from  the  AP.  

I f the  COSEM-OPEN. request service  i s  i nvoked  wi th  Service_class  ==  Confi rmed ,  the  
response-allowed parameter of the  xDLMS-I n i tiateRequest PDU ,  i nserted  in  the  user-
information  fi e l d  of the  constructed  AARQ shal l  be  set to  TRUE.  The  cl ien t  appl ication  l ayer i s  
wai ti ng  for an  AARE response from  the  server,  prior to  – pos i ti vel y or negative l y – confi rm ing  
the  COSEM-OPEN. request service  invocation .  

I f the  COSEM-OPEN . request service  i s  i nvoked  wi th  Service_Class  ==  Unconfi rmed ,  the  
response-allowed parameter shal l  be  set to  FALSE,  the  cl i en t appl ication  l ayer does  not wai t  

any response  from  the  server.  I n  th is  case,  the  service  i nvocation  shal l  be  l ocal l y confi rmed .  

The  protocol  for AA establ ishment i s  speci fi ed  i n  7. 3. 1 .  

6.5. 1 .3  COSEM-OPEN.confi rm  

Function  

This  service  is  invoked  by the  COSEM  cl ient  appl ication  layer to  i nd icate  whether the  
previous l y requested  AA is  accepted  or not.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

COSEM-OPEN.confi rm  
(  

Protocol_Connection_Parameters,  
Local_or_Remote,  
Resu l t,  
Fai lu re_type,  
DLMS_Version_Number,  
DLMS_Conformance,  
Server_Max_Receive_PDU_Size,  
ACSE_Protocol_Vers ion ,  
Appl ication_Context_Name,  
Appl ication_Ids_and_Ti tl es,  
Securi ty_Mechan ism_Name,  
Respond ing_Authentication_Value,  
Implementation_Information  

)  

 

The  Protocol_Connection_Parameters  parameter contains  a l l  the  i n formation  requ ired  to  
i denti fy the  protocol  connection  having  been  establ ished .  These  parameters  i den ti fy the  
participants  of the  AA requested  by the  preced ing  COSEM-OPEN. request service.  
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The Local_or_Remote  parameter i nd icates  the  ori g in  of the  COSEM-OPEN .confi rm  service  
prim i ti ve  i nvocation .  When  th is  parameter is  set to  Remote,  the  service  i nvocation  has  been  
orig inated  by the  reception  of an  AARE APDU  from  the  remote  server.  Otherwise,  the  service  
is  l ocal l y ori g inated .  

I n  case  of a  remote  confi rmation ,  the  Resu l t parameter i nd icates  whether the  COSEM  server 
AP accepted  the  requested  association  or not.  I n  case  of l ocal  confi rmation ,  the  Resu l t  
parameter i nd icates  whether the  cl ient s i de  protocol  stack accepted  the  request or not.  I n  the  
case  of non-acceptance (remote  or l ocal ) ,  the  Fai l ure_type parameter i nd icates  the  reason  for 
not accepting  the  proposed  association .  

The  DLMS_Version_Number,  DLMS_Conformance and  Server_Max_Receive_PDU_Size  
parameters  contain  respective l y the  value  of the  negotiated-d lms-version-number,  negotiated-
conformance  and  server-max-receive-PDU-s ize  parameters  of the  xDLMS-I n i ti ate. response  
PDU.  These  parameters  are  speci fied  i n  I EC 61 334-4-41 ,  and  i n  8. 4  of th is  standard .  Annex C  
g i ves  some examples  for the ir usage.  The  xDLMS-I n i ti ate. response  PDU  is  transported  i n  the  
user-information  fi e ld  of the  received  AARE  APDU .  

The ACSE_Protocol_Version,  Appl ication_Context_Name,  Appl ication-Ids_and_Titles,  Securi ty_ 
Mechan ism_Name and  the  Respond ing_Authentication_Value  parameters  carry the  value  of 
the  correspond ing  fie l ds  of the  received  AARE  APDU .  

The  Implementation_I nformation  parameter,  i f presen t,  carries  the  value  of the  implemen–
tation- information  fie l d  of the  received  AARE  APDU.  

Use 

The COSEM  cl i ent appl i cation  l ayer uses  th is  service  prim i tive  to  i nd icate  to  the  cl i ent AP 
whether the  previousl y proposed  AA is  accepted  or not.  I t  may be  generated  as  a  resu l t  of a  
received  AARE APDU  (remote  confi rmation ).  I t  may also  be  generated  l ocal l y i n  the  fol l owing  
cases:  

•  when  the  requested  AA a l ready exists  ( th is  case  i ncludes  pre-establ ished  AAs);  

•  when  the  correspond ing  COSEM-OPEN. request has  been  invoked  wi th  Service_class  ==  
Unconfi rmed ;  

•  when  the  requested  AA i s  not a l l owed ;  

•  due  to  a  l ocal l y detected  error (m iss ing  or not  correct parameters,  fa i l u re  during  the  
establ ishment of the  requested  l ower l ayer connections,  m issing  physica l  connection ,  etc.  

6.5.2  Appl ication  association  release 

6.5.2 . 1  Overview 

Figu re  1 0  shows the  services  provided  by the  cl ient appl ication  l ayer for re leas ing  an  existing  
AA.  
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Figure 1 0  – Cl ient s ide  services  for releasing  an  appl ication  association  

I n  certain  COSEM  commun ication  profi les  – for example  i n  the  3- l ayer,  connection -orien ted ,  
HDLC based  profi l e  – there  i s  a  one-to-one  re lationsh ip  between  a  con fi rmed  AA and  the  
supporti ng  protocol  l ayer connection .  I n  th is  case,  the  COSEM-RELEASE services  used  
during  the  association  re lease  phase  do  not re l y on  the  ACSE A_RELEASE services.  
Confi rmed  AAs  in  these  profi les  are  re leased  s impl y by d isconnecting  the  correspond ing  l ower 
l ayer connection .  

Th is  i s  the  mandatory way to  re lease  such  AAs:  i n  order to  request that,  the  Cl i en t appl ication  
shal l  i nvoke the  COSEM-RELEASE. request service  wi th  no  Use_RLRQ_RE  parameter or wi th  
Use_RLRQ_RE ==  FALSE.  

Note,  that as  th is  request shal l  impl y the  d isconnection  of the  lower l ayer connection ,  there  is  
no  mandatory APDU  associated  to  the  COSEM-RELEASE  service.  

The  cl ient  AP  i s  i n formed  about the  resu l t  of the  requested  d isconnection  via  the  COSEM-
RELEASE.confi rm  service  prim i ti ve.  

Optional l y,  the  COSEM  cl ien t AP may invoke the  COSEM-RELEASE. request service  wi th  
Use_RLRQ_RE ==  TRUE.  I n  th is  case,  the  cl ien t appl ication  l ayer,  i nstead  of d isconnecting  
the  l ower layer connection  ( i f there  is  one),  shal l  i n i ti ate  the  re lease  of the  referenced  AA by 
send ing  an  RLRQ APDU  to  the  server wh ich  may respond  to  that wi th  an  RLRE APDU.  The  
cl ien t AP i s  i n formed  abou t the  resu l t of the  association  re lease  via  the  COSEM-
RELEASE.confi rm  service  prim i tive,  wh ich ,  i n  th is  case,  cou ld  be  a  remotel y confi rmed  
service.  

Supporti ng  the  RLRQ/RLRE  APDUs  i s  optional  in  HDLC based  profi le .  

Any existing  AA – except the  pre-establ ished  ones  on  the  server s ide  – shal l  be  aborted ,  
when  the  physical  connection  i s  i n tentional l y d i sconnected  or i f any of the  supporting  l ayer 
connection  i s  d isconnected  or breaks.  A local  COSEM-ABORT. ind ication  prim i ti ve  i s  provided  
to  i n form  the  AP  abou t th is .  As  phys ical  connection/ d isconnection  i s  done  ou tside  of the  
protocol ,  requesting  a  phys ical  d isconnection  is  not  wi th in  the  scope of th i s  standard .  

6.5.2 .2  COSEM-RELEASE.request 

Function 

This  service  prim i ti ve  is  i nvoked  by the  COSEM  cl i en t AP to  request the  re lease  of an  existing  
AA wi th  a  remote  COSEM  server AP.  
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Service parameters 

The semantics  of th is  service  prim i ti ve  is  as  fo l l ows:  

COSEM-RELEASE.request 

(  
Use_RLRQ_RE,  
User_I nformation  

)  

The  Use_RLRQ_RE parameter i s  optional .  I f i t  i s  not present,  i t  shal l  be  considered  as  i f i ts  
va lue  wou ld  be  equal  to  FALSE.  

The  User_I nformation  parameter is  optional .  I f present,  i t  shal l  be  passed  on  to  the  supporting  
l ayer.  Speci fication  of the  content  of th is  parameter i s  not wi th in  the  scope  of th is  s tandard .  

Use 

The Cl ient  AP  uses  th is  service  prim i tive  to  gracefu l l y release  an  existing  AA.  

When  th is  service  i s  i nvoked  wi th  no  Use_RLRQ_RE  parameter or wi th  Use_RLRQ_RE ==  
FALSE,  the  i nvocation  of th is  service  shal l  not  impl y send ing  an  APDU.  

I n  communication  profi l es  where  the  RLRQ service  i s  not supported  or on l y optional l y 
supported ,  upon  the  reception  of th is  service  invocation  the  cl i en t appl ication  l ayer shal l :  

•  e i ther in i ti ate  the  d isconnection  of the  correspond ing  l ower l ayer connection  ( i f the  AA to  
be  re leased  i s  a  confi rmed  AA)  by i nvoking  the  correspond ing  XX-DISCONNECT. request 
service  of the  supporti ng  l ower protocol  l ayer;  

•  or shal l  s impl y re lease  the  requested  non-confi rmed  AA and  local l y confi rm  the  request.  

Supporti ng  the  COSEM-RELEASE. request service  wi th  no  Use_RLRQ_RE  or wi th  
Use_RLRQ_RE ==  FALSE is  mandatory for a l l  COSEM  Cl ien ts.  However,  i n  communication  
profi les  where  the  RLRQ service  i s  mandatory,  i nvoking  the  COSEM-RELEASE. request 
service  wi th  no  Use_RLRQ_RE or wi th  Use_RLRQ_RE ==  FALSE may l ead  to  an  error8:  i n  
that case  i t  shal l  be  local l y and  negativel y confi rmed .  

When  th is  service  prim i tive  i s  i nvoked  wi th  Use_RLRQ_RE ==  TRUE,  the  cl ient appl ication  
l ayer shal l  construct an  A-RELEASE. request (RLRQ)  APDU ,  and  shal l  send  i t  to  the  peer 
server appl ication  l ayer,  us ing  the  supporting  l ower l ayer services.  I f the  RLRQ is  sent wi th in  
a  non-confi rmed  AA,  after send ing  the  RLRQ the  cl ient appl ication  l ayer shal l  l ocal l y and  
pos i ti vel y confi rm  the  cu rrent request.  Otherwise,  after send ing  the  RLRQ APDU ,  the  cl ien t 
appl ication  l ayer shal l  start a  time-ou t,  wai ting  for e i ther the  A-RELEASE. response (RLRE)  
APDU  from  the  server,  or for the  time-ou t to  be  elapsed .  On  any of these  two events,  the  
cl ien t appl ication  layer shal l  confi rm  the  COSEM-RELEASE. request prim i ti ve.  

Supporti ng  the  COSEM-RELEASE. request service  wi th  Use_RLRQ_RE ==  TRUE is  optional  
i n  HDLC based  profi le .  

The  protocol  for re leas ing  an  AA is  described  i n  7 . 3 . 6 .  

6.5.2 .3  COSEM-RELEASE.confi rm  

Function 

The COSEM  cl ien t appl ication  layer i nvokes  th i s  service  prim i ti ve  to  i nd icate  to  the  AP 
whether the  previousl y received  request for re leasing  the  AA is  accepted .   

——————— 

8 When  the  l ower l ayer connecti ons  are  not  managed  by the  COSEM  appl i cati on  l ayer.  
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NOTE  The  server cannot  refuse  a  re l ease  request.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

COSEM-RELEASE.confi rm  

(  

Resu l t,  
Fai lu re_type,  
User_I nformation  

)  

The  Resu l t parameter i s  the  report  of the  correspond ing  COSEM-RELEASE. request service.  
As  servers  cannot refuse  requests  of nei ther re leas ing  AAs  nor d isconnecting  l ower l ayer 
connections,  the  value  of the  Resu l t  parameter shou ld  normal l y be  SUCCESS.  

However,  the  value  of th is  parameter may also  be  ERROR:  i n  that case,  the  Fai lu re_type  
parameter i nd icates  the  reason  for that.  

The  User_I nformation  fi e l d  may be  present on l y when  the  service  i s  remotel y confi rmed .  I n  
th is  case,  i t  con tains  user speci fic i n formation  carried  by the  supporting  l ower protocol  
l ayer(s) ,  i f th is  i s  possib le.  Speci fication  of i ts  con tent  i s  not wi th in  the  scope  of th is  s tandard .  

Use 

The COSEM  cl i en t appl ication  l ayer uses  th is  service  prim i ti ve  to  i nd icate  to  the  cl ien t AP the  
resu l t of the  previousl y requested  re lease  of an  AA.  Th is  service  prim i tive  i s  ori g inated :  

•  as  a  resu l t  of the  i nvocation  of a  XX-DISCONNECT.confi rm  service  (where  XX is  the  
supporti ng  l ower protocol  l ayer);  or 

•  by a  l ocal l y detected  error – m iss ing  or not correct parameters,  or commun ication  fa i l u re  
at  l ower protocol  l ayer l evel ;  or  

•  after send ing  ou t an  RLRQ APDU  wi th i n  a  non-confi rmed  AA (OPTIONAL);  or  

•  by the  time-out  on  wai ti ng  for an  RLRE  APDU  from  the  remote  Server (OPTIONAL);  or 

•  as  a  resu l t  of a  RLRE  APDU  received  from  the  remote  Server (OPTIONAL).  

6.5.2 .4  COSEM-ABORT. indication  

Function 

This  service  is  i nvoked  by the  cl ien t appl ication  l ayer to  i nd icate  to  the  cl i ent AP an  
unsol ici ted  d isconnection  of any supporti ng  l ower layer connection ,  i ncl ud ing  the  
d isconnection  of the  physical  l ayer.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

COSEM-ABORT. indication  

(  

D iagnostics  
)  

The  optional  D iagnostics  parameter shal l  i nd icate  the  poss ib le  reason  for the  d isconnection ,  
and  may carry l ower protocol  l ayer dependent i n formation  as  wel l .  Speci fication  of the  
con tents  of th is  parameter is  not wi th in  the  scope  of th is  s tandard .  
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Use 

The cl i ent appl ication  l ayer uses  th is  service  prim i ti ve  to  i nd icate  to  the  COSEM  cl ient AP that 
a  l ower layer connection  abort occurred  i n  a  non-sol ici ted  manner (e. g .  the  phys ical  l i ne  i s  
broken).  

NOTE  I n  commun ication  profi l es,  where  the  supporti ng  l ayer connection  i s  not  managed  by the  COSEM 
appl i cation  l ayer,  a  d i sconnection  of the  supporti ng  l ayer by the  manager process  l eads  a l so  to  a  COSEM-
ABORT. ind icati on .  

6.5.3  Cl i ent/server type  data communication  services  

6.5.3. 1  Service overview 

Figure  1 1  shows  services  provided  by the  cl i en t s i de  appl ication  layer during  the  data  
communications  phase.  
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Figure 1 1  – Cl ient side  data commun ication  services  

Data  communication  services  re l y on  the  services  of the  xDLMS_ASE.  These  services  contain  
references  to  attribu tes  or methods  of COSEM  in terface  objects .   

For COSEM  servers,  two types  of referencing  are  speci fied  i n  I EC  62056-62:  Log ical  Name 
(LN)  and  Short Name (SN).  The  COSEM  cl ient appl ication  layer provides  on l y one  service  set,  
us ing  l og ica l  name referencing .  Consequentl y,  when  the  COSEM  server device  does  not use  
l og ical  name referencing ,  the  cl i en t appl ication  l ayer shal l  i nclude  an  add i ti onal  appl ication  
protocol  component;  see  in  F igure  6 .  The  purpose  of th is  i s  to  ‘map’  the  LN  service  set  
i n to/from  the  service  set used  by the  server AP.  

The  service  set provided  at  the  COSEM  cl ient  s ide  i s :  

•  COSEM  in terface  obj ect  attribute  re lated  services:  GET,  SET ( . request, . confi rm);  

•  COSEM  in terface  obj ect  method  re lated  service:  ACTION  ( . request, . confi rm).  

The. request  prim i ti ve  of these  services  i s  i nvoked  by the  COSEM  cl ien t AP.  The  role  of the  
protocol  wi th  regard  to  these  services  i s  to  transport them  as. i nd ication  to  the  COSEM  server 
AP.  

NOTE  Consequentl y,  a . request APDU  i s  i denti cal  to  an . i nd ication  APDU  and  a. response  APDU  i s  i denti cal  to  
a. confi rm  APDU.  For APDU  defi n i ti ons,  see  8 . 6.  

Al l  data  communication  services  wi th in  a  confi rmed  AA can  be  i nvoked  i n  a  confi rmed  or non-
confi rmed  manner.  I n  case  of non-confi rmed  AAs,  data  commun ication  services  may on l y be  
i nvoked  i n  a  non-confi rmed  manner.  
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I n  case  of confi rmed  service  invocation ,  the  server AP shal l  return  the  confi rmation  by 
i nvoking  the  correspond ing . response service  prim i tive.  The  receipt of th is  response is  
i nd icated  to  the  cl ien t AP  via  the. confi rm  service  prim i ti ve.  

I f a  confi rmed  service  request cannot be  processed  by the  server (e. g .  the  request has  been  
received  wi thout establ ish ing  an  AA fi rst,  or the  request i s  otherwise  erroneous)  normal l y i t  i s  
d iscarded  by the  appl ication  layer.  However,  the  COSEM  server appl ication  l ayer may 
optional l y send  an  EXCEPTION-Response APDU  to  ind icate  to  the  cl i ent appl icati on  l ayer that  
the  service  request  received  cou ld  not  be  processed  and  the  reasons  for th is.  

The  optional  EXCEPTION-Response APDU  is  defi ned  i n  8 . 6 . 1 .  

Unconfi rmed  service  invocation  wi l l  not  imply. response/. confi rm  prim i ti ve  invocation .  The  
reason  for th is  i s  to  avoid  col l is ions  due  to  potentia l  mu l ti p le  responses  i n  the  case  of 
mu l ticasting  and/or broadcasting .  

The  protocol  for confi rmed  service  invocations  i s  described  i n  7 . 4. 1 . 1  and  for unconfi rmed  
service  invocations  in  7. 4 . 1 . 2 .  

6.5.3.2  GET. request 

Function 

This  service  i s  i nvoked  by cl ient AP to  request the  va lue(s)  of one  or a l l  attributes  of one or 
more  COSEM  i n terface  object(s)  from  the  remote  server AP.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

GET.request 

(  
I nvoke_Id ,  
Priori ty,  
Service_Class,  
Request_Type,  
COSEM_Attribu te_Descriptor,  {  COSEM_Attribute_Descriptor, } ,  
B lock_Number 

)  
COSEM_Attribu te_Descriptor  

(  
COSEM_Class_I d ,   
COSEM_Object_I nstance_I d ,   
COSEM_Object_Attribute_I d ,  
Access_Selection_Parameters  

)  

The  I nvoke_I d  parameter i den ti fi es  the  i nstance  of th is  service  invocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  received  
request.  There  are  two priori ty l evels:  normal  (FALSE)  and  h i gh  (TRUE).  

The  Service_Class  parameter i nd icates  whether the  service  is  i nvoked  in  confi rmed  or 
unconfi rmed  manner.  

The  Request_type  parameter ind icates  the  type  of the  curren t GET. request service  
i nvocation :  NORMAL,  NEXT or WITH-LIST.  A GET. request a lways  s tarts  wi th  a  GET. request 
type  NORMAL or WITH-LIST.  A GET. request wi th  NEXT type  i s  i ssued  on l y when  the  
requested  data  i s  too  long  for be ing  transferred  i n  one. response APDU.  The  protocol  for non-
transparent long  data  transfer wi th  the  GET service  i s  described  i n  7 . 4 . 1 . 8. 2.  
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A GET. request  service  shal l  contain  one  or more  COSEM_Attribu te_Descriptor parameters,  
each  of them  referencing  one  or a l l  attributes  of a  COSEM  in terface  obj ect.  The  
COSEM_Attribu te_Descriptor parameter i s  a  composi te  parameter,  cons isti ng  of the  fo l lowing  
components:  

•  the  {  COSEM_Class_I d ,  COSEM_Object_I nstance_I d  }  doublet non-ambiguousl y i den ti fies  
one  and  on l y one  COSEM  i n terface  object i nstance;   

•  the  COSEM_Object_Attribu te_Id  component i denti fies  the  attribu te(s)  of the  object  
i nstance.  COSEM_Object_Attribu te_Id  =  0  references  al l  attribu tes  of the  designated  
obj ect  i nstance;  

•  the  optional  Access_Selection_Parameters  component,  i n  case  of se lecti ve  access  (see  
7. 4. 1 . 6)  carries  the  add i ti onal  data  requ ired  for the  selecti ve  GET operation .  Th is  
parameter can  be  used  on l y when  COSEM_Object_Attribute_I d  ! =  0 .  

One  GET. request i nvocation  may con tain  as  many COSEM_Attribute_Descriptors  as  the  
server-max-receive-pdu-size  a l l ows.  The  COSEM_Attribute_Descriptor(s)  shal l  be  present 
on l y wi th  Request_type  ==  NORMAL or WITH-LIST.  

The  optional  B lock_Number parameter i s  present on l y when  Request_type  ==  NEXT.  I t  
carries  the  number of the  l ast correctl y received  b lock of l ong  data.  

Use 

The cl ien t AP uses  th is  service  prim i ti ve  to  request the  value(s)  of one  or a l l  attribu tes  of one  
or more  COSEM  in terface  object(s)  from  the  server AP.  

6.5.3.3  GET.confirm  

Function 

This  service  i s  i nvoked  by the  cl ien t appl ication  layer to  i nd icate  the  reception  of a  Get-
response-XX APDU  from  the  COSEM  server AP.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

GET.confirm  

(  
I nvoke_Id ,  
Priori ty,  
Response_type,  
Resu l t,  {  Resu l t,  }  
B lock_Number 

)  

The  I nvoke_I d  parameter i den ti fies  the  i nstance  of th is  service  invocation .  I ts  va lue  shal l  be  
equal  to  the  I nvoke_Id  of the  correspond ing  GET. request service  i nvocation .  

The  va lue  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  response 
received .  The  value  of th is  parameter shal l  be  equal  to  the  va lue  of the  Priori ty parameter of 
the  correspond ing  GET. request service  i nvocation .  

The  Response_type  parameter i nd icates  whether th is . confi rm  service  invocation  contains  the  
complete  response to  the  previous  GET. request service  i nvocation ,  or i t  contains  on l y a  b lock 
of the  requ ired  data.  Th is  parameter shal l  carry one  of the  fol lowing  values:  

•  NORMAL:  the  service  i nvocation  con tains  the  complete  response for a  NORMAL 
GET. request;  
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•  WITH-LIST:  the  service  i nvocation  con tains  the  complete  response for a  GET. request 
service  of type  WITH-LIST ( includ ing  a  l i s t of a ttribute  references);  

•  ONE-BLOCK:  the  service  i nvocation  contains  one  b lock of the  complete  response.  The 
B lock_Number parameter carries  the  number of the  data  b lock carrying  a  part of the  resu l t  
as  raw data;  

•  LAST-BLOCK:  the  service  i nvocation  conta ins  the  l ast data  b lock of the  response.  

The  Resu l t parameter shal l  carry e i ther the  requested  data,  or i n  case  of error,  the  i nd ication  
of the  type  of error.  I f the  encoded  form  of the  Resu l t parameter does  not fi t  i n  one  APDU ,  
then  i t  shal l  be  transported  i n  b locks,  carried  by the  resu l t parameter of the  Get-Confi rm-With-
Datablock APDU,  of type  DataBlock-G.  Th is  parameter shal l  i nclude  the  b lock number and  the  
encoded  form  of the  resu l t  as  raw data  or data  access  resu l t.  

The  number of Resu l t parameters  i n  the  GET. confi rm  service  shal l  be  the  same as  the  
number of COSEM_Attribu te_Descriptor parameters  i n  the  correspond ing  GET. request 
service  – one  response for each  request.  

Use 

The cl i ent appl ication  l ayer uses  th is  service  prim i ti ve  to  i nd icate  the  reception  of a  Get-
Response-XX APDU .  

6.5.3.4  SET.request 

Function 

This  service  prim i ti ve  i s  i nvoked  by the  cl ient AP to  request the  remote  server AP to  set the  
value  of one  or more  attribu tes  of a  COSEM  in terface  obj ect.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

SET.request 
(  

I nvoke_Id ,  
Priori ty,  
Service_Class,  
Request_type,  
COSEM_Attribu te_Descriptor,  {  COSEM_Attribute_Descriptor,  } ,  
B lock_Number,  
Data,  {  Data,  }  

)  
 
COSEM_Attribu te_Descriptor  
(  

COSEM_Class_I d ,   
COSEM_Object_I nstance_I d ,   
COSEM_Object_Attribute_I d ,  
Access_Selection_Parameters  

)  

The  I nvoke_I d  parameter i den ti fi es  the  i nstance  of th is  service  invocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  received  
request.  There  are  two priori ty l evels:  normal  (FALSE)  and  h i gh  (TRUE).  

The  Service_Class  parameter i nd icates  whether the  service  is  i nvoked  in  confi rmed  or 
unconfi rmed  manner.  
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The Request_type  parameter i nd icates  whether the  Data  parameter of the  service  prim i ti ve  
carries  a l l  the  data  necessary to  set a l l  the  attributes  referenced  by the  COSEM_ 
Attribu te_Descriptor ( l i s t)  or on l y a  b lock of i t.  I t  shal l  be  set to  one  of the  fol lowing  values:  

•  NORMAL:  the  service  i nvocation  con ta ins  the  reference to  one  or a l l  (Attribu te_0  featu re,  
see  7. 4 . 1 . 7 . 1 )  a ttri bu te(s)  of one  COSEM  in terface  object and  a l l  the  requ ired  data.  The 
optional  B lock_Number parameter shal l  not  be  present i n  the  service  i nvocation ;  

•  WITH-LIST:  the  service  i nvocation  contains  a  l i st  of COSEM  i n terface  object attribu te  
references  and  a l l  the  requ ired  data.  The  optional  B lock_Number parameter shal l  not be  
present in  the  service  invocation ;  

•  F IRST-BLOCK:  the  service  invocation  con tains  the  reference to  one  or a l l  attribute(s)  of 
one  COSEM  i n terface  object and  the  fi rst part of the  requ i red  data.  The  B lock_Number 
parameter shal l  be  set to  0001 ;  

•  F IRST-BLOCK-WITH-LIST:  the  service  i nvocation  contains  a  l i s t of COSEM  i n terface  
object attribute  references  and  the  fi rst part  of the  requ ired  data.  The  B lock_Number 
parameter shal l  be  set to  0001 ;  

•  ONE-BLOCK:  the  service  invocation  con tains  on l y one  b lock of the  data.  The  
B lock_Number parameter carries  the  number of the  datablock carrying  a  part of the  Data 
parameter as  raw data,  and  no  COSEM_Attribute_Descriptor(s)  shal l  be  present;  

•  LAST-BLOCK:  the  service  invocation  con tains  the  last b lock of the  Data.  The  
B lock_Number parameter carries  the  number of th is  data  b lock,  and  no  COSEM_ 
Attribu te_Descriptor(s)  shal l  be  present.  

NOTE  I n  the  case  of ONE-BLOCK and  LAST-BLOCK Set-Request-Wi th-Databl ock APDU  i s  generated .  

A SET. request  service  shal l  contain  one  or more  COSEM_Attribu te_Descriptor parameters ,  
each  of them  referencing  one  or more  attributes  of a  COSEM  i n terface  object.  The  
COSEM_Attribu te_Descriptor parameter is  a  composi te  parameter,  consisti ng  of the  fol lowing  
components:  

•  the  {  COSEM_Class_I d ,  COSEM_Object_I nstance_I d  }  doublet non-ambiguousl y i den ti fies  
one  and  on l y one  COSEM  i n terface  object i nstance;   

•  the  COSEM_Object_Attribu te_Id  component i denti fies  the  attribu te(s)  of the  object  
i nstance.  COSEM_Object_Attribu te_Id  =  0  references  al l  attribu tes  of the  designated  
obj ect  i nstance.  

The  optional  Access_Selection_Parameters  e lement,  i n  case  of se lective  access  (see  7. 4. 1 . 6)  
carries  the  add i tional  data  requ i red  for the  selecti ve  SET operation .  Th is  parameter can  be  
used  on l y when  COSEM_Object_Attribu te_Id  ! =  0 .  

One  SET. request i nvocation  may con tain  as  many COSEM_Attribute_Descriptors  as  the  
server-max-receive-pdu-size  a l l ows.  The  COSEM_Attribute_Descriptor(s)  shal l  be  present 
on l y when  Request_type  ==  NORMAL,  Request_type  ==  WITH-LIST or Request_type  ==  
FIRST-BLOCK-XXX.  

The  optional  B lock_Number parameter i s  present when  Request_type  ! =  NORMAL or WITH-
LIST.  I t  carries  the  number of the  data  b lock wi th in  the  current service  i nvocation .  

The  Data  parameter contains  the  data  necessary to  set the  attributes  i den ti fied  by the  
Attribu te_descriptor parameter(s).  I f the  encoded  form  of the  data  does  not fi t  i n  one  APDU ,  
then  i t  shal l  be  transported  i n  b locks,  carried  by the  datablock parameter of the  appropriate  
Set-Request-XX APDU,  of type  DataBlock-SA.  Th is  parameter shal l  i nclude  the  b lock number 
and  the  encoded  form  of the  data  as  raw data.  The  protocol  for l ong  data  transfer wi th  the  
SET service  is  described  i n  7 . 4 . 1 . 8. 3.  

The  number of Data  parameters  i n  the  SET. request service  shal l  be  the  same as  the  number 
of COSEM_Attribute_Descriptors:  one  Data  for each  COSEM_Attribu te_Descriptor.  
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Use 

The cl i ent AP uses  th is  service  prim i ti ve  i n  order to  request the  remote  server AP to  set the  
value  of one  or more  attribu tes  of one  or more  COSEM  i n terface  objects.  

6.5.3.5  SET.confi rm  

Function 

This  service  prim i tive  i s  i nvoked  by the  cl i en t appl ication  l ayer to  i nd icate  the  reception  of a  
SET. response  from  the  COSEM  server AP.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

SET.confirm  

(  
I nvoke_Id ,  
Priori ty,  
Response_type,  
Resu l t  {  Resu l t,  } ,  
B lock_Number 

)  

The  I nvoke_I d  parameter i den ti fies  the  i nstance  of th is  service  invocation .  I ts  va lue  i s  equal  to  
the  I nvoke_I d  of the  correspond ing  SET. request service  invocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  received  
response.  The  value  of th is  parameter is  equal  to  the  value  of the  Priori ty parameter of the  
correspond ing  SET. request service  i nvocation .  

The  Response_type  parameter i nd icates  whether th is . confi rm  service  invocation  contains  the  
response for the  complete  SET. request operation ,  or i t  i s  s imply an  acknowledge of the  
previousl y received  data  b lock.  Th is  parameter shal l  carry one  of the  fol lowing  va lues:  

•  NORMAL:  the. confi rm  service  con tains  the  confi rmation  of the  previous  SET. request 
operation ,  wh ich  carried  a  s i ng le  COSEM  i n terface  object attribute  reference.  The  Resu l t 
parameter carries  the  resu l t  of the  requ i red  operation ;  

•  WITH-LIST:  the.confi rm  service  con ta ins  the  confi rmation  of the  previous  SET. request 
operation ,  wh ich  carried  a  l i s t of COSEM  in terface  object attribu te  references.  The  Resu l t 
parameter carries  the  l i s t  of resu l ts  for each  requ i red  SET operation ;  

•  ACK-BLOCK:  th is  va lue  i nd icates  that th is . confi rm  service  contains  the  acknowledgement 
for the  l ast correctl y received  data  b lock.  The  B lock_Number parameter carries  the  
number of the  received  data  b lock;  

•  LAST-BLOCK:  the  SET.confi rm  service  i s  i nvoked  wi th  th is  va lue  after the  reception  of the  
l ast data  block of a  SET. request service,  wh ich  carried  a  reference to  a  s i ng le  COSEM  
i n terface object attribu te.  Th is  value  i nd icates  that th is . confi rm  service  contains  the  
response to  the  orig inal  SET. request service,  wh ich  has  been  sent i n  several  b l ocks.  The  
Resu l t parameter carries  the  resu l t of the  requ i red  operation  and  the  B lock_Number 
parameter carries  the  number of the  last data  b lock;  

•  LAST-BLOCK-WITH-LIST:  the  SET.confi rm  service  i s  i nvoked  wi th  th is  va lue  after the  
reception  of the  last data  block of a  SET. request service,  wh ich  carried  a  l i st of COSEM  
i n terface  object attribu te  references.  Th is  value  i nd icates  that th is . confi rm  contains  the  
response to  the  orig inal  SET. request service,  wh ich  has  been  sent i n  several  b l ocks.  The  
Resu l t parameter carries  the  l i st  of resu l t for each  requ i red  set operation  and  the  
B lock_Number parameter carries  the  number of the  l ast  data  b lock.  
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The number of Resu l t  parameters  i n  the  SET.confi rm  service  wi th  Response_type ==  WITH-
LIST and  LAST-BLOCK-WITH-LIST shal l  be  the  same as  the  number of attribu te  references  in  
the  correspond ing  SET. request service  – one  resu l t for each  request.  Each  Resu l t parameter 
shal l  carry the  resu l t  of the  correspond ing  SET. request operation .  

Use 

The cl i en t appl ication  l ayer uses  th is  service  prim i tive  to  i nd icate  the  reception  of a  Set-
Response-XX APDU .  

6.5.3.6  ACTION .request 

Function 

This  service  i s  i nvoked  by the  cl i en t AP to  remotel y i nvoke  one  or more  method(s)  of one  or 
more  COSEM  in terface  object(s)  i n  the  remote  server AP.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

ACTION .request 

(  
I nvoke_Id ,  
Priori ty,  
Service_Class,  
Request_Type,  
COSEM_Method_Descriptor,  {  COSEM_Method_Descriptor,  } ,  
B lock_Number,  
Method_I nvocation_Parameters,  {  Method_I nvocation_Parameters ,  }  

)  
 

COSEM_Method_Descriptor 

(  
COSEM_Class_I d ,   
COSEM_Object_I nstance_I d ,   
COSEM_Object_Method_I d  

)  
Method_I nvocation_Parameters: : =  Data  

The  I nvoke_I d  parameter i den ti fi es  the  i nstance  of th is  service  invocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  received  
request.  There  are  two priori ty l evels:  normal  (FALSE)  and  h i gh  (TRUE).  

The  Service_Class  parameter i nd icates  whether the  service  i s  i nvoked  i n  a  confi rmed  or an  
unconfi rmed  manner.  

The  Request_type  parameter i nd icates  whether the  g iven  i nvocation  con tains  a  complete  
request or on l y a  part of i t.  I t  shal l  be  set to  one  of the  fol lowing  val ues:  

•  NORMAL:  the  service  invocation  contains  the  reference to  one  COSEM  in terface  obj ect  
method  and  the  Method_I nvocation_Parameters  requ ired  for the  i nvocation  of th is  
method .  The  optional  B lock_Number parameter shal l  not be  present in  the  service  
i nvocation ;  

•  WITH-LIST:  the  service  i nvocation  contains  a  l i s t of COSEM  in terface  object(s)  method  
references  and  a l l  the  requ i red  Method_I nvocation_Parameters.  The  optional  
B lock_Number parameter shal l  not be  present i n  the  service  invocation ;  
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•  F IRST-BLOCK:  the  service  invocation  conta ins  the  reference to  one  COSEM  in terface  
obj ect method  and  the  fi rst part of the  requ i red  Method_Invocation_Parameters .  The  
B lock_Number parameter shal l  be  set to  0001 ;  

•  WITH-LIST-AND-FIRST-BLOCK:  the  service  invocation  con tains  a  l i st of COSEM  i n terface  
object methods  and  the  fi rst part of the  requ i red  Method_Invocation_ Parameters.  The  
B lock_Number parameter shal l  be  set to  0001 ;  

•  ONE-BLOCK:  the  service  i nvocation  contains  on l y one  b lock of the  
Method_I nvocation_Parameters.  The  B lock_Number parameter carries  the  number of the  
parameter b lock carrying  a  part of the  Method_I nvocation_Parameters  parameter,  and  no  
COSEM_ Method_Descriptor shal l  be  present;  

•  LAST-BLOCK:  th is  va lue  ind icates  that the  curren t b lock i s  the  last parameter b lock to  be  
transferred .  The  B lock_Number parameter carries  the  number of th is  parameter block,  and  
no  COSEM_Method_Descriptor(s)  shal l  be  present;  

•  NEXT:  th is  va lue  i nd icates  that th is . request con tains  an  acknowledgement for a  previousl y 
received  parameter b lock,  and  requests  the  server to  send  the  next one.  The  
B lock_Number parameter carries  the  number of the  last correctl y received  parameter 
b lock.  

An  ACTION . request service  shal l  contain  one  or more  COSEM_Method_Descriptor 
parameters,  each  of them  referencing  one  method  of a  COSEM  i n terface  obj ect.  The  
COSEM_Method_Descriptor parameter i s  a  composi te  parameter,  cons isti ng  of the  fol l owing  
components:   

The  {COSEM_Class_Id ,  COSEM_Object_I nstance_I d}  doublet non-ambiguous l y i den ti fi es  one  
and  on l y one  COSEM  i n terface  obj ect i nstance.  The  complete  COSEM_ Method_Descriptor 
references  one  method  of that obj ect i nstance:  th is  method  i s  i den ti fi ed  by the  
COSEM_Object_Method_I d  component.   

The  optional  B lock_Number parameter i s  present e i ther when  the. request contains  a  
parameter b lock to  be  sent  or when  the. request acknowledges  a  previous l y received  
parameter b lock (Request_type  ==  NEXT).  The  B lock_Number parameter carries  the  number 
of the  l ast  received  parameter b lock.  

I nvoking  a  method  may requ i re  add i ti onal  parameters.  The  Method_I nvocation_Parameters  
parameter carries  the  data  necessary for the  i nvocation  of the  method(s)  i den ti fi ed  by the  
COSEM_Method_Descriptor parameter.  I f the  encoded  form  of the  Method_ 
I nvocation_Parameters  does  not fi t  i n  one  APDU ,  then  i t  shal l  be  transported  i n  b locks,  
carried  by the  pblock parameter of the  appropriate  Action-Request-XX APDU ,  of type  
DataBlock-SA.  Th is  parameter shal l  i ncl ude  the  b lock number and  the  encoded  form  of the  
Method_I nvocation_Parameters  as  raw data.  

The  ACTION. request service  shal l  contain  as  many Method_I nvocation_Parameters  then  
COSEM_Method_Descriptors:  one  Method_I nvocation_Parameters  for each  COSEM_ 
Method_Descriptor.  Therefore,  even  i f the  i nvocation  of a  method  does  not requ ire  add i ti onal  
parameters,  the  correspond ing  Method_I nvocation_Parameters  component shal l  be  present i n  
the  service  i nvocation  – bu t i t  shal l  be  empty.  

The  COSEM_Method_Descriptor parameter shal l  not be  present when  Request_type  ==  ONE-
BLOCK or LAST BLOCK.  

Use 

This  service  prim i tive  is  used  by the  cl ien t AP to  remotel y i nvoke one  or more  method(s)  of 
one  or more  COSEM  i n terface  object(s)  i n  the  remote  server AP.  
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6.5.3.7  ACTION .confirm  

Function 

This  service  is  i nvoked  by the  cl i en t appl ication  layer to  i nd icate  the  reception  of a  
ACTION. response from  the  COSEM  server AP.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

ACTION .confirm  

(  
I nvoke_Id ,  
Priori ty,  
Response_type,  
Resu l t,  {  Resu l t,  } ,  
B lock_Number,  
Response_Parameters,  {  Response_Parameters ,  }  

)  

The  I nvoke_I d  parameter i den ti fies  the  i nstance  of th is  service  invocation .  I ts  va lue  shal l  be  
equal  to  the  I nvoke_Id  of the  correspond ing  ACTION. request service  i nvocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  received  
response.  The  value  of th is  parameter shal l  be  equal  to  the  value  of the  Priori ty parameter of 
the  correspond ing  ACTION . request  service  i nvocation .  

The  Response_type  parameter i nd icates  whether th is . confi rm  service  invocation  contains  the  
complete  response requested  by the  previous  ACTION. request service  i nvocation ,  i t  con tains  
on l y a  b lock of the  requ ired  data,  or i t  i s  s impl y an  acknowledge of a  previousl y received  b lock 
of the  ACTION . request service.  Th is  parameter shal l  carry one  of the  fol l owing  va lues:  

•  NORMAL:  the  service  i nvocation  con tains  the  complete  response for a  NORMAL 
ACTION. request wh ich  carried  a  s ing le  COSEM  in terface  object method  reference;  

•  WITH-LIST:  the  service  i nvocation  contains  the  complete  response for a  WITH-LIST 
ACTION . request service,  i nclud ing  a  l i st  of COSEM  i n terface  object method  references;  

•  ONE-BLOCK:  the  service  i nvocation  conta ins  on l y one  b lock of the  complete  response.  
The  B lock_Number parameter carries  the  number of the  parameter b lock carrying  a  part of 
the  response as  raw data;  

•  LAST-BLOCK:  th is  va lue  ind icates  that the  service  i nvocation  con tains  the  l ast b lock of 
the  response as  raw data;  

•  NEXT:  th is  va lue  ind icates  that service  i nvocation  con tains  an  acknowledgement for the  
previousl y received  parameter b lock and  requests  the  cl ient to  send  the  next one.  The  
B lock_Number parameter carries  the  number of the  last correctl y received  parameter 
b lock.  

The  Resu l t parameter carries  the  resu l t of the  i nvocation  of the  COSEM  in terface  object 
method(s) .  

The  Response_Parameters  carries  the  optional  data  to  be  returned ,  as  a  resu l t of the  
i nvocation  of the  COSEM  i n terface  obj ect methods.  

The  number of Resu l t and  Response_Parameters  parameters  i n  the  ACTION .confi rm  service  
prim i ti ve  wi th  Response_type  ==  WITH-LIST or a . confi rm  service  wh ich  i s  sen t i n  several  
parameter b locks  shal l  be  the  same as  the  number of COSEM  i n terface  object method  
references  in  the  correspond ing  ACTION . request service  – one  Resu l t and  Response_ 
Parameter for each  request.  
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I f the  encoded  form  of the  Resu l t and  Response_Parameters  does  not fi t  i n  one  APDU ,  then  i t  
shal l  be  transported  i n  b lock,  carried  by the  pblock parameter of the  Action-Response-With-
Pblock APDU ,  of type  DataBlock-SA.  Th is  parameter shal l  i ncl ude  the  b lock number and  the  
encoded  form  of the  Resu l t  and  Response_parameters  as  raw data.  

Use 

The cl i en t appl ication  l ayer uses  th is  service  prim i ti ve  to  i nd icate  the  reception  of an  Action-
Response-XX APDU .  

6.5.4  Cl i ent s ide  services  for event noti fication  

Figure  1 2  shows  services  provided  by the  cl ient  s ide  appl ication  l ayer for even t noti fication .  
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Figure 1 2  – Cl ient side  services  for event noti fication  

The EventNoti fication  service  i s  the  on l y non-cl ient/server type  service  provided  in  COSEM.  
Using  the  EventNoti fication . request service,  the  server AP i s  able  to  send  an  unsol ici ted  
noti fication  of the  occurrence of an  event to  the  remote  cl i en t AP.  Reception  of the  
EventNoti fication  message  i s  i nd icated  to  the  cl i en t AP via  the  EventNoti fication . ind ication   
prim i ti ve.  The  protocol  i s  described  in  7. 4. 1 . 3 .  

I n  some cases,  the  supporti ng  l ower l ayer protocol (s)  do  (does)  not a l l ow send ing  a  protocol  
data  un i t i n  a  real ,  unsol i ci ted  manner.  I n  these  cases,  the  cl ien t shal l  expl ici tl y sol ici t  send ing  
an  EventNoti fication  frame,  by i nvoking  the  Trigger_EventNoti fication_send ing  service  
prim i tive.  

6.5.4.1  EventNoti fication . ind ication  

Function 

This  service  i s  i nvoked  by the  cl i ent  appl ication  l ayer to  ind icate  the  reception  of an  EVENT-
NOTIFICATION. ind ication  from  the  COSEM  server SAP.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

EventNoti fication. ind ication  

(  
Time,  
Appl ication-Addresses,  
COSEM_Attribu te_Descriptor,  
Attribu te_Value  

)  
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COSEM_Attribu te_Descriptor  

(  

COSEM_Class_I d ,   
COSEM_Object_I nstance_I d ,   
COSEM_Object_Attribute_I d  

)  

The  optional  Time parameter i nd icates  the  time assigned  to  the  even t by the  server.  

The  Appl ication_Addresses  parameter  i s  optional .  I t  i s  present  on l y when  the  
EventNoti fication  A-PDU  is  received  ou tside  of an  establ ished  AA.  I n  th is  case,  i t  contains  a l l  
protocol  speci fic  parameters  requ i red  to  i denti fy the  sender and  destination  APs.  

The  {  COSEM_Class_I d ,  COSEM_Object_I nstance_I d ,  COSEM_Object_Attribute_I d  }  trip let  
i denti fies  non-ambiguousl y one  and  on l y one  attribute  of a  COSEM  in terface  object i nstance.   

The  Attribu te_Value  parameter carries  the  value  of th is  attribute.  More  in formation  abou t the  
noti fi ed  event  may be  obtained  by i n terrogating  th i s  COSEM  i n terface  object.  

Use 

The cl i en t appl ication  l ayer uses  th is  service  prim i tive  to  i nd icate  the  reception  of an  EVENT-
NOTIFICATION. ind ication  to  the  AP.  

6.5.4.2  Trigger_EventNotification_Send ing .request 

Function 

This  service  i s  i nvoked  by the  cl ien t i n  order to  tri gger the  server to  send  the  frame carrying  
the  EVENT-NOTIFICATION-Request APDU.  

NOTE  Th is  service  i s  necessary i n  case  of commun ication  profi l es,  when  the  server i s  not  ab le  to  send  a  rea l  
non -sol i ci ted  EventNoti fi cation  message.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

Trigger_EventNoti fication_Send ing .req  

(  
Protocol_Parameters  

)  

The  Protocol_Parameters  parameter conta ins  a l l  l ower protocol  dependent i n formation ,  wh ich  
i s  requ i red  for tri ggering  the  server to  send  out an  eventual l y pend ing  frame contain ing  an  
EVENT-NOTIFICATION-Request APDU.  Th is  i n formation  i ncludes  the  protocol  i den ti fi er,  and  
a l l  the  requ i red  l ower l ayer parameters.   

Use 

Upon  the  reception  of a  Trigger_EventNoti fication_Send ing . request service  i nvocation  from  
the  cl i en t AP,  the  cl ient appl ication  layer shal l  i nvoke the  correspond ing  supporti ng  layer 
service  to  send  a  trigger message  to  the  server.   

6.5.5  Cl i ent s ide  l ayer management services  

This  subclause  defines  a  specia l  l ayer management service,  used  to  manage  the  short name 
mapper appl ication  service  e lement.  Th is  cl i en t s i de  service  i s  necessary on l y i f the  server 
uses  SN  referencing .  Al l  other l ayer management services  are  not wi th in  the  scope of th is  
standard .  
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6.5.5.1  SetMapperTable. request 

Function 

This  service  i s  i nvoked  by the  cl ien t AP to  provide  mapping  i n formation  to  the  Cl i ent  
SN_MAPPER ASE.  Th is  service  does  not cause  any data  transm ission  between  the  cl i ent and  
the  server.  Th is  service  i s  necessary on l y i f on  the  server s ide  SN  referencing  is  used .  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l lows:  

SetMapperTable. request 

(  
Mapping_table  

)  

The  Mapping_table  parameter contains  the  contents  of the  attribute  “obj ect_l ist”  for the  
requested  server and  AA.  The  s tructu re  of th e  con ten t  i s  d efi ned  i n  I EC 62056-62.  

Use 

The cl i ent AP uses  th is  service  prim i tive,  i n  order to  enhance the  efficiency of the  mapping  
process  i f SN  referencing  i s  used .  

6.5.5.2  Mapping  cl i ent  services  for servers  using  Short  names 

For servers  us ing  SN  referencing ,  the  services  l i s ted  above are  mapped  to  the  correspond ing  
xDLMS services  (compare  I EC  61 334-4-41 )  by the  cl i ent Control  function  (see  F igure  6)  i n  the  
fol lowing  manner:  

Table  1  – Mapping  between  cl ient side  LN  and  server s ide  SN  referencing  services  

Cl ient s ide  xDLMS Service  (LN  ref. )  Server side  xDLMS Service  (SN  ref. )  

GET. request ReadRequest  

GET. confi rm  ReadResponse  

SET. request  (Service_Class=“confi rmed”)  Wri teRequest  

SET. request  (Service_Class=“unconfi rmed”)  Unconfi rmedWri teRequest  

SET. confi rm  Wri teResponse  

ACTION . request  (Service_Class=“unconfi rmed ”)  Unconfi rmedWri teRequest 

ACTION. request  (Service_Class=“confi rmed”)  Action  wi th  retu rn  parameters :  

 ReadRequest  

  VariableAccessSpeci fi cation : =   
  parametri sed  access   

  ( I EC 61 334-4-41 )  

  Selector: =  0 ;  

  I f no  method  i n vocati on  parameters   
  are  suppl i ed :  

  Parameter: =  nu l l -data  

Acti on  wi thout  retu rn  parameters :  

 Wri teRequest  

  I f no  method  i n vocati on  parameters   
  are  suppl i ed :  

  Data: =  nu l l -data  

ACTION . confi rm  ReadResponse  

I f no  data  i s  retu rned  then :  

data: =  nu l l -data.  

EVENTNOTIFICATION. i nd icati on  I n formati onReportRequest 
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Detai ls  abou t the  mapping  of the  l og ical  names  to  short names  are  g i ven  i n  I EC 62056-62.  

6.6  Server COSEM  appl ication  l ayer services  

6.6. 1  Appl ication  association  establ ishment   

6.6. 1 . 1  Overview 

Figure  1 3  shows the  services  provided  by the  server appl ication  l ayer for AA establ ishment.  
These  services  are  provided  by the  ACSE.  
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Figure 1 3  – Server side  services  for appl ication  association  establ ishment 

6.6. 1 .2  COSEM-OPEN. ind ication  

Function 

This  service  i s  i nvoked  by the  server s i de  of the  appl ication  l ayer fol l owing  the  receipt of an  
AARQ APDU ,  to  i nd icate  to  the  COSEM  server AP that the  peer (cl ient)  AP requested  the  
establ ishment of an  AA.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

COSEM-OPEN. ind ication  

(  
Protocol_Connection_Parameters ,  
Ded icated  _Key,  
DLMS_Version_Number,  
DLMS_Conformance,  
Cl i ent_Max_Receive_PDU_Size,  
ACSE_Protocol_Vers ion ,  
Appl ication_Context_Name,  
Appl ication- I ds_and_Ti tl es,  
Securi ty_Mechan ism_Name,  
Cal l ing_Authentication_Value,  
Implementation_Information ,  
User_I nformation ,  
Service_Class  

)  

The  Protocol_Connection_Parameters  parameter contains  al l  i n formation  necessary to  use  
the  supporting  l ayer,  i nclud ing  the  profi l e  (protocol )  i den ti fier and  the  requ i red  addresses.  
Examples  for th is  parameter are  g i ven  in  Annex B .  
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The Ded icated_Key,  DLMS_Version_Number,  DLMS_Conformance and  Cl i ent_Max_Receive  
_PDU_Size  parameters  con tain  respectivel y the  value  of the  ded icated-key,  the  proposed-
d lms-vers ion-number,  the  proposed-conformance and  the  cl ient-max-receive-pdu-s ize  
parameters  of the  xDLMS-I n i tiate. request  PDU .  These  parameters  are  speci fi ed  i n  
I EC  61 334-4-41  and  i n  8. 4  of th is  standard .  Annex C  g ives  some examples  for their usage.  
The  xDLMS-I n i ti ate. request PDU  shal l  be  i nserted  in  the  user- i nformation  fie l d  of the  AARQ 
APDU  received .  

The  ACSE_Protocol_Vers ion ,  Appl ication_Context_Name,  Appl ication_Ids_and_Ti tles,  
Securi ty_Mechan ism_Name and  the  Cal l i ng_Authen tication_Value  parameters  are  carried  by 
the  correspond ing  fie l ds  of the  received  AARQ APDU .  

The  xDLMS-ASE and  the  ACSE  provide  on l y the  framework for transporti ng  th is  i n formation .  
To  provide  and  veri fy that  i n formation  i s  the  j ob  of the  appropriate  COSEM  AP.  Defau l t  and  
a l l owed  values  for these  fie l ds  are  defined  i n  7. 3 . 7 .   

The  Implementation_Information  parameter,  i f present,  carries  the  value  of the  
implementation- information  fie ld  of the  received  AARQ APDU.  

The  User_I nformation  parameter i s  optional .  When  present,  i t  contains  the  i n formation  sent  by 
the  Cl ient AP us ing  the  same parameter i n  the  correspond ing . request prim i ti ve.  

The  Service_Class  parameter i nd icates  whether the  service  i s  i nvoked  in  confi rmed  or 
unconfi rmed  manner.  

Use 

This  service  i s  used  by the  server s ide  appl ication  l ayer to  ind icate  the  reception  of a  correctl y 
formatted  AARQ APDU  to  the  COSEM  server AP.  I n  order to  be  able  to  receive  th is  APDU,  
l ower l ayer protocol  connections  – i f i t  i s  requ ired  – have  to  be  a l ready establ ished .  

The  protocol  for AA establ ishment i s  described  i n  7. 3. 1 .  

6.6. 1 .3  COSEM-OPEN.response 

Function 

This  service  is  i nvoked  by the  server AP to  i nd icate  whether the  previousl y proposed  AA is  
accepted  or not.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

COSEM-OPEN.response 

(  
Protocol_Connection_Parameters ,  
Resu l t,  
Fa i lure_type,  
DLMS_Version_Number,  
DLMS_Conformance,  
Server_Max_Receive_PDU_Size,  
ACSE_Protocol_Vers ion ,  
Appl ication_Context_Name,  
Appl ication_I ds_and_Ti tl es,  
Securi ty_Mechan ism_Name,  
Respond ing_Authentication_Value,  
Implementation_I nformation  

)  
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The Protocol_Connection_Parameters  parameter contains  al l  i n formation  necessary to  use  
the  supporting  l ayer,  i nclud ing  the  profi l e  (protocol )  i den ti fier and  the  requ i red  addresses.  
Examples  for th is  parameter are  g iven  in  Annex B.  

The  Resu l t parameter i nd icates  whether the  COSEM  server AP accepted  the  association  
request or not.   

I n  the  case  of non-acceptance,  the  Fai l ure_type parameter i nd icates  the  reason  for not 
accepting  the  proposed  AA.  

The  DLMS_Version_Number,  DLMS_Conformance and  Server_Max_Receive_PDU_Size  
parameters  contain  respective l y the  va lue  of the  negotiated-d lms-vers ion-number,  negotiated-
conformance  and  server-max-receive-pdu-s ize  parameters  of the  xDLMS I n i ti ate. response  
PDU.  These  parameters  are  speci fied  i n  I EC 61 334-4-41 ,  and  i n  8. 4  of th is  standard .  Annex C  
g i ves  some examples  for thei r usage.  The  xDLMS-I n i ti ate. request PDU  shal l  be  i nserted  in  
the  user- in formation  fie l d  of the  AARE APDU  to  be  sent.  

The  ACSE_Protocol_Version ,  Appl ication_Context_Name,  Appl ication-I ds_and_Ti tles,  Securi ty_ 
Mechan ism_Name and  the  Respond ing_Authentication_Value  parameters  shal l  be  inserted  
i n to  the  correspond ing  fi e l ds  of the  AARE  APDU  to  be  sent.  

The  Implementation_I nformation  parameter,  i f present,  sha l l  be  i nserted  in  the  implemen-
tation- information  fie l d  of the  AARE  APDU  to  be  sen t.  

Use 

This  service  prim i tive  is  used  by the  COSEM  server AP to  i nd icate  to  the  appl ication  l ayer 
whether the  previousl y proposed  AA is  accepted  or not.   

I f the  designated  AA is  confi rmed  ( i t  was  requested  by an  AARQ wi th  response-al l owed  ==  
TRUE),  the  i nvocation  of th is  service  shal l  imply send ing  an  AARE APDU  to  the  requestor 
cl ien t appl ication  layer,  otherwise  no  AARE shal l  be  sent.  

6.6.2  Appl ication  association  release 

Figu re  1 4  shows  the  services  provided  by the  server s ide  appl ication  l ayer for d isconnecting  
an  AA.  
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Figure  1 4 – Server side  services  for releasing  an  appl ication  association  
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I n  certain  COSEM  commun ication  profi les  – for example  i n  the  3- layer,  connection -orien ted ,  
HDLC based  profi l e  – there  i s  a  one-to-one  re lationsh ip  between  a  confi rmed  AA and  the  
supporti ng  protocol  l ayer connection .  I n  th is  case,  the  COSEM-RELEASE and  COSEM-
ABORT services  used  du ring  the  association  re lease  phase  do  not re l y on  the  ACSE services.  
Confi rmed  AAs  in  these  profi les  are  re leased  s impl y by d isconnecting  the  correspond ing  l ower 
l ayer connection .  

Th is  i s  the  mandatory way to  re lease  such  AAs.  

Th is  way of re leasing  an  AA is  requested  by the  cl ient  AP by i nvoking  the  COSEM-
RELEASE. request service  wi th  no  Use_RLRQ_RE  parameter or wi th  Use_RLRQ_RE ==  
FALSE.  I n  receiving  th is  request,  the  cl ient appl i cation  l ayer shal l  d isconnect the  supporti ng  
l ayer connection .  

D isconnecting  the  supporti ng  l ayer connection  shal l  impl y the  server appl ication  layer to  
receive  an  XX-DISCONNECT. ind ication  wi th  REASON  ==  REMOTE from  the  supporting  
protocol  l ayer.  The  reception  of th is  service  makes  the  server appl ication  l ayer to  i nd icate  the  
request for re leas ing  the  correspond ing  AA to  the  server AP  wi th  the  he lp  of the  COSEM-
RELEASE. ind ication  service  prim i ti ve.  The  server appl ication  shal l  respond  to  th is  wi th  the  
i nvocation  of the  COSEM-RELEASE. response prim i ti ve.  Th is  response wi l l  impl y the  server 
appl ication  layer to  respond  to  the  XX-DISCONNECT. ind ication  and  re lease  the  designated  
AA.  

Optional l y,  the  COSEM  cl ien t AP may invoke the  COSEM-RELEASE. request service  wi th  
Use_RLRQ_RE ==  TRUE.  I n  th is  case,  the  cl i en t appl ication  l ayer,  i nstead  of d isconnecting  
the  supporti ng  layer connection  ( i f there  i s  one) ,  sha l l  i n i ti ate  the  re lease  of the  referenced  AA 
by send ing  an  RLRQ APDU  to  the  Server.  

The  reception  of th is  RLRQ APDU  has  the  same  effect as  the  XX-DISCONNECT. ind ication :  
the  server appl ication  l ayer shal l  i nd icate  the  received  re lease  request to  the  server AP wi th  
the  help  of the  COSEM-RELEASE. i nd ication  service  prim i ti ve.  The  server AP shal l  respond  to  
th is  wi th  the  COSEM-RELEASE. response.  

I f the  AA to  be  re leased  i s  a  confi rmed  AA,  the  reception  of th is  COSEM-RELEASE. response  
wi l l  impl y send ing  an  RLRE  APDU  to  the  Cl i en t,  otherwise  no  RLRE shal l  be  sent.  

Supporti ng  the  RLRQ/RLRE  APDUs  is  optional .  

Any existing  AA – except the  pre-establ ished  ones  on  the  server s ide  – shal l  be  aborted ,  
when  the  phys ical  connection  is  i n tentional l y d i sconnected  or i f any of the  supporting  l ayer 
connection  i s  d isconnected  or breaks.  A local  COSEM-ABORT. ind ication  prim i ti ve  i s  provided  
to  i n form  the  AP about th is.  As  phys ical  connection /d isconnection  i s  done  outs ide  of the  
protocol ,  requesting  a  phys ical  d isconnection  is  not wi th in  the  scope of th i s  standard .  

6.6.2 .1  COSEM-RELEASE. indication  

Function 

This  service  prim i tive  i s  i nvoked  by the  COSEM  server appl ication  l ayer to  i nd icate  to  the  
server AP a  supporting  l ayer d isconnection  ind ication .  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

COSEM-RELEASE. indication  
(  

Use_RLRQ_RE,  
User_I nformation  

)  
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The Use_RLRQ_RE parameter i s  optional .  I f i t  i s  not presen t,  i t  i s  cons idered ,  as  i f the  va lue  
of th is  parameter wou ld  be  equal  to  FALSE.  

The  User_I nformation  parameter i s  optional .  When  i t  i s  present,  i t  sha l l  conta in  User-speci fic 
i n formation  carried  by the  supporting  l ower protocol  l ayer(s).  Speci fication  of the  contents  of 
th is  parameter is  not wi th in  the  scope  of th is  s tandard .  

Use 

This  service  i s  used  by the  server appl ication  layer to  i nd icate  to  the  server AP that a  gracefu l  
re lease  of the  AA has  been  requested .  The  server must accept th is  request.  

When  th is  service  i s  i nvoked  wi th  no  Use_RLRQ_RE  parameter or wi th  Use_RLRQ_RE  ==  
FALSE,  the  i nvocation  of th is  service  i s  generated  upon  the  reception  of a  supporti ng  protocol  
l ayer d isconnect i nd ication .  I n  th is  case,  the  server AP shal l  respond  to  th is  i nd ication  wi th  a  
COSEM-RELEASE. response  prim i ti ve  wi th  no  Use_RLRQ_RE  or wi th  Use_RLRQ_RE ==  
FALSE,  too.  

Supporti ng  the  COSEM-RELEASE. ind ication  service  wi th  no  Use_RLRQ_RE or wi th  
Use_RLRQ_RE ==  FALSE is  mandatory for a l l  COSEM  Servers.  

Optional l y,  COSEM  servers  may support re leas ing  AAs  wi th  the  help  of the  RLRQ/RLRE  
APDUs.  COSEM  servers  supporting  th is  operation  shal l  i nvoke the  COSEM-
RELEASE. ind ication  service  wi th  Use_RLRQ_RE ==  TRUE  on  the  receipt of an  RLRQ APDU .  
I n  th is  case,  i f the  COSEM-RELEASE. ind ication  has  been  received  in  a  confi rmed  AA,  the  
server appl ication  shal l  respond  to  th is  i nd ication  wi th  a  COSEM-RELEASE. response prim i ti ve  
wi th  Use_RLRQ_RE ==  TRUE,  too.  

6.6.2 .2  COSEM-RELEASE.response 

Function 

This  service  prim i ti ve  i s  i nvoked  by the  COSEM  server AP to  i nd icate  to  the  appl ication  l ayer 
whether the  previousl y received  request for re leas ing  the  AA has  been  accepted .  

NOTE  The  server cannot  refuse  a  recei ved  request  for d i sconnection .  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

COSEM-RELEASE.response 

(  
Resu l t,  
User_I nformation ,  
Use_RLRQ_RE 

)  

The  Resu l t  parameter i nd icates  whether the  server AP can  accept the  previous  COSEM-
RELEASE. request or not.  I ts  va lue  depends  on  whether the  AA,  the  re lease  of wh ich  has  
been  requested ,  was  existi ng  or not.  

I f the  User_I nformation  parameter i s  present,  i t  shal l  be  passed  on  to  the  supporti ng  protocol  
l ayer.  Speci fication  of i ts  con ten t i s  not wi th in  the  scope  of th is  s tandard .  

The  Use_RLRQ_RE parameter i s  optional .  I f i t  i s  not present,  i t  i s  cons idered ,  as  i f the  va lue  
of th is  parameter wou ld  be  equal  to  FALSE.  I f th is  parameter i s  present and  i ts  va l ue  is  
TRUE,  then  the  prim i ti ve  is  a  response to  a  COSEM-RELEASE. ind ication ,  wh ich  has  been  
orig inated  by the  reception  of a  RLRQ APDU.  Otherwise,  the  orig in  of the  COSEM-
RELEASE. ind ication  was  the  reception  of a  d isconnect i nd ication  wi th  REASON  ==  REMOTE  
from  the  supporti ng  protocol  l ayer.  
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Use 

This  service  prim i ti ve  i s  i nvoked  by the  server AP to  respond  to  a  previous l y received  
COSEM-RELEASE. ind ication .  Upon  the  reception  of th is  invocation ,  the  server appl ication  
l ayer shal l  process  the  re lease  of the  correspond ing  AA,  and  perform  the  appropriate  actions  
as  wel l .  These  actions  can  be  one  of the  fol l owing :  

•  i n voking  the  XX-DISCONNECT. response service  of the  supporting  protocol  l ayer,  i f the  
Use_RLRQ_RE parameter i s  not  present  or i ts  va lue  i s  FALSE;  

•  constructi ng  and  send ing  an  RLRE APDU  to  the  peer cl ien t appl ication  l ayer,  i f the  
Use_RLRQ_RE parameter is  presen t and  i ts  va lue  is  TRUE,  and  the  re leased  AA is  a  
confi rmed  one.  Supporti ng  th is  operation  i s  optional .  

6.6.2 .3  COSEM-ABORT. indication  

Function 

This  service  prim i tive  i s  i nvoked  by the  COSEM  server appl ication  l ayer to  i nd icate  to  the  
server appl ication  that the  AA is  aborted  because  of the  supporti ng  l ower protocol  connection  
i s  shut down.  I t  can  be  the  resu l t e i ther of an  unsol ici ted  d isconnection  of any supporting  
l ower l ayer connection ,  i nclud ing  the  d isconnection  of the  phys ical  l ayer,  or of the  action  of 
another appl ication  en ti ty,  such  as  the  connection  manager appl icati on ,  present in  some 
profi les .  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

COSEM-ABORT. indication  

(  
D iagnostics  

)  

The  optional  D iagnostics  parameter shal l  i nd icate  the  poss ib le  reason  for the  phys ical  
d isconnection ,  and  can  carry lower protocol  l ayer dependent i n formation .  Speci fication  of the  
con tents  of th is  parameter is  not wi th in  the  scope  of th is  s tandard .   

Use 

The server appl ication  l ayer uses  th is  service  prim i ti ve  to  i nd icate  to  the  COSEM  server AP 
that  a  l ower l ayer connection  abort occurred  in  a  non-sol ici ted  manner.  The  orig in  of the  abort 
can  be  an  external  event (e. g .  the  phys ical  l i ne  i s  broken),  or an  action  of a  supporti ng  l ayer 
connection  manager AP,  present in  some profi l es.  

6.6.3  Cl i ent/server type  data communication  services  

6.6.3. 1  Service overview 

Services  provided  during  the  data  commun ications  phase  re l y on  services  of the  
xDLMS_ASE.  These  services  con tain  references  to  attribu tes  or methods  of COSEM  i n terface  
obj ects .  I EC  62056-62  defines  two  d i fferen t types  of referencing ,  by l og ica l  name (LN)  and  by 
short name (SN ).  Therefore,  two d i fferen t server xDLMS_ASE-s  – thus  two d i fferent server 
appl ication  l ayers  – are  speci fied .  These  server s i de  appl ication  l ayers  provide  two  d i fferen t 
sets  of services.  One  set  of services  (GET,  SET,  ACTION  and  EventNoti fication)  i s  us ing  
exclus ivel y LN  references.  The  other set of services  (Read ,  Wri te,  Unconfi rmed  Wri te,  
I n formationReport)  i s  us ing  exclus ivel y SN  references.  

However,  during  the  l i fetime of an  establ ished  AA,  there  i s  on l y one  server xDLMS_ASE 
present in  the  COSEM  server appl ication  l ayer.  The  type  of th is  xDLMS_ASE  is  negotiated  
during  the  connection  establ ishment phase  and  on l y the  selected  xDLMS_ASE is  present 
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wi th in  the  server appl ication  l ayer.  I t  expla ins,  why us ing  one  or the  other set of services  i s  
exclus ive.  No  Read /Wri te/Unconfi rmedWri te  services  are  provided  by the  COSEM  server ASO  
when  the  AA is  establ ished  wi th in  a  con text us ing  LN  referencing ,  and  no  
GET/SET/ACTION /EventNoti fication  services  are  provided  in  the  opposi te  case.  

6.6.3.2  Services  provided  with  LN  references  

Figure  1 5  shows  services  provided  by the  server s i de  appl ication  l ayer during  the  data  
communications  phase,  when  LN  referencing  is  u sed :  
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Figure  1 5 – Server side  data commun ications  services  using  LN  referencing  

Three  cl ient/server type  services  may be  supported  when  LN  referencing  i s  used :  GET,  SET 
and  ACTION .  The. request prim i ti ve  of these  services  is  i nvoked  by the  COSEM  cl i en t AP.  The  
role  of the  protocol  wi th  regard  to  these services  i s  to  transport them  to  the  COSEM  server 
AP.  The server appl ication  l ayer shal l  i nd icate  the  reception  of a  request via  the. ind ication  
service  prim i ti ve  to  the  server AP.  

Each  of these services  can  be  requested  in  a  confi rmed  or an  unconfi rmed  manner.  However,  
i n  case  of a  non-confi rmed  AA,  data  communication  services  may on l y be  i nvoked  i n  a  non-
confi rmed  manner.  

I n  case of confi rmed  service  invocation ,  the  server AP shal l  return  the  confi rmation  by 
i nvoking  the  correspond ing . response  service  prim i ti ve.  The  receipt of th is  response  i s  
i nd icated  to  the  cl ien t AP  via  the.confi rm  service  prim i ti ve.  

I f a  confi rmed  service  request cannot be  processed  by the  server (e. g .  the  request has  been  
received  wi thout establ ish ing  an  AA fi rst,  or the  request i s  otherwise  erroneous)  normal l y,  i t  i s  
d iscarded  by the  appl ication  layer.  However,  the  COSEM  server appl ication  l ayer may 
optional l y send  an  EXCEPTION-Response APDU  to  ind icate  to  the  cl i ent appl ication  l ayer that  
the  service  request received  cou ld  not  be  processed  and  the  reasons  for th is.  

The  optional  EXCEPTION-Response APDU  is  defined  i n  8 . 6 . 1 .  

Unconfi rmed  service  i nvocation  wi l l  not impl y. response/. confi rm  prim i tive  i nvocation .  I n  
COSEM,  the  on l y reason  to  do  i t  i s  to  avoid  col l i s ions  due  to  potentia l  mu l ti ple  responses  i n  
the  case  of mu l ticasting  and /or broadcasting .  

The  protocol  for confi rmed  service  invocations  i s  described  i n  7 . 4. 1 . 1  and  for unconfi rmed  
service  invocations  in  7. 4 . 1 . 2 .  

The  fourth ,  EventNoti fication  Service  is  the  on l y non-cl ient/server service  provided  in  COSEM.  
By i nvoking  th is  service,  the  server AP i s  able  to  send  an  unsol ici ted  noti fication  of the  
occurrence of an  event to  the  remote  cl i en t.  
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6.6.3.2 . 1  GET. indication  

Function 

This  service  is  invoked  by the  server appl ication  layer to  ind icate  to  the  server AP that a  
remote  cl ien t has  requested  the  value(s)  of one  or a l l  attributes  of one  or more  COSEM  
in terface  object(s).  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

GET. indication  

(  
I nvoke_Id ,  
Priori ty,  
Service_Class,  
Request_type,  
COSEM_Attribu te_Descriptor,  {  COSEM_Attribute_Descriptor,  } ,  
B lock_Number 

)  
 

COSEM_Attribu te_Descriptor  

(  
COSEM_Class_I d ,   
COSEM_Object_I nstance_I d ,   
COSEM_Object_Attribu te_I d ,  
Access_Selection_Parameters  

)  

The  I nvoke_I d  parameter i den ti fi es  the  i nstance of th is  service  invocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  received  
request.  There  two priori ty l evels:  normal  (FALSE)  and  h igh  (TRUE).  

The  Service_Class  parameter i nd icates  whether the  service  is  i nvoked  i n  a  confi rmed  or an  
unconfi rmed  manner.  

The Request_type  parameter i nd icates  the  orig in  and  the  type  of the  current GET. ind ication  
service  invocation .  I t  can  be:  NORMAL,  WITH-LIST or NEXT.  

The fi rst GET. ind ication  i s  always  type NORMAL or WITH-LIST.  I t  i nd icates  the  reception  of a  
NORMAL GET. request from  the  cl ien t.  A GET. ind ication  wi th  NEXT type  ind icates  that the  
remote cl i en t i s  asking  for the  next data  block.  Non-transparent l ong  data  transfer wi th  the  
GET service  i s  defined  i n  7 . 4 . 1 . 8. 2.  

A GET. ind ication  service  shal l  contain  one  or more  COSEM_Attribute_Descriptor parameters,  
each  of them  referencing  a  COSEM  i n terface  object attribu te.  The COSEM_Attribu te_ 
Descriptor parameter is  a  composi te  parameter,  cons isti ng  of the  fol lowing  components:  

•  the  {  COSEM_Class_I d ,  COSEM_Object_I nstance_I d  }  doublet non-ambiguousl y i den ti fies  
one  and  on l y one  COSEM  i n terface object i nstance;   

•  the  COSEM_Object_Attribu te_I d  component i denti fies  the  attribu te(s)  of the  object  
i nstance.  COSEM_Object_Attribu te_Id  =  0  references  al l  attribu tes  of the  designated  
object  instance;  

•  the  optional  Access_Selection_Parameters  e lement,  i n  case  of se lective  access  (see  
7. 4. 1 . 6 . )  carries  the  add i tional  data  requ ired  for the  selective  GET operation .  Th is  
parameter can  be  used  on l y when  COSEM_Object_Attribu te_I d  ! =  0 .  
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One GET. ind ication  i nvocation  may contain  as  many COSEM_Attribute_Descriptors  as  the  
server-max-receive-pdu-size  a l l ows.  The COSEM_Attribute_Descriptor(s)  shal l  be  present 
on l y wi th  Request_type  ==  NORMAL or WITH-LIST.  

The  optional  B lock_Number parameter i s  present on l y when  Request_type  ==  NEXT.  I t  
carries  the  number of the  l ast correctl y received  b lock of a  long  data,  and  no  
COSEM_Attribu te_ Descriptor parameter shal l  be  present.  

Use 

The server appl ication  l ayer generates  the  GET. ind ication  service  prim i tive  upon  the  reception  
of a  GET. request from  the  supporting  l ayer.  

6.6.3.2 .2  GET.response 

Function 

This  service  is  i nvoked  by the  server AP i n  order to  send  a  response  to  a  previousl y received  
GET. ind ication  prim i ti ve.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

GET.response 

(  
I nvoke_Id ,  
Priori ty,  
Response_type,  
Resu l t,  {  Resu l t,  }  
B lock_Number 

)  

The  I nvoke_I d  parameter i den ti fies  the  i nstance  of th is  service  invocation .  I ts  va lue  shal l  be  
equal  to  the  I nvoke_I d  of the  correspond ing  GET. ind ication  service  invocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  
received . i nd ication .  The value  of th is  parameter shal l  be  equal  to  the  value  of the  Priori ty 
parameter of the  correspond ing  GET. ind ication  service  i nvocation .  

The  Response_type parameter i nd icates  whether th is. response  service  i nvocation  contains  
the  complete  response  requested  by the  previous  GET. request service  invocation ,  or i t  
con tains  on l y a  b lock of the  requ i red  data.  Th is  parameter shal l  carry one  of the  fol l owing  
values:  

•  NORMAL:  the  service  i nvocation  contains  the  complete  response for a  NORMAL 
GET. request service;  

•  WITH-LIST:  the  service  i nvocation  contains  the  complete  response for a  WITH-LIST 
GET. request service;  

•  ONE-BLOCK:  the  service  i nvocation  contains  on l y one  b lock of the  complete  response.  
The  B lock_Number parameter carries  the  number of the  data  b lock carryi ng  a  part of the  
resu l t  as  raw data;  

•  LAST-BLOCK:  th is  va lue  i nd icates  that the  current b lock is  the  last data  b lock sent.  

The  Resu l t parameter shal l  carry e i ther the  requested  data,  or i n  case  of error,  the  ind ication  
of the  type  of error.  I f the  encoded  form  of the  Resu l t parameter does  not fi t  i n  one  APDU ,  
then  i t  shal l  be  transported  in  b locks,  carried  by the  Resu l t  parameter of the  appropriate  Get-
Response-With-Datablock APDU,  of type DataBlock-G.  Th is  parameter shal l  i nclude the  block 
number and  a  part of the  encoded  form  of the  resu l t  as  raw data  or data  access  resu l t.  
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The number of Resu l t parameters  in  the  GET. response service  shal l  be  the  same as  the  
number of COSEM_Attribu te_Descriptor parameters  i n  the  correspond ing  GET. ind ication  
service  – one  response  for each  request.  

Use 

This  service  i s  used  by the  server AP.  Upon  the  reception  of the  GET. response  service  
i nvocation ,  the  COSEM  server appl ication  layer shal l  bu i l d  a  Get-Response-XX APDU .  I n  case  
of success  – when  the  correspond ing  GET. ind ication  has  been  accepted  – th is  APDU  shal l  be  
bu i l t  by encod ing  the  received  Data  parameter otherwise  the  APDU  wi l l  con tain  the  value  of 
the  data_access_resu l t parameter.  I n  both  cases,  the  I nvoke_I d  and  the  Priori ty parameter 
shal l  a lso  be  i nserted  in to  the  APDU .  

6.6.3.2 .3  SET. indication  

Function 

This  service  prim i tive  i s  i nvoked  by the  server appl ication  l ayer to  i nd icate  to  the  server AP 
that a  remote  cl i en t has  requested  setti ng  one  or more  attributes  of a  COSEM  in terface 
object.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

SET. indication  

(  
I nvoke_Id ,  
Priori ty,  
Service_Class,  
Request_type,  
COSEM_Attribu te_Descriptor,  {  COSEM_Attribute_Descriptor,  } ,  
B lock_Number,  
Data,  {  Data,  }  

)  
COSEM_Attribu te_Descriptor  

(  
COSEM_Class_I d ,   
COSEM_Object_I nstance_I d ,  
COSEM_Object_Attribu te_I d ,  
Access_Selection_Parameters  

)  

The  I nvoke_I d  parameter i den ti fi es  the  i nstance of th is  service  invocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  received  
request.  There  are  two priori ty l evels:  normal  (FALSE)  and  h igh  (TRUE).  

The  Service_Class  parameter i nd icates  whether the  service  is  i nvoked  i n  a  confi rmed  or an  
unconfi rmed  manner.  

The  Request_type  parameter i nd icates  whether the  Data  parameter of the  service  prim i ti ve  
carries  a  complete  attribu te  or on l y a  b lock of i t.  I t  shal l  be  set to  one  of the  fol l owing  values:  

•  NORMAL:  the  service  i nvocation  con tains  the  reference  to  one  or a l l  (Attribu te_0  featu re,  
see  7. 4 . 1 . 7 . 1 )  attribu te(s)  of one  COSEM  in terface object and  a l l  the  requ i red  data.  The 
optional  B lock_Number parameter shal l  not be  present i n  the  service  i nvocation ;  

•  WITH-LIST:  the  service  i nvocation  contains  a  l i st  of COSEM  i n terface  object attribu te  
references  and  a l l  the  requ i red  data.  The  optional  B lock_Number parameter shal l  not be  
present i n  the  service  invocation ;  
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•  F IRST-BLOCK:  the  service  i nvocation  contains  the  reference  to  an  attribu te  of one  
COSEM  in terface  object and  the  fi rst part of the  requ i red  data.  The  Block_Number 
parameter shal l  be  set to  0001 ;  

•  F IRST-BLOCK-WITH-LIST:  the  service  i nvocation  contains  a  l i s t of COSEM  i n terface  
object attribu te  references  and  the  fi rst part  of the  requ ired  data.  The  B lock_Number 
parameter shal l  be  set to  0001 ;  

•  ONE-BLOCK:  the  service  invocation  con tains  on l y one  b lock of the  data.  The 
B lock_Number parameter carries  the  number of the  data  b lock carried  by the  Data  
parameter,  and  no  COSEM_Attribute_Descriptor(s)  shal l  be  present;  

•  LAST-BLOCK:  th is  value  i nd icates  that the  curren t i s  the  last b lock of the  data.  The  
B lock_Number parameter carries  the  number of th is  data  b lock,  and  no  
COSEM_Attribu te_Descriptor(s)  shal l  be  present.  

A SET. ind ication  service  shal l  contain  one  or more  COSEM_Attribute_Descriptor parameters,  
each  of them  referencing  one or a l l  attributes  of a  COSEM  in terface object.  The 
COSEM_Attribu te_Descriptor parameter i s  a  composi te  parameter,  consisti ng  of the  fol lowing  
components:  

•  the  {  COSEM_Class_I d ,  COSEM_Object_I nstance_I d  }  doublet non-ambiguousl y i den ti fies  
one  and  on l y one  COSEM  i n terface object i nstance;   

•  the  COSEM_Object_Attribu te_I d  component i denti fies  the  attribu te(s)  of the  object  
i nstance.  COSEM_Object_Attribu te_Id  =  0  references  al l  attribu tes  of the  designated  
object  instance;  

•  the  optional  Access_Selection_Parameters  e lement,  i n  case  of se lective  access  (see  
7. 4. 1 . 6 . )  carries  the  add i tional  data  requ ired  for the  selective  SET operation .  Th is  
parameter can  be  used  on l y when  COSEM_Object_Attribu te_I d  ! =  0 .  

One SET. ind ication  i nvocation  may contain  as  many COSEM_Attribute_Descriptors  as  the  
server-max-receive-pdu-size  a l l ows.  The COSEM_Attribute_Descriptor(s)  shal l  be  present 
on l y wi th  Request_type  ==  NORMAL,  Request_type  ==  WITH-LIST or Request_type  ==  
FIRST-BLOCK-XXX.   

The  optional  B lock_Number parameter is  present when  Request_type ! =  NORMAL or WITH- 
LI ST.  I t  carries  the  number of the  DataBlock wi th in  the  current service  i nvocation .  

The  Data  parameter contains  the  data  necessary to  set the  attribu tes  i den ti fied  by the  
Attribu te_descriptor parameter.  I f the  encoded  form  of the  data  does  not fi t  i n  one  APDU,  then  
i t  shal l  be  transported  i n  b locks,  carried  by the  datablock parameter of the  appropriate  Set-
I nd ication-XX APDU,  of type  DataBlock-SA.  Th is  parameter shal l  i nclude  the  b lock number 
and  a  part of the  encoded  form  of the  data  as  raw data.  

The  number of Data  parameters  i n  the  SET. request service  shal l  be  the  same as  the  number 
of COSEM_Attribute_Descriptors:  one  Data  for each  COSEM_Attribu te_Descriptor.  

Use 

The server appl ication  layer generates  the  SET. ind ication  service  prim i ti ve  upon  the  reception  
of a  SET. request from  the  supporting  l ayer.  

6.6.3.2 .4  SET.response 

Function 

This  service  prim i ti ve  is  i nvoked  by the  server AP to  send  a  response to  a  previousl y received  
SET. ind ication  prim i ti ve.  
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Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

SET.response 

(  
I nvoke_Id ,  
Priori ty,  
Response_type,  
Resu l t  {  Resu l t,  } ,  
B lock_Number 

)  

The  I nvoke_I d  parameter i den ti fies  the  i nstance  of th is  service  invocation .  I ts  va lue  shal l  be  
equal  to  the  I nvoke_I d  of the  correspond ing  SET. ind ication  service  i nvocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  received  
response.  The  value  of th is  parameter shal l  be  equal  to  the  value  of the  Priori ty parameter of 
the  correspond ing  SET. ind ication  service  i nvocation .  

The  Response_type parameter i nd icates  whether th is. response  service  i nvocation  contains  
the  response  for the  complete  SET. ind ication  operation ,  or i t  i s  s impl y an  acknowledge  of the  
previousl y received  data  b lock.  Th is  parameter shal l  carry one  of the  fol lowing  values:  

•  NORMAL:  the. response service  contains  the  confi rmation  of the  previous  SET. ind ication  
operation ,  wh ich  carried  a  s i ng le  COSEM  i n terface  obj ect  attribu te  reference.  The  Resu l t 
parameter carries  the  resu l t  of the  requ i red  operation ;  

•  WITH-LIST:  the. response  service  con tains  the  confi rmation  of the  previous  SET. request 
operation ,  wh ich  carried  a  l i s t of COSEM  in terface  object attribu te  references.  The  Resu l t 
parameter carries  the  l i s t  of resu l ts  for each  requ i red  set operation ;  

•  ACK-BLOCK:  th is  value  i nd icates  that th is . response con tains  a  posi tive  or negative  
acknowledgement for a  previousl y received  data  b lock.  The B lock_Number parameter 
carries  the  number of the  l ast correctl y received  data  b lock;  

•  LAST-BLOCK:  the  SET. response  service  is  i nvoked  wi th  th is  va lue  after the  reception  of 
the  last b lock of the  data  of a  SET. request service,  wh ich  carried  a  s i ng le  COSEM  
in terface object attribute  reference.  Th is  value  i nd icates  that th is. response contains  the  
response  to  the  orig inal  SET. ind ication  service,  wh ich  has  been  transferred  i n  several  
b locks.  The Resu l t parameter carries  the  resu l t  of the  requ ired  operation  and  the  
B lock_Number parameter carries  the  number of the  l ast  data  b lock;  

•  LAST-BLOCK-WITH-LIST:  the  SET. response service  i s  i nvoked  wi th  th is  va lue  after the  
reception  of the  last b lock of the  data  of a  SET. request service,  wh ich  carried  a  l i st  of 
COSEM  i n terface object attribu te  references.  Th is  value  i nd icates  that th is . response  
contains  the  response  to  the  orig inal  SET. ind ication  service,  wh ich  has  been  transferred  
i n  several  b locks.  The  Resu l t parameter carries  the  l i s t of resu l ts  for each  requ ired  set 
operation  and  the  B lock_Number parameter carries  the  number of the  last data  b lock.  

The  number of the  Resu l t parameters  i n  the  SET. response service  prim i tive  wi th  
Response_type ==  WITH-LIST and  LAST-BLOCK-WITH-LIST shal l  be  the  same as  the  
number of COSEM  in terface  object attribu te  references  in  the  correspond ing  SET. request 
service  – one  resu l t for each  request.  Each  Resu l t parameter shal l  carry the  resu l t  of the  
correspond ing  SET. request operation .  

Use 

This  service  i s  used  by the  server AP.  Upon  the  reception  of the  SET. response  service  
i nvocation ,  the  COSEM  server appl ication  l ayer shal l  bu i ld  a  Set-Response-XX APDU.  Th is  
APDU  shal l  contain  the  response(s)  for the  correspond ing  SET. request – one  Data-Access-
Resu l t parameter for each  attribute  set request.  I n  case of success,  th i s  parameter shal l  
con tain  a  posi ti ve  acknowledgement for the  requ i red  set operation  otherwise  i ts  va lue  shal l  
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i nd icate  the  reason  of the  fai l u re.  I n  both  cases,  the  I nvoke_Id  and  the  Priori ty parameters  
shal l  a lso  be  i nserted  in to  the  APDU .  

6.6.3.2 .5  ACTION . indication  

Function 

This  service  is  invoked  by the  server appl ication  layer to  ind icate  to  the  server AP that a  
remote  cl i en t has  requested  the  i nvocation  of one  or more  methods  of one  or more  COSEM  
in terface  objects.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

ACTION . ind ication   

(  
I nvoke_Id ,  
Priori ty,  
Service_Class,  
Request_Type,  
COSEM_Method_Descriptor,  {  COSEM_Method_Descriptor,  } ,  
B lock_Number,  
Method_I nvocation_Parameters,  {  Method_I nvocation_Parameters ,  }  

)  
 
COSEM_Method_Descriptor 
(  

COSEM_Class_I d ,  
COSEM_Object_I nstance_I d ,  
Method_I d  

)  
 
Method_I nvocation_Parameters: : =  Data  

The  I nvoke_I d  parameter i den ti fi es  the  i nstance of th is  service  invocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  received  
request.  There  are  two priori ty l evels:  normal  (FALSE)  and  h igh  (TRUE).  

The  Service_Class  parameter i nd icates  whether the  service  is  i nvoked  i n  a  confi rmed  or an  
unconfi rmed  manner.  

The  Request_type parameter i nd icates  whether the  g iven  i nvocation  con tains  a  complete  
request or on l y a  part of i t.  I t  shal l  be  set  to  one  of the  fol lowing  values:  

•  NORMAL:  the  service  i nvocation  con tains  the  reference  to  a  method  of one  COSEM  
in terface obj ect  and  the  Method_I nvocation_Parameters  requ i red  for the  i nvocation  of th is  
method .  The optional  B lock_Number parameter shal l  not be  present i n  the  service  
i nvocation ;  

•  WITH-LIST:  the  service  i nvocation  con tains  a  l i st  of COSEM  in terface  object methods  and  
a l l  the  requ ired  Method_I nvocation_Parameters.  The optional  B lock_Number parameter 
shal l  not be  present i n  the  service  invocation ;  

•  F IRST-BLOCK:  the  service  i nvocation  contains  the  reference  to  a  method  of one  COSEM  
i n terface object and  the  fi rst part of the  requ ired  Method_I nvocation_Parameters.  The  
B lock_Number parameter shal l  be  set  to  0001 ;  

•  WITH-LIST-AND-FIRST-BLOCK:  the  service  invocation  contains  a  l i st  of COSEM  i n terface  
object method  references  and  the  fi rst part of the  requ ired  Method_I nvocation_Para-
meters.  The  B lock_Number parameter shal l  be  set to  0001 ;  
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•  ONE-BLOCK:  the  service  i nvocation  contains  on l y one  b lock of the  Method_ 
I nvocation_Parameters.  The B lock_Number parameter carries  the  number of the  para-
meter b lock carrying  a  part of the  Method_I nvocation_Parameters  parameter,  and  no  
COSEM_Method_Descriptor(s)  shal l  be  present;  

•  LAST-BLOCK:  th is  va lue  ind icates  that the  curren t b lock is  the  last parameter b lock to  be  
transferred .  The B lock_Number parameter carries  the  number of the  parameter b lock 
carrying  the  l ast b lock of the  Method_I nvocation_Parameters  and  no  COSEM_ 
Method_Descriptor(s)  shal l  be  present;  

•  NEXT:  th is  va lue  i nd icates  that th is . request contains  an  acknowledgement for a  previousl y 
received  parameter b lock.  The  Block_Number parameter carries  the  number of the  l ast 
correctl y received  parameter b lock.  

An  ACTION . ind ication  service  shal l  con tain  one  or more  COSEM_Method_Descriptor 
parameters,  each  of them  referencing  one  COSEM  i n terface  object method .  The 
COSEM_Method_Descriptor parameter i s  a  composi te  parameter,  consisti ng  of the  fol l owing  
components:  

•  the  {  COSEM_Class_I d ,  COSEM_Object_I nstance_I d  }  doublet non-ambiguousl y i den ti fies  
one  and  on l y one  COSEM  i n terface object i nstance.  The complete  COSEM_ 
Method_Descriptor references  one  method  of that  object i nstance:  th is  method  is  
i denti fied  by the  COSEM_Object_Method_I d  component;  

•  the  optional  B lock_Number parameter is  present e i ther when  the. i nd ication  con tains  a  
parameter b lock to  be  sen t or when  the. request acknowledges  a  previousl y received  
parameter b lock (Request_type ==  NEXT).  The  B lock_Number parameter carries  the  
number of the  l ast  received  parameter b lock.  

I nvoking  a  method  may requ ire  add i ti onal  parameters.  The Method_I nvocation_Parameters  
parameter carries  the  data  necessary for the  i nvocation  of the  method(s)  i den ti fied  by the  
COSEM_Method_Descriptor parameter(s) .  I f the  encoded  form  of the  Method_ 
I nvocation_Parameters  does  not  fi t  i n  one  APDU ,  then  i t  shal l  be  transported  i n  b locks,  
carried  by the  pblock parameter of the  appropriate  Action-I nd ication-XX APDU ,  of type  
DataBlock-SA.  Th is  parameter shal l  i nclude  the  b lock number and  a  part of the  encoded  form  
of the  Method_I nvocation_Parameters  as  raw data.  

The  ACTION . ind ication  service  shal l  contain  as  many Method_I nvocation_Parameters  as  
COSEM_Method_Descriptors:  one  Method_I nvocation_Parameter for each  COSEM_Method_ 
Descriptor.  Therefore,  even  i f the  i nvocation  of a  method  does  not requ i re  add i tional  
parameters,  the  correspond ing  Method_I nvocation_Parameters  component shal l  be  present i n  
the  service  i nvocation  – bu t i t  shal l  be  empty.  

The  COSEM_Method_Descriptors  parameter shal l  not be  present when  Request_type  ==  
ONE-BLOCK or LAST BLOCK.  

Use 

The server appl ication  l ayer generates  the  ACTION. ind ication  service  prim i ti ve  upon  the  
reception  of an  Action -Request APDU  from  the  supporting  l ayer.  

6.6.3.2 .6  ACTION .response 

Function 

This  service  prim i ti ve  is  i nvoked  by the  server AP to  send  a  response to  a  previousl y received  
ACTION. ind ication  prim i ti ve.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

ACTION .response 
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(  
I nvoke_Id ,  
Priori ty,  
Response_type,  
Resu l t,  {  Resu l t,  } ,  
B lock_Number,  
Response_Parameters,  {  Response_Parameters,  }  

)  

The  I nvoke_I d  parameter i den ti fies  the  i nstance  of th is  service  invocation .  I ts  va lue  shal l  be  
equal  to  the  I nvoke_Id  of the  correspond ing  ACTION. ind ication  service  invocation .  

The  value  of the  Priori ty parameter i nd icates  the  priori ty l evel  associated  to  the  
received . response.  The value  of th is  parameter shal l  be  equal  to  the  value  of the  Priori ty 
parameter of the  correspond ing  ACTION. ind ication  service  invocation .  

The  Response_type parameter i nd icates  whether th is. response  service  i nvocation  contains  
the  complete  response  requested  by the  previous  ACTION . ind ication  service  i nvocation ,  i t  
contains  on l y a  b lock of the  requ ired  data,  or i t  i s  s impl y an  acknowledge of a  previous l y 
received  b lock of the  ACTION. ind ication  service.  Th is  parameter shal l  carry one  of the  
fol l owing  values:  

•  NORMAL:  the  service  i nvocation  contains  the  complete  response for a  NORMAL 
Action . i nd ication  wh ich  carried  a  s ing le  method  reference;  

•  WITH-LIST:  the  service  i nvocation  contains  the  complete  response for a  WITH-LIST 
ACTION. ind ication  service,  includ ing  a  l i st  of COSEM  i n terface object method  references;  

•  ONE-BLOCK:  the  service  i nvocation  contains  on l y one  b lock of the  complete  response.  
The  B lock_Number parameter carries  the  number of the  data  b lock carryi ng  a  part of the  
response  as  raw data;  

•  LAST-BLOCK:  th is  va lue  i nd icates  that th is. response  prim i tive  con tains  the  last b lock of 
the  response as  raw data;  

•  NEXT:  th is  va lue  ind icates  that  th is. response  contains  an  acknowledgement for a  
previousl y received  parameter b lock and  requests  the  cl ient to  send  the  next one.  The  
B lock_Number parameter carries  the  number of the  last correctl y received  parameter 
B lock.  

The  Resu l t  parameter carries  the  resu l t  of the  i nvocation  of the  COSEM  in terface object 
method(s) .   

The  Response_Parameters  carries  the  optional  data  to  be  returned  as  a  resu l t  of the  
i nvocation  of the  COSEM  i n terface  object methods.   

The  number of Resu l t and  Response_Parameters  parameters  i n  the  ACTION .confi rm  service  
prim i ti ve  wi th  Response_type  ==  WITH-LIST or a . confi rm  service  wh ich  is  sen t i n  several  
parameter b locks  shal l  be  the  same as  the  number of COSEM  i n terface object method  
references  in  the  correspond ing  ACTION. request service  – one  Resu l t  and  Response_ 
Parameter for each  request.  

I f the  encoded  form  of the  Resu l t and  Response_Parameters  does  not fi t  i n to  one  APDU ,  then  
they shal l  be  transported  i n  b locks,  carried  by the  pblock parameter of the  Action-Response-
With-Pblock APDU ,  of type  DataBlock-SA.  Th is  parameter shal l  i nclude  the  block number and  
the  encoded  form  of the  Resu l t  and  Response_parameters  as  raw data.  

Use 

This  service  i s  used  by the  server AP.  Upon  the  reception  of the  ACTION . response  service  
i nvocation ,  the  COSEM  server appl ication  l ayer shal l  bu i l d  an  Action-Response-XX APDU.  
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This  shal l  i nclude  the  resu l t and  optional l y,  when  the  ACTION  service  has  to  return  data,  the  
return  parameters.  

The  resu l t parameter may be  success,  or eventual l y i nclude the  reason  for the  fai l ure.  

The  return  parameters  may include  the  data  to  be  returned ,  or i f the  data  cannot be  accessed ,  
the  reason  for the  access  fa i l ure.  

I f the  action  response does  not fi t  i n  one  APDU ,  i t  shal l  be  sen t back in  b locks  of type  
DataBlock-SA,  wi th  the  help  of the  transparent or non-transparent l ong  data  transfer 
mechan ism .  These  mechan isms  are  defined  i n  7 . 4 . 1 . 8 .  

I n  a l l  cases,  the  I nvoke_I d  and  the  Priori ty parameters  shal l  a lso  be  inserted  i n to  the  APDU.  

6.6.3.2 .7  EventNotification . request 

Function 

This  service  is  i nvoked  by the  server AP to  send  an  EventNoti fication  message to  the  remote  
cl ien t AP.  

Service parameters 

The semantics  of the  prim i ti ve  i s  as  fo l l ows:  

EventNoti fication . request 

(  
Time,  
Appl ication_Addresses,  
COSEM_Attribu te_Descriptor,  
Attribu te_Value  

)  

COSEM_Attribu te_Descriptor  

(  
COSEM_Class_I d ,   
COSEM_Object_I nstance_I d ,  
COSEM_Object_Attribute_I d  

)  

The  optional  Time parameter i nd icates  the  time  assigned  to  the  even t by the  server.  

The  Appl ication_Addresses  parameter  i s  optional .  I t  i s  present on l y when  the  
EventNoti fication  A-PDU  is  to  be  sen t ou ts ide  of an  establ ished  AA.  I n  th is  case,  i t  contains  a l l  
protocol  speci fic  parameters  requ ired  to  identi fy the  source  and  destination  APs.  

The  {  COSEM_Class_I d ,  COSEM_Object_I nstance_I d ,  COSEM_Object_Attribu te_I d  }  trip let  
i denti fies  non-ambiguousl y one  and  on l y one  attribu te  of a  COSEM  in terface  object i nstance.  
The  Attribu te_Value  parameter carries  the  value  of th is  attribute.  More  information  abou t the  
noti fi ed  event may be  obtained  by i n terrogating  th i s  COSEM  i n terface object.  

When  the  EventNoti fication . request service  i nvocation  does  not contain  the  optional  
Appl ication_Addresses  parameter,  i t  shal l  be  sen t  from  the  address  of the  server management 
l og ical  device  – the  defau l t sender appl ication  – to  the  cl ien t management AP – the  defau l t  
destination  appl ication .  Both  APs  are  a lways  present and  i n  any protocol  profi le,  they are  
bound  to  known ,  pre-defined  addresses.  
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Use 

This  service  i s  used  by the  server AP.  Upon  the  reception  of the  EventNoti fication . request 
service  i nvocation ,  the  COSEM  server appl ication  l ayer shal l  bu i l d  the  EVENT-
NOTIFICATION-Request APDU.  

6.6.3.3  Services  provided  wi th  Short  name references  

6.6.3.3.1  ReadRequest  

The service  i s  described  i n  Annex A of I EC  61 334-4-41 .  

The  parameterized  access  (as  add i tional  variant of the  VariableAccessSpecification)  provides  
the  ReadRequest service  wi th  the  capabi l i ty to  transport add i tional  parameters.  

Parameterized  access  i s  i n troduced  by add ing  the  fol lowing  access  method  (compare  
IEC 61 334-4-41 ,  p.  221 ):   

VariableAccessSpeci fication : =  CHOICE  
{  

                                       . . .  [2 ]…  
                                       . . .  [3 ] . . .  
           parameterized  access  [4 ]  IMPLICIT SEQUENCE  

{  
variable_name  ObjectName,  
selector  i n teger,  
parameter  Data  
}  

}  

The  mean ing  of the  selector and  of the  access  parameter depends  on  the  referenced  variable.  
I t  i s  defined  i n  the  correspond ing  COSEM  i n terface  class  speci fication ,  see  i n  I EC  62056-62.  

6.6.3.3.2  ReadResponse   

The service  i s  described  i n  Annex A of I EC  61 334-4-41 .  

6.6.3.3.3  Wri teRequest   

The service  i s  described  i n  Annex A of I EC  61 334-4-41 .  

The  parameterised  access  (as  add i tional  variant of the  VariableAccessSpeci fication)  provides  
the  Wri teRequest service  wi th  the  capabi l i ty to  transport add i tional  parameters,  as  described  
above (6. 6 .3 .3 . 1 ).  

6.6.3.3.4  Wri teResponse  

The service  i s  described  i n  Annex A of I EC  61 334-4-41 .  
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6.6.3.3.5  Unconfi rmedWri teRequest 

The service  i s  described  i n  Annex A of I EC  61 334-4-41 .  

6.6.3.3.6  InformationReportRequest 

The service  i s  described  i n  Annex A of I EC  61 334-4-41 .  

6.7  Summary of COSEM  appl ication  layer services  and  service  parameters  

6.7. 1  COSEM  appl ication  l ayer services  summary  

Table  2  summarizes  the  COSEM  appl ication  layer services  on  the  cl ien t and  the  server s i de,  
and  for data  commun ication  services,  i n  case of us ing  LN  and  SN  referencing .  

Table  2  – Appl ication  layer services  – summary 

 Cl ient s ide  Server s ide  

ACSE  Services  

Appl ication  
association  
establ i shment  /  
re l ease  /  abort  

COSEM-OPEN. request 

COSEM-OPEN.confi rm  

COSEM-RELEASE. request 

COSEM-RELEASE.confi rm  

COSEM-ABORT. ind ication  

COSEM-OPEN. ind ication  

COSEM-OPEN. response  

COSEM-RELEASE. ind icati on  

COSEM-RELEASE. response  

COSEM-ABORT. ind icati on  

xDLMS  Services  

(LN  referencing)  

 

GET. request 

GET. confi rm  

SET. request 

SET. confi rm  

ACTION . request 

ACTION. confi rm  

EventNoti fi cati on . i nd icati on  

Tri gger_EventNoti fi cation_ 
send ing . request  

GET. i nd icati on  

GET. response  

SET. i nd icati on  

SET. response  

ACTION. i nd ication  

ACTION . response  

EventNoti fi cati on . request 

xDLMS  Services  

(SN  referencing)  

GET. request 

GET. confi rm  

SET. request (Service_class  =  “confi rmed”  

SET. confi rm  

SET. request (Service_class  =  
“unconfi rmed ”  

ACTION . request (Service_Class  =  
“confi rmed”,  wi th  retu rn  parameters)  

ACTION. confi rm  (wi th  retu rn  parameters)  

ACTION . request (Service_Class  =  
“confi rmed”,  wi th  no  retu rn  parameters)  

ACTION. confi rm  (wi th  no  retu rn  
parameters)  

ACTION . request (Service_Class  =  
“unconfi rmed ”  

EventNoti fi cati on . i nd ication  (mu l ti p l e)  

Read . i nd ication  

Read . response  

Wri te. i nd ication  

Wri te. response  

Unconfi rmedWri te. i nd i cation  
 

Read . request 
 

Read . response  
 
Wri te. request  
 
 
Wri te. response  

Unconfi rmedWri te. i nd i cation  

 
I n formationReport. request  
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6.7.2  COSEM-OPEN  service  parameters  

Table  3  summarizes  the  parameters  of the  COSEM-OPEN  service  in  case of the  various  
service  prim i ti ves.  

Table  3  – Summary of the  service  parameters  i n  the  COSEM-OPEN  service  primi tives  

 Cl ient s ide  Server side  

 . request . confi rm  . i nd ication  . response  

Protocol _Connection_Parameters  M  M(=)  M(=)  M  

Ded icated_Key C  -  C(=)  -  

Local_or_Remote  -  M  -  -  

Resu l t  -  M(=)  -  M  

Fai l u re_Type  -  C(= )  -  C  

DLMS_Version_Number M  M(=)  M(=)  M  

DLMS_Conformance  M  M(=)  M(=)  M  

Cl i en t_Max_Recei ve_PDU_Size  M  -  M(=)  -  

Server_Max_Recei ve_PDU_Size  -  M (=)  -  M  

ACSE_Protocol_Version  M  M(=)  M(=)  M  

Appl i cation_Context_Name M  M  M  M  

Appl i cation_I ds_and_Ti tl es  U  U (= )  U (=)  U  

Securi ty_Mechan ism_Name U  U (=)  U (= )  U  

Cal l i ng_Authenti cation_Value  C  -  C(=)   

Respond i ng_Authenti cation_Value  -  C(=)  -  C  

Implementation_I nformation  U  U (= )  U (= )  U  

User_I nformation  U  -  U  -  

Service_Class  M  -  M(=)  -  

The mean ing  of the  codes  used  i n  th is  and  the  fol l owing  tables  is  as  fo l l ows:  

•  -  Not appl icable  

•  M  Mandatory ( th is  parameter must be  present)  

•  U  User option  ( th is  parameter may optional l y be  present)  

•  C  Cond i tional  ( the  presence  of th is  parameter i s  cond i tional  depends  on   
 other parameters)  

•  (=)  I nd icates  that the  parameter is  the  same as  the  correspond ing  request (  for 
           the. ind ication  )  or. response  (  for the.confi rm  )  prim i ti ve.  

6.7.3  COSEM-RELEASE and  COSEM-ABORT service  parameters  

Table  4  and  Table  5  summarize  the  parameters  of the  COSEM-RELEASE – and  COSEM-
ABORT services  i n  case  of the  various  service  prim i tives.  
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Table  4  – Summary of the  service  parameters   
i n  the  COSEM-RELEASE service  primitives  

 Cl ient s ide  Server side  

 . request . confi rm  . i nd ication  . response  

Resu l t  -  M  -  M  

Fai l u re_Type  -  C  -  -  

User_I n formation  U  U (= )  U (=)  U  

Use_RLRQ_RE  U  -  U  U  

 

Table  5  – Summary of the  service  parameters   
in  the  COSEM-ABORT service primitives  

 Cl ient s ide  Server side  

 . request . confi rm  . i nd ication  . response  

D iagnostics  -  -  U  -  

 

6.7.4  Parameters  of the  Cl ien t/Server type  data  communication  services  with  LN  
referencing  

Table  6,  Table  7  and  Table  8  summarize  the  parameters  of the  Cl ient/Server type  data  
communication  services  (GET,  SET,  ACTION)  used  wi th  LN  referencing ,  i n  case  of the  
various  service  prim i ti ves.  

Table  6  – Summary of the  service  parameters  in  the  COSEM  GET service  primitives  

 Cl ient s ide  Server s ide  

 . request . confi rm  . i nd ication  . response  

I nvoke_I d  M  M(=)  M(=)  M(=)  

Priori ty M  M(=)  M(=)  M(=)  

Service_Class  M  -  M(=)  -  

Request_Type  M  -  M(=)  -  

Response_Type  -  M(=)  -  M  

COSEM_Attribu te_Descri ptor M  -  M(=)  -  

      COSEM_Class_I d  M  -  M(=)  -  

      COSEM_Object_I nstance_I d  M  -  M(=)  -  

      COSEM_Object_Attri bu te_I d  M  -  M(=)  -  

      Access_Selection_Parameters  U  -  U (=)  -  

Resu l t  -  M (=)  -  M  

B lock_Number C  C(= )  C(= )  C  
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Table  7  – Summary of the  service  parameters  in  the  COSEM  SET service  primitives  

 Cl ient s ide  Server s ide  

 . request . confi rm  . i nd ication  . response  

I nvoke_I d  M  M(=)  M(=)  M(=)  

Priori ty M  M(=)  M(=)  M(=)  

Service_Class  M  -  M(=)  -  

Request_Type  M  -  M(=)  -  

Response_Type  -  M(=)  -  M  

COSEM_Attribu te_Descri ptor M  -  M(=)  -  

      COSEM_Class_I d  M  -  M(=)  -  

      COSEM_Object_I nstance_I d  M  -  M(=)  -  

      COSEM_Object_Attri bu te_I d  M  -  M(=)  -  

      Access_Selection_Parameters  U  -  U (=)  -  

Data  M  -  M(=)  -  

Resu l t  -  M (=)  -  M  

B lock_Number C  C(= )  C(= )  C  

 

Table  8  – Summary of the  service  parameters  i n  the  COSEM  ACTION  service primi tives  

 Cl ient s ide  Server s ide  

 . request . confi rm  . i nd ication  . response  

I nvoke_I d  M  M(=)  M(=)  M(=)  

Priori ty M  M(=)  M(=)  M(=)  

Service_Class  M  -  M(=)  -  

Request_Type  M  -  M(=)  -  

Response_Type  -  M(=)  -  M  

COSEM_Method_Descri ptor M  -  M(=)  -  

      COSEM_Class_I d  M  -  M(=)  -  

      COSEM_Object_I nstance_I d  M  -  M(=)  -  

      COSEM_Object_Method_I d  M  -  M(=)  -  

Method_I nvocati on_Parameters  M  -  M(=)  -  

Resu l t  -  M (=)  -  M  

Response_Parameters  -  U (=)  -  U  

B lock_Number C  C(= )  C(= )  C  

 

6.7.5  EventNotification  service  parameters   

Table  9  summarizes  the  parameters  of the  EventNoti fication  service  prim i ti ves  i n  case  of the  
various  service  prim i ti ves.  
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Table  9  – Summary of the  service  parameters  i n  the   
COSEM  EventNotification  service primitives  

 Cl ient s ide  Server side  

 . i nd icati on  . request 

Time  U (=)  U  

Appl i cation_Addresses  U (= )  U  

COSEM_Attribu te_Descri ptor M(=)  M  

      COSEM_Class_I d  M(=)  M  

      COSEM_Object_I nstance_I d  M(=)  M  

      COSEM_Object_Attri bu te_I d  M(=)  M  

Attri bu te_Value  M(=)  M  

 

7 COSEM  appl ication  layer protocol  specification  

The COSEM  appl ication  l ayer i s  based  on  the  extended  DLMS – xDLMS,  see  Annex A – and  
on  the  connection-orien ted  ACSE service  e lements.  Therefore,  the  protocol  of th is  l ayer i s  
based  on  the  DLMS and  ACSE protocols,  as  they are  speci fied  i n  I EC 61 334-4-41  and  i n  
I SO/IEC 8650-1  respectivel y.  

Both  the  xDLMS and  the  appl ication  contexts  can  be  negotiated  during  the  AA establ ishment.  

The  COSEM  appl ication  protocol  speci fication  i ncludes  the  speci fication  of the  protocol  
mach ines  for both  the  cl ien t and  server s i de  appl ication  l ayers,  and  the  abstract syn tax 
(ASN . 1 )  for the  representation  of APDUs.  As  the  same APDU  appl ies  at the  cl i en t s i de  and  at 
the  server s ide,  for example  a. request type  APDU ,  sen t by the  cl ien t i s  the  same as  i ts  
peer. i nd ication  APDU,  the  abstract syn tax speci fi cation  i s  common  for both  appl ication  l ayer 
en ti ti es  and  i s  g i ven  i n  Clause  8 .  

7. 1  State  defin i tions  for the  cl ient  s ide  control  function  

Figure  1 6  shows  the  state  mach ine  for the  cl ien t s i de  con trol  function  (CF,  see  F igure  5) .   
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NOTE  On  the  state  d i ag rams,  the  fol l owing  conventions  are  used :  

−  service  prim i ti ves  wi th  no  “ /”  character as  fi rst  character are  “stimu lants” :  the  i n vocation  of these  services  i s  the  
ori g i n  of the  g i ven  state  transi ti on ;  

−  service  prim i ti ves  wi th  an  “ /”  character as  fi rst  character are  “ou tputs” :  the  i nvocation  of these  services  i s  done  
on  the  state  trans i ti on  path .  

Figure  1 6  – Partial  state  machine for the  cl ient  side  control  function  

Defin i ti ons  of states  are  as  fol l ows:  

•  I NACTIVE  – i n  th is  state,  the  cl ien t CF  (and  the  appl ication  l ayer)  has  no  activi ty at  a l l :  i t  
ne i ther provides  services  to  the  AP  nor uses  services  of the  supporting  protocol  l ayer;  

•  I DLE  – th is  i s  the  state  of the  CF  of the  cl i en t appl ication  l ayer protocol  en ti ty when  there  
is  no  AA created ,  being  re leased  or currentl y establ ished9.  Nevertheless,  some data  
exchange  between  the  cl i en t and  server,  i f the  physical  channel  i s  a l ready establ ished ,  i s  
possib le  in  th is  s tate.  

State  transi tions  between  the  INACTIVE  and  IDLE states  are control led  ou ts ide  of the  
protocol .  For example,  i t  can  be  cons idered  that the  CF,  and  wi th  i t  the  appl ication  l ayer 
i nclud ing  i t,  makes  the  state  trans i tion  from  INACTIVE to  IDLE  state  by being  i nstantiated  and  
bound  on  the  top  of the  supporting  protocol  l ayer.  The  opposi te  transi tion  may happen  by 
deleti ng  the  g iven  instance of the  CF  (appl ication  l ayer) .  

•  ASSOCIATION  PENDING  – the  CF  of the  appl ication  l ayer en ti ty en ters  th is  s tate  when  
the  COSEM  cl ien t AP i nvokes  the  COSEM-OPEN. request (OPEN . req)  service  prim i ti ve.  
The  CF  may exi t from  th is  s tate  e i ther by send ing  a  COSEM-OPEN .confi rmation  
(/OPEN .cnf)  service  prim i ti ve  or,  i n  the  case of phys ical  d isconnection ,  by send ing  a  
COSEM-ABORT. ind ication  (/ABORT. ind ication)  service  prim i ti ve  to  the  AP.  Depend ing  on  
the  resu l t of the  association  request,  the  cl i en t CF  shal l  return  to  IDLE  state  (NOK),  or 
shal l  enter the  ASSOCIATED state;  

——————— 

9   Note,  that  i t  i s  the  state  mach ine  for the  appl ication  l ayer:  l ower l ayer connections,  i ncl ud ing  the  physical  
connection ,  are  not  taken  i n to  account.  On  the  other hand ,  physical  connection  establ i shment i s  done  ou ts ide   
the  protocol .  
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•  ASSOCIATED – the  CF  shal l  enter th is  state  when  the  AA has  been  successfu l l y 
establ ished .  Data  commun ication  services  – GET,  SET,  ACTION  – are  provided  on l y i n  
th is  state.  The cl ient CF  shal l  remain  i n  th is  s tate  un ti l  the  AP expl ici tl y requ i res  the 
release  of the  association  by i nvoking  the  COSEM-RELEASE. request service  prim i ti ve  
(RELEASE. req),  or a  COSEM-ABORT. ind ication  service  is  i nvoked;  

•  ASSOCIATION  RELEASE PENDING  – the  CF  of the  appl ication  l ayer enti ty en ters  th is  
state  when  the  COSEM  cl ien t AP invokes  the  COSEM-RELEASE. request service  prim i ti ve  
(RELEASE. req),  requesting  the  re lease  of the  establ ished  AA.  The  CF  shal l  remain  in  th is  
state,  wai ting  for the  response  to  th is  request.  As  the  server is  not a l l owed  to  refuse  a  
re lease  request,  after exi ti ng  th is  state,  the  CF  shal l  a lways  en ter the  IDLE  state.  The  exi t  
from  th is  state  can  be  orig inated  ei ther by the  reception  of a  COSEM-RELEASE. response 
from  the  remote  server,  the  l ocal  generation  of the  COSEM-RELEASE.confi rm  or by the  
i nvocation  of a  COSEM-ABORT. ind ication  service  prim i ti ve.  

7.2  State  defin i tions  for the  server side  control  function  

Figure  1 7  shows  the  s tate  mach ine  for the  server s ide  con trol  function ,  see  F igure  5.  
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Figure  1 7  – Partial  state  mach ine for the  server side  control  function  

Defin i ti ons  of the  states  are  as  fol l ows:  

•  I NACTIVE  – i n  th is  s tate,  the  server CF  (and  the  appl ication  l ayer)  has  no  acti vi ty at a l l :  i t  
ne i ther provides  services  to  the  AP  nor uses  services  of the  supporting  protocol  l ayer;  

•  I DLE  – th is  i s  the  state  of the  CF  of the  server appl ication  l ayer en ti ty when  there  i s  no  AA 
created ,  be ing  re leased  or cu rrentl y establ ished .  Nevertheless,  some data  exchange 
between  the  cl i ent and  server,  i f the  physical  channel  i s  a l ready establ ished ,  i s  possib le  i n  
th is  state;  

•  ASSOCIATION  PENDING  – upon  the  reception  of a  COSEM-OPEN . request message from  
a  remote  cl ien t,  the  CF  of the  server appl ication  l ayer protocol  en ti ty shal l  exi t  the  I DLE  
state.  I t  sha l l  i nd icate  the  reception  of th is  message  to  the  server AP via  the  COSEM-
OPEN. ind ication  service  prim i ti ve  (/OPEN. ind ication)  and  shal l  en ter i n to  ASSOCIATION  
PENDING  state.  I n  th is  state,  the  Server CF  i s  wai ti ng  for the  response from  the  AP.  I f the  
response i s  posi ti ve  – mean ing  that the  AP accepted  the  proposed  association  – the  CF  
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shal l  en ter the  ASSOCIATED state.  I f the  response i s  negative  – or i f a  phys ical  
d isconnection  i s  detected  – the  CF  shal l  return  to  the  I DLE  state;  

•  ASSOCIATED – the  server CF  shal l  en ter th is  s tate  when  the  AA has  been  successfu l l y 
establ ished .  Data  commun ication  services  – GET,  SET,  ACTION  or READ,  WRITE  and  
UNCONFIRMED WRITE,  depend ing  on  the  establ ished  appl ication  con text  – are  provided  
on l y i n  th is  state.  The  server CF  shal l  remain  i n  th is  state  un ti l  the  remote  cl ient expl ici tl y 
requ i res  the  re lease  of the  AA by i nvoking  the  COSEM-RELEASE. request service  
(/RELEASE. ind) ,  or a  COSEM-ABORT. ind ication  service  i s  i nvoked ;  

•  ASSOCIATION  RELEASE PENDING  – upon  the  reception  of a  COSEM-RELEASE. request 
service  prim i ti ve  from  the  remote  cl i en t AP,  the  CF  of the  appl ication  l ayer protocol  enti ty 
shal l  i nd icate  i t  to  the  AP ( /RELEASE. ind ication)  and  shal l  en ter i n to  th is  state.  The  CF  
shal l  remain  i n  th is  state,  wai ting  for the  response i nvocation  from  the  AP.  As  the  server i s  
not a l l owed  to  refuse  th is  request,  the  CF  shal l  a lways  en ter the  IDLE state  after l eaving  
the  ASSOCIATION  RELEASE PENDING  state.  The  exi t from  th is  state  can  be  orig inated  
a lso  by the  i nvocation  of a  COSEM-ABORT. ind ication  service  prim i ti ve.  

7.3  Protocol  for appl ication  association  establ ishment/release 

7.3. 1  Establ ishment of a  confirmed  appl ication  association  

Appl ication  association  establ ishment wi th  the  help  of the  
Association . request/. i nd ication . /. response/. confi rmation  services  of the  standard  ACSE,  
I SO/IEC 8650-1 ,  i s  the  key e lement of COSEM  i n teroperabi l i ty.  The  participan ts  of an  AA are  
the  i n teroperable  commun ications  partners:   

•  a  cl i en t AP,  wh ich  i s  a lways  the  ori g inator of an  AA request,  and  

•  a  server AP 1 0.  

The  cl ien t AP shal l  fi rst i nvoke the  COSEM-OPEN. request service  of the  cl ien t COSEM  ASO.  
Upon  the  reception  of th i s  service  i nvocation ,  the  Control  function  of the  cl ien t ASO shal l  fi rst 
exam ine  whether the  establ ishment of a  l ower l ayer connection  i s  requ i red  for the  requested  
AA or not.  I n  th is  case,  i t  sha l l  fi rst  establ ish  the  requ i red  l ower l ayer connection(s).  

F igure  1 8  g i ves  the  MSC for the  case,  when:  

•  the  COSEM-OPEN . request service  i s  requesting  for a  confi rmed  AA;  

•  the  connection  of the  supporting  l ower l ayers  i s  requ ired  for the  establ ishment of the  
requ i red  AA.  

 

——————— 

1 0   I n  order to  be  able  to  provide  mu l ti cast  and  broadcast servi ces,  i n  COSEM  an  AA can  a l so  be  estab l i shed  
between  a  cl i en t  and  a  g roup  of server appl i cati on  processes.   
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F igure 1 8  – MSC  for successfu l  appl ication  association  establ ishment  
preceded  by a  successfu l  lower layer connection  establ ishment 
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Once the  requ i red  l ower l ayer connections  are  establ ished ,  the  cl i en t CF  shal l  assemble  an  
AARQ APDU  wi th  the  help  of the  two  appl ication  service  e lements  (ACSE and  xDLMS)  of the  
cl ien t appl ication  l ayer.  Th is  AARQ APDU  shal l  be  the  fi rst message sen t to  the  server 
appl ication  l ayer.  

The  CF  of the  server appl ication  l ayer shal l  fi rst  g i ve  the  received  AARQ APDU  to  the  ACSE,  
wh ich  shal l  extract the  ACSE  related  parameters ,  then  g i ve  back the  control  to  the  CF.  The  
CF  shal l  send  the  contents  of the  user- information  fie ld  of the  AARQ APDU  to  the  xDLMS-
ASE,  as  a  xDLMS-I n i tiate. ind ication  DLMS  PDU.  

The  xDLMS-ASE shal l  retrieve  the  parameters  of the  xDLMS-I n i tiate. i nd ication .  I t  shal l  then  
g i ve  back the  control  to  the  CF,  wh ich  shal l  i nvoke the  COSEM-OPEN . ind ication  service  
prim i ti ve  wi th  the  appropriate  parameters,  extracted  from  the  AARQ APDU 1 1 ,  to  the  COSEM  
server AP.  At the  same time,  the  server Control  function  shal l  en ter the  ‘ASSOCIATION  
PENDING ’  s tate.  

The  server AP shal l  anal yze  the  received  COSEM-OPEN . ind ication  prim i tive,  and  decide  
whether i t  accepts  the  proposed  AAs  or not1 2.  

Fol lowing  th is  veri fication ,  and  i f the  proposed  AA is  confi rmed ,  the  COSEM  server AP shal l  
i nvoke the  COSEM-OPEN. response service  to  i nd icate  the  acceptance or non -acceptance  of 
the  proposed  association .  The  CF  shal l  assemble  and  send  the  appropriate  AARE APDU  to  
the  remote  peer cl i en t appl ication  l ayer via  the  supporti ng  l ower protocols .  I f the  requested  AA 
is  non-confi rmed ,  no  AARE  is  sen t.  I f the  proposed  AA has  been  accepted ,  the  server i s  able  
to  receive  xDLMS data  communication  service. request(s)  and  to  send . responses  to  confi rmed  
service  requests  wi th in  th is  AA.  I n  other words,  the  association  has  been  establ ished ,  and  the  
server has  en tered  the  data  commun ications  phase.  

At  the  cl i ent  s i de,  the  parameters  of the  received  AARE APDU  shal l  be  extracted  by the  help  
of the  ACSE and  the  xDLMS-ASE,  and  shal l  be  sen t to  the  cl ien t AP  via  the  COSEM-
OPEN.confi rm  service  prim i ti ve.  At the  same time,  the  cl ien t appl ication  l ayer shal l  en ter the  
‘ASSOCIATED’  s tate.  From  th is  moment,  the  AA is  establ ished  wi th in  the  negotiated  
appl ication  and  xDLMS  con texts.  

7.3.2  Establ ishment of special  appl ication  associations  

7.3.2 .1  Pre-establ ished  appl ication  associations  

Pre-establ ished  AAs  do  not need  to  be  establ ished  using  the  COSEM-OPEN  service.  I t  can  be  
considered ,  that th is  OPEN  has  a l ready been  done  ( i t  does  not matter how).  Consequentl y,  
pre-establ ished  AAs  can  be  cons idered  existi ng  from  the  moment the  l ower layers  are  able  to  
del i ver APDUs  between  the  cl ient  and  the  server.  

Th is  standard  does  not  speci fy the  way of establ ish ing  these  associations.  

7.3.2 .2  Establ ishment of non-confi rmed  appl ication  associations  

I nvoking  the  COSEM-OPEN . request service  wi th  Service_class  ==  Unconfi rmed  shal l  resu l t i n  
the  establ ishment of a  non-confi rmed  AA.  I n  th is  case,  the  AARQ APDU  shal l  be  sent  wi th   
the  response-al lowed  fie ld  of the  i ncluded  xDLMS-I n i tiate.Request PDU  set to  FALSE – 
mean ing ,  that  no  AARE i s  expected .  

——————— 

1 1   Some service  parameters  of th i s  COSEM-OPEN. ind ication  prim i ti ve  (address  i n formation ,  U ser_I nformation )  do  
not  come from  the  AARQ APDU,  bu t  from  the  supporting  l ayer frame  carryi ng  the  AARQ APDU.  The 
Service_Class parameter of the COSEM-OPEN service is l inked to the response-allowed field  of the xDLMS-Initiate.request 
APDU.  

1 2   The  appl i cati on  service  e l ements  on l y extract the  parameters,  l i ke  the  appl i cati on  con text,  au then ti cati on  
rel ated  parameters,  etc.  The  i n terpretation  of these  parameters  and  the  decis ion  whether the  association  can  
be  accepted  or not,  i s  the  j ob  of the  COSEM  server appl i cation  process.  
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Once a  non-confi rmed  AA is  establ ished ,  the  cl ient COSEM  appl ication  layer shal l  accept on l y 
non-confi rmed  xDLMS  service  requests  (GET,  SET,  ACTION)  wi th in  th is  AA.  The  main  
purpose  of having  th is  type  of AA i s  to  a l l ow mu l ti -casting  and  broadcasting .  

A non-confi rmed  COSEM-OPEN. request i s  a lways  l ocal l y confi rmed .  

7.3.3  The  AARQ and  AARE APDUs 

The standard  connection-orien ted  ACSE provides  several  functional  un i ts  i n  order to  
negotiate  ACSE user requ irements  during  association  establ ishment.  I n  COSEM,  on l y two  of 
them  are  used :  the  kernel  and  the  au then tication  functional  un i ts.  

The  kernel  functional  un i t i s  a lways  avai l able  – i t  i s  the  defau l t functional  un i t.  The  
au thentication  functional  un i t i s  present on l y when  i t  i s  expl ici tl y requested 1 3.  The  selection  of 
the  au then tication  functional  un i t  supports  add i ti onal  fi e l ds  on  the  AARQ and  AARE  APDUs.  

The  AARQ and  AARE APDUs  speci fications  are  as  fol l ows:  

AARQ-apdu : : =  [APPLICATION  0 ]  I MPLICI T SEQUENCE   
    {  

protocol -vers ion   [0 ]  I MPLICI T B I T STRING  {vers ion1  (0)}  DEFAULT {vers ion1 },  
 appl i cation -context-name   [1 ]  Appl i cation-con text-name,  
 cal l ed -AP-ti tl e    [2 ]  AP-ti tl e  OPTIONAL,  
 cal l ed -AE-qual i fi er  [3 ]  AE-qual i fi er OPTIONAL,  
 cal l ed -AP-invocation -i d   [4 ]  AP-invocation-i denti fi er OPTIONAL,  
 cal l ed -AE-invocation -i d   [5]  AE-invocation-i denti fi er OPTIONAL,  
 cal l i ng -AP-ti tl e    [6 ]  AP-ti tl e  OPTIONAL,  
 cal l i ng -AE-qual i fi er  [7 ]  AE-qua l i fi er OPTIONAL,  
 cal l i ng -AP-i nvocation -i d   [8 ]  AP-invocation-i den ti fi er OPTIONAL,  
 cal l i ng -AE-i nvocation -i d   [9 ]  AE-invocation-i den ti fi er OPTIONAL,  

−  The following field shall not be  present if only the kernel is used.  

−  sender-acse-requ i rements  [1 0]  I MPLICIT ACSE-requ i rements  OPTIONAL,  
 --  The following field shall only be present if the authentication functional unit is  selected.  
 mechan ism-name  [1 1 ]  IMPLICI T mechan ism-name OPTIONAL,  
 --  The following field shall only be present if the authentication functional unit is  selected.  
 ca l l i ng -au thenti cation-val ue  [1 2]  EXPLICI T au thenti cati on -value  OPTIONAL,  
 implementation-i n formation  [29]  IMPLICI T implementation -data  OPTIONAL,  
 u ser-i n formation    [30]  IMPLICI T association -i n formation  OPTIONAL 
    }  

 

and   

AARE-apdu : : =  [APPLICATION  1 ]  I MPLICI T SEQUENCE   
    {  
 protocol -vers ion         [0 ]  I MPLICI T B I T STRING  {vers ion1  (0)  }  DEFAULT 
           {vers i on 1 },  
 appl i cation -context-name   [1 ]  Appl i cation-con text-name,  
 resu l t     [2 ]  Association-resu l t,  
 resu l t-source-d iagnosti c        [3 ]  Associate-sou rce-d iagnosti c,  
 respond i ng -AP-ti tl e   [4 ]  AP-ti tl e  OPTIONAL,  
 respond i ng -AE-qual i fi er       [5]  AE-qual i fi er OPTIONAL,  
 respond i ng -AP-invocation -i d  [6 ]  AP-invocation-i denti fi er OPTIONAL,  
 respond i ng -AE-invocation -i d  [7 ]  AE-invocation-i denti fi er OPTIONAL,  
   -- The following field shall not be  present if only the kernel is used.  
 responder-acse-requ i rements    [8]  IMPLICI T  ACSE-requ i rements  OPTIONAL,  
   --  The following field shall only be present if the authentication functional unit is selected.  
 mechan ism-name   [9 ]  IMPLICI T mechan ism-name  OPTIONAL,  
   --  The following field shall only be present if the authentication functional unit is selected.  
 respond i ng -authen ti cation-val ue   [1 0]  EXPLICIT au thenti cati on -value  OPTIONAL,  
 implementation -i n formation  [29]  IMPLICI T implementation -data  OPTIONAL,  
 user-i n formation    [30]  IMPLICIT association -i n formation  OPTIONAL 
    }  

 

——————— 

1 3  The  presence  of th i s  functional  un i t  – and  the  optional  fi e l ds  correspond i ng  to  the  usage  of th i s  functional  u n i t  –  
depend  on  the  au then ti cation  securi ty l evel .  
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The va lues  of the  AARQ and  AARE fie l ds  i n  COSEM  are  the  fol l owing :  

•  protocol-version :  the  ACSE  protocol -vers ion .  The  defau l t  va lue  is  used ;  

•  appl ication-context-name:  the  appropriate  COSEM  appl ication-context-name is  used .  
Appl ication-context-names  for the  defau l t COSEM  appl ication  contexts  are  speci fied  i n  
7 . 3. 7 . 1 ;  

•  OPTIONAL ca l led ,  ca l l i ng  and  respond ing  ti tles ,  qual i fi ers  and  i den ti fi ers:  These  optional  
fie lds  carry the  contents  of the  optional  Appl ication_Ids_and_Ti tl es  parameter of the  
COSEM_OPEN  service.  The  usage  of these  fie lds  i s  as  i t  i s  speci fi ed  i n  the  ACSE 
standard  I SO/IEC  8649;  

I f these  fie l ds  are  present i n  the  AARQ,  bu t the  server is  not able  to  recogn ize  them ,  then  
i t  may i gnore  them .  I n  th is  case,  these  parameters  shal l  not i n fl uence the  association  
establ ishment and  the  AARE shal l  not contain  any of these  fi e lds.  On  the  other hand ,  i f the  
server recogn izes  these  parameters ,  i t  shal l  take  i n to  account the  va lue  of these  
parameters  to  establ ish  the  AA,  and  these  fie l ds  shal l  be  presen t i n  the  AARE;  

•  sender and  responder acse requ irements:  when  present,  i t  carries  the  value  of B IT  
STRING  {  au thentication  (0)  } ;  

•  mechanism-name:  when  present,  i t  con tains  the  name of the  au then tication  mechan ism .  
COSEM  au thentication  mechan ism  names  are  speci fi ed  i n  7. 3. 7 . 2 ;  

NOTE  I n  the  AARQ,  the  mechan ism  name  defi nes  the  au thenti cation  mechan ism  requ i red  by the  cl i en t,  i . e .  
the  au thenti cati on  mechan ism ,  wh ich  i s  expected  to  be  used  by the  server.  I n  the  AARE,  the  mechan ism  name  
defi nes  the  au then ti cation  mechan ism  requ i red  by the  server,  i . e.  the  mechan ism ,  wh ich  shou ld  be  used  by the  
cl i en t.  

•  cal l ing  and  respond ing  authentication  value:  when  present,  i t  i s  speci fic to  
implementation  and  i s  not wi th in  the  scope for th is  standard ;   

•  implementation-information:  the  usage  of th i s  fie l d  i s  based  on  prior agreement 
between  the  commun icati ng  stations.  Th is  usage  i s  not defined  i n  th is  standard ;  

•  user-information :  th is  parameter shal l  a lways  be  present and  shal l  contain  an  – 
optional l y encrypted  – xDLMS-I n i ti ate. request PDU  i n  the  case  of AARQ APDU  and  a  
xDLMS-I n i ti ate. response  PDU  or DLMS-Confi rmedServiceError PDU  i n  the  case  of an  
AARE  APDU;  

•  resu lt:  th is  parameter carries  the  resu l t  of the  proposed  AA establ ishment;  

•  resu lt-source-diagnostics:  th is  fie l d  carries  the  resu l t  and  even tual l y the  reason  of the  
rejection  of the  association  establ ishment request,  as  i t  is  specified  i n  ISO/IEC 8650-1 .  
When  no  d iagnostics  are  included ,  a  nu l l  va l ue  i s  ass igned  to  the  resu l t-source-
d iagnostics  fie ld .  

Both  the  AARQ and  the  AARE APDUs  encoded  i n  BER ( I SO/I EC 8825) .  On  the  other hand ,  
the  user- in formation  fi eld  of these  APDUs,  carryi ng  the  xDLMS-I n i tiate. request/. response (or 
Confi rmedServiceError)  DLMS PDU-s  shal l  be  encoded  i n  A-XDR,  see  I EC  61 334-6  Examples  
for AARQ/AARE  APDU  encod ing  are  g i ven  i n  Annex C.  

7.3.4  Managing  the  parameters  for appl ication  association  establ ishment 

Accord ing  to  the  protocol  described  above,  an  AA establ ishment i s  proposed  by the  cl i en t,  
and  accepted  or not accepted  by the  server.  The  cond i tions  under wh ich  the  server accepts  or 
rejects  the  establ ishment of an  AA are  defined  i n  the  fo l lowing  subclauses.  

There  are  two  contexts  negotiated  via  the  COSEM-OPEN  service:  the  COSEM  appl ication  
con text and  the  xDLMS con text.  The  e lements  of the  COSEM  appl ication  con text are  carried  
by the  fi e l ds  of the  AARQ APDU .  The  xDLMS con text i s  defi ned  by the  parameters  of the  
xDLMS-I n i tiate. request/. response PDUs,  carried  by the  user-i nformation  fie ld  of the  
AARQ/AARE.  See  a lso  Annex A.  
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Upon  the  receipt of the AARQ APDU,  the  server shal l  fi rst check the  COSEM  appl ication  
context.  I f the  proposed  appl ication  context is  not acceptable,  the  proposed  AA shal l  be  refused.  
(e. g .  appl ication  context name is  d i fferent,  the  au thentication  mechan ism  name and  
authentication  value  are  expected  but not provided,  the  au thentication  value  is  not correct,  etc. ) .  

The  parsing  order of the  AARQ and  AARE shal l  be  the  fo l l owing :  

a)  l ower l ayer parameters;  

NOTE  These  parameters  are  not  carried  by the  AARQ/AARE,  bu t  they are  provided  by the  supporti ng  l ayer.  

b)  AARQ syn tax;  

c)  ACSE  protocol  vers ion ;  

d )  appl ication  context name;  

e)  au thentication  re lated  fi e l ds:  

•  i f sender ACSE  requ i rements  i s  presen t bu t b i t  0=0  or i f the  parameter i s  not present:  
any fo l lowing  authentication  parameters  may be  ignored ;  

•  i f sender ACSE  requ irements  i s  present and  b i t  0=1 ,  and  the  fo l l owing  au thenticati on  
parameters  are  i ncons isten t,  then  an  error message  shal l  be  returned .  

When  the  pars ing  of the  above AARQ fie l ds  i s  completed ,  the  server shal l  continue  parsing  
the  parameters  of the  xDLMS-I n i tiate. request  PDU  as  fol l ows:  

f)  response-a l lowed :  

 I f the  proposed  association  i s  confi rmed ,  the  value  of th is  parameter i s  TRUE,  the  server 
shal l  send  back an  AARE.  Otherwise,  the  value  i s  FALSE,  the  server shal l  not respond .  
The  defau l t va lue  i s  TRUE;  

g )  proposed-d lms-vers ion-number;  

h )  proposed-conformance;  

i )  cl ien t-max-receive-pdu-s ize.  

I f the  proposed  appl ication  con text i s  not acceptable  for the  server,  i t  shal l  refuse  the  
proposed  AA wi th  the  reason  of non-fi t  at  the  COSEM  appl ication  context l evel ,  and  i f the  
value  of the  response-al lowed  parameter is  TRUE,  i t  shal l  send  back an  AARE  APDU,  
con tain ing  d iagnostics  i n formation  about reasons  for the  fa i lu re.  The  appl ication-context-name 
fie l d  i n  the  AARE shal l  be  the  same as  i n  the  AARQ.  Optional l y,  the  va lue  of the  appl ication  
con text-name-fie ld  i n  the  AARE may be  d i fferen t from  the  value  i n  the  AARQ.  I n  th is  way,  the  
server i s  able  to  i nd icate  (one  of)  the  appl ication  con text(s)  i t  supports.  The  user- information  
fie l d  of the  response AARE  APDU  shal l  contain  the  xDLMS con text supported  by the  server:  
the  supported  DLMS version  number,  the  supported  conformance b lock and  the  server-max-
receive-pdu-s ize.  

I f both  the  proposed  appl ication  con text and  the  xDLMS context are  acceptable,  the  server 
shal l  establ ish  the  proposed  AA.  I f the  value  of the  response-al l owed  parameter is  TRUE,  the  
server shal l  send  back an  AARE APDU,  con tain ing  the  i nd ication  of the  success  and  a  
correctl y constructed  xDLMS-I n i tiate. response PDU  in  the  user- i nformation  fie ld .  Th is  shal l  
carry the  parameters  of the  negotiated  xDLMS context.  The  value  of the  negotiated-
conformance  fi e l d  of th is  PDU  shal l  a lways  be  the  negotiated  conformance  block:  a  b i t  per b i t  
AND of the  received  conformance b lock and  the  server’s  own  conformance  b lock.  See  8 . 5 .  

I f the  xDLMS con text proposed  by the  cl ien t cannot be  accepted ,  the  server shal l  refuse  the  
proposed  association .  I n  th is  case  – appl ication  con text fi ts ,  bu t xDLMS con text does  not fi t  
(e. g .  the  value  of the  negotiated  conformance b lock i s  zero)  – the  server shal l  send  back an  
AARE APDU 1 4,  wi th  “no-reason-g iven”  as  d iagnostics  i n formation .  The  user-information  fi e l d  

——————— 

1 4 On ly i f the  proposed  AA i s  con fi rmed .  
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of th is  AARE shal l  con tain  a  correctl y constructed  DLMS-Confi rmedServiceError message,  
i nd icati ng  the  reason  for the  fai l u re.  

7.3.5  Repeated  COSEM-OPEN.request  service invocations  

The reception  of a  COSEM-OPEN . request service  i nvocation  referencing  to  an  a l ready 
existi ng  AA wi l l  be  local l y and  negativel y confi rmed  by the  Cl i ent appl icati on  l ayer,  and  has  no  
effect on  the  a l ready establ ished  AA.  

I f,  nevertheless,  a  server appl ication  l ayer receives  an  AARQ APDU  referencing  to  an  a l ready 
existing  AA,  i t  wi l l  s impl y d iscard  th is  AARQ,  or,  i f i t  i s  implemented ,  i t  may also  respond  wi th  
the  optional  EXCEPTION-Response  APDU .  

7.3.6  Releasing  an  appl ication  association  

7.3.6. 1  Overview 

An  existing  AA can  be  re leased  gracefu l l y or non-gracefu l l y.  Gracefu l  re lease  means  that i t  i s  
the  protocol  mach ine,  wh ich  noti fies  i ts  peer that i t  i s  re leas ing  the  association .  Gracefu l  
re lease  can  be  in i tiated  on l y by the  cl i ent  AP.  

Non-gracefu l  re lease  means  that the  association  i s  unexpected l y term inated .  The  reason  for 
such  an  even t i s  a lways  outs ide  of the  protocol :  i t  can  be,  for example  the  detection  of a  
physical  d isconnection  not in i ti ated  by the  AP.  

7.3.6.2  Gracefu l  release of an  appl ication  association  

Gracefu l  re lease  of an  AA is  a lways  i n i ti ated  by the  cl ien t AP by i nvoking  the  COSEM-
RELEASE. request service.  

Accord ing  to  the  protocol  of the  appl ication  l ayer ACSE,  on  the  receipt of the  COSEM-
RELEASE. request,  the  COSEM  Cl ien t ASO  invokes  the  A_RELEASE. request service  of the  
ACSE,  wh ich  resu l ts  then  send ing  out an  RLRQ APDU  to  the  server,  i nd icati ng  that a  gracefu l  
re lease  of the  AA is  requested .  

The  COSEM  appl ication  l ayer shal l  optional l y support th is  operation .  When  the  COSEM-
RELEASE. request service  i s  i nvoked  wi th  Use_RLRQ_RE ==  TRUE,  the  AA shal l  be  re leased  
wi th  the  help  of the  Association  Release  services  of the  ACSE.  

I n  communication  profi l es,  where  the  connection  and  d isconnection  of the  supporti ng  l ayer i s  
not managed  by the  COSEM  appl ication  l ayer,  or where  the  supporti ng  l ayer i s  
connection less,  re leas ing  AA-s  us ing  the  ACSE  A-RELEASE  services  i s  the  on l y poss ib le  
way,  thus  i t  i s  mandatory.  See  a lso  Clause  B .3 .  

Using  the  A-RELEASE services  i s  a lso  the  on l y poss ib i l i ty to  remotel y re lease  non-confi rmed  
AA-s.  

NOTE  I f the  ACSE  A_RELEASE  services  are  not  supported ,  then  non -confi rmed  AA-s  can  be  l ocal l y  released  on  
the  cl i en t  s i de.  On  the  server s i de,  they can  be  released  by u s ing  a  t ime  ou t  or by any other su i table  mechan isms.  

An  example  for re leasing  AAs  using  the  ACSE A-RELEASE services  is  shown  i n  F igure  1 9.  
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Figure 1 9  – Gracefu l  association  release using  the  A-RELEASE service 

I n  certain  COSEM  commun ication  profi les  – for example  i n  the  3- layer,  connection -orien ted ,  
HDLC based  profi le ,  see  Clause  B. 2  – there  i s  a  one-to-one  re lationsh ip  between  a  confi rmed  
AA and  the  supporti ng  data  l ink l ayer connection .  I n  th is  case,  a  s impler mechan ism  is  
avai l able:  confi rmed  AAs  can  be  re leased  s impl y by d isconnecting  the  correspond ing  l ower 
l ayer connection .  

I n  any COSEM  communication  profi l e ,  d isconnecting  the  supporti ng  layer shal l  re lease  a l l  
AAs  bu i l t  on  that supporti ng  layer connection .  

F igu re  20  g i ves  an  example  of a  confi rmed  AA gracefu l  re leas ing  by d isconnecting  the  
correspond ing  l ower l ayer connection .  

I nvocation  of the  COSEM-RELEASE. request service  wi th  no  Use_RLRQ_RE or wi th  
Use_RLRQ_RE ==  FALSE shal l  impl y d i rectl y the  invocation  of an  XX-DISCONNECT. request 
service  prim i tive.  Th is  request shal l  i n i tiate  the  d i sconnection  of the  lower protocol  l ayers.  As  
a  resu l t  of the  requ i red  message  exchanges  at  the  lower protocol  l ayer l evel ,  the  d isconnect 
request shal l  be  i nd icated  to  the  server appl ication  layer via  the  XX-DISCONNECT. ind ication  
service  prim i ti ve.  
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Figure  20  – Gracefu l  release of an  appl ication  association   
by d isconnection  of the  supporting  l ayer 

The server appl ication  l ayer shal l  i n terpret th is  XX-DISCONNECT. ind ication  as  a  request for 
re leasing  the  AA,  and  shal l  i nd icate  th is  request  to  the  COSEM  server AP via  the  COSEM-
RELEASE. ind ication  service  prim i ti ve.  

The  COSEM  server AP shal l  accept the  requ ired  d isconnection  and  shal l  i nvoke  the  COSEM-
RELEASE. response service  wi th  the  appropriate  parameters.  

Upon  the  receipt of the  COSEM-RELEASE. response service  invocation ,  the  server appl ication  
l ayer shal l  i nvoke  the  XX-DISCONNECT. response service  of the  supporti ng  protocol  l ayer 
wi th  the  appropriate  parameters .  At  the  same moment,  the  Control  function  of the  server 

appl ication  l ayer shal l  en ter the  ‘ I DLE’  state 1 5.  

I n vocation  of the  XX-DISCONNECT. response service  prim i tive  causes  the  server supporting  
l ayer(s)  to  d isconnect the  re lated  connection (s)  and  to  i n form  abou t i t  the  peer supporti ng  
l ayer(s) .  The  reception  of th is  i n formation  shal l  be  i nd icated  to  the  cl i ent appl ication  layer by 
the  XX-DISCONNECT.confi rm  prim i tive,  wh ich  i s  re layed  to  the  cl ien t AP by the  cl ien t 
appl ication  l ayer via  the  COSEM-RELEASE.confi rm  service  prim i ti ve.  The  i nvocation  of th is  
prim i tive  means  that the  association  has  been  successfu l l y re leased .  

——————— 

1 5   The  re l ease  of the  exi sti ng  appl i cation  associati on  may requ i re  i n ternal  commun ication  among  the  appl i cati on  
service  e lements  (ACSE,  xDLMS-ASE)  and  the  Control  fu ncti on  i ns i de  the  server appl i cation  l ayer.  These  
i n teractions  are  not  shown  i n  the  fi gures.  
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7.3.6.3  Non-gracefu l  release  of an  appl ication  association  

Various  even ts  may resu l t  i n  non-gracefu l  re lease  of an  AA:  detection  of the  d isconnection  of 
any l ower l ayer connection  ( includ ing  the  physical  connection),  detecti ng  a  l ocal  error,  etc.  

Non-gracefu l  re lease  – abort – of an  AA i s  i nd icated  to  the  COSEM  AP wi th  the  help  of the  
COSEM-ABORT. ind ication  service.  The  D iagnostics  parameter of th is  service  i nd icates  the  
reason  for the  non -gracefu l  AA re lease.  

F igure  21  shows  the  message sequence  chart for aborti ng  the  AA,  due  to  the  detection  of a  
physica l  d isconnection .  
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Figure 21  – Aborting  an  appl ication  association  fol lowing  a  PH-ABORT. indication  

The non-gracefu l  release  of AA i s  not se lecti ve:  i f i t  happens,  a l l  the  existing  association(s)  
shal l  be  aborted .  

7.3.7  Reg istered  COSEM  names 

With in  an  OSI  envi ronment,  many d i fferen t types  of network obj ects  must be  i denti fied  wi th  
g lobal l y unambiguous  names.  These  network objects  i nclude  abstract syn taxes,  transfer 
syn taxes,  appl ication  con texts,  au then tication  mechan ism  names,  etc.  Names  for these  
obj ects  i n  most cases  are  ass igned  by the  committee  developing  the  particu lar bas ic I SO  
standard  or by implementers’  workshops,  and  shou ld  be  reg istered .  For the  COSEM  
envi ronment,  these  obj ects  are  assigned  by the  DLMS  User Association ,  and  are  speci fied  i n  
th is  standard .  

The  decis ion  no.  1 999. 01 846  of OFCOM,  Swi tzerland ,  attributes  the  fo l lowing  prefix for obj ect 
i denti fiers  speci fi ed  by the  DLMS  User Association .  

{  j o i n t- i so-cci tt(2)  country(1 6)  country-name(756)  i denti fi ed -organ isati on (5)  DLMS-UA(8)  }  

 

For COSEM,  obj ect i denti fi ers  are  speci fi ed  for nam ing  the  fol lowing  i tems:  

•  COSEM  appl ication  context names  (for LN  and  SN  references,  wi thout  or wi th  cyphering) ;  

•  COSEM  au thentication  mechan ism  names.  
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7.3.7. 1  The  COSEM  appl ication  context 

I n  order to  effecti vel y exchange  i n formation  wi th in  an  AA,  the  pai r of AE- invocations  shal l  be  
mutual l y aware  of,  and  fo l l ow a  common  set of ru les  that govern  the  exchange.  Th is  common  
set  of ru les  i s  ca l l ed  the  appl ication  context of the  AA.  

The  appl ication  context that appl i es  to  an  AA is  determ ined  du ring  i ts  establ ishment1 6.  The  
fol l owing  methods  may be  used :  

•  i den ti fying  a  pre-existi ng  appl ication  context defin i tion ;  

•  transferring  an  actual  description  of the  appl ication  context.  

I n  the  COSEM  environment,  i t  i s  i n tended  that  an  appl ication  context pre-exists  and  i t  i s  
referenced  by i ts  name during  the  establ ishment of an  AA.  

The  appl ication  con text  name is  speci fi ed  as  OBJECT IDENTIFIER ASN . 1  type.  COSEM  
i denti fies  the  appl ication  con text name by the  fol l owing  object i denti fier value:  

COSEM_Appl ication_Context_Name: :  =  

j oi n t- iso-cci tt(2)  coun try(1 6)  country-name(756)  i den ti fi ed-organ isation(5)  DLMS-UA(8)  
appl ication-context(1 )  context_id (x)}  

where  the  value  of the  context_id  parameter selects  a  pre-existi ng  appl ication  con text.  

There  are  four appl ication  context names  speci fied :  

COSEM_Appl i cation_Context_Name-Log ical_Name_Referencing_no_ciphering : : =  

{ jo i n t- i so-cci tt(2)  country(1 6)  coun try-name(756)  i den ti fi ed -organ isation (5)  DLMS-UA(8)  appl i cation -
con text(1 )  con text_id (1 )}  

COSEM_Appl i cation_Context_Name-Short_Name_Referenci ng_no_ciphering : : =  

{ jo i n t- i so-cci tt(2)  coun try(1 6)  coun try-name(756)  i den ti fi ed -organ isation (5)  DLMS-UA(8)  appl i cation -
con text(1 )  con text_id (2)}  

COSEM_Appl i cation_Context_Name-Log ical_Name _wi th_ciphering : : =  

{ jo i n t- i so-cci tt(2)  coun try(1 6)  country-name(756)  i den ti fi ed -organ isation (5)  DLMS-UA(8)  appl i cation -
con text(1 )  con text_id (3)}  

COSEM_Appl i cation_Context_Name-Short_Name_Referenci ng_wi th_ciphering : : =  

{ jo i n t- i so-cci tt(2)  coun try(1 6)  country-name(756)  i den ti fi ed -organ isation (5)  DLMS-UA(8)  appl i cation -
con text(1 )  con text_id (4)}  

The mean ing  of these  COSEM  appl ication  con texts  i s :  

•  there  are  two  ASEs  present wi th in  the  appl ication-enti ty i nvocation ,  the  ACSE and  the  
xDLMS-ASE;  

•  the  xDLSM-ASE  is  as  i t  i s  speci fi ed  in  61 1 34-4-41 1 7;  

•  the  transfer syn tax i s  A-XDR;  

•  con text_id (1 ) :  l og ica l  name referencing ,  no  ciphering  used ;  

•  con text_id (2) :  short name referencing ,  no  ciphering  used ;  

•  con text_id (3) :  l og ica l  name referencing ,  ciphering  used ;  

•  con text_id (4) :  short name referencing ,  ciphering  used .  

NOTE  Ci phering  a l gori thms  are  not  defi ned  i n  th i s  s tandard .  

——————— 

1 6  An  AA has  on l y one  appl i cati on  con text.  However,  the  set  of ru l es  that  make  up  the  app l i cation  context of an  
AA may contai n  ru l es  for a l teration  of that  set  of ru l es  du ri ng  the  l i fetime  of the  AA.  

1 7  Wi th  the  COSEM  extens ions  to  DLMS,  see  Annex A.  
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I n  order to  successfu l l y establ ish  an  AA,  the  AARQ and  AARE APDUs  shou ld  carry one  of the  
“va l i d ”  va lues  in  thei r appl ication -context-name fie l ds.  However,  when  the  server does  not 
accept the  proposed  appl ication  context,  the  appl ication -context-name fie ld  i n  the  AARE 
response may optional l y be  d i fferent from  the  appl ication-context-name received  in  the  AARQ.  
The  server may i nd icate  i n  th is  way to  the  cl i en t one  of the  appl ication-con text-names  
supported  by the  server.  

7.3.7.2  COSEM  authentication  mechanism  names 

Authentication  i s  one  of the  securi ty aspects  addressed  by the  COSEM  speci fication .  I n  order 
to  provide  d i fferen t l evels  of securi ty for au thentication  support,  COSEM  speci fies  three  levels  
of au thentication  securi ti es:  

•  no  au thentication  ( l owest l evel )  securi ty;  

•  l ow l evel ,  password  based  authen tication  securi ty (LLS)  i denti fying  on l y the  cl i en t;  

•  h igh  level ,  four-pass  au thentication  securi ty (HLS)  identi fying  both  the  cl ien t and  the  
server.  

COSEM  uses  the  au then tication  featu re  of the  connection-oriented  ACSE and  for h i gh  l evel  
au thentication ,  a lso  the  methods  of the  Associati on  LN/SN  objects.  The  process  of LLS  and  
HLS  au thentication  i s  described  in  I EC  62056-62.  To  i denti fy the  au thentication  mechan ism  
used ,  the  fol l owing  obj ect i den ti fi ers  for au thentication  mechan ism  names  are  speci fied :  

COSEM_Authentication_Mechan ism_Name: :  =  

{ jo in t- iso-cci tt(2)  country(1 6)  country-name(756)  i den ti fi ed-organ izati on(5)  DLMS-UA(8)  
au thentication_mechan ism_name(2)  mechan ism_id(x)}  

The value  of the  mechan ism_id  parameter selects  one  of the  speci fied  securi ty mechan isms.  
There  are  fi ve  au then tication  mechan ism  names  speci fied :  

defau l t-COSEM-lowest- l evel -securi ty-mechan ism-name 1 8: : =  

{ j o in t- iso-cci tt(2)  country(1 6)  country-name(756)  i den ti fi ed-organ ization(5)  DLMS-UA(8)  
au thentication_mechan ism_name(2)  mechan ism_id(0)}  

defau l t-COSEM-low-level -securi ty-mechan ism-name: :=  

{ j o in t- iso-cci tt(2)  country(1 6)  country-name(756)  i den ti fi ed-organ ization(5)  DLMS-UA(8)  
au thentication_mechan ism_name(2)  mechan ism_id(1 )}  

defau l t-COSEM-h igh- level -securi ty-mechan ism-name: : =  

{ j o in t- iso-cci tt(2)  country(1 6)  country-name(756)  i den ti fi ed-organ ization(5)  DLMS-UA(8)  
au thentication_mechan ism_name(2)  mechan ism_id(2)}  

NOTE  The  mechan ism  name  for h i gh -l evel  secu ri ty starts  from  2  and  i t  i s  reg i stered  by the  DLMS  UA.  
Mechan ism_id (2)  i s  manufactu rer speci fi c.  

defau l t-COSEM-h igh- level -securi ty-mechan ism-name_us ing_MD5: : =  

{ j o in t- iso-cci tt(2)  country(1 6)  country-name(756)  i den ti fi ed-organ ization(5)  DLMS-UA(8)  
au thentication_mechan ism_name(2)  mechan ism_id (3)}  

defau l t-COSEM-h igh- level -securi ty-mechan ism-name_us ing_SHA-1 : : =  

{ j o in t- iso-cci tt(2)  country(1 6)  country-name(756)  i den ti fi ed-organ ization(5)  DLMS-UA(8)  
au thentication_mechan ism_name(2)  mechan ism_id (4)}  

The  mechan ism  name e lement of the  AARQ/AARE APDU  is  present on l y,  when  au thentication  
i s  used .  See  7. 3. 3 .  

——————— 

1 8   Th i s  mechan ism  i s  used  for the  mandatory AA between  a  publ i c  cl i en t  and  the  management  l og ica l  d evice  i n  
a  phys ical  metering  device.  
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7.4  Protocol  for data  communications  

Al l  data  communication  services  are  cl ient/server services,  except the  EventNoti fication  
services.  Data  commun ication  is  a lways  in i ti ated  by the  cl i ent by i nvocation  of 
GET/SET/ACTION . request services.  Upon  i nvocation  of any of these  services,  the  cl i ent 
appl ication  l ayer protocol  mach ine  bu i l ds  the  correspond ing  APDU  and  sends  i t  to  the  peer 
server appl ication  l ayer.  

Data  communication  service  requests  can  be  i nvoked  i n  a  confi rmed  or an  unconfi rmed  
manner.  When  a  service  i s  i nvoked  in  a  confi rmed  manner,  the  server shal l  respond  to  the  
request,  otherwise  no  appl ication  l evel  confi rmation  i s  expected .  See  7. 4. 1 . 1 .  

Unconfi rmed  services  m igh t be  i nvoked  i n  two  d i fferen t ways:  i nd ividual l y addressed  or 
broadcast (mu l ticast) .  See  7. 4 . 1 . 2 .  

There  i s  a  fourth ,  non-cl ien t/server data  commun ications  service  supported ,  the  Event 
Noti fication  service.  By requesting  th is  service,  the  server AP i s  able  to  send  an  unsol ici ted  
noti fication  of the  occurrence  of an  even t to  the  remote  cl ien t.  See  7 . 4 . 1 . 3.  

7.4. 1  Protocol  for the  xDLMS services  using  LN  referencing  

7.4. 1 . 1  Protocol  for confi rmed  services  

For confi rmed  data  communication  services,  the  fol lowing  service  prim i tives  are  avai l able:  

•  GET ( . request/. ind ication /. response/. confi rm);  

•  SET ( . request/. i nd ication/. response/. confi rm);  

•  ACTION  ( . request/. i nd ication/. response/. confi rm ).  

GET and  SET services  are  referencing  attribute(s)  of COSEM  in terface  object i nstances.  The  
ACTION  service  i s  referencing  a  method  of a  COSEM  i n terface  object i nstance  (e . g .  capture  a  
pre-defined  set of data) .  For defi n i ti on  of attribu tes  and  methods  of COSEM  i n terface  classes,  
see  I EC 62056-62.  

The  COSEM  cl i en t may i nvoke  the. request prim i ti ve  of these  services  i n  a  confi rmed  manner 
wi th in  a  confi rmed  AA on l y.  

The  COSEM  server AP,  upon  the  receipt of a  data  communication  service  i nd ication ,  shal l  
check whether the  service  can  be  provided  or not (va l id i ty,  cl i en t access  ri gh ts,  avai l ab i l i ty,  
etc. ) .  I f everyth ing  i s  OK,  i t  l oca l l y appl ies  the  requ ired  service  on  the  correspond ing  ‘ real ’  
obj ect.  I f a  response  is  requ i red ,  the  COSEM  server AP shal l  generate  the  
appropriate. response  message.  

F igu re  22  shows a  complete  message  sequence chart for a  confi rmed  GET. request service  
i nvocation  i n  case  of success.  
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F igure 22  – MSC  for a  confi rmed  GET service  i n  case  of success  

NOTE  The  message  sequence  on  the  fi gure  above  appl i es  on l y i f the  transferred  data  does  not  exceed  the  
supported  maximum  s i ze  of the  APDU.  I n  order to  be  abl e  to  transfer l onger data  wi th  the  GET service,  COSEM  
provi des  an  appl i cati on  l ayer l eve l  protocol .  I n  add i ti on ,  a  data  l i nk l ayer l evel  protocol  i s  a l so  avai l able,  wh ich  i s  
transparen t for the  appl i cation  l ayer.  See  7. 4. 1 . 8 . 1 .  

Figu re  23  shows the  complete  message sequence  chart for a  confi rmed  SET service,  i n  case  
of success.  

 
Client  

application  
process  

Client  
application  

layer 
control  function  

Client

supporting

protocol  layer

(XX)

Server 
application  

layer 
control  function  

Server

supporting

protocol  layer

(XX)

Client and server appl ication layers are in  ASSOCIATED state,  lower layer connection(s) are establ ished  

Server

application

process

SET.req(NORMAL,  
Data)  XX-DATA.req(APDU)

XX-DATA.ind(APDU) SET. ind(NORMAL,  
Data)  

SET.res(NORMAL,  
success)  XX-DATA.req(APDU)

XX-DATA. ind(APDU)SET.cnf(NORMAL,  
success)  

IEC   2092/06

 

Figure 23  – MSC  for a  confi rmed  SET service  i n  case  of success  

I n  case  of fa i l u re,  the  server – i nstead  of a  pos i ti ve  acknowledgement,  shown  on  the  above  
figure  – sha l l  send  a  negative  acknowledgement,  i nd icati ng  the  reason  for the  fai l u re,  as  i t  i s  
shown  i n  F igure  24.  
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Figure 24 – MSC  for the  SET service in  case  of fai lu re  

NOTE  The  message  sequence  i n  the  above  fi gu res  appl i es  on l y i f the  transferred  data  does  not  exceed  the  
supported  maximum  s i ze  of the  APDU.  I n  order to  be  ab le  to  transfer l onger data  wi th  the  SET service,  COSEM  
provi des  an  app l i cation  l ayer l evel  protocol .  Th i s  i s  descri bed  i n  7 . 4. 1 . 8 . 3.  

The most complex behaviour is  associated  wi th  the  ACTION  service,  used  for remote  
i nvocation  of a  method  of a  COSEM  in terface  object i n  the  server.  The  reason  for th is  
complexi ty i s  that the  i nvocation  of th is  method  may impl y data  exchange in  both  cl ien t to  
server and  server to  cl i en t d i rections,  and  these  data  may be  too  long  to  fi t  i n to  one  APDU.   

F igure  25  i l l ustrates  the  message sequence chart  i n  the  case,  when  the  requ i red  service  can  
be  granted  by the  server and  the  method  i nvocation  does  not return  data.  
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Figure 25  – MSC  for the  ACTION  service  (s implest  case)  

NOTE  When  e i ther the  parameters  of the  ACTION . request  or the  ACTION. response  service  do  not  fi t  i n  one  
APDU,  the  protocol  defi ned  i n  7 . 4. 1 . 8. 4  for transferri ng  l ong  service  parameters  can  be  used .  

7.4. 1 .2  Protocol  for unconfi rmed  services  

Al l  cl i en t/server services  may a lso  be  i nvoked  in  an  unconfi rmed  manner wi th in  an  establ ished  
confi rmed  or unconfi rmed  AA.  The  fol l owing  service  prim i ti ves  are  supported :  

•  GET ( . request/. ind ication );  
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•  SET ( . request/. i nd ication );  

•  ACTION  ( . request/. i nd ication).  

The  COSEM  cl i ent may on l y i nvoke these. request prim i ti ves  when  an  AA has  a l ready been  
establ ished .  

Three  d i fferen t ki nds  of destination  addresses  are  poss ib le :  i nd ividual ,  g roup  or broadcast.  
Depend ing  on  the  desti nation  address  type,  the  receivi ng  station  shal l  hand le  incom ing  
messages  d i fferentl y,  as  fol l ows:   

•  XX-PDUs  wi th  an  i nd ividual  address  of a  COSEM  l og ica l  device.  I f they are  received  
wi th in  an  establ ished  AA they shal l  be  sent to  the  addressed  COSEM  log ical  device,  
otherwise  shal l  be  d iscarded ;  

•  XX-PDUs  wi th  a  group address  of a  group of COSEM  log ical  devices.  These  shal l  be  sent  
to  the  add ressed  group of COSEM  log ical  devices.  However,  the  received  message shal l  
be  d iscarded  i f there  i s  no  association  establ ished  between  a  cl ient and  the  addressed  
group of COSEM  log ical  devices;  

•  XX-PDUs  wi th  the  broadcast address  shal l  be  sent  to  a l l  addressed  COSEM  log ical  
devices.  However,  the  received  message shal l  be  d iscarded  i f there  i s  no  association  
establ ished  between  a  cl i en t and  the  Al l -station  address.  

NOTE  Unconfi rmed  AA-s  between  a  cl i en t  and  a  g roup  of l og ical  devices  are  estab l i shed  wi th  a  COSEM-
OPEN. service  wi th  service_cl ass  =  unconfi rmed  and  a  g roup  of l og ica l  d evice  add resses  (e. g .  broadcast 
add ress).  

7.4. 1 .3  Protocol  for the  EventNotification  service 

This  subclause  speci fies  the  protocol  for the  EventNoti fication . request service  of the  server 
appl ication  l ayer,  speci fi ed  i n  6. 6 . 3 . 2 . 7.  

Even ts  i n  metering  equ ipment,  l i ke  pass ing  th resholds,  fraud  detection ,  or s impl y a  coun ter 
overflow general l y occur asynchronously to  any operation .  Depend ing  on  the  implemented  
behaviour,  the  server may want to  noti fy the  cl ien t immed iatel y.  

As  i n  the  cl i en t/server envi ronment the  server i s  a l lowed  to  send  i n formation  on l y upon  a  
request from  the  cl i ent,  the  cl i en t may or may not gain  knowledge abou t these  events  us ing  
COSEM  cl ient/server type  services.  

I n  order to  ensure  that  the  server can  i n form  the  cl ien t about events,  a  specia l ,  non-
cl ien t/server type  service,  the  EventNoti fication 1 9  service  is  avai l able.  As  the  EventNoti fication  
service  i s  not a  cl i en t-server type  service,  i t  may be  sen t ou t even  when  an  AA is  not 
establ ished .  

Upon  i nvocation  of the  EventNoti fication . request service,  the  COSEM  server appl ication  l ayer 
shal l  bu i ld  an  EventNoti fi cation . request APDU.  

The  possib i l i ties  to  send  ou t th is  APDU  depend  on  the  communicati on  profi l e  and  the  
connection  status  of the  l ower l ayers.  Therefore,  the  protocol  of the  EventNoti fication  service  
is  further d iscussed  i n  Clause  B . 2  and  Clause  B . 3.  

I n  any case,  i n  order to  noti fy the  cl i en t abou t the  detection  of an  even t by the  server:  

•  the  server shal l  use  the  Even tNoti fication . request  service  i nvocation ;  

•  th is  service  invocation  shal l  make the  server appl ication  layer to  bu i l d  an  Event 
Noti fication . request  APDU;  

——————— 

1 9  When  short  name  referencing  i s  used ,  the  service  i s  cal l ed  I n formationReport  at  the  server s i de.  
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•  th is  APDU  shal l  be  carried  by the  supporti ng  l ayer service  at the  fi rst opportun i ty to  the  
cl ien t.  The  service  type  and  the  avai l abi l i ty of th is  fi rst opportun i ty depends  on  the  
communication  profi l e  used ; .  

•  upon  the  reception  of the  EventNoti fication  APDU,  the  cl i en t appl ication  layer shal l  
generate  an  Even tNoti fication . ind ication 20  service  to  the  COSEM  cl i en t appl i cation ;  

•  by defau l t,  even t noti fications  are  sent from  the  management l og ical  device  (server)  to  the  
management AP  (cl i ent) .  

7.4. 1 .4  Identi fying  a  service  invocation:  using  Invoke_Id 

A complete  confi rmed  data  communication  service  sequence  cons ists  of the  exchange  of 
a. request and  a . response type  message ( ind icated  to  the  peer protocol  l ayer via  the. i nd ication  
and .confi rmation  service  prim i ti ves) .  I n  the  cl ien t/server model ,  requests  are  sent by the  cl ien t 
and  responses  are  sent by the  server.  As  the  cl i en t i s  a l l owed  to  send  several . requests  before  
receiving  the. response for the  previous  one(s),  i t  i s  necessary to  make a  reference i n  
the. response message to  the  correspond ing . request message.  Otherwise,  i t  i s  not poss ib le  to  
i denti fy,  wh ich . request corresponds  to  a . response.  

The  I nvoke_I d  parameter i den ti fies  a . request and  the  correspond ing . response.  The  value  of 
th is  parameter i s  ass igned  by the  cl i ent so  that each . request prim i tive  i ssued  carries  a  
d i fferent I nvoke_I d .  The  server shal l  copy the  I nvoke_I d  of the  received . request message i n to  
the  correspond ing . response  message.  

The  I nvoke_I d  i s  not present i n  the  COSEM-OPEN  services:  these  services  are  i den ti fi ed  by 
the ir address  parameters .  

The  Even tNoti fication  service  – as  i t  i s  not a  cl ien t/server type  service  – does  not contain  
I nvoke_I d  parameter e i ther.  There  i s  no  correspond ing . response service,  thus  there  i s  no  
need  to  use  I nvoke_I d .  See  also  8 . 3 .  

7.4. 1 .5  Using  priori ty 

COSEM  defines  two priori ty l evels,  NORMAL (FALSE)  and  H IGH  (TRUE).  Th is  feature  a l lows  
receiving  a  response to  a  new request before  the  response  to  a  previous  request i s  
completed .  

Normal l y,  the  server shal l  serve  i ncom ing  service. requests  i n  the  order of thei r reception  
(FIFS,  F i rst I n ,  F i rst Served21 ) .  However,  i t  i s  poss ib le  to  request to  be  served  fi rst by setting  
the  priori ty parameter of a. request to  H IGH :  a. request wi th  priori ty H IGH  shal l  be  served  
before  the  previous  requests  wi th  priori ty NORMAL.  The. response  prim i ti ve  shal l  carry the  
same priori ty fl ag  as  that of the  correspond ing . request.  Manag ing  priori ty i s  a  negotiable  
feature:  i ts  support i s  i nd icated  by B IT  9  of the  xDLMS  conformance  b lock.  

NOTE  I f the  feature  i s  not  supported ,  requests  wi th  H IGH  priori ty shal l  be  served  wi th  NORMAL priori ty.  

7.4. 1 .6  Selective  access  

GET/SET services  typica l l y reference the  en ti re  attribute  of a  COSEM  in terface  object.  
However for certa in  attributes,  se lecti ve  access  to  j ust a  part of the  attribute  may be  provided .  
The  part of the  attribu te  i s  i den ti fi ed  by speci fic se lecti ve  access  parameters. 22  These  

——————— 

20  At  the  cl i en t  s i de,  i t  i s  a lways  EventNoti fi cati on . i nd ication ,  i ndependentl y of the  referencing  scheme ( l og ical  
name or short  name)  used  at  the  server s i de.  

21   As  service  i n vocations  are  i denti fi ed  wi th  an  I nvoke_I d ,  servi ces  wi th  the  same pri ori ty  can  be  served  i n  any 
order.  

22  Al though  the  speci fi cation  of these  sel ection  parameters  i s  i ndependent of the  referencing  method  used  (LN  
or SN),  the  use  of these  parameters  i s  d i fferent  for services  us ing  l og ical  n ame  (LN )  referencing  (GET/SET),  
and  services  us ing  short  name  (SN)  referencing  (read/wri te).  I n  th i s  subclause  selecti ve  access  for the  case 
of LN  referenci ng  i s  d i scussed .  Selecti ve  access  wi th  SN  referencing  i s  cal l ed  ‘parameterized  access’ ,  and  i s  
d i scussed  i n  7 . 4. 2 . 7 .  
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selective  access  parameters  are  defined  as  part  of the  attribu te  speci fication  of the  g iven  
COSEM  in terface  class  speci fication ,  see  I EC 62056-62.  

The  selecti ve  access  speci fication  a lways  starts  wi th  an  access  selector,  fo l l owed  by an  
access-speci fic access  parameter l i s t.  I n  order to  encode the  selecti ve  access  parameters,  a  
'se lecti ve-access-descriptor'  type  has  been  speci fi ed :  

Selective-Access-Descriptor: : =  SEQUENCE 

{  

access-selector  Uns igned8,  

access-parameters  Data  

}  

Using  th is  type,  the  requ i red  parameters  for selecti ve  access  are  i ncluded  i n  the  
correspond ing  LN  APDUs as  an  OPTIONAL fie ld :  

access-selection   Selective-Access-Descriptor OPTIONAL  

Selecti ve  access  i s  a  negotiable  feature:  i ts  support i s  i nd icated  by B I T  21  of the  xDLMS  
conformance  block.  

7.4. 1 .7  Mu l tiple  references  in  the  same service  request 

7.4. 1 .7. 1  The  Attribute_0  reference 

GET/SET  services  typical l y reference one  attribu te  of a  COSEM  in terface  object.  The  attribu te  
referenced  is  i den ti fi ed  by the  val ue  of the  COSEM_Object_Attribu te_Id  parameter.  

By convention ,  attributes  are  numbered  from  1  to  n ,  where  Attribute_1  i s  the  log ica l  name of 
the  COSEM  in terface  obj ect.  Manufacturers  may add  proprietary methods  and /or attributes  to  
any object,  us ing  negative  numbers.  See  a lso  4. 1 .  of I EC  62056-62.  

The  value  of 0  (zero)  for the  COSEM_Object_Attribute_I d  (Attribu te_0)23  has  a  special  
mean ing :  i t  references  a l l  attribu tes  wi th  posi ti ve  i ndex (publ ic  attributes) .  

A GET. request service  wi th  COSEM_Object_Attribu te_Id  =  0  requests  the  value  of a l l  publ ic  
attributes  of the  referenced  object.  The  response to  th is  request shal l  be  a  s tructure  
con tain ing  the  va lue  for a l l  publ ic attributes  (data)  i n  the  order of their appearance i n  the  
g i ven  object speci fication .  For attribu tes  to  wh ich  no  access  ri ght i s  gran ted  wi th in  the  g iven  
association ,  or wh ich  cannot be  accessed  for any other reason ,  a  nu l l_data  type  NULL value  
shal l  be  returned .  

A SET. request service  wi th  COSEM_Object_Attribu te_I d  =  0  requests  to  set the  value  of a l l  
publ ic attributes  of the  referenced  object.  The  data  sen t wi th  th is  request sha l l  be  a  structure,  
con tain ing  for each  publ ic attribute,  i n  the  order of their appearance i n  the  g i ven  object 
speci fication ,  e i ther a  va lue  or a  nu l l_data  type  NULL va lue.  The  mean ing  of th is  NULL value  
is  that the  g i ven  attri bute  need  not be  set.  

The  response to  th is  request sha l l  be  a  structure  con tain ing  the  resu l t for each  publ ic  attribute  
(data-access-resu l t)  i n  the  order of the ir appearance i n  the  g iven  object speci fication ,  
i nd icating  the  success  or fa i lu re  of the  requested  SET operation .  The  response shal l  be  
carried  by a  SET-Response-With-List – type  APDU.  

Attribu te_0  referencing  i s  a  negotiable  feature:  i ts  support for the  GET service  i s  i nd icated  by 
BIT  1 0 ,  and  for the  SET service  by B IT  8  of the  xDLMS conformance  b lock.  

——————— 

23  The  Attri bu te_0  feature  cannot  be  appl i ed  when  short  name referencing  i s  used .  
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7.4. 1 .7.2  Attribu te  reference l i st  

A complete  (LN)  reference for an  attribute  i ncludes  the  fol lowing  parameters:  

  cl ass-id   Cosem-Class-I d ,  
  i nstance- id   Cosem-Object-I nstance-I d ,  
  attribute- i d   Cosem-Object-Attribute-I d ,  
  access-selection  Selective-Access-Descriptor OPTIONAL  

A. request service  may con tain  one  such  reference or a  l i s t of such  references.  Speci fication  
of the  APDUs  for the  d i fferen t types  of. requests  i s  g i ven  in  8 . 6.  

7.4. 1 .8  Transferring  long  service  parameters  

7.4. 1 .8. 1  Non-transparent  and  transparent transfer mechan isms  

The service  parameters  of data  commun ication  services  are  transported  by the  APDUs,  
exchanged  between  the  peer l ayers ,  i n  an  encoded  form .  I n  some cases,  the  APDU  can  be  
l onger than  what the  protocol  i s  able  to  transm i t i n  one  p iece.  I n  order to  be  able  to  exchange 
such  ‘ long ’  data,  two  transporting  mechan isms  are  avai lable:  

a)  l ong  data  transfer us ing  an  appl ication  l evel  protocol .  Th is  mechan ism  can  be  used  wi th  
any of the  speci fied  services  (GET,  SET and  ACTION)  and  wi th  any protocol  profi l e  and  i s  
speci fied  i n  the  fo l lowing  subclauses;  

b)  l ong  data  transfer i n  a  transparen t manner to  the  cl ient appl ication .  Th is  feature  can  be  
used  on l y wi th  lower l ayer protocols  provid ing  segmentation .  As  transparen t l ong  data  
transfer i s  speci fied  on l y for the  d i rection  from  the  server to  the  cl ien t,  the  server s ide  
supporti ng  protocol  l ayer provides  specia l  services  for th is  purpose  to  the  server 
appl ication  layer.  As  these  services  are  speci fic to  the  supporting  protocol  l ayer,  hand l i ng  
these  services  i s  not wi th in  the  scope  of th is  s tandard  – i n  other words,  no  speci fic 
appl ication  l ayer services  and  protocol  are  speci fied  for th is  purpose.  When  the  supporting  
protocol  l ayer supports  transparen t l ong  data  transfer,  the  server s ide  appl ication  l ayer 
implementati on  may be  able  to  manage these  services.  

7.4. 1 .8 .2  Appl ication  protocol  for long  data transfer wi th  the  GET service 

Long  data  transfer wi th  the  GET service  i s  speci fied  on l y for the  data  i n  the  GET. response  
service  prim i ti ve.   

The  length  of the  encoded  form  of service  parameters  for selecti ve  access  and /or mu l ti p le  
attribute  references  i n  the  GET. request service  shal l  not exceed  the  maximum  al l owed  s ize  of 
APDUs.  

GET. request  services  shal l  be  of type  NORMAL or WITH-LIST.  Upon  reception  of a  
GET. request,  the  server AP shal l  assemble  the  requested  data.  I f the  data  fi t  i n to  one  APDU,  
the  server AP shal l  i nvoke the  GET. response service  wi th  NORMAL or WITH-LIST type,  wi th  
the  value(s)  of the  requ i red  attribute(s)  as  the  resu l t  parameter.  

I f the  data  do  not fi t  i n to  one  APDU  and  b lock transfer i s  supported  (bi t1 1  of the  xDLMS  
conformance  block),  the  server AP shal l  send  the  data  i n  b locks.  

F i rst,  the  data  shal l  be  encoded ,  as  i f they wou ld  fi t  i n to  one  APDU .  The  resu l t i s  a  series  of 
bytes,  D 1 , D2 ,D3 ,… .DN .  The  server shal l  then  assemble  a  DataBlock-G  data  structure  (see  8. 3)  
wi th  the  fol l owing  con ten ts:  

l ast-block (BOOLEAN)   =  FALSE 
b lock-number (Unsigned32)   =  0001  
resu l t  ( IMPLICIT OCTETSTRING)  =  the  fi rst K bytes  of the  encoded  data  (D 1 , D2 ,D3 ,… .DK)  
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This  DataBlock-G  shal l  be  the  fi rst part of the  response.  The  server AP shal l  i nvoke the  
GET. response service  wi th  Response_type =  ONE-BLOCK,  wi th  the  I nvoke_Id  and  priori ty 
parameters  copied  from  the  GET. request  i nvocation  received  and  wi th  the  DataBlock-G  as  
resu l t  parameter.  

Upon  reception  of th is  GET. response (s ignal led  as. confi rm),  the  cl ient AP i s  i n formed  that the  
response for i ts  request does  not fi t  i n to  one  APDU  and  shal l  proceed  for the  long  data  
transfer.  I t  sha l l  store  the  data  con ten ts  of the  received  APDU  – (D1 ,D2 , D3 ,… .DK)  – and  shal l  
acknowledge the  received  b lock by i nvoking  the  GET. request service  wi th  Request_type  =  
NEXT and  wi th  the  fo l l owing  parameters:  

i nvoke-id -and-priori ty =  the  same as  that  for the  fi rst  GET. request;  

b lock-number =  the  same as  the  B lock-number of the  received  data  b lock.  

When  the  server receives  the  acknowledgement,  i t  shal l  prepare  and  send  the  next data  
b lock,  i ncl ud ing  DK+1 ,DK+2 ,DK+3 ,… .DL ,  wi th  b lock-number =  0002.  Th is  exchange  of data  
b locks  and  acknowledgements  shal l  normal l y conti nue  un ti l  the  l ast Data  B lock,  i ncl ud ing  
DM ,DM+1 , DM+2 ,… .DN  i s  sen t.  The  l ast-block (BOOLEAN)  parameter of th is  DataBlock-G  
sequence shal l  be  set to  TRUE and  th is  data  b lock shal l  not be  acknowledged  by the  cl i ent.  
After the  reception  of the  last data  block,  the  l ong  data  transfer wi th  the  GET service  i s  
completed .  

F i gure  26  shows  an  example  for the  case,  when  the  requested  data  can  be  sen t i n  th ree  
parts,  and  the  transfer i s  not aborted .  
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Figure 26  – Long  data  wi th  the  GET service  in  three  data b locks  
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The server may generate  the  complete  response (D 1 , D2 ,D3 ,… .DN )  upon  the  receipt of the  fi rst 
GET. request,  or i t  cou ld  generate  the  series  of data  b locks  of the  response d ynam ical l y (on  
the  fl y).  

I f any error occurs  du ring  the  l ong  data  transfer,  the  transfer shal l  be  aborted .  Error cases  are  
as  fol l ows:  

•  the  server i s  not able  to  provide  the  next b lock of data  for any reason.  I n  th is  case,  i t  shal l  
send  back a  Get-Response-With-Datablock APDU .  I n  the  DataBlock-G,  the  last-block shal l  
be  set to  TRUE,  the  b lock-number shal l  be  equal  to  the  b lock_number confi rmed  in  the  
previous  Get-Request-Next APDU  sent by the  cl ien t +  1  and  the  resu l t shal l  contain  a  
data-access-resu l t i nd icati ng  the  reason  for the  fa i l u re;  

•  the  B lock_Number parameter i n  a  GET. ind ication  of type  NEXT is  not equal  to  the  
B lock_Number parameter of the  l ast b lock sent by the  server.  The  server shal l  i n terpret 
th is  case,  as  i f the  cl i ent  wou ld  l i ke  to  abort  the  ongoing  transfer.  The  server,  instead  of 
send ing  back the  next data  b lock,  shal l  send  a  Get-Response-With-Datablock APDU.  I n  
the  DataBlock-G,  the  last-b lock shal l  be  set to  TRUE,  the  b lock-number shal l  be  equal  to  
the  b lock-number received  i n  the  GET. request wi th  type  NEXT and  the  resu l t  shal l  be  
data-access-resu l t  =  long-get-aborted ;  

•  the  server may receive  a  GET. ind ication  of type  NEXT when  no  l ong  data  transfer i s  i n  
progress.  I n  th is  case,  the  response shal l  be  a  Get-Response-With-Datablock APDU.  I n  
the  DataBlock-G,  the  last-b lock shal l  be  set to  TRUE,  the  b lock-number shal l  be  equal  to  
the  block-number received  i n  the  GET. request of type  NEXT and  the  resu l t sha l l  be  data-
access-resu l t  =  no- long-get- i n -progress.  

During  the  data  exchange,  the  I nvoke-I d -and-Priori ty parameter shal l  be  the  same for a l l  
APDUs.  I f during  a  l ong  data  transfer another service  request i s  received ,  i t  shal l  be  served  
accord ing  to  the  priori ty ru les.  

I f for any reason  the  server i s  not able  to  send  back a  GET. response of type  LAST-BLOCK,  i t  
shal l  then  send  a  GET. response  of type  NORMAL,  wi th  a  data-access-resu l t i nd icati ng  the  
reason  for the  fai l u re.  

B lock transfer wi th  the  GET service  is  a  negotiable  feature:  i ts  support i s  i nd icated  by BIT  1 1  
of the  xDLMS conformance b lock.  

7.4. 1 .8 .3  Appl ication  protocol  for long  data  transfer wi th  the  SET service 

Long  data  transfer wi th  the  SET service  i s  speci fi ed  on l y for the  data  i n  the  SET. request 
service  prim i ti ve.   

The  length  of the  encoded  form  of service  parameters  for selecti ve  access  and /or mu l ti p le  
attribute  references  i n  the  SET. response  service  shal l  not exceed  the  maximum  al lowed  
APDU  s i ze.  

The  main  d i fference  between  the  GET and  the  SET. request services  i s  that the  cl i ent,  before  
i ssu ing  the  fi rst  SET. request service  i nvocation ,  a l ready knows  whether a  l ong  data  transfer i s  
requ ired  or not.  I f l ong  data  transfer i s  requ ired  – and  i f b l ock transfer i s  supported  (b i t1 2  of 
the  xDLMS conformance  block)  – the  fi rst SET. request service  shal l  a l ready contain  the  fi rst  
data  b lock.  
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F igure 27  – Long  data  transfer in  three  data  blocks  with  the  SET service 

I n  both  cases,  the  fi rst SET. request service  i nvocation  may contain  a  s i ng le  attribu te 
reference,  or a  l i s t of attribu te  references.  Al though  the  data  con ten ts  of the  SET. request may 
be  transm i tted  in  several  data  blocks,  a ttribu te  reference(s)  shal l  be  present on l y i n  the  fi rst  
SET. request i nvocation  service.  

The  cl ien t assembles  data  b locks  in  the  same way as  described  i n  the  previous  clause.  Data  
b locks  are  p laced  i n to  DataBlock-SA structu res  as  raw-data  and  are  sen t to  the  server.  

Each  data  b lock shal l  be  acknowledged  by the  server wi th  a  SET. response service  prim i tive,  
of Response_type  =  ACK_BLOCK.  The  Resu l t parameter i nd icates  on ly the  good  (or not 
good)  reception  of the  data  b lock.  

The  server shal l  acknowledge the  whole  SET. request service  i nvocation  after the  reception  of 
the  last data  b lock,  wi th  a  SET. response service  prim i ti ve  of type  LAST-BLOCK or LAST-
BLOCK-WITH-LIST.  The  resu l t  parameter i n  th i s  service  i nd icates  the  resu l t  of the  SET 
operation .  

I f any error occurs  du ring  the  l ong  data  transfer,  the  transfer shal l  be  aborted .  Error cases  are  
as  fol l ows:  

•  the  server i s  not ab le  to  hand le  the  received  next DataBlock-SA,  for any reason .  I n  th is  
case,  i t  shal l  send  back a  Set-Response-Last-Datablock APDU,  wi th  a  resu l t parameter 
i nd icating  the  reason  for aborti ng  the  transfer,  and  shal l  cons ider the  transfer term inated ;  
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•  the  B lock_Number parameter i n  a  received  SET. ind ication  of type  ONE BLOCK is  not 
equal  to  the  B lock_Number parameter expected  by the  server ( last received  +  1 ) .  The  
server shal l  i n terpret th i s  as  i f the  cl i ent  wou ld  l i ke  to  abort  the  ongoing  transfer.  The  
server shal l  send  back a  Set-Response-Last-Datablock APDU  wi th  Data-Access-Resu l t =  
l ong-set-aborted ;  

•  the  server may receive  a  Set-Request-Wi th-Datablock APDU  when  no  l ong  data  transfer i s  
i n  progress.  I n  th is  case,  the  response  shal l  be  a  Set-Response-Last-Datablock APDU  
wi th  Data-Access-Resu l t  =  no- long-set- in -progress.  

During  the  data  exchange,  the  I nvoke-I d -and-Priori ty parameter shal l  be  the  same for a l l  
APDUs.  I f during  a  l ong  data  transfer another service  request i s  received ,  i t  shal l  be  served  
accord ing  to  the  priori ty ru les.  

I f for any reason  the  server i s  not ab le  to  send  back a  SET. response of type  LAST-BLOCK,  i t  
sha l l  then  send  a  SET. response of type  NORMAL,  wi th  a  data-access-resu l t  i nd icating  the  
reason  for the  fai l u re.  

B lock transfer wi th  the  SET service  i s  a  negotiable  feature:  i ts  support i s  i nd icated  by BIT  1 2  
of the  xDLMS conformance b lock.  

7.4. 1 .8 .4  Appl ication  protocol  for long  data transfer wi th  the  ACTION  service  

Remote  invocation  of a  COSEM  i n terface  object method  us ing  the  ACTION  service  may 
requ ire  parameters,  wh ich  i n  thei r encoded  form  are  longer than  the  maximum  APDU  s i ze  
a l l owed .  On  the  other hand ,  a  method  i nvocation  may cause  the  server to  send  back data,  
wh ich  do  not fi t  i n to  one  APDU  e i ther.  Therefore,  l ong  data  transfer wi th  the  ACTION  service 
is  avai l able  for both  d i rections.  

Long  data  transfer i n  the  two d i rections  shal l  take  p lace  i n  two  stages:   

•  fi rst,  the  cl i en t shal l  transm i t the  whole  ACTION . request to  the  server ( i n  parameter 
b locks,  i f i t  i s  requ ired);   

•  second ,  the  server shal l  transm i t the  whole  ACTION. response to  the  cl ien t ( i n  parameter 
b locks,  i f i t  i s  requ i red).  

S im i l arl y to  the  SET service,  the  cl ien t,  before  i ssu ing  the  fi rst ACTION. request service  
i nvocation ,  a l ready knows  whether a  l ong  data  transfer i s  requ i red  or not.  I f l ong  data  transfer 
i s  requ i red  – and  i f b lock transfer i s  supported  (bi t1 3  of the  xDLMS conformance b lock)  – the  
fi rst ACTION . request  service  i nvocation  shal l  a l ready con tain  the  fi rst data  b lock.  

I n  both  cases,  the  fi rst ACTION . request i nvocation  may conta in  a  s i ng le  method  reference,  or 
a  l i s t of method  references.  Al though  the  data  con tents  of the  ACTION. request (the  
Method_I nvocation_Parameters)  may be  transm i tted  in  several  data  b locks,  method  
reference(s)  sha l l  be  present on l y i n  the  fi rst  i nvocation  of the  ACTION . request service.  

The  cl i ent assembles  the  data  b lock i n  the  same way as  i t  i s  described  in  7 . 4 . 1 . 8. 3.  Data  
b locks  shal l  be  p laced  i n to  DataBlock-SA data  structures  as  raw-data,  and  sen t to  the  server.  

Once the  complete  ACTION . request i s  transm i tted  and  the  server has  l ocal l y acti vated  a l l  
requ i red  methods,  the  server shal l  i nvoke the  ACTION . response service.  The  response to  one  
method  i nvocation  shal l  conta in  a  SEQUENCE  of two parameters:  the  fi rst parameter 
i nd icates  the  resu l t of the  method  i nvocation  (resu l t) ,  and  the  second ,  optional  one  carries  the  
data  requ i red  by the  ACTION  invocation .  (see  8. 3) .  
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The ACTION . response service  prim i ti ve  may take  one  of the  fol lowing  forms:  

•  NORMAL:  the  correspond ing  ACTION . request contained  on l y one  method  reference,  and  
the  response  fi ts  i n to  one  APDU ;  

•  WITH-LIST:  the  correspond ing  ACTION . request con ta ined  a  l i s t of method  references,  
and  the  complete  response fi ts  i n to  one  APDU ;  

•  BLOCK:  the  correspond ing  ACTION. request cou ld  contain  on l y one  or a  l i s t of method  
references  ( i t  determ ines  on l y the  con ten ts  of the  parameter b lock).  The  response to  that  
ACTION . request does  not fi t  i n to  one  APDU .  I n  th is  case,  the  server shal l  i n i tiate  a  l ong  
data  transfer,  wh ich  shal l  take  p lace  s im i larl y as  i t  i s  described  for the  GET service  in  
7. 4. 1 . 8 . 2 .  

F i gu re  28  i l l ustrates  a  case,  when  the  cl ient sends  an  ACTION. request,  i ncl ud ing  mu l tip le  
method  references  i n  three  b locks,  and  the  server sends  the  response in  two  b locks.  S im i l arl y 
to  the  GET service,  the  service  i s  completed  when  the  last b lock of the  response is  sen t by 
the  server.  Th is  b lock is  not acknowledged  by the  cl i ent.  
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F igure 28  – Long  data  transfer wi th  the  ACTION  service 
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The fi rst part of the  long  transfer (cl i ent->server)  i s  s im i lar to  the  SET service  and  the  second  
part of the  transfer (server->cl ient)  i s  s im i lar to  the  GET service:  the  ACTION  service  can  be  
cons idered  as  a  combined  SET/GET service.  

I f any error occurs  du ring  the  l ong  data  transfer,  the  transfer shal l  be  aborted .  Error cases  are  
the  same as  the  cases  described  i n  7. 4 . 1 . 8 . 2  and  7. 4. 1 . 8 . 3 .  

During  the  data  exchange,  the  I nvoke-I d -and-Priori ty parameter shal l  be  the  same for a l l  
APDUs.  I f during  a  l ong  data  transfer another service  request i s  received ,  i t  shal l  be  served  
accord ing  to  the  priori ty ru les.  

I f for any reason  the  server i s  not ab le  to  send  back an  ACTION . response of type  LAST-
BLOCK,  i t  shal l  then  send  an  ACTION . response  of type  NORMAL,  wi th  a  data-access-resu l t  
i nd icati ng  the  reason  for the  fai l u re.  

B lock transfer wi th  the  ACTION  service  i s  a  negotiable  feature:  i ts  support i s  i nd icated  by 
BIT  1 3  of the  xDLMS conformance  b l ock.  I f b lock transfer i s  supported ,  i t  shou ld  be  supported  
i n  both  d i rections.  

7.4.2  Protocol  for the  xDLMS services  using  SN  referencing  

7.4.2 . 1  Protocol  for confi rmed  services  

The fo l l owing  services  are  supported  when  i nvoked  i n  a  confi rmed  manner:  

•  Read ;  

•  Wri te.  

As  i t  i s  defined  i n  5 . 3. 2,  the  COSEM  cl i en t AP a lways  i nvokes  data  communication  services  
wi th  log ica l  name references.  When  the  server uses  short  name referencing ,  the  cl ient  
appl ication  l ayer shal l  transform  service  i nvocations  us ing  LN  referencing  to  service  
i nvocations  us ing  SN  referencing .  Th is  i s  done  by the  short name mapper service  e lement of 
the  ASO.  The  mapping  is  defi ned  i n  6 . 5. 5. 2.  These  SN  referencing  services  shal l  then  be  
transm i tted  to  the  server.  

Upon  the  receipt of a  service  request,  the  server AP checks  whether the  service  can  be  
provided  or not (val id i ty,  cl i en t access  ri gh t,  avai labi l i ty,  etc. ) .  I f everyth ing  i s  OK,  i t  l ocal l y 
appl ies  the  requ i red  service  to  the  correspond ing  ‘ real ’  obj ect.  The  COSEM  server AP 
generates  then  the  appropriate  response message us ing  SN  referencing .  Th is  message  shal l  
be  re-translated  to  the  appropriate  service  us ing  LN  referencing  by the  cl i ent  appl ication  l ayer.  

A complete  message  sequence for the  ReadRequest/Response service  i nvocation  is  shown  i n  
F igu re  29.  
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Figure 29  – MSC  for the  ReadRequest/Response services  

NOTE  The  message  sequence  appl i es  on l y i f the  s i ze  of data  to  be  transferred  does  not  exceed  the  maximum  
APDU  s i ze  supported .  Non -transparent l ong -data  transfer (see  7 . 4 . 1 . 8)  i s  not  avai l able  wi th  short  name 
referencing .  

7.4.2 .2  Protocol  for unconfi rmed  services  

For unconfi rmed  requests,  the  fol l owing  service  is  avai lable:  

•  Unconfi rmedWri teRequest.  

The  COSEM  cl i en t may on l y i nvoke th is. request prim i tive  when  an  AA has  a l ready been  
establ ished .  

Depend ing  on  the  communication  profi l e,  the  APDU  correspond ing  to  th is . request may be  
transported  us ing  the  connection-oriented  or connection less  data  services  of the  supporting  
protocol  l ayer.  

Three  d i fferen t ki nds  of destination  addresses  are  poss ib le :  i nd ividual ,  g roup  or broadcast.  
Depend ing  on  the  desti nation  address  type,  the  receivi ng  station  shal l  hand le  incom ing  
messages  d i fferentl y,  as  fol l ows:  

•  XX-PDUs  wi th  an  i nd ividual  address  of a  COSEM  l og ica l  device.  I f they are  received  
wi th in  an  establ ished  AA they shal l  be  sent to  the  addressed  COSEM  log ical  device,  
otherwise  they shal l  be  d i scarded ;  

•  XX-PDUs  wi th  a  group address  of a  group of COSEM  log ical  devices.  These  shal l  be  sent  
to  the  add ressed  group of COSEM  log ical  devices.  However,  the  received  message shal l  
be  d iscarded  i f there  i s  no  association  establ ished  between  a  cl ient and  the  addressed  
group of COSEM  log ical  devices;  

•  XX-PDUs  wi th  the  broadcast address  shal l  be  sent  to  a l l  addressed  COSEM  log ical  
devices.  However,  the  received  message shal l  be  d iscarded  i f there  i s  no  association  
establ ished  between  a  cl i en t and  the  Al l -station  address;  
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•  XX-PDUs  wi th  the  broadcast address  shal l  be  sent  to  a l l  addressed  COSEM  log ica l  
devices.  However,  the  received  message shal l  be  d iscarded  i f there  i s  no  association  
establ ished  between  a  cl i en t and  the  Al l -station  address.  

NOTE  Unconfi rmed  AA-s  between  a  cl i en t  and  a  g roup  of l og ical  devices  are  estab l i shed  wi th  a  COSEM-
OPEN. service  wi th  service_cl ass  =  unconfi rmed  and  a  g roup  of l og ica l  d evice  add resses  (e. g .  broadcast 
add ress).  

7.4.2 .3  Protocol  for the  InformationReport  service 

This  subclause  speci fies  the  protocol  for the  EventNoti fication . request service  of the  server 
appl ication  l ayer,  speci fi ed  i n  6. 6 . 3 . 3 . 6.  

As,  u n l ike  the  EventNoti fication . request service,  the  I n formationReportRequest service  does  
not con tain  the  optional  Appl ication_Addresses  parameter,  the  i n formation  report i s  a lways  
sen t by the  Server Management Log ical  Device  to  the  Cl i en t Management AP.  

Upon  i nvocation  of the  I n formationReport. request  service,  the  COSEM  server appl ication  shal l  
bu i l d  an  I n formationReportRequest APDU .  Th is  APDU  shal l  be  sen t from  the  SAP of the  
management l og ica l  device  to  the  SAP of the  cl ient management device,  us ing  data  services  
of the  l ower l ayers,  i n  a  non-sol ici ted  manner,  a t the  fi rst  avai lable  opportun i ty.  

The  poss ib i l i ties  to  send  ou t th is  APDU  depend  on  the  communication  profi l e  and  the  
connection  status  of the  lower layers.  Therefore,  the  protocol  of the  I n formation  
ReportRequest service  i s  further d iscussed  i n  Clause  B. 2  and  Clause  B. 3.  

Upon  the  receipt of an  I n formationReport APDU,  the  cl i ent  appl ication  l ayer shal l  generate  an  
EventNoti fication . i nd ication  prim i ti ve  to  the  cl i ent  AP.  

7.4.2 .4  Mapping  of an  InformationReport service  to  an  EventNoti fication . ind ication  
service 

The I n formationReport service  description  and  the  description  of the  correspond ing  APDU  can  
be  found  i n  I EC  61 334-4-41  as:  

I n formationReportRequest: : =  SEQUENCE{ 
 curren t-time     General i zedTime OPTIONAL,  
 variable-access-speci fication   SEQUENCE  OF  VariableAccessSpecification ,  
 l i st-of-data  
};  

where  the  current-time   parameter defines  the  time instance  when  the  even t occurred .  The  
variable-access-speci fication  parameter con tains  a  l i st of short names  describ ing  the  
attributes,  wh ich  contain  i n formation  relevant to  the  event.  The  l i s t-of-data  parameter carries  
the  va lues  of the  attributes  defined  i n  the  variable-access-speci fication .  

Wh i le  the  I n formationReportRequest APDU  may carry several  attribute  names  and  the ir 
con ten ts,  the  EventNoti fication . i nd  (see  6 . 5. 4. 1 . )  con tains  on l y one  attri bu te  reference.  
Therefore,  i n  the  case  when  the  I n formationReportRequest APDU  con ta ins  more  than  one  
attribute,  i t  must be  mapped  to  several  EventNoti fication . ind  services.  The  service  parameters  
are  mapped  as  fol lows:  

Table  1 0  – Mapping  between  the  EventNotification  and  InformationReport  services  

EventNoti fication . ind  In formationReport 

Time  (optional )  current-time  (optional )  

COSEM_Class_I d ,  

COSEM_Object_I nstance_I d ,  

COSEM_Obj ect_Attribu te_I d  

variable–name (as  part  of the  
variable-access-speci fi cati on )  

attri bu te  val ue  Data  (as  part  of l i s t-of-data)  
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7.4.2 .5  Identi fying  a  service  invocation  

This  feature  is  not provided  in  con j unction  wi th  SN  referencing .   

7.4.2 .6  Using  priori ty 

A priori ty feature  i s  not provided  in  con j unction  wi th  SN  referencing .  The  server treats  the  
services  on  a  “fi rst come fi rst served”  basis .  

7.4.2 .7  Selective  access  

READ/WRITE services  typica l l y reference the  enti re  attribute  of a  COSEM  in terface  object.  
However,  for certa in  attribu tes  selective  access  to  j ust part of the  attribu te  may be  provided .  
The  part of the  attribu te  i s  i denti fi ed  by speci fic selecti ve  access  parameters.  These  selecti ve  
access  parameters  are  defined  as  part of the  attribu te  speci fication  of the  COSEM  in terface  
obj ect  speci ficati on .  See  i n  I EC 62056-62.  

The  selecti ve  access  speci fication  starts  wi th  an  optional  access  selector,  fo l lowed  by an  
access-speci fic access  parameter l i st.  I n  order to  encode the  selective  access  parameters  
i n to  the  Read/Wri teRequest service,  the  “VariableAccessSpeci fication”  part of the  DLMS 
speci fication  has  been  extended  as  speci fi ed  in  6. 6. 3. 3 . 1 .  

Parameterized  access  i s  a  negotiable  feature.  I ts  support i s  i nd icated  by B I T  1 8  of the  xDLMS 
conformance  block.  

7.4.2 .8  Mu l tiple  references  in  the  same service  invocation  

Reference to  mu l tip le  short names  i s  poss ible  wi th  the  Read ,  Wri te  and  Unconfi rmedWri te  
Services  (see  in  I EC 61 334-4-41 ).  

Support of mu l ti p le  references  i s  a  negotiable  feature.  I t  i s  i nd icated  by the  BIT  1 4  of the  
xDLMS conformance b lock.  

7.4.2 .9  Transferring  long  service  parameters  

The avai l abi l i ty of transparent transfer of l ong  data  depends  on  the  communication  profi l e.  
See  B. 2. 6 .5  and  B .3 .6 . 5.  

8  Specification  of COSEM  data types  

8. 1  The  COSEM  APDUs 

I n  add i ti on  to  the  APDUs  defined  i n  I EC  61 334-4-41 ,  some new APDUs  have  been  speci fi ed  
for COSEM  i n  a  manner that they are  not  i n  confl ict wi th  the  DLMS  PDUs.  Thus,  the  APDUs  
used  i n  COSEM  are  the  fol l owing :  

COSEMpdu  : : =  CHOICE  {  
 
   -- standardized DLMS PDUs used in COSEM 
   --  DLMS PDUs (no encryption selected24)  
 i n i tiateRequest   [1 ]  IMPLICIT   I n i ti ateRequest,  
 readRequest   [5 ]  IMPLICIT   ReadRequest,  
 wri teRequest    [6 ]  IMPLICIT   Wri teRequest,  
 
 i n i tiateResponse    [8 ]  IMPLICIT   I n i ti ateResponse,  

——————— 

24  C iphered  appl i cation  contexts  wi l l  u se  the  correspond ing  ciphered  DLMS  PDUs.  
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 readResponse    [1 2]  IMPLICIT   ReadResponse,  
 wri teResponse    [1 3]  IMPLICIT   Wri teResponse,  
 
 confi rmedServiceError  [1 4]     Confi rmedServiceError,  
 
 unconfi rmedWri teRequest [22]  IMPLICIT   Unconfi rmedWri teRequest,  
 i n formationReportRequest [24]  IMPLICIT   I n formationReportRequest,  
 
-- the four ACSE APDUs 
 aarq  AARQ-apdu  
 aare  AARE-apdu  
 rl rq  RLRQ-apdu   --  OPTIONAL  
 rl re  RLRE-apdu   --  OPTIONAL  
 
-- APDUs used for data communication services using LN referencing  
 get-request    [1 92]  IMPLICIT  GET-Request,  
 set-request   [1 93]  IMPLICIT  SET-Request,  
 even t-noti fication-request  [1 94]  IMPLICIT  EVENT-NOTIFICATION-Request,  
 action-request    [1 95]  IMPLICIT  ACTION-Request,  
 
 get-response    [1 96]  IMPLICIT  GET-Response,  
 set-response    [1 97]  IMPLICIT  SET-Response,  
 action-response    [1 99]  IMPLICIT  ACTION-Response,  
 
--  global ciphered pdus 
 g lo-get-request    [200]  IMPLICIT OCTET STRING ,  
 g lo-set-request   [201 ]  IMPLICIT OCTET STRING ,  
 g lo-even t-noti fication-request  [202]  IMPLICIT OCTET STRING ,  
 g lo-action-request  [203]  IMPLICIT OCTET STRING ,  
 
 g lo-get-response   [204]  IMPLICIT OCTET STRING ,  
 g lo-set-response    [205]  IMPLICIT OCTET STRING ,  
 g lo-action-response   [207]  IMPLICIT OCTET STRING ,  
 
-- dedicated ciphered pdus 
 ded-get-request    [208]  IMPLICIT OCTET STRING ,  
 ded-set-request   [209]  IMPLICIT OCTET STRING ,  
 ded-even t-noti fication-request [21 0]  IMPLICIT OCTET STRING ,  
 ded-actionRequest   [21 1 ]  IMPLICIT OCTET STRING ,  
 
 ded-get-response   [21 2]  IMPLICIT OCTET STRING ,  
 ded-set-response   [21 3]  IMPLICIT OCTET STRING ,  
 ded-action-response   [21 5]  IMPLICIT OCTET STRING  
 
- -  the  exception  respsonse  pdu  
 exception-response    [21 6]  IMPLICIT OCTET STRING  
 

8.2  The ACSE  APDUs 

 
AARQ-apdu  : : =  [APPLICATION  0 ]  IMPLICIT SEQUENCE   

- -  [APPLICATION  0]  ==  [  60H  ]  =  [  96  ]  
  {  

protocol -vers ion    [0 ]  IMPLICIT BIT  STRING  {version1  (0)}  DEFAULT  
{vers ion1 },  
appl ication-context-name  [1 ]  Appl ication-context-name,  
ca l led-AP-ti tl e    [2 ]  AP-ti tle  OPTIONAL ,  
ca l l ed-AE-qual i fi er   [3 ]  AE-qual i fi er OPTIONAL ,  
ca l led-AP-invocation- i d   [4 ]  AP- invocation- identi fi er OPTIONAL ,  
ca l l ed -AE-invocation- id   [5]  AE-invocation- identi fi er OPTIONAL ,  
ca l l i ng-AP-ti tl e    [6 ]  AP-ti tle  OPTIONAL ,  
ca l l i ng-AE-qual i fier  [7 ]  AE-qual i fier OPTIONAL ,  
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cal l i ng-AP-invocation- i d   [8 ]  AP- invocation- identi fi er OPTIONAL ,  
ca l l i ng-AE-invocation- i d   [9 ]  AE-invocation- identi fier OPTIONAL ,  
--  The following field shall not be  present if only the kernel is used.  
sender-acse-requ i rements  [1 0]  IMPLICIT  ACSE-requ irements  OPTIONAL ,  
-- The following field shall only be present if the authentication  functional unit is selected.  
mechan ism-name   [1 1 ]  IMPLICIT  Mechan ism-name OPTIONAL ,  
-- The following field shall only be present if the authentication  functional unit is selected.  
cal l i ng-au thentication-value  [1 2]  EXPLICIT  Au then tication-value  OPTIONAL ,  
implementation- information  [29]  IMPLICIT  Implementation-data  OPTIONAL ,  
user-information    [30]  IMPLICIT  Association- information  OPTIONAL  

  }  
 
AARE-apdu  : : =  [APPLICATION  1 ]  IMPLICIT SEQUENCE    

- -  [APPLICATION  1 ]  ==  [  61 H  ]  =  [  97  ]  
  {  

protocol -vers ion    [0 ]  IMPLICIT BIT  STRING  {version1  (0)}  DEFAULT  
{vers ion1 },  
appl ication-context-name  [1 ]  Appl ication-context-name,  
resu l t     [2 ]  Association-resu l t,  
resu l t-source-d iagnostic   [3 ]  Associate-source-d iagnostic,  
respond ing-AP-ti tl e    [4 ]  AP-ti tle  OPTIONAL ,  
respond ing-AE-qual i fier  [5 ]  AE-qual i fi er OPTIONAL ,  
respond ing-AP-invocation- id  [6 ]  AP-invocation- identi fi er OPTIONAL ,  
respond ing-AE-invocation- id  [7 ]  AE-invocation- identi fi er OPTIONAL ,  
-- The following field shall not be  present if only the kernel is used.  
responder-acse-requ irements   [8 ]  IMPLICIT  ACSE-requ i rements  OPTIONAL ,  
-- The following field shall only be present if the authentication  functional unit is selected.  
mechan ism-name   [9 ]  IMPLICIT  Mechan ism-name OPTIONAL ,  
-- The following field shall only be present if the authentication  functional unit is selected.  
respond ing-au thentication-value   [1 0]  EXPLICIT  Au then tication-value  OPTIONAL ,  
implementation- information  [29]  IMPLICIT  Implementation-data  OPTIONAL ,  
user-information    [30]  IMPLICIT  Association- information  OPTIONAL  

  }  
 
RLRQ-apdu  : : =  [APPLICATION  2]  IMPLICIT SEQUENCE  
      - -  [APPLICATION  2 ]  ==  [  62H  ]  =  [  98  ]  

{  
reason    [0 ]     IMPLICIT  Re lease-request-reason  OPTIONAL ,  
user- information  [30]    IMPLICIT  Association -i nformation  OPTIONAL  

}  
 
RLRE-apdu  : : =  [APPLICATION  3]  IMPLICIT SEQUENCE  
      - -  [APPLICATION  3]  ==  [  63H  ]  =  [  99  ]  

{  
reason    [0 ]      IMPLICIT  Release-response-reason  OPTIONAL ,  
user-i nformation  [30]    IMPLICIT  Association -i nformation  OPTIONAL  

}  
ACSE-requ irements   : : =  BIT STRING  {  au then tication  (0)  }  
 
Appl ication-context-name : : =  OBJECT  IDENTIFIER  
 
Mechan ism-name : : =  OBJECT IDENTIFIER  
 
Au then tication-value  : : =  CHOICE  
   {  
 charstri ng   [0 ]  IMPLICIT  G raph icStri ng ,  
 b i ts tring   [1 ]  IMPLICIT  BIT STRING ,  
 external   [2 ]  IMPLICIT  EXTERNAL ,  
 other   [3 ]  IMPLICIT  SEQUENCE  
          {  
  other-mechan ism-name Mechan ism-name,  
  other-mechan ism-value  ANY DEFINED BY other-mechan ism-name 
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}  
   }  
 
Implementation -data  : : =  Graph icStri ng  
 
Association- information  : : =  OCTETSTRING25  
 
Association-resu l t  : : =  INTEGER  
   {  
 accepted  (0) ,  
 rejected-permanent (1 ) ,  
 rejected-trans ien t (2)  
   }  
 
Associate-source-d iagnostic  : : =  CHOICE  
   {  
 acse-service-user [1 ]  INTEGER  

{  
  nu l l  (0) ,  
  no-reason-g iven  (1 ) ,  
  appl ication-context-name-not-supported  (2) ,  
  au thentication-mechan ism-name-not-recogn ised  (1 1 ) ,  
  au thentication-mechan ism-name-requ i red  (1 2) ,  
  au thentication-fa i lu re  (1 3),  
  au thentication-requ i red  (1 4)  
 }  
 
 acse-service-provider [2 ]  INTEGER  
 {  
  nu l l  (0) ,  
  no-reason-g iven  (1 ) ,  
  no-common-acse-vers ion  (2)  
 }  
   }  
 
Release-request-reason  : : =  INTEGER  

{  
  normal   (0) ,  
  u rgent   (1 ) ,  

 user-defined  (30)  
}  
 
Release-response-reason  : : =  INTEGER  

{  
 normal   (0),   

  not-fi n ished  (1 ) ,  
  user-defined  (30)  
}  
 

——————— 

25   I n  ISO/IEC 8650-1  the  association -i n formation  fi e l d  i s  speci fi ed  as: : =  SEQUENCE  OF  EXTERNAL.  For COSEM,  
th i s  fi e l d  shal l  a lways  con tain  the  A-XDR encoded  DLMS-I n i ti ate. request /. response  pdus,  (or a  
Confi rmedServiceError-pdu  when  the  requested  xDLMS  context  i s  not  supported  by the  server)  as  a  BER 
encoded  OCTETSTRING.  
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8.3  Usefu l  types  

 
-- Useful Types 
 
I n teger8  : : =  INTEGER(-1 28. . . 1 27)  
I n teger1 6  : : =  INTEGER(-32  768. . . 32  767)  
I n teger32  : : =  INTEGER(-2  1 47  483  648. . . 2  1 47  483  647)  
I n teger64  : : =  INTEGER(-263 . . .  263-1 )  
Uns igned8  : : =  INTEGER(0. . . 255)  
Uns igned1 6  : : =  INTEGER(0. . . 65  535)  
Uns igned32  : : =  INTEGER(0. . . 4  294  967  295)  
Uns igned64  : : =  INTEGER(0. . . 264-1 )  
 
Invoke-Id-And-Priority   : :=  BIT STRING  (SIZE(8))  

{ 
invoke_id   (0…3),  
reserved  (4…5),  
service_class (6),     --  0 =  Unconfirmed,  1  = Confirmed 
priority (7)   --  0 =  normal;  1  =  high     

}  
 
NOTE  I n  the  3- l ayer,  connection -ori ented ,  HDLC based  profi l e  b i t  6  i s  not  re levant,  as  the  service_class  
i n formation  i s  conveyed  by the  HDLC fame  type  carryi ng  the  APDU.  

 
ObjectName : : =  I n teger1 6  
 
Cosem-Class-I d    : : =  Uns igned1 6  
 
Cosem-Object-I nstance-I d  : : =  OCTET STRING  
 
Cosem-Object-Attribute-I d   : : =  I n teger8  
 
Cosem-Object-Method-I d  : : =  I n teger8  
 
Cosem-Date-Time   : : =OCTET STRING  (SI ZE(1 2))26  
 
Cosem-Attribute-Descriptor : : =  SEQUENCE  
   {  
 cl ass-i d  Cosem-Class-I d ,  
 i nstance-id  Cosem-Object-I nstance-I d ,  
 attribute- id  Cosem-Object-Attribute- I d  
   }  
 
 
 
 
Cosem-Method-Descriptor : : =  SEQUENCE  
   {  
 cl ass-i d  Cosem-Class-I d ,  
 i nstance-id  Cosem-Object-I nstance-I d ,  
 method-id  Cosem-Object-Method-I d  
   }  
 
Selective-Access-Descriptor : : =  SEQUENCE  
   {  
 access-selector Uns igned8,  
 access-parameters  Data  
   }  

——————— 

26  The  content  of th i s  OCTET STRING  i s  an  encoded  as  date_time,  as  speci fi ed  i n  I EC 62056-62.  
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Cosem-Attribute-Descriptor-With-Selection  : : =  SEQUENCE  
   {  
 cosem-attribu te-descriptor Cosem-Attribu te-Descriptor 
 access-selection   Selecti ve-Access-Descriptor OPTIONAL  
   }  
 
Get-Data-Resu l t  : : =  CHOICE  
   {  
 data    [0 ]  Data,  
 data-access-resu l t  [1 ]  IMPLICIT  Data-Access-Resu l t 
   }  

 
Action-Response-With-Optional -Data  : :  =  SEQUENCE  
   {  
 resu l t    Action-Resu l t,  
 return-parameters  Get-Data-Resu l t  OPTIONAL  
   }  
 
Confi rmedServiceError : : =  CHOICE  
   {  
  --  tag 0 is reserved 

i n i tiateError  [1 ]  ServiceError,  
getStatus   [2 ]  ServiceError, 27  
getNameList   [3 ]  ServiceError,  
getVariableAttri bu te  [4 ]  ServiceError,  
read    [5 ]  ServiceError,  
wri te    [6 ]  ServiceError,  
getDataSetAttribute  [7 ]  ServiceError,  
getTIAttribute   [8 ]  ServiceError,  
changeScope   [9 ]  ServiceError,  
start    [1 0]  ServiceError,  
stop    [1 1 ]  ServiceError,  
resume    [1 2]  ServiceError,  
makeUsable   [1 3]  ServiceError,  
i n i tiateLoad   [1 4]  ServiceError,  
l oadSegment  [1 5]  ServiceError,  
term inateLoad   [1 6]  ServiceError 
i n i tiateUpLoad   [1 7]  ServiceError,  
upLoadSegment [1 8]  ServiceError,  
term inateUpLoad  [1 9]  ServiceError 

   }  
 
ServiceError : : =  CHOICE  
   {  
 appl ication-reference  [0 ]     IMPLICIT ENUMERATED  {  
      -- DLMS provider only 

other    (0),  
  t ime-elapsed    (1 ) ,  --  time  ou t s i nce  request sent 

  appl i cation -unreachable   (2) ,  --  peer AEi  not reachable  
  appl i cation -reference-inval i d  (3) ,  --  addressing  trouble  
  appl i cation -con text-unsupported  (4),  --  appl i cation -con text i ncompatib i l i ty 
  provider-commun ication -error (5) ,  --  error at  the  l ocal  or d i stan t equ ipment 
  deciphering-error  (6)  --  error detected  by the  deciphering  function  

   } ,  
 hardware-resource  [1 ]     IMPLICIT ENUMERATED  {  
        -- VDE hardware troubles 
  other     (0),  
  memory-unavai l able    (1 ) ,  

——————— 

27   Greyed  l i nes  are  not  appl i cable  wi th i n  the  DLMS  context.  
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  processor-resource-unavai l able  (2),  
  mass-storage-unavai l able   (3),  
  other-resource-unavai l able   (4)  
     } ,  
 vde-state-error  [2 ]     IMPLICIT ENUMERATED  {  
        -- Error source description 
  other     (0),  
  no-d lms-context   (1 ),  
  l oad ing-data-set   (2),  
  s tatus-nochange    (3),  
  s tatus- inoperable    (4)  
    } ,  
 service    [3 ]     IMPLICIT ENUMERATED  {  
        -- service  handling troubles 
  other    (0),  
  pdu-s ize    (1 ) ,   --   pdu  too  l ong  
                              --   (refer to  compan ion  speci fication)  
  service-unsupported   (2)     - -   as  described  in  the  conformance  b lock 
    } ,  
 defin i tion   [4 ]     IMPLICIT ENUMERATED  {  
 -- object bound troubles in  a  service 
 o ther    (0),  
 object-undefined   (1 ) ,  - -  object not  defi ned  at  the  VDE  
 object-class-inconsisten t (2) ,  - -  cl ass  of object i ncompatib le  wi th  asked  service  
 object-attribu te-i nconsisten t    (3)   - -  object attribu tes  are  i nconsisten t  
    } ,  
 access    [5 ]     IMPLICIT ENUMERATED  {  
        -- object access error 
  o ther    (0),  
  scope-of-access-violated  (1 ) ,  - -  access  den ied  th rough  au thori zation  reason  
  ob ject-access-inval i d   (2) ,  - -  access  i ncompatib le  wi th  object attribu te  
  hardware-fau l t    (3) ,  - -  access  fa i l  for hardware  reason  
  ob ject-unavai l able   (4)   - -  VDE  hands  obj ect for unavai l able  
  } ,  
  

i n i tiate    [6 ]    IMPLICIT ENUMERATED  {   
  - -  i n i tiate  service  error 
  other    (0) ,  
  d lms-vers ion-too- low  (1 ) ,  --  proposed  DLMS  version  too l ow 
  i ncompatib le-conformance  (2),  --  proposed  services  not sufficien t 
  pdu-s ize-too-short   (3) ,  --  proposed  pdu  s ize  too  short 
  refused-by-the-VDE-Hand ler  (4)   - -  VAA creation  impossible  or not a l lowed  
  } ,  
 l oad-data-set  [7 ]    IMPLICIT ENUMERATED  {  
  - -  data  set load  services  error 
  other    (0) ,  
  prim i tive-out-of-sequence  (1 ) ,  --  accord ing  to  the  DataSet 
                    - -  l oad ing  state  trans i tions  
  not- loadable    (2),  --  l oadable  attribute  set to  FALSE 
  dataset-s ize-too- large   (3),  --  evaluated  Data  Set s i ze  too  large  
  not-awai ted-segment  (4),  --  proposed  segment not awai ted  
  i n terpretation-fai l ure   (5) ,  --  segment in terpretation  error 
  storage-fai l ure    (6),  --  segment storage  error 
  data-set-not-ready  (7)  - -  Data  Set not i n  correct  state  for upload ing  
  } ,  
 --  change-scope  [8 ]     IMPLICIT  reserved .  
 task   [9 ]    IMPLICIT ENUMERATED  {   
  - -  TI  services  error 
  other    (0) ,  
  no-remote-con trol   (1 ) ,  --  Remote  Control  parameter set to  FALSE  
  ti -stopped    (2),  --  TI  i n  stopped  s tate  
  ti -runn ing    (3),  --  TI  i n  runn ing  state  
  ti -unusable    (4)  - -  TI  i n  unusable  state  
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 }  
 --  other   [1 0]    IMPLICIT ENUMERATED  
 }  
 
Data  : : =  CHOICE  

   {  
 n u l l -data   [0 ]  IMPLICIT  NULL ,  
 array   [1 ]  IMPLICIT  SEQUENCE OF  Data,  
 s tructu re   [2 ]  IMPLICIT  SEQUENCE OF  Data,  
 boolean    [3 ]  IMPLICIT  BOOLEAN ,  
 b i t-stri ng   [4 ]  IMPLICIT  BIT  STRING ,  
 double-long   [5]  IMPLICIT  I n teger32,  
 double-long-unsigned  [6 ]  IMPLICIT  Unsigned32,  
 octet-stri ng   [9]  IMPLICIT  OCTET STRING ,  
 vi s ib le-string   [1 0]  IMPLICIT  Vi s ib leStri ng ,  
 bcd    [1 3]  IMPLICIT  I n teger8,  
 i n teger   [1 5]  IMPLICIT  I n teger8,  
 l ong    [1 6]  IMPLICIT  I n teger1 6,  
 u nsigned   [1 7]  IMPLICIT  Unsigned8,  
 l ong-unsigned   [1 8]  IMPLICIT  Unsigned1 6,  
 compact-array  [1 9]   IMPLICIT  SEQUENCE    

        {  
     con ten ts-description  [0 ]  TypeDescription ,  
     array-contents   [1 ]  IMPLICIT  OCTET STRING  
         }  
 l ong64    [20]  IMPLICIT  I n teger64,  
 l ong64-unsigned  [21 ]  IMPLICIT  Unsigned64,  
 enum    [22 ]  IMPLICIT  ENUMERATED ,  
 fl oat32    [23]  IMPLICIT  OCTET STRING  (S I ZE(4)),  
  

fl oat64    [24]  IMPLICIT  OCTET STRING  (S I ZE(8)),   
date_time   [25]  IMPLICIT  OCTET STRING  (SIZE(1 2)) ,  
d ate    [26]  IMPLICIT  OCTET STRING  (SIZE(5))  
t ime    [27]  IMPLICIT  OCTET STRING  (SIZE(4))  
 

 d on ’ t-care   [255]  IMPLICIT  NULL  

   }  
 
 
TypeDescription   : : =  CHOICE  

   {  
 n u l l -data   [0 ]  IMPLICIT  NULL ,  
 array   [1 ]  IMPLICIT  SEQUENCE  {  
      n umber-of-elements  Unsigned1 6,  
      type-description   TypeDescription  
 }  
 s tructu re   [2 ]  IMPLICIT  SEQUENCE OF  TypeDescription ,  

 boolean    [3 ]  IMPLICIT  NULL ,  
 b i t-stri ng   [4 ]  IMPLICIT  NULL ,  
 double-long   [5]  IMPLICIT  NULL ,  
 double-long-unsigned  [6 ]  IMPLICIT  NULL ,  
 octet-stri ng   [9 ]  IMPLICIT  NULL ,  
 vi s ib le-stri ng   [1 0 ]  IMPLICIT  NULL ,  
 bcd    [1 3]  IMPLICIT  NULL ,  
 i n teger   [1 5]  IMPLICIT  NULL ,  
 l ong    [1 6]  IMPLICIT  NULL ,  
 u nsigned   [1 7]  IMPLICIT  NULL ,  
 l ong-unsigned   [1 8]  IMPLICIT  NULL ,  

l ong64    [20]  IMPLICIT  NULL ,  
 l ong64-unsigned  [21 ]  IMPLICIT  NULL ,  
 enum    [22 ]  IMPLICIT  NULL ,  
 fl oat32    [23]  IMPLICIT  NULL ,  
 fl oat64    [24]  IMPLICIT  NULL ,  
 date_time   [25]  IMPLICIT  NULL 

date    [26]  IMPLICIT  NULL 
time    [27]  IMPLICIT  NULLL  

 d on ’ t-care   [255]  IMPLICIT  NULL  

   }  
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DataBlock-G  : : =  SEQUENCE        - -  G  ==  DataB lock for the  GET. response  service  
   {  
 l ast-b lock  BOOLEAN ,  
 b lock-number  Uns igned32,  
 resu l t    CHOICE  {  
     raw-data    [0 ]  IMPLICIT OCTETSTRING ,  
     data-access-resu l t  [1 ]  IMPLICIT  Data-Access-Resu l t 
       }  
   }  
 
DataBlock-SA : : =  SEQUENCE  - -  SA ==  DataB lock for the  SET. request  and  

--             ACTION . request/. response services  
   {  
 l ast-b lock  BOOLEAN ,  
 b lock-number  Uns igned32,  
 raw-data   OCTETSTRING  
   }  
 
Data-Access-Resu l t  : : =  ENUMERATED  
   {  
 success    (0),  
 hardware-fau l t    ( 1 ) ,  
 temporary-fai l u re   (2),  
 read-wri te-den ied   (3),  
 obj ect-undefined   (4),  
 obj ect-class- incons istent  (9),  
 obj ect-unavai l able   (1 1 ),  
 type-unmatched   (1 2),  
 scope-of-access-violated  (1 3),  
 data-block-unavai l able  (1 4),  
 l ong-get-aborted   (1 5),  
 no- long-get- in -progress  (1 6),  
 l ong-set-aborted   (1 7),  
 no- long-set- in -progress  (1 8),  
 other-reason    (250)  
   }  
 
Action-Resu l t  : : =  ENUMERATED  
   {  
 success    (0),  
 hardware-fau l t    (1 ) ,  
 temporary-fai l ure   (2) ,  
 read-wri te-den ied   (3),  
 obj ect-undefined   (4),  
 obj ect-class- incons istent  (9),  
 obj ect-unavai l able   (1 1 ) ,  
 type-unmatched   (1 2) ,  
 scope-of-access-violated  (1 3),  
 data-block-unavai l able  (1 4),  
 l ong-action-aborted   (1 5),  
 no- long-action- in -progress  (1 6),  
 other-reason    (250)  
   }  
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8.4  The xDLMS-In i tiate.request/response/Confi rmedServiceError PDUs 

 
xDLMS-I n i ti ate. request : : =  SEQUENCE  
   {  

ded icated -key    OCTET STRING  OPTIONAL ,  
      -- shall not be encoded in  DLMS without encryption 

response-a l l owed    BOOLEAN  DEFAULT TRUE ,  
proposed-qual i ty-of-service   [0 ]  IMPLICIT  I n teger8  OPTIONAL ,  
proposed-d lms-vers ion-number Uns igned8,  
proposed-conformance   Conformance,  
cl ien t-max-receive-pdu-s ize   Uns igned1 6  

   }  
 
xDLMS-I n i tiate. response  : : =  SEQUENCE  
   {  

negotiated-qual i ty-of-service   [0 ]  IMPLICIT  I n teger8  OPTIONAL ,  
 negotiated-d lms-vers ion-number Uns igned8,   
 negotiated-conformance   Conformance,  
 server-max-receive-pdu-size   Uns igned1 6,  
 vaa-name    ObjectName 
   }  

The  value  of the  vaa-name in  case  of LN  referencing  i s  a  dummy value  0x0007.  I n  case  of SN  
referencing ,  i ts  va lue  i s  the  base_name of the  Association  SN  object,  0xFA00.  

I n  COSEM,  the  qual i ty-of-service  parameter i s  not used .  The  server shal l  accept any value  
and  process  the  xDLMS-I n i ti ate. request wi thout  cons idering  the  value  of th is  parameter.  
 
Confi rmedServiceError: : =  CHOICE  
{  
 - -  tag  0  i s  reserved  
 i n i ti ateError  [1 ]  ServiceError,  
 getStatus   [2 ]  ServiceError,  
 getNameList   [3 ]  ServiceError,  
 .    .  .  
 term inateUpLoad  [1 9]  ServiceError 
}  
 
where  ServiceError i s  as  fo l l ows:  
 
ServiceError : : =  CHOICE  
{  
 .    .  .  
 i n i ti ate    [6 ]  I MPLICI T ENUMERATED 
 --  i n i tiate  service  error 
 {  
  other    (0),  
  DLMS-version -too-low  (1 ) ,  - -  proposed  DLMS versi on  too  l ow 
  i ncompatib le-conformance  (2) ,  - -  proposed  services  not su fficien t 
  PDU -size-too-short   (3) ,  - -  proposed  PDU  si ze  too  short 
  refused-by-the-VDE-Hand ler (4)    - -  vaa  creati on  impossible  or not a l l owed  
 }  
 .  .  .  
}  

NOTE  See  a l so  Annex A.   

8.5  The conformance block 

I n  order to  enable  optim ized  COSEM  server implementations,  a  conformance b lock wi th  
extended  functional i ty i s  added .  The  COSEM  conformance b lock can  be  d istingu ished  from  
the  s tandard  conformance b lock by i ts  tag  “APPLICATION  31 ” .  
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Conformance  : : =  [APPLICATION  31 ]  IMPLICIT  BIT  STRING  (S IZE(24))  
  {  
-- the bit is  set when the  corresponding service or functionality is available 

 reserved  (0)     (0),  
  reserved  (0)     (1 ) ,  
  reserved  (0)     (2),  
  read      (3),  
  wri te      (4),  
  unconfi rmed-wri te    (5),  
  reserved  (0)     (6),  
  reserved  (0)     (7),  
  attribute0-supported-wi th -SET (8),  
  priori ty-mgmt-supported   (9),  
  attribute0-supported-wi th -GET (1 0),  
  b lock-transfer-wi th-get   (1 1 ) ,  
  b lock-transfer-wi th-set    (1 2),  
  b lock-transfer-wi th-action   (1 3),  
  mu l tip le-references    (1 4) ,  
  i n formation-report   (1 5) ,  
  reserved  (0)     (1 6) ,  
  reserved  (0)     (1 7) ,  
  parameterized-access    (1 8) ,  
  get      ( 1 9),  
  set      (20),  
  se lecti ve-access    (21 ),  
  even t-noti fication    (22),  
  action      (23)  
   }  

The  parameterized  access  (as  add i ti onal  variant of the  VariableAccessSpeci fication)  provides  
the  ReadRequest or the  Wri teRequest service  wi th  the  capabi l i ty to  transport add i ti onal  
parameters.  

Parameterized  access  is  in troduced  by add ing  the fol lowing  access  method   (compare Annex A 
of I EC 61 334-4-41 ,  p .  221 ):  
 
Variable-Access-Specification : =  CHOICE  {  
                                        . . .  [2 ] . . .  
                                             . . .  [3 ] . . .  
            parameterized-access  [4 ]  IMPLICIT SEQUENCE{  
  variable-name    ObjectName,  
  se lector   I n teger,  
  parameter   Data  
 }   
   }  
 
The  mean ing  of the  selector and  of the  access  parameter depends  on  the  referenced  variable.  
I t  i s  defined  i n  the  correspond ing  COSEM  IC  speci fication .  
 

8.6  Defin i tion  of APDUs for data  communication  

8.6. 1  COSEM  APDUs using  l og ical  name  referencing  

-- COSEM APDUs using logical name referencing 
 
GET-Request   : : =  CHOICE  
   {  
 get-request-normal      [1 ]  IMPLICIT  Get-Request-Normal ,  
 get-request-next     [2 ]  IMPLICIT  Get-Request-Next,  
 get-request-wi th -l i st    [3 ]  IMPLICIT  Get-Request-Wi th -List  
   }  
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Get-Request-Normal   : : =  SEQUENCE  
   {  
 i nvoke-id -and-priori ty   I nvoke-I d -And-Priori ty,  
 cosem-attribu te-descriptor  Cosem-Attribute-Descriptor,  
 access-selection    Selective-Access-Descriptor OPTIONAL 
   }  
 
Get-Request-Next  : : =  SEQUENCE  
   {  
 i nvoke-id -and-priori ty   I nvoke-I d -And-Priori ty,  
 b lock-number    Uns igned32  
   }  
 
Get-Request-Wi th-List   : : =  SEQUENCE  
   {  
 i nvoke-id -and -priori ty   I nvoke-I d -And -Priori ty,  
 a ttri bu te-descriptor-l i st   SEQUENCE OF  Cosem-Attribu te-Descriptor-Wi th-Selection  
   }  
 
GET-Response   : : =  CHOICE  
   {  
 get-response-normal   [1 ]  IMPLICIT  Get-Response-Normal ,  
 get-response-wi th-datablock [2 ]  IMPLICIT  Get-Response-With-Datablock,  
 get-response-wi th- l i st   [3 ]  IMPLICIT  Get-Response-With-List 
   }  
 
Get-Response-Normal   : : =  SEQUENCE  
   {  
 i nvoke-id -and-priori ty  I nvoke-I d-And-Priori ty,  
 resu l t     Get-Data-Resu l t  
   }   
 
Get-Response-With-Datablock : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty  I nvoke-I d -And-Priori ty,  
 resu l t     DataBlock-G  
   }  
 
Get-Response-With-List  : : =  SEQUENCE  
   {  
 i nvoke-id -and-priori ty  I nvoke-I d-And-Priori ty,  
 resu l t     SEQUENCE OF  Get-Data-Resu l t 
   }  
 
SET-Request : : =  CHOICE  
 {  
  set-request-normal    [1 ]  IMPLICIT  Set-Request-Normal ,  
  set-request-wi th -fi rst-datablock   [2 ]  IMPLICIT  Set-Request-Wi th -Fi rst-Datablock,  
  set-request-wi th -datablock  [3 ]  IMPLICIT  Set-Request-Wi th -Datablock,  
  set-request-wi th - l i st    [4 ]  IMPLICIT  Set-Request-Wi th -List,  
  set-request-wi th - l i st-and -fi rst-datablock [5]  IMPLICIT  Set-Request-Wi th -List-And-Fi rst-Datablock  
 }  
 
Set-Request-Normal   : : =  SEQUENCE  
   {  
 i nvoke-id -and-priori ty   I nvoke-I d -And-Priori ty,  
 cosem-attribu te-descriptor  Cosem-Attribute-Descriptor,  
 access-selection    Selective-Access-Descriptor OPTIONAL ,  
 va lue      Data  
   }   
 
Set-Request-Wi th-Fi rst-Datablock : : =  SEQUENCE  

– 100 –EN 62056-53:2007



   {  
 i n voke-id -and-priori ty   I nvoke-I d -And-Priori ty,  

cosem-attribu te-descriptor  Cosem-Attribute-Descriptor,  
 access-selection    Selecti ve-Access-Descriptor OPTIONAL ,  
 datablock    DataBlock-SA 
   }  
 
Set-Request-With-Datablock  : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 datablock    DataBlock-SA 
   }  
 
Set-Request-With-List    : : =  SEQUENCE  
   {  
 i nvoke-id -and -priori ty   I nvoke-I d -And -Priori ty,  

attribu te-descriptor-l i st   SEQUENCE OF  Cosem-Attribu te-Descriptor-Wi th-Selection ,  
va lue-l i st    SEQUENCE OF  Data  

   }  
 
Set-Request-With-List-And-With-F i rst-Datablock : : =  SEQUENCE  
   {  
 i nvoke-id -and -priori ty  I nvoke-I d -And -Priori ty,  
 a ttri bu te-descriptor-l i st   SEQUENCE OF  Cosem-Attribu te-Descriptor-Wi th -Selection ,  
 datablock   DataBlock-SA  
   }  
 
SET-Response    : : =  CHOICE  
{  
 set-response-normal    [1 ]  IMPLICIT  Set-Response-Normal ,  
 set-response-datablock   [2 ]  IMPLICIT  Set-Response-Datablock,  
 set-response-last-datablock  [3]  IMPLICIT  Set-Response-Last-Datablock,  
 set-response-last-datablock-wi th -l i st  [4 ]  IMPLICIT  Set-Response-Last-Datablock-Wi th -List,  
 set-response-wi th - l i st    [5 ]  IMPLICIT  Set-Response-Wi th -List  
}  
 
Set-Response-Normal    : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 resu l t      Data-Access-Resu l t 
   }  
 
Set-Response-Datablock  : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 b lock-number    Uns igned32  
   }  
 
Set-Response-Last-Datablock : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 resu l t      Data-Access-Resu l t,  
 b lock-number    Uns igned32  
   }  
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Set-Response-Last-Datablock-With-List  : : =  SEQUENCE  
   {  
 i nvoke-id -and-priori ty   I nvoke-I d-And-Priori ty,  
 resu l t      SEQUENCE OF  Data-Access-Resu l t,  
 b lock-number    Uns igned32  
   }  
 
Set-Response-With-List   : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 resu l t      SEQUENCE OF  Data-Access-Resu l t 
   }  
 
ACTION-Request    : : =  CHOICE  
{  
  action -request-normal       [1 ]  IMPLICIT  Action-Request-Normal ,  
  action -request-next-pblock   [2 ]  IMPLICIT  Action-Request-Next-Pblock,  
  action -request-wi th - l i st     [3 ]  IMPLICIT  Action -Request-Wi th -List,  
  action -request-wi th -fi rst-pblock   [4 ]  IMPLICIT  Action -Request-Wi th -Fi rst-Pblock,  
  action -request-wi th - l i st-and -fi rst-pblock  [5]  IMPLICIT  Action-Request-Wi th-Li st-And -Fi rst-Pblock,  

  action -request-wi th -pblock   [6 ]  IMPLICIT  Action -Request-Wi th -Pblock  
}  
 
Action-Request-Normal   : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  

cosem-method-descriptor  Cosem-Method-Descriptor,  
 method-invocation-parameters  Data  OPTIONAL  
   }  
 
Action-Request-Next-Pblock  : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 b lock-number    Uns igned32  
   }  
 
Acti on-Request-Wi th-List   : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 cosem-method-descriptor- l i st   SEQUENCE OF  Cosem-Method-Descriptor,  
 method-invocation-parameters  SEQUENCE OF  Data28  
   }  
 
Action-Request-With-F irst-Pblock : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  

cosem-method-descriptor  Cosem-Method-Descriptor,  
 pb lock     DataBlock-SA 
   }  
 
Action-Request-With-List-And-With-F irst-Pblock : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d -And-Priori ty,  
 cosem-method-descriptor-l ist   SEQUENCE OF  Cosem-Method-Descriptor,  
 pb lock     DataBlock-SA 
   }  
 
Action-Request-With-Pblock  : : =  SEQUENCE  

——————— 

28  There  shou ld  be  one  method-i nvocation -parameters  parameter correspond i ng  to  each  method-I den ti fi er.  
When  the  i nvoked  method  – i d enti fi ed  by the  method -i den ti fi er – does  not  requ i re  add i t i onal  parameters,  the  
correspond ing  data  i n  the  method- i nvocation-parameters  SEQUENCE OF  shou ld  be  present as  nu l l_data.  
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   {  
 i n voke-id -and-priori ty   I nvoke-I d -And-Priori ty,  
 pBlock     DataBlock-SA 
   }  
 
ACTION-Response    : : =  CHOICE  
   {  
 action -response-normal      [1 ]  IMPLICIT  Action -Response-Normal ,  
 action -response-wi th -pblock  [2 ]  IMPLICIT  Action -Response-Wi th -Pblock,  
 action -response-wi th - l i st      [3 ]  IMPLICIT  Action -Response-Wi th -List,  
 action -response-next-pbl ock  [4 ]  IMPLICIT  Action -Response-Next-Pblock  
   }  
 
Action-Response-Normal   : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 s i ng le-response    Action-Response-With-Optional -Data  
   }  
 
Action-Response-With-Pblock  : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 pb lock     DataBlock-SA 
   }  
 
Action-Response-With-List  : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty  I nvoke-I d -And-Priori ty,  
 l i st-of-responses   SEQUENCE OF  Action-Response-With-Optional -Data  
   }  
 
Action-Response-Next-Pblock : : =  SEQUENCE  
   {  
 i nvoke- id -and-priori ty   I nvoke-I d-And-Priori ty,  
 b lock-number    Uns igned32  
   }  
 
EVENT-NOTIF ICATION-Request  : :  =  SEQUENCE  
   {  
 time      Cosem-Date-Time OPTIONAL,  
 cosem-attribu te-descriptor  Cosem-Attribute-Descriptor,  
 attribu te-value     Data  
   }  
 
 
EXCEPTION-Response   : : =SEQUENCE    

{  
s tate_error  [0 ] ,   
service_error  [1 ]   

}  
s tate_error   IMPLICIT ENUMERATED   

{  
service_not_al l owed    [1 ] ,   
service_unknown    [2 ]   

}  
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service_error   IMPLICIT ENUMERATED   
{  

operation_not_poss ible   [1 ]  
service_not_supported   [2 ]   
other_reason     [3 ]  

  }  
 

8.6.2  DLMS APDUs  using  short  name referencing  

 
-- APDUs using short name refencing 
 
ReadRequest  : : =  SEQUENCE OF  Variable-Access-Speci fication   
 
ReadResponse  : : =  SEQUENCE OF  CHOICE  
   {  
 data    [0 ]  Data,  
 data-access-error [1 ]  IMPLICIT  Data-Access-Resu l t 
   }  
 
Wri teRequest  : : =  SEQUENCE  
   {  
 variable-access-speci fication  SEQUENCE OF  Variable-Access-Speci fication ,  
 l i st-of-data    SEQUENCE OF  Data  
   }  
 
Wri teResponse  : : =  SEQUENCE OF  CHOICE  
   {  
 success   [0 ]  IMPLICIT  NULL,  
 data-access-error [1 ]  IMPLICIT  Data-Access-Resu l t 
   }  
 
Unconfi rmedWri teRequest : : =  SEQUENCE  
   {  
 variable-access-speci fication  SEQUENCE OF  Variable-Access-Speci fication ,  
 l i st-of-data    SEQUENCE OF  Data  
   }  
 
I n formationReportRequest : : =  SEQUENCE  
   {  
 curren t-time    General i zedTime OPTIONAL ,  
 variable-access-speci fication  SEQUENCE OF  Variable-Access-Speci fication ,  
 l i st-of-data    SEQUENCE OF  Data  
   }  
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Annex A  
(normative)  

 
The xDLMS appl ication  service element 

 
 

A.1  General  

The main  objective  of the  COSEM  approach  i s  to  provide  a  business  domain  orien ted  
i n terface  object model  for metering  devices  and  systems  wh i le  keeping  backward  compatibi l i ty 
to  the  existing  DLMS  standard .  To  meet these  obj ecti ves,  COSEM  includes  an  evolu tion  of 
DLMS.  Remain ing  fu l l y compl ian t to  the  DLMS standard ,  COSEM  provides  a  more  metering  
speci fic view of the  meter through  the  COSEM  in terface  objects.  

The  xDLMS service  e lement of the  COSEM  appl ication  l ayer i s  based  on  DLMS as  speci fi ed  
i n  I EC 61 334-4-41 .  

A.2  DLMS compl iance 

A COSEM  data  exchange sess ion  always  s tarts  wi th  the  AA establ ishment.  Th is  i s  a lways  
i n i tiated  by the  cl ient.  The  DLMS services  used  for accessing  attribu tes  and  methods  of 
COSEM  in terface  objects  are  negotiated  between  the  cl i ent and  the  server wi th  the  help  of the  
xDLMS-I n i tiate  service  during  the  association  establ ishment.  I f the  response i s  posi ti ve,  the  
AA is  establ ished  wi th in  the  g i ven  COSEM  appl ication  context and  xDLMS  con text.  

I n  add i tion ,  COSEM  speci fies  a  new conformance b lock extend ing  the  number of avai l able  
DLMS services,  see  8 . 5.  

A.3  Extensions  to  DLMS for COSEM  

For the  purposes  of COSEM,  some extensions  of the  DLMS standard  are  necessary.  They 
define  added  functional i ty i . e .  existing  functional i ty i s  not mod i fied .  The  extensions  are  made  
i n  such  a  way,  that there  i s  no  confl ict  wi th  the  existi ng  DLMS  standard .  

A.3. 1  Addi tional  services  

I n  order to  be  able  to  reference attributes  and  methods  of COSEM  i n terface  objects  us ing  
Log ical  names,  the  fol l owing  new services  are  defined :  

•  GET – used  to  retrieve  the  value  of attribu tes  of COSEM  in terface  objects;  

•  SET – used  to  set the  value  of attribu tes  of COSEM  i n terface  objects;  

•  ACTION  – used  to  i nvoke  methods  of COSEM  i n terface  objects;  

•  Even tNoti fication  – used  to  send  an  unsol ici ted  message from  the  server to  the  cl ient.  

These  services  are  defined  i n  6 . 5. 3  and  in  6. 6. 3 . 2  respectivel y.  The  correspond ing  APDUs  are  
defined  i n  8. 6 . 1 .  

A.3.2  Addi tional  data types  

These  are  defined  in  8. 3.  
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A.3.3  The conformance block 

I n  order to  enable  optim ised  COSEM  server implementations  a  conformance b lock wi th  
extended  functional i ty has  been  added .  See  8 . 5.  The  COSEM  conformance b lock can  be  
d isti ngu ished  from  the  DLMS  standard  conformance b lock by i ts  tag  "Appl i cation  31 " .  

The  DLMS appl ication  context,  us ing  th is  conformance  b lock i s  negotiated  us ing  the  mod i fied  
xDLMS-I n i ti ate/DLMS-Response services.  

A.3.4  DLMS version  number 

The DLMS vers ion  number,  correspond ing  to  the  fi rst  vers ion  of the  xDLMS  protocol  i s  6 .  

A.3.5  Other necessary modifications  

The fol lowing  mod i fications  are  necessary to  clari fy the  mean ing  of the  maximum  PDU  s ize  
usable  by the  cl i ent  and  the  server.  

IEC  61 334-4-41 ,  page 61 ,  Table  3:  

was:  new:  

Proposed  Max PDU  S i ze  Cl i en t  Max Recei ve  PDU  S ize  

 

was:  new:  

Negotiated  Max PDU  S i ze  Server Max Recei ve  PDU  S ize  

 

IEC  61 334-4-41 ,  page 63,  5th  paragraph:  

was:  new:  

The  Proposed  Max PDU  S i ze  parameter,  of type  
Unsigned 1 6,  proposes  a  maximum  l eng th  expressed  
i n  bytes  for the  exchanged  DLMS  PDUs.  The  va l ue  
proposed  i n  an  I n i ti ate  request  must  be  l arge  enough  
to  a lways  perm i t  the  I n i ti ate  E rror PDU  transm ission .  

The  Cl i en t  Max Recei ve  PDU  S ize  parameter,  of type  
Uns igned 1 6,  con tains  the  maximum  l eng th  expressed  i n  
bytes  for a  DLMS  PDU  that  the  server may send .  The  cl i en t  
wi l l  d i scard  any recei ved  PDUs  that  are  l onger than  th i s  
maximum  l eng th .  The  val ue  must be  l arge  enough  to  a lways  
perm i t  the  Appl i cation  Association  Response  APDU  
transm iss ion .  

Values  below 1 2  are  reserved .  The  val ue  0  i n d icates  that  
the  there  i s  no  l im i t  on  the  PDU  s i ze.  

 

IEC  61 334-4-41 ,  page 63,  l ast paragraph:  

was:  new:  

The  Negoti ated  Max PDU  S ize  parameter,  of type  
Unsigned 1 6,  con tains  a  maximum  l eng th  expressed  i n  
bytes  for the  exchanged  DLMS  PDUs.  A PDU  that  i s  
l onger than  th i s  maximum  l eng th  wi l l  be  d i scarded .  
Th i s  maximum  leng th  i s  computed  as  the  m in imum  of 
the  Proposed  Max PDU  S i ze  and  the  maximum  PDU  
s i ze  than  the  VDE-hand ler may support.  

The  Server Max Recei ve  PDU  S ize  parameter,  of type  
Uns igned 1 6,  con tains  the  maximum  l eng th  expressed  i n  
bytes  for a  DLMS  PDU  that  the  cl i en t  may send .  The  server 
wi l l  d i scard  any recei ved  PDUs  that  are  l onger than  th i s  
maximum  l ength .  

Values  below 1 2  are  reserved .  The  val ue  0  i n d icates  that  
the  there  i s  no  l im i t  on  the  PDU  s i ze.  
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Annex B   
(normative)  

 
Using  the COSEM Appl ication  Layer 
in  various  communication  profi les  

 

B.1  Communication  profi le  speci fic elements  

B.1 . 1  General  

As expla i ned  i n  Clause  4 ,  the  COSEM  i n terface  model  for energy metering  equ ipment,  
speci fied  i n  I EC 62056-62  has  been  designed  for use  wi th  a  variety of communication  profi l es  
for exchang ing  data  via  various  communication  med ia.  

As  shown  on  F igure  3,  i n  each  such  profi l e,  the  appl ication  l ayer i s  the  COSEM  Appl ication  
Layer,  provid ing  the  cl i ent-server type  xDLMS services  to  access  the  attribu tes  and  methods  
of COSEM  objects.  

For each  communication  profi le ,  the  fol l owing  e lements  shal l  be  speci fi ed :  

•  the  targeted  commun ication  environments;  

•  the  structure  of the  profi l e  ( the  set of protocol  l ayers);  

•  the  i den ti fication /addressing  scheme;  

•  mapping  of the  COSEM  appl ication  layer services  to  the  service  set provided  and  used  by 
the  supporting  l ayer;  

•  commun ication  profi l e  speci fic parameters  of the  COSEM  appl ication  l ayer services;  

•  speci fic cons iderations/constrain ts  for us ing  certa in  services  wi th in  a  g iven  profi le .  

B.1 .2  Targeted  communication  envi ronments  

This  part i denti fi es  the  communication  environments,  for wh ich  the  g i ven  communication  
profi le  i s  speci fied .  

B.1 .3  The structure  of the  profi l e  

This  part  speci fi es  the  protocol  l ayers  i ncluded  i n  the  g i ven  profi l e .  

B.1 .4  Identi fication  and  addressing  scheme 

As described  i n  4 . 5  of I EC 62056-62,  metering  equ ipment are  modeled  in  COSEM  as  phys ical  
devices,  con tain ing  one  or more  log ica l  devices.  I n  the  COSEM  Cl ien t/Server type  
communications  model  data  exchange takes  p lace  between  a  COSEM  cl i en t AP and  a  
COSEM  Log ical  Device,  p laying  the  role  of the  server AP.  

I n  order to  be  able  to  establ ish  the  requ i red  AA and  then  exchang ing  data  wi th  the  he lp  of the  
supporti ng  lower l ayer protocols ,  the  Cl ien t-  and  Server APs  must be  able  to  be  identi fi ed  and  
addressed ,  accord ing  to  the  addressing  ru les  of a  communication  profi l e.  At l east the  
fol l owing  e lements  need  to  be  i den ti fied /addressed :  

•  Physical  devices  hosting  cl ien ts  and  servers ;  

•  Cl i ent  and  Server APs;  

The  Cl ient and  Server appl ications  need  a lso  to  i den ti fy the  AAs.  
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Physical  and  log ical  addressing  schemes,  and  AA identi fication  i s  speci fic to  the  profi l e  used .  
Th is  part  speci fi es  these  schemes  for the  g iven  profi l e.  

B.1 .5  Supporting  layer services  and  service  mapping  

I n  each  commun ication  profi l e,  the  COSEM  appl ication  layer provides  the  same set of 
services  to  the  cl i en t and  server APs.  However,  the  supporti ng  protocol  l ayer i n  the  various  
profi les  provides  a  d i fferen t set of services  to  the  appl ication  l ayer,  wh ich  i s  us ing  these  
services:  

•  to  establ ish ,  re lease  and  abort AAs;  and  

•  to  exchange  data:  APDUs,  representing  xDLMS Services.  

Th is  part describes  the  “service  mapping” :  i t  speci fies  how the  appl ication  l ayer i s  us ing  the  
speci fic set of a  l ower l ayer profi l e  to  provide  the  COSEM  services  wi th in  the  g iven  profi le .  
Th is  part i s  general l y defi ned  using  Message  Sequence  Charts ,  showing  the  sequence of the  
even ts  fol l owing  the  i nvocation  of services  by the  AP.  

B.1 .6  Communication  profi le  specific  parameters  of the  COSEM  appl ication  l ayer 
services  

I n  COSEM,  on l y the  COSEM-OPEN  services  have  commun ication  profi le  speci fic parameters.  
Thei r va lues  and  use  are  defined  as  part of the  communication  profi l e  speci fication .  

B . 1 . 7  Specific  considerations/constraints  using  certain  services  with in  a  g iven  
profi l e  

The avai lab i l i ty and  the  protocol  of some of the  services  may depend  on  the  communication  
profi le .  These  e lements  are  speci fied  as  part of the  commun ication  profi l e  speci fication .  

B.2  The 3-layer,  connection-oriented,  HDLC based  communication  profi le  

B.2. 1  Targeted  communication  envi ronments  

The 3- layer,  connection-oriented ,  HDLC based  profi l e  i s  su i table  for l ocal  data  exchange wi th  
metering  equ ipment via  d i rect connection ,  or remote  data  exchange via  the  PSTN  or GSM  
networks.  

B.2.2  The structure  of the  profi l e  

B.2.2. 1  The protocol  layers  

This  profi l e  i s  based  on  the  s implest,  three-layer (col lapsed)  OSI  protocol  arch i tecture.  I t  
con tains  three  protocol  l ayers,  as  fo l lows:  

•  the  COSEM  appl ication  l ayer;  

•  the  data  l i nk l ayer based  on  the  HDLC standard ;  

•  the  phys ical  l ayer.  

B.2.2.2  The data  l ink layer 

The data  l i nk layer i s  based  on  the  I SO/IEC 1 3239  standard .  The  second  ed i tion  of the  
standard  i ncludes  a  number of enhancements  compared  to  the  orig inal  HDLC standard ,  for 
example  i n  the  areas  of address ing ,  error protection ,  and  segmentation .  The  th i rd  ed i ti on  
i ncorporates  a  new frame format,  wh ich  meets  the  requ i rements  of the  envi ronment found  i n  
te lemetry appl ications  for e l ectrici ty metering  and  s im i l ar i ndustries.  
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For the  purpose  of th i s  profi l e,  the  fol lowing  se lections  have  been  made:  

•  unbalanced  connection-mode data  l i nk operation29;  

•  two-way a l ternate  data  transfer;  

•  the  se lected  HDLC class  of procedure  i s  UNC,  extended  wi th  U I  frames;  

•  frame format type  3;  

•  non-basic  frame format transparency.  

The  HDLC based  data  l i nk layer i s  defined  in  I EC 62056-46.  

B.2.2.3  The physical  layer 

The phys ical  l ayer for th i s  profi l e  i s  defined  in  I EC 62056-42.  I t  provides  the  speci fication  of 
services  and  procedures  for connection-orien ted  asynchronous  data  exchange.  

To  a l l ow us ing  a  wide  variety of med ia,  th is  s tandard  does  not speci fy the  phys ica l  l ayer 
s i gnals  and  thei r characteristics.  However,  the  fol lowing  assumptions  are  made:  

•  the  communication  i s  poin t  to  poin t or poin t to  mu l ti poin t;  

•  both  hal f-duplex and  duplex connections  are  poss ib le;  

•  asynchronous  transm iss ion  wi th  1  s tart b i t,  8  data  b i ts,  no  pari ty and  1  s top  b i t  (  8N1  ) .  

I EC 62056-42  provides  a  protocol  i denti fication  service  and  g i ves  an  example  for using  the  
phys ical  l ayer for data  exchange  through  the  Publ ic  Swi tched  Telephone Network (PSTN)  
wi th  i n te l l i gen t Hayes  modems.  The  use  of the  phys ical  l ayer for the  purposes  of d i rect l ocal  
data  exchange  us ing  an  optical  port or a  curren t l oop  phys ical  in terface  i s  speci fied  i n  
I EC 62056-21 .  

B.2.3  Identi fication  and  addressing  scheme 

The HDLC based  data  l i nk layer provides  services  to  the  COSEM  Appl ication  Layer at Data  
L ink SAPs  – a lso  cal l ed  the  Data  L ink or HDLC Address.  

On  the  cl i ent  s i de,  on l y the  cl i ent  AP needs  to  be  i denti fied .  The  addressing  of the  physica l  
device  hosti ng  the  cl i en t APs  i s  done  by the  phys ical  l ayer (e. g .  by us ing  phone numbers).  

On  the  server s i de,  several  physical  devices  may share  a  common  phys ica l  l ine  (mu l ti  d rop  
configuration).  I n  the  case  of d i rect connection  th is  may be  a  curren t l oop  as  speci fi ed  i n  
I EC 62056-21 ,  or i n  the  case  of remote  connection ,  several  phys ical  devices  may share  a  
s i ng le  te lephone l i ne.  Therefore,  both  the  physical  devices  and  the  l og ica l  devices  hosted  by 
the  phys ical  devices  need  to  be  i den ti fied .  Th is  i s  done  us ing  the  HDLC address ing  
mechan ism  as  described  i n  6. 4. 2  of I EC  62056-46:  

•  the  phys ical  devices  are  i den ti fied  by the  l ower HDLC address;  

•  the  l og ica l  devices  wi th in  a  phys ical  device  are  i denti fi ed  by the  upper HDLC address;  

•  a  COSEM  AA is  i den ti fied  by a  doublet,  conta in ing  the  i denti fiers  of the  two  APs  
participati ng  i n  the  AA.  

 

 

 

——————— 

29 I n  DLMS/COSEM,  the  primary station  corresponds  to  the  cl i en t  appl i cation ,  and  the  secondary station  
corresponds  to  the  server app l i cation .  
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F igure B. 1  – Identi fication/addressing  scheme in  the  3-layer,  connection-oriented,   
HDLC based  communication  profi le  

For example,  an  AA between  Cl ient_01  (HDLC address  =  01 )  and  Server 2  i n  Host Device  02  
(HDLC address  =  1 392)  i s  i denti fied  by the  doublet {01 ,  1 392}.  Here,  “1 3”  i s  the  upper HDLC 
address  and  “92”  i s  the  l ower HDLC address.  Al l  va lues  are  hexadecimal .  

Th is  scheme ensures  that a  particu lar COSEM  AP  (cl ient or server)  may have  more  than  one  
s imu l taneous  AA wi thout ambigu i ty.  

B.2.4  Supporting  layer services  and  service  mapping  

The HDLC based  data  l i nk layer provides  services  for 

•  data  l ink layer connection  management;  

•  connection -oriented  data  communication ;  

•  connection less  data  communication .  

 

B.2.4. 1  Data  l i nk l ayer services  provided  at  the  cl ient s ide  

Figure  B. 2  summarizes  the  data  l ink layer services  provided  to  and  used  by the  COSEM  cl i ent 
appl ication  l ayer.  
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Figure  B.2  – Data  l ink layer services  provided  to  and  used   
by the  cl ient COSEM  appl ication  layer 

For some services,  the  correspondence  between  an  appl ication  l ayer (ASO)  service  
i nvocation  and  the  supporting  data  l i nk layer service  i nvocation  i s  stra ightforward .  For 
example,  i nvoking  a  COSEM  GET. request service  d i rectl y impl ies  the  i nvocation  of a  DL-
DATA. request service.  

On  the  other hand ,  for some other services  d i rect service  mapping  cannot be  establ ished .  For 
example,  the  i nvocation  of a  COSEM-OPEN. request service  wi th  Service_class  ==  Confi rmed  
l aunches  a  series  of actions,  starting  wi th  the  establ ishment of the  l ower l ayer connection  wi th  
the  help  of the  DL-CONNECT service,  and  then  send ing  out the  AARQ APDU  via  th is  newly 
establ ished  connection  using  a  DL-DATA. request service.  Examples  for service  mapping  are  
g i ven  i n  th is  standard .  

B.2.4.2  Data l i nk l ayer services  provided  at  the  server side  

Figure  B. 3  summarizes  the  data  l i nk l ayer services  provided  to  and  used  by the  COSEM  
server appl ication  l ayer.  
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Figure  B.3  – Data  l ink layer services  provided  to  and  used   
by the  server COSEM  appl ication  l ayer 

The s i tuation  is  s im i lar to  the  one  at  the  cl ient s i de.  For some services,  the  correspondence  
between  an  appl ication  l ayer (ASO)  service  invocation  and  the  supporti ng  data  l i nk l ayer 
service  i nvocation  i s  s tra igh tforward .  For other services,  th is  d i rect service  mapping  cannot be  
establ ished .  

I n  th is  profi l e,  the  data  l i nk layer supports  transfer of long  data  from  the  server to  the  cl ient,  i n  
a  transparent manner to  the  appl ication  l ayer,  us ing  the  segmentation  feature  of the  HDLC 
based  data  l i nk layer.  To  support th is  feature,  a  l ocal  DL-DATA.confi rm  service  i s  avai lable  on  
the  server s ide.  

B.2.5  Commun ications  profi le  specific  service  parameters  of the  COSEM  appl ication  
layer services  

The on l y appl ication  layer service,  wh ich  has  communication  speci fic parameters ,  i s  the  
COSEM-OPEN  service.  

The  address  in formation ,  requ ired  to  establ ish  a  data  l i nk layer connection  and  then  an  AA,  i s  
carried  by the  Protocol_Connection_Parameters  parameter of the  COSEM-OPEN  service.  
Th is  i n formation  i ncludes  the  fol lowing  data:  

•  Protocol  (Profi l e)  I denti fi er  3-Layer,  connection-oriented ,  HDLC based ;  

•  Server_Lower_MAC_Address   (COSEM  Physical  Device  Address);  

•  Server_Upper_MAC_Address   (COSEM  Log ical  Device  Address) ;  

•  Cl ient_MAC_Address;  

•  Server_LLC_Address;  

•  Cl ient_LLC_Address  
 

Any server (desti nation)  address  parameter may con tain  specia l  addresses  (Al l -station ,  No-
station ,  etc. ) .  

For more  i n formation ,  see  I EC  62056-46.  
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B.2.6  Specific  considerations/constraints  

B.2.6. 1  Appl ication  association  types,  confirmed  and  unconfi rmed  service  
invocations  and  frame types  used  

The fol lowing  table  summarizes  the  ru les  for establ ish ing  confi rmed  and  unconfi rmed  AAs,  the  
type  of data  communication  services,  wh ich  can  be  used  in  these  associations  and  the  HDLC 
frame types  used  for carrying  APDUs.  

Table  B. 1  – Appl ication  associations  and  data exchange  i n  the  3-layer,   
connection-oriented ,  HDLC  based  profi l e  

Appl ication  association  establ ishment Data  exchange  

Protocol  
connection  
parameters  

COSEM-OPEN  
service  cl ass  

Use  

Type  of 
establ i shed  
appl i cation  
association  

Service  cl ass  Use  

 

Confi rmed  

 

“ I ”  frame 

Confi rmed  

1 /  Connect  data  
l i nk l ayer 

2/ Exchange  
AARQ/AARE  
APDUs  
transported  i n  “ I ”  
frames  

Confi rmed  

Unconfi rmed  “U I ”  frame 

Confi rmed  (not  
a l l owed )  

-  

I d :  HDLC 

LLC and  MAC 
add resses  

Unconfi rmed  
Send  AARQ i n  a  
“U I ”  frame 

Unconfi rmed  

Unconfi rmed  “U I ”  frame  

This  table  cl earl y shows  one  of the  speci fic  features  of th is  profi l e:   

•  i n  confi rmed  AAs,  APDUs correspond ing  to  confi rmed  service  i nvocations  (e. g .  a  
SET. request service  i nvocation  wi th  Service_class  ==  confi rmed)  are  sen t us ing  
connection -oriented  data  services  of the  supporting  data  l i nk layer:  the  APDU  is  carried  in  
“ I ”  frames;   

•  i f,  wi th in  the  same AA a  data  communication  service  i s  i nvoked  in  a  non-confi rmed  
manner (Service_Class  ==  Unconfi rmed)  then  the  correspond ing  APDU  is  sen t us ing  
connection less  data  services  of the  supporting  data  l i nk layer:  the  APDU  i s  sen t i n  a  “U I ”  
type  frame;  

•  consequentl y,  b i t  6  of the  I nvoke_id_And_Priori ty fie ld  i s  not relevant i n  th is  profi l e.  See  
a lso  8 . 3.  

B.2.6.2  Correspondence between  appl ication  associations  and  data l ink l ayer 
connections,  association  release 

I n  th is  profi le ,  a  confi rmed  AA is  bound  to  a  supporting  data  l i nk l ayer connection ,  i n  a  one-to-
one  basis.  Consequen tl y:  

•  establ ish ing  a  confi rmed  AA shal l  impl y the  establ ishment of a  connection  between  the  
cl ien t and  server data  l i nk layers;  

•  a  confi rmed  AA in  th is  profi le  can  be  non-ambiguousl y re leased  by d isconnecting  the  
correspond ing  data  l ink l ayer connection .  

On  the  other hand ,  i n  th is  profi l e  establ ish ing  a  non-confi rmed  AA does  not need  any l ower 
l ayer connection :  consequentl y,  once  establ ished ,  non-confi rmed  AAs  wi th  servers  not 
supporti ng  re leasing  AAs  us ing  the  RLRQ APDU  (see  6. 5)  cannot be  released .  

B .2.6.3  Service parameters  of the  COSEM-OPEN/RELEASE/ABORT services  

Thanks  to  the  possib i l i ty to  transparen tl y transport h igher l ayer re lated  i n formation  wi th in  the  
SNRM  and  D ISC HDLC frames,  th is  profi l e  a l l ows  the  use  of the  optional  “User_I nformation”  
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parameter of the  COSEM-OPEN . request/. i nd ication  and  COSEM-RELEASE. request 
/. i nd ication  services.  

•  The  User_I nformation  parameter of the  COSEM-OPEN. request service  (see  6 . 5. 1 . 2)  shal l  
be  i nserted  i n to  the  "User data  subfie ld "  of the  SNRM  HDLC frame,  sen t during  the  data  
l ink connection  establ ishment;  

•  On  the  server s ide,  i f the  SNRM  frame received  contains  a  "User data  subfie l d ",  the  
con ten ts  of th is  fie ld  shal l  be  transm itted  to  the  server AP via  the  User_I nformation  
parameter of the  COSEM-OPEN. ind ication  service  (see  6 . 6 . 1 . 2);  

•  The  User_I nformation  parameter of the  COSEM-RELEASE. request service,  when  i t  i s  
present,  (see  6 . 5. 2 . 2)  shal l  be  i nserted  i n to  the  "User data  subfie l d "  of the  D ISC HDLC 
frame,  sen t during  d isconnecting  the  data  l i nk connection ;   

•  I f the  DISC frame received  by the  server contains  "User data  subfie ld ",  the  con ten ts  of th is  
fie ld  sha l l  be  transm i tted  to  the  server AP via  the  User_I nformation  parameter of the  
COSEM-RELEASE. ind ication  service,  see  6. 6. 2 . 1 ;  

•  The  User_I nformation  parameter of the  COSEM-RELEASE. response service,  when  i t  i s  
present,  (see  6 . 6 . 2 . 2)  shal l  be  i nserted  in to  the  "User data  subfie l d "  of the  UA or DM  
HDLC frame,  sent in  response  to  the  D ISC frame;  

•  I f the  UA or DM  frame received  by the  cl i en t contains  "User data  subfie l d " ,  the  contents  of 
th is  fi e ld  shal l  be  transmi tted  to  the  cl ien t AP via  the  User_Information  parameter of the  
COSEM-RELEASE.confi rm  service,  see  6 . 6 . 2 . 2;  

I n  add i ti on ,  for the  COSEM-ABORT. ind ication  service,  the  fol lowing  ru le  appl i es:  

•  the  D iagnostics  parameter of the  COSEM-ABORT. ind ication  service  (see  6. 5. 2 .4  and  
6. 6. 2 .3)  may contain  an  unnumbered  send  s tatus  parameter.  Th is  parameter i nd icates  
whether,  at the  moment of the  physical  abort i nd ication ,  the  data  l ink l ayer has  or does  not 
have a  pend ing  Unnumbered  I n formation  message  (U I ) .  The  type  and  the  value  of th is  
parameter i s  a  local  i ssue,  thus  i t  i s  not wi th in  the  scope of th is  s tandard ;  

B.2.6.4  EventNotification  service  and  protocol  

I n  th is  profi le,  an  event i s  a lways  reported  by the  server management l og ical  device  
(mandatory,  reserved  upper HDLC address  0x01 )  to  the  cl i en t management AP (mandatory,  
reserved  HDLC address  0x01 ) .  

The  EVENT-NOTIFICATION-Request APDU  shal l  be  sen t ou t us ing  the  connection less  data  
services,  i . e .  i n  an  U I  frame,  at  the  fi rst opportun i ty when  the  server s i de  data  l i nk l ayer 
receives  the  righ t to  ta lk.  The  APDU  shal l  fi t  i n to  one  HDLC frame.  

I n  order to  be  ab le  to  send  ou t the  APDU,  a  physical  connection  between  the  physical  device  
hosting  the  server and  a  cl ien t device  must exist,  and  the  server s ide  data  l i nk l ayer needs  to  
receive the  token  from  the  cl i en t s ide  data  l ink layer.  

I f there  i s  a  data  l i nk connection  between  the  cl ient and  the  server when  the  even t occurs,  the  
server s i de  data  l i nk l ayer may send  ou t the  PDU  carrying  the  EVENT-NOTIFICATION-
Request APDU,  fol lowing  the  reception  of an  I  frame,  a  U I  frame or an  RR frame from  the  
cl ien t.  These  possib i l i ti es  are  defined  in  I EC 62056-46.  

I f there  i s  no  physical  connection  when  the  even t occurs  (but th is  connection  to  a  cl ien t device 
can  be  establ ished)  then  the  fi rst  step  i s  to  establ i sh  th is  physical  connection .  

NOTE  Physical  connection  cannot  be  establ i shed  when  the  server has  on ly a  l ocal  i n terface  (e. g .  an  opti cal  port  
as  defi ned  i n  I EC 62056-21 )  and  the  hand -he ld  term inal ,  runn i ng  the  cl i en t  appl i cati on  i s  not  connected ,  or the  
server has  a  PSTN  i n terface,  bu t  the  tel ephone  l i ne  i s  not  avai l able.  Hand l i ng  such  cases  i s  implementation  
speci fi c.  

Fol lowing  the  establ ishment of the  physical  connection ,  the  cl ient  has  to  tri gger the  send ing  of 
the  EVENT-NOTIFICATION-Request APDU  us ing  the  
Trigger_EventNoti fication_Send ing. request service.  The  MSC shown  on  F igure  B. 4  represents  
th is  case.  
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Figure B.4 – Example:  EventNoti ficaton  triggered  by the  cl ient 

The fi rst action  of the  server is  to  establ ish  a  physical  connection  to  the  cl ient.  

NOTE  Th is  physical  connecti on  estab l i shment i s  done  ou ts i de  the  protocol  s tack.  

Successfu l  physical  connection  establ ishment i s  reported  at both  s ides  to  the  physical  
connection  and  protocol  i denti fier manager process.  At the  server s ide,  th is  shal l  i nd icate  to  
the  COSEM  AP,  that the  EventNoti fication . request service  can  be  invoked  now.  When  i t  i s  
done,  the  server appl ication  l ayer shal l  bu i l d  an  EVENT-NOTIFICATION-Request APDU  and  
shal l  i nvoke the  connection less  DL-DATA. request service  of the  data  l i nk l ayer wi th  the  data  
parameter carrying  the  APDU.  

At th is  moment,  the  data  l i nk l ayer may not be  able  to  send  th is  PDU  immed iatel y,  thus  i t  wi l l  
be  stored  in  the  data  l i nk l ayer,  wai ting  to  be  sen t (pend ing) .  

When  the  cl ien t detects  a  successfu l  physical  connection  establ ishment – and  as  there  i s  no  
other reason  to  receive  an  i ncom ing  cal l  – i t  shal l  suppose that th is  cal l  i s  orig i nated  by a  
remote  server in tend ing  to  send  an  EventNoti fication  message.  

The  cl i en t,  at th is  moment may not know the  protocol  stack used  by the  cal l ing  server.  
Therefore,  i t  has  to  i den ti fy i t  fi rst us ing  the  optional  protocol  i denti fication  service  described  
i n  I EC  62056-42.  Th is  i s  shown  as  a  “Protocol -I den ti fication . request”  and  a  “Protocol -
I denti fication . response”  messages  i n  F igure  B. 4.  After the  i denti fication  of the  protocol  stack 
used  by the  server,  the  cl i en t i s  able  to  i nstantiate  the  ri ght protocol  s tack.  

The  cl i en t AP shal l  then  i nvoke the  Trigger_EventNoti fication_Send ing . request service  of the  
cl ien t appl ication  l ayer (see  6 . 5. 4. 2) .  Upon  invocation  of th is  service,  the  appl ication  l ayer 
shal l  i nvoke the  connection less  DL-DATA. request service  of the  data  l i nk layer wi th  empty 
data,  and  the  data  l i nk l ayer shal l  send  out an  empty U I  frame wi th  the  P/F  bi t  set  to  TRUE,  
g ivi ng  the  perm ission  to  the  server s ide  data  l i nk l ayer to  send  the  pend ing  PDU .  

The  received  Event-Noti fication-Request APDU  shal l  be  i nd icated  to  the  cl i en t AP  as  an  
EventNoti fication . i nd ication .  At th is  moment,  the  cl ien t i s  noti fied  about the  event,  then  the  
sequence  is  completed .  
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B.2.6.5  Transporting  long  messages  

I n  th is  profi l e,  the  data  l ink l ayer provides  a  method  for transporting  long  messages  i n  a  
transparent  manner for the  appl ication  l ayer.  Th is  i s  described  in  6 . 4. 4. 5  of I EC  62056-46.  

B.2.6.6  Supporting  multi -drop  configurations  

For data  exchange wi th  metering  equ ipment,  a  mu l ti -drop  arrangement is  often  used  a l l owing  
a  data  col l ection  system  to  exchange data  wi th  mu l tip le  metering  equ ipment,  us ing  a  shared  
communication  resource  l ike  a  telephone modem.  Various  physical  arrangements  are  
avai l able,  l ike  a  star,  da i sy chain  or a  bus  topology.  These  arrangements  can  be  modeled  wi th  
a  l og ical  bus ,  to  wh ich  the  metering  equ ipment and  the  shared  resource  are  connected ,  see  
Figure  B. 5.  
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Figure B.5 – Mu l ti -drop  configuration  and  i ts  model  

As col l i s ion  on  the  bus  must be  avoided  bu t a  protocol ,  control l ing  access  to  the  shared  
resource  is  not avai lable,  access  to  the  bus  must be  con trol l ed  by external  ru les.  I n  most 
cases,  a  Master-Slave  arrangement is  used ,  where  the  metering  equ ipment i s  the  S laves.  
S lave  devices  have  no  ri gh t to  send  messages  wi thout fi rst receiving  an  expl ici t perm ission  
from  the  Master.  

 CEM 1
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F igure B.6  – Master/ Slave operation  on  the  mu l ti -drop  bus  

I n  COSEM,  data  exchange  takes  p lace  based  on  the  Cl ien t-Server model .  Physical  devices  
are  modeled  as  a  set  of l og ical  devices,  and  these  l og ical  devices  are  acti ng  as  servers,  
provid ing  responses  to  requests.  

Obviousl y,  the  Master Station  of a  mu l ti -drop  configuration  i s  l ocated  at the  other s i de  of the  
communication  channel  and  i t  i s  acting  as  the  cl i en t,  send ing  requests  and  expecting  
responses.  

The  cl ient may send  requests  at the  same time to  mu l tip le  servers,  i f no  response is  expected  
(mu l ticast or broadcast).  

I f the  cl ient expects  a  response,  i t  must send  the  request to  a  s i ng le  server,  g iving  a lso  the  
ri gh t to  talk.  I t  has  to  wai t then  for the  response before  i t  may send  a  request to  another 
server and  wi th  th is,  g i ving  the  right to  ta lk.  Arbi tration  of access  to  the  common  bus  i s  thus  
con trol l ed  i n  a  time-mu l tip lexing  fash ion .  
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Messages  from  the  cl ien t to  the  servers  must contain  addressing  i n formation .  I n  the  3- layer,  
connection -oriented ,  HDLC based  profi l e,  th is  i s  ensured  by us ing  HDLC addresses.  I f a  
mu l ti -drop  arrangement i s  used ,  the  HDLC address  has  to  be  spl i t  i n to  two parts:  the  l ower 
HDLC address  is  used  to  address  physical  devices,  and  the  upper HDLC address  i s  used  to  
address  l og ical  devices  wi th in  the  physical  device.  Both  the  lower and  the  upper address  may 
con tain  a  broadcast address.  For more  detai l ,  see  I EC 62056-46.  

I n  order to  be  able  to  report even ts,  COSEM  meters  may i n i tiate  a  connection  to  the  cl ient,  
us ing  the  non-cl i en t-server type EventNoti fication/I nformationReport services.  As  even ts  i n  
several  or a l l  meters  connected  to  a  mu l ti drop may occur s imu l taneously – for example  i n  the  
case  of a  power fa i lu re,  they may i n i tiate  a  cal l  to  the  cl i en t s imu l taneously.  

For such  cases,  two  problems  have  to  be  hand led :  

•  co l l i s ion  on  the  log ical  bus:  For the  reasons  explained  above,  several  phys ical  devices  
may try to  access  the  shared  resource  (e. g .  send ing  AT commands  to  the  modem) 
s imu l taneously.  Th is  wou ld  resu l t i n  a  col l is ion  on  the  bus.  Such  s i tuations  must be  
hand led  by the  manufacturers;  

•  i denti fication  of the  orig inator of the  even t report:  Th is  i s  poss ib le  by us ing  the  CALLING  
Physical  Device  Address,  as  described  i n  6 . 4 . 4. 8  of I EC 62056-46.  

B.3  The TCP-UDP/IP based  communication  profi les  (COSEM_on_IP)  

B.3. 1  Targeted  communication  envi ronments  

The TCP-UDP/IP  based  profi les  are  su i table  for remote  data  exchange wi th  metering  
equ ipment via  I P  enabled  Networks  (e. g .  I n ternet),  us ing  various  commun ication  networks,  
such  as  Local  Area  Networks  (Ethernet,  B l uetooth ,  WiFi ,  etc. )  or publ ic or pri vate  Wide  Area  
Networks,  such  as  PSTN ,  GPRS,  etc.  

B.3.2  The structure  of the  profi l e(s)  

B.3.2. 1  The protocol  layers  

I n  the  TCP-UDP/IP  based  profi les  the  COSEM  Appl ication  layer uses  the  services  of one  of 
the  I n ternet transport l ayers  (TCP or UDP)  via  a  wrapper,  wh ich ,  i n  their tu rn ,  uses  the  
services  of the  I n ternet Protocol  ( I P)  network l ayer to  commun icate  wi th  other nodes  
connected  to  th is  abstract network.  

The  TCP-UDP/IP  l ayers  are  implemented  on  a  wide  variety of real  networks,  wh ich ,  j ust wi th  
the  help  of th is  I P  Network abstraction ,  can  be  seam less l y i n terconnected  to  form  I n tra-  and  
I n ternets  us ing  any set  of l ower layers  supporting  the  I n ternet  Protocol .  

The  COSEM  Appl ication  l ayer i n  th is  envi ronment can  be  considered  as  another I n ternet  
standard  appl ication  protocol ,  wh ich  may co-exist wi th  other I n ternet appl ication  protocols ,  
l ike  the  wel l -known  FTP,  HTTP,  etc.  services,  as  shown  i n  F igure  B. 7.  
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Figure B.7  – COSEM  as  a  standard  In ternet appl ication  protocol  

The TCP-UDP/IP  based  communication  profi l es  for COSEM  consist of fi ve  protocol  l ayers :  

•  the  COSEM  Appl ication  Layer;  

•  the  COSEM  Transport Layer,  as  defined  i n :  I t  i s  based  on  the  connection-orien ted  
Transm ission  Control  Protocol  (TCP)  or the  connection less  User Datagram  Protocol  
(UDP)  I n ternet transport protocols  and  i ncludes  a  wrapper;  

•  network Layer:  The  I n ternet Protocol  ( I P);  

•  data  L ink Layer:  Any data  l i nk protocols  supporting  I P  (PPP,  Ethernet,  etc. ) ;  

•  physical  Layer:  any physical  l ayer supported  by the  data  l i nk l ayers  chosen .  

B . 3.2.2  The COSEM  transport  l ayer 

The COSEM  transport l ayer of th is  profi l e  i s  based  on  the  connection-orien ted  (TCP,  
STD0007)  and  connection less  (UDP,  STD0006)  I n ternet transport protocols.  I t  i s  speci fied  i n  
I EC 62056-47.  

B.3.2.3  The IPv4 network layer 

I n  the  TCP-UDP/IP  based  commun ication  profi l e  the  network l ayer i s  the  I n ternet protocol ,  as  
speci fied  i n  the  I n ternet  standard  STD0005.  The  COSEM  commun ication  profi l e  makes  use  of 
th is  protocol  accord ing  to  th is  speci fication :  no  special  ru les  or restrictions  appl y.  

B.3.2.4  Lower protocol  layers  

One of the  reasons  of the  success  of the  I n ternet protocols  i s  j ust i ts  federating  force.  
Practical l y any data  communication  networks,  Wide  Area  Networks  (such  as  I SDN,  GPRS,  
ATM  and  Frame Relay networks),  data  commun ications  on  the  ci rcu i t  swi tched  PSTN  
networks  (d ia l -up I P) ,  as  wel l  as  Local  Area  Networks  (such  as  Ethernet,  Wireless  LAN,  
Token  Ring ,  FDDI ,  B l uetooth ,  etc. )  support TCP-UDP/IP  networking .  

F igure  B. 8  shows  a  set of examples  – far-from-being-complete  – for such  communication  
networks  and  for the  l ower l ayer protocols  used  i n  these  networks.  
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Figure  B.8  – Examples  for lower-layer protocols  in  the  TCP-UDP/IP  based  profi les  

Using  the  TCP-UDP/IP  profi l e,  COSEM  can  be  used  practical l y on  any existing  
communication  network.  

B.3.3  Identi fication  and  addressing  scheme 

Although  rea l -world  devices  even  i n  the  I n ternet  environment are  connected  to  real -world  
phys ical  networks,  at a  h i gher abstraction  (and  protocol )  level  i t  can  be  cons idered  as  i f these 
devices  wou ld  be  connected  to  a  vi rtual  – I P  – network.  On  th is  vi rtual  network,  each  device  
has  a  un ique address,  ca l l ed  IP  address,  wh ich  non-ambiguousl y i denti fi es  the  device  on  th is  
network.  

Any device  connected  to  th is  vi rtual  I P  network can  send  (a)  message(s)  to  any other 
connected  device(s)  us ing  on l y the  IP  Address  to  designate  the  destination  device,  wi thout 
being  concerned  about  the  complexi ty of the  whole  physical  network.  Speci fic characteristics  
– the  data  transm ission  med ium ,  the  med ia  access  strategy,  and  the  speci fic data- l i nk 
address ing /i den ti fication  scheme – of the  particu lar physical  network(s)  participati ng  i n  the  
rou te  between  the  source  and  the  desti nation  device  are  h i dden  for the  sender device.  These  
e lements  are  hand led  by i n termed iate  network devices,  ca l led  rou ters .  

Therefore,  i n  the  TCP-UDP/IP  based  profi l es  COSEM  physical  devices  are  non-ambiguousl y 
i denti fied  by thei r network – I P  – address.  

The  i den ti fication  of an  AP – a  COSEM  cl i ent AP or a  COSEM  Server Log ical  Device – wi th in  
a  physical  device  requ ires  an  add i tional  address.  

Both  TCP and  UDP provide  add i tional  addressing  capabi l i ty at the  transport l evel ,  ca l led  port,  

to  d is tingu ish  appl ications  runn ing  on  the  same phys ical  device.   
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The  Appl ication  Layer is  l i s ten ing  on l y on  one  TCP or UDP port for exchang ing  messages  
between  cl i en t and  server appl ications.  As  i n  a  s ing le  physical  device,  several  APs  – cl ien t AP  
or server l og ical  devices  – may be  present,  an  add i ti onal  addressing  capabi l i ty i s  needed.  

Th is  i s  provided  by the  wrapper sub- layer (see  IEC 62056-47).  The  wrapper provides  an  
i denti fier – wPort – s im i lar to  the  TCP or UDP  port  numbers,  bu t on  the  top  of these  layers.  
A particu lar COSEM  cl i ent AP  and /or a  particu lar COSEM  l og ical  device  i n  the  same physical  
device  ( i den ti fi ed  by their I P  Addresses)  can  be  thus  i den ti fied  by i ts  wPort number.  

Therefore,  i n  the  TCP-UDP/IP  based  profi le  the  fol lowing  i den ti fication  ru les  apply:  

•  COSEM  phys ical  devices  are  i den ti fied  by their I P  address;  

•  the  COSEM  Appl ication  l ayer is  l i sten ing  on l y one  one  UDP or TCP  port;  

•  COSEM  Log ical  Devices  and  cl ien t APs  wi th in  their respective  host phys ical  devices  are  
i denti fied  by thei r wPort numbers;  

•  reserved  wPort numbers  for the  Publ ic Cl i en t AP and  for the  Management Log ical  Device  
are  speci fi ed  i n  I EC  62056-47;  

•  l ower l ayer addresses  (SAP-s)  are  not considered  (h idden).  

Fi gure  B. 9  shows  the  concept of th is  i den ti fication /addressing  scheme.  
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Figure B.9  – Identi fication/addressing  scheme in  the  TCP-UDP/IP  based  profi le(s)  

COSEM  AAs are  i den ti fied  by the  i denti fiers  of the  two end-poin ts.  The  end-poin t i den ti fiers  
themselves  are  trip lets ,  cons isting  of the  I P  Address  of the  host device,  the  Transport address  
(TCP or UDP port number)  used  for DLMS/COSEM  and  the  wrapper port number (wPort)  
i denti fying  the  COSEM  AP.  

For example,  associations  establ ished  between  Cl ien t_AP_01  and  Log ical_Device_01  i n  
Host_device_01  (AA 1 )  and  Log ical_Device_02  i n  Host_Device_02  (AA2)  respectivel y are  
i denti fied  by 

AA 1 :   {  (  1 63. 1 87. 45. 1 9,  T_N ,  31  )  (  1 63. 1 87. 45. 36,  T_M,  527  )  }  
AA 2:   {  (  1 63. 1 87. 45. 1 9,  T_N ,  31  )  (  1 63. 1 87. 45. 78,  T_M,  301 3  )  }  
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NOTE  1  T_N  and  T_M  means  the  TCP  port  used  for DLMS/COSEM  i n  the  cl i en t  host  device  and  the  server host  
devices  respecti ve ly.  

NOTE  2  I n  these  two AAs,  the  cl i en t  s i de  end -poin t  i denti fer i s  the  same.  However,  the  server s i de  end -poi n t  
i den ti fi ers  are  d i fferen t,  so  the  two associati ons  are  i den ti fi ed  unambiguously and  therefore  they can  be  used  
s imu l taneousl y.  

B.3.4  Supporting  layer services  and  service  mapping  

As defined  in  I EC 62056-47,  the  COSEM  TCP transport l ayer provides  the  fol l owing  services  
to  the  service  user:  

Connection  Management (performed  by the  TCP  connection  manager AP):  

 TCP-CONNECT services  - . request, . ind ication , . response, . confi rm  
 TCP-DISCONNECT services  - . request, . ind ication , . response, . confi rm  

Data  exchange (performed  by the  COSEM  Appl ication  l ayer;  these  services  can  be  used  on l y 
when  the  TCP  connection  i s  establ ished):  

 TCP-DATA service   - . request, . ind ication ,  ( .  confi rm)  

The  TCP transport l ayer a lso  provides  a  TCP-ABORT. ind ication  service  to  the  service  user 
COSEM  appl ication  l ayer to  i nd icate  the  d isconnection/d isruption  of the  TCP l ayer connection .  

The  UDP transport layer provides  on l y one service  to  the  service  user COSEM  Appl ication  
l ayer:  a  connection less,  unrel iable  data  del i very service.  

 UDP-DATA service   - . request, . ind ication ,  ( . confi rm  )  
 

NOTE  A. confi rm  service  prim i ti ve  i s  opti onal  as  wel l  for the  TCP  and  for the  UDP  data  services.  

Figure  B. 1 0  summarizes  the  COSEM  TCP-UDP transport l ayer services  provided  to  or used  
by the  service  user COSEM  appl ication  layer and  TCP connection  manager process.  
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Figure  B. 1 0  – Summary of TCP/UDP layer services  on  the  cl ient and  server s ide 
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For connection  management,  the  COSEM  TCP transport l ayer provides  the  fu l l  set of TCP-
CONNECT and  TCP-DISCONNECT services  at both  the  Cl ient and  the  Server s ides.  The  user 
of these  services  i s  not the  COSEM  Appl ication  l ayer,  bu t the  TCP Connection  Manager AP.  
Th is  process  is  implementation  dependent,  therefore  i t  i s  ou t of the  scope of th is  standard .  
The  on l y requ irements  wi th  regard  to  th is  process  are:  

•  the  TCP connection  manager process  shal l  be  able  to  establ ish  the  supporting  TCP 
connection  wi thout the  i n tervention  of the  COSEM  cl i ent or server AP(s);  

•  the  COSEM  cl ient and  server APs  must be  able  to  retrieve  the  TCP and  I P  portion  of the  
Protocol_Connection_Parameters  parameter from  the  TCP connection  manager before  
send ing /receiving  a  COSEM-OPEN . request/. i nd ication .  

The  reason  for provid ing  the  fu l l  TCP connection  management service  set at  both  the  cl ient  
and  the  server s ides  i s ,  that the  establ ishment and  re lease  of the  supporting  TCP connection  
may optional l y be  requested  by the  Server,  too.  As  in  a l l  COSEM  profi l es,  establ ishment and  
release  of AAs  i s  i n i ti ated  by the  cl ien t AP i n  these  profi l es  as  wel l .  Th is  i s  further d iscussed  
i n  B. 3 .6 . 7.  

For data  exchange,  both  the  Cl ien t and  the  Server appl ication  l ayers  use  the  complete  set of 
service  prim i ti ves  provided  by the  COSEM  TCP-UDP transport l ayers.  

The  correspondence between  an  appl ication  l ayer (ASO)  service  i nvocation  and  the  
supporting  COSEM  TCP-UDP l ayer service  i nvocation  i s  g i ven  in  I EC 62056-47.  

B.3.5  Communication  profi le  specific  service  parameters  of the  COSEM  appl ication  
layer services  

The on l y appl ication  layer service,  wh ich  has  communication  speci fic parameters ,  i s  the  
COSEM-OPEN  service.  

The  address  i nformation ,  requ i red  to  i den ti fy an  AA,  i s  carried  by the  Protocol_Connection_ 
Parameters  parameter of the  COSEM-OPEN  service:   

Protocol  (Profi l e)  I denti fi er  TCP/IP  or UDP/IP;  

•  Server_IP_Address    COSEM  Physical  Device  Address;  

•  Server_TCP_or_UDP_Port  The  TCP or UDP  port used  for DLMS/COSEM;  

•  Server_wrapper_Port   COSEM  Log ical  Device  Address;  

•  Cl ient_IP_Address     COSEM  Cl ien t’s  Phys ical  Device  Address;  

•  Cl i ent_TCP_or_UDP_Port   The  TCP or UDP  port used  for DLMS/COSEM;  

•  Cl i ent_wrapper_Port   COSEM  Appl ication  process  ( type)  identi fi er.  

Any server address  parameter may con tain  specia l  addresses  (Al l -station ,  No-station ,  etc. ) .  

For more  i n formation ,  see I EC  62056-47.  

B.3.6  Specific  considerations/constraints  

B.3.6. 1  Appl ication  association  types,  confirmed  and  unconfi rmed  service  
invocations  and  packet types  used  

The fol lowing  table  shows the  ru les  for establ ish ing  confi rmed  and  unconfi rmed  AAs,  the  type  
of data  communication  services,  wh ich  can  be  used  in  these  associations  and  the  transport 
l ayer packet types  used  for carrying  APDUs.  
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Table  B.2  –Appl ication  associations  and  data  exchange   
in  the  TCP-UDP/IP  based  profi le  

Appl ication  association  establ ishment Data  exchange  

Protocol  
connection  
parameters  

COSEM-OPEN  
service  cl ass  

Use  

Type  of 
establ i shed  
appl i cation  
association  

Service  cl ass  Use  

 

Confi rmed  

 

TCP  packet 

Confi rmed  

1 /  Connect TCP  
l ayer 

2/  Exchange  
AARQ/AARE  

APDUs  
transported  i n  
TCP  packets  

Confi rmed  

Unconfi rmed  TCP  packet  

-   -  

I d :  TCP/IP  

TCP  port  
numbers,   

I P  addresses  

Unconfi rmed  
Local  negative  
confi rmation  

None  
-  -  

 

Confi rmed  

 

UDP  datag ram  

Confi rmed  

 

Exchange  
AARQ/AARE  

APDUs  
transported  i n  

UDP  datag rams  

Confi rmed  

Unconfi rmed  UDP  datag ram  

Confi rmed   
(not  a l l owed )  

-  

I d :  UDP/IP  

UDP  port  
numbers,   

I P  addresses  

Unconfi rmed  
Send  AARQ i n  a  
UDP  datag ram  

Unconfi rmed  

Unconfi rmed  UDP  datag ram  

 

I n  th is  table,  grey areas  represent cases  wh ich  are  ou t of the  normal  operati ng  cond i ti ons:  
e i ther not a l lowed  or have  no  usefu l  purpose.  Accord ing  to  these:  

•  i t  i s  not a l l owed  to  establ i sh  a  non-confi rmed  AA using  the  TCP/IP  protocol .  I t  i s  prevented  
by the  Cl i ent appl ication  Layer,  wh ich  shal l  l ocal l y and  negativel y confi rm  COSEM-
OPEN. requests  trying  to  do  that;  

•  i t  i s  not a l l owed  to  request an  xDLMS service  in  a  confi rmed  way (Service_class  =  
confi rmed)  wi th in  a  non-confi rmed  AA,  establ ished  on  the  top  of the  UDP layer.  Th is  must 
a lso be  prevented  by the  Cl i ent appl ication  l ayer.  Servers,  receiving  such  APDUs  shal l  
s impl y d iscard  them,  or,  i f the  feature  i s  implemented ,  send  back the  optional  
EXCEPTION-Response APDU.  

B.3.6.2  Releasing  appl ication  associations:  using  RLRQ/RLRE is  mandatory 

Using  the  A-RELEASE services  of the  ACSE – by i nvoking  the  COSEM-Release. request  
service  wi th  Use_RLRQ_RE ==  TRUE – i n  the  TCP-UDP/IP  based  profi l e  i s  mandatory for the  
fol l owing  reasons:  

•  accord ing  to  the  i denti fication /addressing  scheme used  i n  th is  profi l e,  an  AA is  i denti fied  
by two trip lets ,  i ncl ud ing  the  I P  Address,  the  TCP (or UDP)  port number and  the  wPort 
number.  I n  other words,  a l l  AAs  wi th in  th is  profi l e  are  establ ished  using  on l y one  TCP (or 
UDP)  port.  Th is  means,  that d isconnecting  the  TCP connection  (th is  way of releasing  AA 
must also be  supported)  wou ld  re lease a l l  AAs  establ ished .  Us ing  the  RLRQ/RLRE 
APDUs a l lows  to  re lease  confi rmed  AAs  in  a  selective  way;  

•  i n  the  TCP-UDP/IP  based  profi l e,  i t  i s  a l l owed  to  establ ish  both  confi rmed  and  
unconfi rmed  AAs  on  the  connection less  UDP transport l ayer.  The  on l y way to  re lease  
such  associations  i s  the  use  of the  RLRQ/RLRE services.  

NOTE  I n  fact,  us i ng  the  RLRQ/RLRE  APDUs  i s  speci fied  as  optional  on ly to  keep  backward  compatibi l i ty wi th  the  
previ ous  vers ion  of the  Appl ication  Layer standard  ( I EC 620056-53:  2002),  wh ich  d i d  not  i ncl ude  th is  possibi l i ty.  
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B.3.6.3  Service parameters  of the  COSEM-OPEN/RELEASE/ABORT services  

The optional  User_I nformation  parameters  of the  COSEM-OPEN/RELEASE services  are  not 
supported  i n  th is  commun ication  profi l e.  

B.3.6.4  xDLMS data  communication  service related  i ssues/constraints  

B.3.6.4.1  Cl i ent/Server type services  

No speci fic  features/constraints  appl y re lated  to  the  use  of Cl i en t/Server type  services.  

B.3.6.4.2  The  EventNoti fication  Service and  the  Trigger_EventNotification_Send ing  
service 

As i n  th is  profi l e  both  the  TCP and  UDP profi l e  a l l ows  send ing  data  in  an  unsol ici ted  manner,  
the  Trigger_EventNoti fication_Send ing  service  is  not used .  

The  EVENT-NOTIFICATION-Request APDU  may be  sent e i ther us ing  the  connection less  data  
services  of the  COSEM  UDP based  transport l ayer or by the  connection-oriented  data  
services  of the  COSEM  TCP based  transport l ayer.  I n  th is  case,  a  TCP connection  has  to  be  
bu i l t  fi rst by the  TCP Connection  Manager process.  

The  optional  Appl ication_Addresses  parameter is  present on l y when  the  Event 
Noti fication . request service  i s  i nvoked  outs ide  an  establ ished  AA.  

B.3.6.5  Transporting  long  messages  

The use  of the  length  bytes  i n  the  COSEM  TCP-UDP transport l ayer wrapper e lement a l lows  
send ing  long  messages  i n  a  transparen t way to  the  appl ication  layer.  However,  confi rmation  
of reception  of the  i nd ividual  fragments  i s  not provided .  

B.3.6.6  Mu lti -drop configuration  

Among  many other possibi l i ti es ,  the  TCP-UDP/IP  communication  can  be  used  over seria l  
connection  l i nks,  l i ke  the  PSTN .  I n  th is  case,  the  data  l i nk l ayer protocol  to  be  used  is  the  
PPP (Poin t-to-Poin t)  protocol .  

However,  mu l ti -drop  configurations  i n  th is  profi l e  are  not supported ,  because  wi th  using  PPP,  
addressing  i s  not avai l able.  Therefore,  a  mechanism  of avoid ing  a  col l i s ion  on  the  l og ical  bus  
is  not avai lable.  

B.3.6.7  Al lowing  the  COSEM  Server to  establ ish  the  TCP connection  

I n  COSEM,  supporti ng  l ayer connections  are  general l y establ ished  during  the  appl ication  
establ ishment fol lowing  the  i nvocation  of the  COSEM-OPEN . request service  by the  cl i en t AP 
(the  phys ical  layer connection  must be  al ready establ ished  before  i nvoking  the  COSEM-
OPEN. request service) .  Therefore,  l i nking  the  process  of establ ish ing  an  AA and  connecting  
the  supporti ng  l ayer i s  j ust natural .  

However,  i n  some cases  i t  wou ld  be  usefu l  i f the  server cou ld  a lso  i n i tiate  the  connection  of 
the  TCP layer.  Th is  i s  particu larl y i n teresting  i n  the  TCP-UDP/IP  based  profi le  in  the  case,  
when  the  server does  not have  a  publ ic I P  address.  I n  th is  case,  as  the  Cl i en t does  not “see”  
the  physical  device  hosti ng  the  server,  i t  i s  not  able  to  establ ish  the  requ ired  TCP l ayer 
connection .  

I n  order to  a l low the  server to  establ ish  the  TCP  layer connection ,  the  server s i de  COSEM  
TCP l ayer provides  a lso  TCP-CONNECT. request and .confi rm  services  (and  the  Cl i en t s i de  
COSEM  TCP layer provides  a lso  the  TCP-CONNECT. ind ication  and . response services).  
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NOTE  These  services  are  not  used  by the  COSEM  Appl i cation  Layer,  bu t  d i rectl y by the  Server (and  Cl i en t)  s i de  
TCP  connection  manager.  

B.3.6.8  The  COSEM  TCP-UDP/IP  profi le  and  real -world  IP  networks  

This  standard  and  I EC  62056-47  speci fy a l l  COSEM  speci fic e l ements  necessary to  use  
COSEM  over the  I n ternet,  us ing  the  COSEM  TCP-UDP/IP  based  profi l e.  

On  real  I n ternet networks,  there  are  other e lements,  wh ich  need  to  be  considered .  

For example,  i n  th is  standard  i t  i s  speci fied ,  that phys ical  devices  hosting  COSEM  APs  are  
i denti fied  wi th  an  I P  address,  bu t i t  i s  not  speci fied ,  how to  obtain  such  an  IP  address.  

As  these e lements  are  not  speci fic  to  COSEM,  they are  not i n  the  scope of th is  standard .  
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Annex C   
(informative)  

 
AARQ and  AARE encoding  examples   

 

C.1  General  

This  annex contains  examples  of encod ing  the  AARQ and  AARE APDUs,  i n  cases  of using  
various  l evels  of au thentication  and  i n  cases  of success  and  fa i lu re.  

I n  COSEM,  the  AARQ and  AARE  APDUs  (see page  The  ACSE APDUs90)  shal l  be  encoded  i n  
BER ( I SO/IEC 8825).  I n  the  user- i nformation  fie l d ,  they conta in  the  xDLMS 
I n i ti ate.Request/.Response or DLMS  Confi rmedServiceError PDUs respectivel y,  encoded  i n  
A-XDR as  OCTETSTRING.  

C.2  Encoding  the xDLMS-Ini tiate.request PDU  

Firstl y,  the  xDLMS-I n i ti ate. request PDU.  I t  i s  speci fi ed  as  fol l ows:  

xDLMS-I n i ti ate. request: :  =  SEQUENCE  
{  
ded icated -key    OCTET STRING  OPTIONAL ,  
response-al l owed    BOOLEAN  DEFAULT TRUE ,  
proposed-qual i ty-of-service   [0 ]  IMPLICIT I n teger8  OPTIONAL ,  
proposed-d lms-version-number Unsigned8,  
proposed-conformance   Conformance,  
cl ien t-max-receive-pdu-s ize   Unsigned1 6  
}  

where  the  proposed-conformance parameter holds  the  COSEM  conformance b lock proposed  
by the  cl i ent,  as  i t  i s  speci fied  i n  8. 5.  

Supposing  that the  cl i ent wou ld  l i ke  to  bu i l d  the  AA wi th  the  fol lowing  xDLMS context:  

•  no  ciphering  is  used  ( the  OPTIONAL ded icated-key i s  not present);  

•  response-al lowed  =  TRUE ( i t  holds  the  defau l t va lue) ;  

•  no  proposed-qual i ty-of-service  ( the  OPTIONAL proposed-qual i ty-of-service  parameter is  
not present);  

•  the  proposed-d lms-version-number is  6  (xDLMS);  

•  the  proposed-conformance – proposing  a l l  possib le  services  and  specia l  features  for both  
LN  and  SN  referencing  – i s  the  fol lowing :  
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LN  0  0  0  0  0  0  0  0  0  1  1  1  1  1  1  0  0  0  0  1  1  1  1  1  00  7E  1 F  

SN  0  0  0  1  1  1  0  0  0  0  0  0  0  0  1  1  0  0  1  0  0  0  0  0  1 C  03  20  

The mean ing  of th is  conformance b lock for LN  referencing  i s :  

•  Attibu te_0  referencing  wi th  SET is  not supported   (B i t_08)  

•  Priori ty Management is  supported     (B i t_09)  

•  Attibu te_0  referencing  wi th  GET is  supported   (B i t_1 0)  

•  B lock Transfer wi th  the  GET service  is  supported   (B i t_1 1 )  
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•  B lock Transfer wi th  the  SET service  is  supported   (B i t_1 2)  

•  B lock Transfer wi th  the  ACTION  service  is  supported  (B i t_1 3)  

•  Mu l tip le  references  are  supported     (B i t_1 4)  

•  Al l  LN  services  (GET,  SET,  ACTION ,   
EVENT NOTIFICATION)  are  supported     (B i t_1 9,  20,  22 ,  23)  

•  Selective  Access  feature  i s  supported    (B i t_21 )  

The  mean ing  of th is  conformance b lock for SN  referencing  i s :  

•  a l l  SN  services  (READ,  WRITE,  UNCONFIRMED  WRITE  
( i n formation  report))  are  supported      (B i t_03,  04,  05,  1 5)  

•  mu l tip le  references  are  supported     (B i t_1 4)  

•  Parametrized_access  is  supported     (B i t_1 8)  
 

•  The  cl ien t-max-receive-pdu-s ize  is  1 200D  =  0x4B0.  

With  these  parameters,  the  A-XDR encod ing  for the  xDLMS-I n i ti ate. request PDU:  

-- A-XDR encoding the xDLMS-Initiate. request PDU 
01  // encod ing  the  tag  (expl i ci t  tag)  of the  DLMS  PDU  CHOICE ( I n i tiateRequest)  
-- encoding the dedicated-key component (OPTIONAL,  not present)  
 00  // usage  fl ag  for the  ded icated-key component (FALSE,  not present)  
-- encoding the response-allowed component (TRUE,  default value)  
  00  // usage  flag  for the  response-al lowed  component (FALSE,  defau l t  va lue  conveyed)  
-- encoding the proposed-quality-of-service component (OPTIONAL,  not present)  
   00  // usage  flag  for the  proposed-qual i ty-of-service  component (FALSE,  not present)  
-- encoding the proposed-dlms-version-number component (Unsigned8,  value=6)  
    06  // the  A-XDR encod ing  of an  Unsigned8  is  i ts  va lue  
-- encoding the Conformance block [APPLICATION 31 ] IMPLICIT BITSTRING (SIZE(24))  
5F 1 F  // encod ing  the  [APPLICATION  31 ]  tag  (ASN. 1  expl ici t  tag)  
 04  // encod ing  the  l eng th  of the  'contents '  fi e l d  i n  octet (4)  
  00  // encod ing  of the  number of unused  b i ts  i n  the  fi nal  octet  of the  BITSTRING  
 
IMPORTANT For compl iance  wi th  exi sti ng  implementati ons,  encod ing  of the  [Appl i cation  31 ]  tag  on  one  byte  

(5F)  i nstead  of two  bytes  (5F  1 F)  i s  accepted  when  the  3-l ayer,  connection -oriented ,  HDLC based  profi l e  i s  used .  

 

LN  referencing  SN  referencing  

00  7E  1 F   //  encod ing  of the  fi xed  l ength  b i tstri ng  val ue  1 C  03  20   //  encod ing  of the  fi xed  l eng th  b i tstri ng  val ue  

 
-- encoding the  client-max-receive-pdu-size component (Unsigned16,  value=0x4B0)  
04  B0  //  the  A-XDR encod ing  of an  Unsigned1 6  i s  i ts  value  

Therefore,  the  A-XDR encod ing  of the  xDLMS-I n i tiate. request PDU,  wi th  the  g i ven  
parameters,  resu l ts  i n  the  fol l owing  octet sequence:  

LN  referencing  SN  referencing  

01  00  00  00  06  5F  1 F  04  00  00  7E  1 F  04  B0  01  00  00  00  06  5F  1 F  04   00  1 C  03  20  04  B0  

This  octet sequence shal l  be  inserted  i n to  the  user- i nformation  fie ld  of the  AARQ APDU  as  an  
OCTET STRING.  

C.3  Encoding  the AARQ APDU  not using  the ACSE securi ty mechanism 

For ACSE use,  suppose  that the  cl i ent wou ld  l ike  to  bu i l d  the  AA wi th  the  fol lowing  appl ication  
con text:  

•  protocol -vers ion  i s  the  defau l t  ACSE vers ion ;  

•  appl ication-context-name:  
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{jo i n t- i so-cci tt(2)  country(1 6)  country-name(756)  
i den ti fi ed -organ i zati on (5)  DLMS-UA(8)  appl i cation -
con text(1 )  context_i d (1 )}  

{ j o i n t- i so-cci tt(2)  country(1 6)  coun try-name(756)  
i denti fi ed -organ i zati on (5)  DLMS-UA(8)  appl i cation -
con text(1 )  context_i d (2)}  

•  no  au then tication  is  used :  nei ther the  mechan ism-name,  nor the  cal l i ng -au thentication-
value  is  present;  

•  no  implementation- information  is  i ncluded .  

The (BER)  encod ing  of the  AARQ APDU ,  correspond ing  to  these  parameters  i s  as  fol l ows:  

-- BER encoding the AARQ APDU 
60  // encod ing  the  tag  for the  AARQ APDU  ([APPLICATION  0] ,  Appl i cation )  
 1 D  //  encod ing  of the  l eng th  of the  AARQ’s  con ten t’ s  fi e l d  (29  octets)  
-- no encoding for the protocol version,  thus it is considered with  its DEFAULT value  
 
--  encoding the  application-context-name component  (tagged component [1 ])  
  A1  //  encod ing  the  tag  for the  appl i cation-con text-name  component ( [1 ] ,  Con text-speci fic)  
   09  //  encod ing  of the  l ength  of the  tagged  component’s  val ue  fi e l d  
 
-- encoding the  application-context-name component  (OBJECT IDENTIFIER)  
    06  //  encod ing  the  choice  for appl ication -con text-name   (OBJECT IDENTIF IER,  Un i versal )  
     07    //  encod ing  of the  l eng th  of the  Object I den ti fier’ s  va lue  fi e l d  (7  octets)  
 

//  encod ing  of the  value  of the  Object I den ti fi er30  
 

LN  referencing  SN  referencing  

60  85  74  05  08  01  01  60  85  74  05  08  01  02  

 
-- encoding the  user-information field component (tagged component,  [30])  
BE  //  encod ing  the  tag  for the  u ser-i n formation  fi e l d  component ( [30] ,  Con text-speci fic)  
 1 0  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d .  
 
-- encoding the  user-information field component (OCTET STRING)  
  04  //  encod ing  the  choice  for u ser-i n formation  (OCTET STRING,  Un i versal )  
    0E  //  encod ing  of the  l eng th  of the  OCTET STRING’s  value  fi e ld  (1 4  octets)  
 

//  Here  i s  the  octet sequence  of the  xDLMS-I n i ti a te. request PDU:  
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01  00  00  00  06  5F  1 F  04  00  00  7E  1 F  04  B0  01  00  00  00  06  5F  1 F   04  00  1 C  03  20  04  B0  

Therefore,  the  complete  encod ing  for an  AARQ APDU,  wi th  the  g i ven  parameters  is  as  fo l lows  
(a l l  values  are  i n  hexadecimals) :  

LN  referencing  SN  referencing  

AARQ-pdu  =  [  60  1 D  A1  09  06  07  60  85  74  05  08  01  01  
BE  1 0  04  0E  01  00  00  00  06  5F  1 F  04  00  00  7E  1 F  04  
B0  ]  

AARQ-pdu  =  [  60  1 D  A1  09  06  07  60  85  74  05  08  01  02  
BE  1 0  04  0E  01  00  00  00  06  5F  1 F  04  00  1 C  03  20  04  
B0  ]  

 

——————— 

30  BER Encod i ng  for Object  I d enti fi er i s  a  packed  sequence  of numbers  representi ng  the  arc  l abel s .  Each  
number – except  the  fi rst  two,  wh ich  are  combined  i n to  one  – i s  represented  as  a  seri es  of octets ,  wi th  7  b i ts  
being  used  from  each  octet  and  the  most s i gn i fi can t b i t  i s  set  to  1  i n  a l l  bu t  the  l ast  octet.  The  fewest poss ible  
number of octets  must be  used .  

 For the  case  of the  Object  I denti fer of th i s  example  (2 , 1 6, 756, 5, 8, 1 , 1 ) ,  the  fi rst  octet  of the  encod ing  i s  the  
combination  of the  fi rst  two  numbers  i n to  a  s i ng le  number,  fo l l owi ng  the  ru le  of 40*Fi rst+Second  ->  40*2  +  1 6  
=  96  =  0x60.  The  th i rd  n umber of the  Obj ect  I den ti fi er (756)  requ i res  two  octets:  i ts  hexadecimal  va l ue  i s  
0x2F4,  wh ich  i s  0000001 0  1 1 1 1 01 00,  bu t  fo l l owing  the  above  ru l e,  the  MSB  of the  second  octet  must be  set  
to  0 ,  thus  th i s  MSB  shou ld  be  sh i fted  i n to  the  fi rst  octet,  and  to  set  the  MSB  of the  fi rst  octet  to  1 ,  wh ich  g i ves  
b i nary 1 00001 01  01 1 1 01 00,  wh ich  i s  0x8574.  Each  remain ing  number of the  Ob ject  I denti fi er requ i red  to  be  
encoded  on  one  octet  resu l ts  i n  the  above  60  85  74  05  08  01  01  encod i ng .  
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C.4 Encoding  the AARQ APDU  using  low level  authentication  

The cod ing  i s  as  i n  the  above example  of C lause  C. 33,  wi th  the  on l y d i fference of three  
add i ti onal  fi elds  that have  to  be  encoded .  These  fi elds  are:  

•  sender-acse-requ irements:  i nd icating  that the  ACSE functional  un i t i s  se lected ;  

•  mechan ism-name:  defau l t-COSEM-low-level -securi ty-mechan ism-name 
{joint-iso-cci tt(2)  country(1 6)  country-name(756)  identi fi ed-organ ization(5)  DLMS-
UA(8)  authentication_mechanism_name(2)  mechan ism_id(1 )};  

•  ca l l i ng-au thentication-value:  a  Graph icStri ng  con tain ing  the  password  (assumed  to  be  
“1 2345678”).  

 
NOTE  These  three  fi e l ds  are  coded  immed iatel y before  the  user-i n formation -fi el d .  

--encoding the sender-acse-requirements field component (tagged component,  [10] )  

8A // encod ing  the  tag  for the  acse-requ irements  fie ld  component ( [1 0] ,  IMPLICIT),  
               Con text-speci fic 
  02  // encod ing  of the  length  of the  tagged  component’ s  value  fi e ld .  
-- encoding the sender-acse-requirements component (ACSE-requirements::= BIT STRING)  
   07  // encod ing  the  number of unused  bi ts  i n  the  last byte  of the  BIT  STRING  
    80  //  encod ing  of the  au then tication  functional  un i t  (0)  
 

NOTE  The  number of b i ts  coded  may vary from  cl i en t  to  cl i en t,  bu t  wi th i n  the  COSEM  envi ronment,  on l y b i t  0  set  
to  1  ( i nd icati ng  the  requ i remen t  of the  au thenti cati on  functional  un i t)  i s  to  be  respected .  

-- encoding the mechanism-name component (tagged component [11 ])  
8B  // encod ing  the  tag  for the  mechan ism-name component ( [1 1 ] ,  IMPLICIT),  
                Context-speci fic 
 07  // encod ing  of the  length  of the  tagged  component’ s  value  fi e ld  
-- encoding of the value of the Object Identifier 
  60  85  74  05  08  02  01  
-- encoding the calling-authentication-value component (tagged component [12])  
AC // encod ing  the  tag  for the  cal l ing-au thentication-value  component ( [1 2] ,  Context-
speci fic)  
 0A // encod ing  of the  length  of the  tagged  component’ s  value  fi e ld  
-- encoding the calling-authentication-value component (Authentication-information::= 
CHOICE)  
   80  // encod ing  the  choice  for Authen tication- information  (charstring  [0 ]  IMPLICIT 
Graph icStri ng)  
    08  // encod ing  of the  length  of the  Authen tication- information ’s  value  fi e ld  (8  octets)  
-- encoding of the value of the Password (GraphicString “12345678”)  
     31  32  33  34  35  36  37  38  

Therefore,  the  complete  encod ing  for an  AARQ APDU,  wi th  the  g iven  parameters  is  as  fo l lows  
(a l l  values  are  i n  hexadecimals) :  

LN  referencing  SN  referencing  

AARQ-pdu  =  [  60  36  A1  09  06  07  60  85  74  05  08  01  01  
8A 02  07  80  8B  07  60  85  74  05  08  02  01  AC 0A 80  08  
31  32  33  34  35  36  37  38  BE  1 0  04  0E  01  00  00  00  06  
5F  1 F  04  00  00  7E  1 F  04  B0  ]  

AARQ-pdu  =  [  60  36  A1  09  06  07  60  85  74  05  08  01  02  
8A 02  07  80  8B  07  60  85  74  05  08  02  01  AC 0A 80  08  
31  32  33  34  35  36  37  38  BE  1 0  04  0E  01  00  00  00  06  
5F  1 F  04  00  1 C  03  20  04  B0  ]  
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C.5 Encoding  the AARQ APDU  using  h igh-level  authentication  

The cod ing  is  as  i n  the  above  example  of Clause  C. 44,  wi th  the  on l y d i fference  i n  the  con ten t 
of the  two  fie lds:  

•  mechan ism-name:  defau l t-COSEM-h igh- level -securi ty-mechan ism-name;  

•  ca l l i ng-au thentication-value:  assumed  no  cl i en t-to-server chal l enge  requested .  
-- encoding the  mechanism-name component (tagged component [11 ])  
8B  //  encod ing  the  tag  for the  mechan ism-name component ( [1 1 ] ,  I MPLICI T,  Con text-speci fi c)  
 07  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
-- encoding of the value of the Object Identifier (default-COSEM-high-level-security-mechanism-name)  
  60  85  74  05  08  02  02  
-- encoding the  calling-authentication-value component  (tagged component [12])  
AC // encod ing  the  tag  for the  cal l i ng -au then tication -value  component ( [1 2 ] ,  Con text-speci fi c)  
 02  //  encod ing  of the  l ength  of the  tagged  component’s  val ue  fi e ld  
-- encoding the  calling-authentication-value component  (Authentication-information::= CHOICE)  
   80  //  encod ing  the  choice  for Au then tication -i n formation  (charstri ng  [0 ]  I MPLICI T Graph icString )  
    00  //  encod ing  of the  l ength  of the  Au then tication -i n formati on ’s  value  fi e l d  (8  octets)  
-- encoding of the value of the Password (GraphicString)  
         //  as  the  stri ng  i s  empty,  no  cod ing  needed  

Therefore,  the  complete  encod ing  for an  AARQ APDU,  wi th  the  g i ven  parameters  is  as  fo l lows  
(a l l  values  are  i n  hexadecimals) :  
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AARQ-pdu  =  [  60  2E  A1  09  06  07  60  85  74  05  08  01  01  
8A 02  07  80  8B  07  60  85  74  05  08  02  02  AC 02  80  00  
BE  1 0  04  0E  01  00  00  00  06  5F  1 F  04  00  00  7E  1 F  04  
B0  ]  

AARQ-pdu  =  [  60  2E  A1  09  06  07  60  85  74  05  08  01  02  
8A 02  07  80  8B  07  60  85  74  05  08  02  02  AC 02  80  00  
BE  1 0  04  0E  01  00  00  00  06  5F  1 F  04  00  1 C  03  20  04  
B0  ]  

C.6  Encoding  the AARE APDU,  case of success  

Recal l  the  ASN. 1  speci fication  of the  AARE APDU:  

AARE-apdu : : =  [APPLICATION  1 ]  I MPLICI T SEQUENCE  
{  
protocol -version    [0 ]  IMPLICIT BIT STRING  {version1  (0)  }  DEFAULT  {version1 },  
appl i cation -con text-name  [1 ]  Appl ication -con text-name,  
resu l t     [2 ]  Association -resu l t,  
resu l t-source-d iagnostic   [3 ]  Associate-source-d iagnostic,  
respond ing-AP-ti tl e   [4 ]  AP-ti tl e  OPTIONAL ,  
respond ing-AE-qual i fi er  [5 ]  AE-qual i fi er OPTIONAL ,  
respond ing-AP-invocation-i d  [6 ]  AP-invocation-i den ti fi er OPTIONAL ,  
respond ing-AE-invocation-i d  [7 ]  AE-invocation-iden ti fi er OPTIONAL ,  

-- The following field shall not be  present if only the Kernel is used.  
responder-acse-requ i remen ts  [8]  IMPLICIT  ACSE-requ i rements  OPTIONAL ,  
-- The following field shall only be present if the authentication functional unit is selected.  
mechan ism-name  [9 ]  I MPLICI T Mechan ism-name OPTIONAL ,  
-- The following field shall only be present if the authentication functional unit is selected.  
respond ing-au thentication -value  [1 0]  EXPLICI T Au then tication-value  OPTIONAL ,  
implementation -i n formation  [29]  I MPLICI T Implementati on-data  OPTIONAL ,  
u ser- i n formation    [30]  I MPLICI T Association -i n formation  OPTIONAL  

}  

I n  COSEM,  th is  APDU  shal l  be  encoded  in  BER,  and  the  user- i nformation  fi e ld  con tains  an  A-
XDR encoded  xDLMS-I n i ti ate. response  PDU  as  OCTETSTRING.  
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C.7  Encoding  the xDLMS-Ini tiate. response PDU  

The xDLMS-I n i tiate. response  i s  speci fi ed  as  fol l ows:  

xDLMS-I n i tiate. response: :  =  SEQUENCE 
{  

negotiated-qual i ty-of-service   [0 ]  I MPLICI T I n teger8  OPTIONAL,  
negotiated -d lms-version -number  Unsigned8,  
negotiated -conformance    Conformance,  
server-max-recei ve-pdu -size   Unsigned1 6,  
vaa-name     ObjectName 

}  

where the  ObjectName type  is  speci fi ed  as  ObjectName: : =  Unsigned1 6,  and  the  negotiated-
conformance  parameter con tains  the  xDLMS services  and  features  supported  by the  server.  

Supposing  that the  server accepts  the  proposed  AA wi th in  the  fol l owing  xDLMS  context:  

•  no  negotiated-qual i ty-of-service  ( the  OPTIONAL proposed-qual i ty-of-service  parameter i s  
not present);  

•  the  negotiated  DLMS  version  number is  6  (xDLMS);  

•  the  accepted  xDLMS conformance b lock – wh ich  ind icates  the  accepted  services  and  
specia l  features  for both  LN  and  SN  referencing  – shal l  be  as  fol lows:  
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LN  0  0  0  0  0  0  0  0  0  1  0  1  0  0  0  0  0  0  0  1  1  1  1  1  00  50  1 F  

SN  0  0  0  1  1  1  0  0  0  0  0  0  0  0  1  1  0  0  1  0  0  0  0  0  1 C  03  20  

 

The  mean ing  of th is  conformance b lock for LN  referencing  i s :  

Attibu te_0  referencing  wi th  SET i s  not supported   (B i t_08)  
Priori ty Management  i s  supported    (B i t_09)  
Atti bu te_0  referencing  wi th  GET i s  not supported   (B i t_1 0)  
B lock Transfer wi th  the  GET service  i s  supported   (B i t_1 1 )  
B lock Transfer wi th  the  SET service  i s  not supported  (B i t_1 2)  
B lock Transfer wi th  the  ACTION  service  i s  not supported  (B i t_1 3)  
Mu l ti p le  references  are  not supported    (B i t_1 4)  
Al l  LN  services  (GET,  SET,  ACTION ,   
EVENT NOTI FICATION)  are  supported    (B i t_1 9,  20 ,  22 ,  23)  
Selecti ve  Access  featu re  i s  supported    (B i t_21 )  

For SN  referencing  the  mean ing  is  as  fo l l ows:  

Al l  SN  services  (READ,  WRITE,  UNCONFIRMED WRITE   
( I n formation  Report))  are  supported    (B i t_03,  04 ,  05,  1 5)  
Mu l ti p le  references  are  supported    (B i t_1 4)  
Parametri zed_access  i s  supported    (B i t_1 8)  

 

•  the  server-max-receive-pdu-s ize  is  500D  =  0x1 F4;  

•  vaa-name.  
 

LN  referencing  SN  referencing  

A dummy VAA name  (0x0007)  i s  ass igned  to  th i s  
association .  

The  fi xed  Short  Name of the  standard  association  SN  
(0xFA00)  i s  retu rned .  
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The  A-XDR encod ing  of the  xDLMS-I n i tiate. response PDU  wi th  these  parameters  i s  as  
fol l ows:  

-- A-XDR encoding the xDLMS-Initiate. response PDU 
08  // encod ing  the  tag  (expl ici t  tag )  of the  DLMS  PDU  CHOICE  ( I n i ti ateResponse)  
-- encoding the  negotiated-quality-of-service component (OPTIONAL,  not present)  
 00  //  u sage  fl ag  for the  negotia ted -qual i ty-of-service  component (FALSE,  not present)  
-- encoding of the negotiated-dlms-version-number component (Unsigned8,  value=6)  
  06  //  the  A-XDR encod ing  of an  Unsigned8  i s  i ts  va lue  
-- encoding the  conformance block [APPLICATION 31 ] IMPLICIT BITSTRING (SIZE(24))  
   5F  1 F  //  encod ing  the  [APPLICATION  31 ]  tag  (ASN . 1  expl i ci t  tag )  
    04  //  encod ing  the  l eng th  of the  'conten ts '  fi e l d  i n  octet (4 )  
     00  //  encod ing  of the  number of unused  bi ts  i n  the  fi nal  octet of the  b i tstri ng  
 

//  encod ing  of the  fi xed  l eng th  B I TSTRING  val ue  
 

LN  referencing  SN  referencing  

00  50  1 F  1 C  03  20  

 
--  encoding the  server-max-receive-pdu-size component (Unsigned16,  value=0x01F4)  
01  F4  //  the  A-XDR encod ing  of an  Unsigned1 6  i s  i ts  va lue  
 
-- encoding the  VAA-Name component (Unsigned16,  value=0x0007 for LN and FA  00 for SN)  
 //  the  A-XDR encod ing  of an  Unsigned1 6  i s  i ts  va lue  
 

LN  referencing  SN  referencing  

00  07  FA 00  

Thus,  the  A-XDR encod ing  of the  xDLMS-I n i tiate. response PDU ,  wi th  the  above parameters,  
resu l ts  i n  the  fol lowing  octet sequence:  

LN  referencing  SN  referencing  

08  00  06  5F  1 F  04  00  00  50  1 F  01  F4  00  07  08  00  06  5F  1 F  04  00  1 C  03  20  01  F4  FA 00  

This  octet sequence shal l  be  inserted  in to  the  user-information  fi e ld  of the  AARE APDU  as  an  
OCTET STRING.  

C.8  Encoding  the AARE APDU  not using  securi ty or using  low level  securi ty 

For ACSE  use,  supposing  that the  server accepts  the  proposed  AA wi th in  the  fol lowing  
appl ication  context:  

•  protocol -vers ion  i s  the  defau l t  ACSE vers ion ;  

•  appl ication-context-name:  
 

LN  referencing  SN  referencing  

{jo i n t- i so-cci tt(2)  country(1 6)  country-name(756)  
i den ti fi ed -organ i zati on (5)  DLMS-UA(8)  appl i cation -
con text(1 )  context_i d (1 )}  

{ j o i n t-i so-cci tt(2 )  coun try(1 6)  coun try-name(756)  
i denti fi ed -organ i zati on (5)  DLMS-UA(8)  appl i cation -
con text(1 )  context_i d (2)}  

 

•  no  add i ti onal  au thentication  is  used  ( low l evel  au then tication  or wi thou t au thentication):  
ne i ther the  mechan ism-name,  nor the  cal l ing-au then tication-value  are  present;  

•  no  implementation- information  is  i ncluded .  

The  (BER)  encod ing  of the  AARE PDU,  correspond ing  to  these  parameters  i s  as  fo l l ows:  

-- BER encoding the AARE APDU 

61  //  encod ing  the  tag  for the  AARE-pdu  ( [APPLICATION  1 ] ,  Appl ication)  
 29  //  encod ing  of the  l eng th  of the  AARE’s  con ten t’ s  fi e l d  (41  octets)  

//  no  encod ing  for the  protocol  version ,  thus  i t  i s  considered  wi th  i ts  DEFAULT value  
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-- encoding the  application-context-name component (tagged component [1 ])  
A1  // encod ing  the  tag  for the  appl i cation -con text-name  component ([1 ] ,  Con text-speci fi c )  
 09  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
-- encoding the  application-context-name component  (OBJECT IDENTIFIER)  
   06  //  encod ing  the  choice  for appl i cation -con text-name   (OBJECT IDENTIF IER,  Un i versal )  
    07  //  encod ing  of the  l ength  of the  Object I den ti fi er’ s  va lue  fi e l d  (7  octets)  
 
//  encod ing  of the  value  of the  Object I denti fier 
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60  85  74  05  08  01  01  60  85  74  05  08  01  02  

 
-- encoding the  tag & length  for the result component (tagged component [2] )  
A2  //  encod ing  the  tag  &  l eng th  for the  resu l t  component ( [2 ] ,  Con text-speci fic )  
 03  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
 
-- encoding the  result-component  (INTEGER)  
  02  //  encod ing  the  choice  for resu l t   ( I NTEGER,  Un i versal )  
   01  //  encod ing  of the  l eng th  of the  resu l t’ s  value  fi e ld  (1  octets)  
    00  //  encod ing  of the  value  of the  Resu l t  (0 ,  accepted )  
 
-- encoding the  resu l t-source-d iagnostic  (tagged component [3])  
A3 //  encod ing  the  tag  for the  resu l t-source-d iagnostic component ( [3 ] ,  Con text-speci fi c )  
 05  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
  A1  //  encod ing  the  tag  for the  acse-service-user CHOICE  (1 )  
   03  //  encod ing  of the  l ength  of the  tagged  component’s  val ue  fi e l d  
-- encoding the  result-source-diagnostics component  (INTEGER)  
    02  //  encod ing  the  choice  for resu l t-source-d iagnostics   ( I NTEGER,  Un i versal )  
     01  //  encod ing  of the  l eng th  of the  value  fie l d  (1  octets)  
      00  //  encod ing  of the  value:  0 ,  no  d iagnostics  provided .  
 
-- encoding the  user-information field component (tagged component,  [30])  
BE  //  encod ing  the  tag  for the  u ser- in formation  fi e ld  component ( [30] ,  Con text-speci fic )  
 1 0  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  

-- encoding the  user-information field component (OCTET STRING)  
  04  //  encod ing  the  choice  for u ser- i n formation   (OCTET STRING,  Un i versal )  
   0E  //  encod ing  of the  l eng th  of the  OCTET STRING’s  value  fie l d  (1 4  octets  )  
 
//  Here is the octet sequence of the xDLMS-Initiate. response PDU  
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08  00  06  5F  1 F  04  00  00  50  1 F  01  F4  00  07  08  00  06  5F  1 F  04  00  1 C  03  20  01  F4  FA 00  

Therefore,  the  complete  encod ing  for an  AARE APDU,  wi th  the  g i ven  parameters  i s  as  fo l lows  
(a l l  values  are  i n  hexadecimals) :  
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AARE-pdu  =  [  61  29  A1  09  06  07  60  85  74  05  08  01  01  
A2  03  02  01  00  A3  05  A1  03  02  01  00  BE  1 0  04  0E  08  
00  06  5F  1 F  04  00  00  50  1 F  01  F4  00  07  ]  

AARE-pdu  =  [  61  29  A1  09  06  07  60  85  74  05  08  01  02  
A2  03  02  01  00  A3  05  A1  03  02  01  00  BE  1 0  04  0E  08  
00  06  5F  1 F  04  00  1 C  03  20  01  F4  FA 00  ]  

 

C.9  Encoding  the AARE APDU  using  h igh  level  securi ty 

The cod ing  i s  as  i n  the  above  example  of Clause  C. 88,  wi th  the  fol lowing  d i fferences:  

a)  three  add i ti onal  fi e lds  that have  to  be  coded :  

•  responder-acse-requ i rements:  ind icati ng  that the  ACSE  functional  un i t  i s  se lected ;  

•  mechan ism-name:  defau l t-COSEM-h igh- level -securi ty-mechan ism-name 
{joint-iso-cci tt(2)  country(1 6)  country-name(756)  identi fi ed-organ ization(5)  DLMS-
UA(8)  authentication_mechanism_name(2)  mechan ism_id(2)};  

•  respond ing-au thentication-value:  A Graph icString  con tain ing  the  server-to-cl ien t chal lenge  
(assumed  to  be  “P6wRJ21 ”) ;  
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b)  i n  resu l t-source-d iagnostic  the  value  is  set to  “authen tication-requ ired ”  to  reflect  the  
add i ti onal  authentication  step  needed .  

NOTE  The  th ree  add i ti onal  fi e l ds  are  coded  immed iately before  the  user-i n formation-fi e l d .  

-- encoding the responder-acse-requirements field component (tagged component,  [8])  
88  // encod ing  the  tag  for the  acse-requ irements  fie l d  component ( [8] ,  IMPLICIT,  
              Context-speci fic)  
 02  // encod ing  of the  length  of the  tagged  component’ s  value  fi e ld .  
-- encoding the responder-acse-requirements component (ACSE-requirements::=  BIT 
STRING)  
   07  // encod ing  the  number of unused  bi ts  i n  the  last byte  of the  BIT  STRING  
    80  //  encod ing  of the  au then tication  functional  un i t  (0)  
-- encoding the mechanism-name component (tagged component [9])  
89  // encod ing  the  tag  for the  mechan ism-name component ( [9] ,  IMPLICIT,  
              Context-speci fic)  
 07  // encod ing  of the  length  of the  tagged  component’ s  value  fi e ld  
-- encoding of the value of the Object Identifier (default-COSEM-high-level-security-
mechanism-name)  
  60  85  74  05  08  02  02  
-- encoding the responding-authentication-value component (tagged component [10])  
AA // encod ing  the  tag  for the  respond ing-authentication-value  component ([1 0] ,  Con text-
speci fic)  
 0A // encod ing  of the  length  of the  tagged  component’ s  value  fi e ld  
-- encoding the responding-authentication-value component (Authentication-information::= 
CHOICE)  
   80  //  encod ing  the  choice  for Au thentication- i nformation  (charstring  [0]  IMPLICIT 
Graph icStri ng)  
   08  // encod ing  of the  length  of the  Authen tication- information ’s  value  fi e ld  (8  octets)  
-- encoding of the value of the Password (GraphicString)  
    50  36  77  52  4A 32  31  

The  resu l t-source-d iagnostic  i s  coded  as  fol lows:  

-- encoding the result-source-diagnostic (tagged component [3])  
A3  // encod ing  the  tag  for the  resu l t-source-d iagnostics  component ( [3] ,  Context-speci fic  )  
 05  // encod ing  of the  length  of the  tagged  component’ s  value  fi e ld  
  A1  // encod ing  the  tag  for the  acse-service-user CHOICE (1 )  
   03  // encod ing  of the  length  of the  tagged  component’ s  value  fi e ld  
-- encoding the result-source-diagnostics component (INTEGER)  
    02  // encod ing  the  choice  for resu l t-source-d iagnostics  ( INTEGER,  Un iversal )  
     01  // encod ing  of the  length  of the  value  fie l d  (1  octets)  
      0E  // encod ing  of the  value:  1 4 ,  authen tication-requ i red  

Therefore,  the  complete  encod ing  for an  AARE APDU,  wi th  the  g i ven  parameters  i s  as  fo l lows  
(a l l  values  are  i n  hexadecimals) :   

LN  referencing  SN  referencing  

AARE-pdu  =  [  61  41  A1  09  06  07  60  85  74  05  08  01  01  
A2  03  02  01  00  A3  05  A1  03  02  01  0E  88  02  07  80  89  
07  60  85  74  05  08  02  02  AA 0A 80  08  50  36  77  52  4A 
32  31  BE  1 0  04  0E  08  00  06  5F  1 F  04  00  00  50  1 F  01  
F4  00  07  ]  

AARE-pdu  =  [  61  41  A1  09  06  07  60  85  74  05  08  01  02  
A2  03  02  01  00  A3  05  A1  03  02  01  0E  88  02  07  80  89  
07  60  85  74  05  08  02  02  AA 0A 80  08  50  36  77  52  4A 
32  31  BE  1 0  04  0E  08  00  06  5F  1 F  04  00  1 C  03  20  01  
F4  FA 00  ]  

 

C.1 0  Encoding  the AARE APDU  case of fai lure 1  

This  example  shows  the  construction  of an  AARE-pdu ,  when  the  server i s  not able  to  accept 
the  proposed  association  because  of the  received  appl ication-context-name does  not fi t  to  the  
appl ication  context,  wh ich  can  be  supported  by the  server.  
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I n  th is  case,  the  ‘ resu l t’  fie l d  of the  AARE PDU  shal l  contain  the  ‘ rej ected -permanent’  va lue,  
the  ‘ resu l t-source-d iagnostic’  fi e l d  the  ‘appl ication-con text-name-not-supported ’  va lue,  and  – 
supposing  that the  server i s  able  to  support the  proposed  xDLMS context – the  user-
information  fi e ld  shal l  contain  a  correctl y constructed  (encoded  en  A-XDR,  as  a  BER OCTET 
STRING)  xDLMS-I n i tiate. response PDU.  ( I t  i s  the  same as  that of the  previous  example) .  

Thus,  the  A-XDR encod ing  of the  xDLMS-I n i ti ate. response  PDU  shal l  be  as  fol l ows:  

LN  referencing  SN  referencing  

08  00  06  5F  1 F  04  00  00  50  1 F  01  F4  00  07  08  00  06  5F  1 F  04  00  1 C  03  20  01  F4  FA 00  

Parameters  for the  AARE:  

•  protocol -vers ion  i s  the  defau l t  ACSE vers ion ;  

•  appl ication-context-name:  COSEM_Appl ication_Context_Name-
Log ical_Name_Referencing  (the  proposed)  
{joint-iso-cci tt(2)  country(1 6)  country-name(756)  identi fi ed-organ ization(5)  DLMS-
UA(8)  appl ication-context(1 )  context_id(1 ) };  

•  no  au thentication  i s  used :  nei ther the  mechan ism-name,  nor the  cal l i ng-au then tication-
value  are  present;  

•  no  implementation- information  is  i ncluded ;  

•  resu l t  =  rejected-permanent;  

•  associate-source-d iagnostics  =  appl ication-context-name-not-supported .  

The  (BER)  encod ing  of the  AARE APDU,  correspond ing  to  these  parameters  i s  as  fo l l ows:  

-- BER encoding the AARE APDU 
61  //  encod ing  the  tag  for the  AARE-pdu  ( [APPLICATION  1 ] ,  Appl ication)  
 29  //  encod ing  of the  l eng th  of the  AARE’s  con ten t’ s  fi e l d  (41  octets)  
 //  no  encod ing  for the  protocol  version ,  thus  i t  i s  considered  wi th  i ts  DEFAULT value  
-- encoding the  application-context-name component  (tagged component [1 ])  
  A1  //  encod ing  the  tag  for the  appl i cation-con text-name  component ([1 ] ,  Con text-speci fic )  
   09  //  encod ing  of the  l eng th  of the  tagged  component’ s  val ue  fie l d  
-- encoding the  application-context-name component  (OBJECT IDENTIFIER)  
    06  //  encod ing  the  choice  for appl ication -con text-name   (OBJECT IDENTIF IER,  Un i versal )  
     07  //  encod ing  of the  l eng th  of the  Object I den ti fi er’ s  value  fie l d  (7  octets)  
 

LN  referencing  SN  referencing  

60  85  74  05  08  01  01  

//  encod ing  of the  va l ue  of the  Object  I denti fi er 
(2 , 1 6, 756, 5, 8, 1 , 1 )  

60  85  74  05  08  01  02  

//  encod ing  of the  va l ue  of the  Object  I den ti fi er 
(2 , 1 6, 756, 5, 8, 1 , 2)  

 
-- encoding the  tag & length  for the result component  (tagged component [2])  
A2  //  encod ing  the  tag  for the  resu l t  component ( [2 ] ,  Con text-speci fi c )  
 03  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
-- encoding the  Result component (INTEGER)  
  02  //  encod ing  the  choice  for resu l t  ( I NTEGER,  Un i versal )  
   01  //  encod ing  of the  l eng th  of the  resu l t’ s  va lue  fi e l d  (1  octets)  
    01 //  encod ing  of the  value  of the  resu l t  (1 ,  re jected -permanent)  
-- encoding the  result-source-diagnostics component (tagged component [3])  
A3 //  encod ing  the  tag  for the  resu l t-source-d iagnostics  component ( [3 ] ,  Con text-speci fi c )  
 05  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
  A1  //  encod ing  the  tag  for the  acse-service-user CHOICE  (1 )  
   03  //  encod ing  of the  l ength  of the  tagged  component’s  val ue  fi e l d  
-- encoding the  result-source-diagnostics component  (INTEGER)  
    02  //  encod ing  the  choice  for resu l t-source-d iagnostics   ( I NTEGER,  Un i versal )  
     01  //  encod ing  of the  l eng th  of the  value  fie l d  (1  octets)  
       02  //  encod ing  of the  value:  2 ,  appl i cation -con text-name-not-supported  
-- encoding the  user-information field component (tagged component,  [30])  
BE  //  encod ing  the  tag  for the  u ser- in formation  fi e ld  component ( [30] ,  Con text-speci fic )  
 1 0  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
-- encoding the  user-information component  (OCTET STRING)  
  04  //  encod ing  the  choice  for u ser- i n formation   (OCTET STRING,  Un i versal )  
   0E  //  encod ing  of the  l eng th  of the  OCTET STRING’s  value  fie l d  (1 4  octets  )  
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//  Here  is  the  octet sequence  of the  xDLMS-I n i ti ate. response PDU :  

LN  referencing  SN  referencing  

08  00  06  5F  1 F  04  00  00  50  1 F  01  F4  00  07  08  00  06  5F  1 F  04  00  1 C  03  20  01  F4  FA 00  

Therefore,  the  complete  encod ing  for an  AARE APDU  wi th  the  g iven  parameters  i s  as  fo l lows  
(a l l  values  are  i n  hexadecimals) :  

LN  referencing  SN  referencing  

AARE-pdu  =  [  61  29  A1  09  06  07  60  85  74  05  08  01  01  
A2  03  02  01  01  A3  05  A1  03  02  01  02  BE  1 0  04  0E  08  
00  06  5F  1 F  04  00  00  50  1 F  01  F4  00  07  ]  

AARE-pdu  =  [  61  29  A1  09  06  07  60  85  74  05  08  01  02  
A2  03  02  01  01  A3  05  A1  03  02  01  02  BE  1 0  04  0E  08  
00  06  5F  1 F  04  00  1 C  03  20  01  F4  FA 00  ]  

 

C.1 1  Encoding  the AARE APDU,  case of fai lure 2  

This  example  shows  the  construction  of an  AARE APDU,  when  the  server i s  not able  to  
accept the  proposed  AA because the  proposed  xDLMS context cannot be  supported   by the  
server (for the  reason  that “ the  proposed  DLMS vers ion  number is  too l ow”).  The  proposed  
COSEM  appl ication  context cou ld  be  accepted .  

I n  th is  case,  the  ‘ resu l t’  fi eld  of the  AARE APDU  shal l  con tain  the  ‘ rejected-permanent’  va lue,  
the  ‘ resu l t-source-d iagnostic’  fi e ld  the  ‘ no-reason-g iven ’  va lue,  and  the  user- information  fie l d  
shal l  contain  a  correctl y constructed  (encoded  en  A-XDR,  as  a  BER OCTET STRING)  DLMS-
Confi rmedServiceError PDU ,  i nd icating  the  reason  for the  fa i l u re.  

The  DLMS Confi rmedServiceError message  i s  speci fi ed  as  fol lows:  

Confi rmedServiceError: : =  CHOICE  
{  

-- tag 0 is reserved 
i n i ti ateError  [1 ]  ServiceError,  
getStatus   [2 ]  ServiceError,  
getNameList   [3 ]  ServiceError,  
terminateUpLoad  [1 9]  ServiceError 

}  

where  ServiceError i s  as  fol l ows:  

ServiceError : : =  CHOICE  
{  

i n i ti ate    [6 ]  I MPLICI T ENUMERATED 
-- initiate  service error 
{  

other    (0) ,  
DLMS-version-too-low  (1 ) ,  -- proposed DLMS version too low 
i ncompatib le-conformance  (2),  -- proposed services not sufficient  
PDU -size-too-short   (3) ,  -- proposed PDU size too short  
refused-by-the-VDE-Hand ler (4)    -- vaa  creation impossible  or not allowed  

 }  
}  

Therefore,  A-XDR encod ing  of the  DLMS Confi rmedServiceError PDU  wi th  the  above 
cond i ti ons  is  as  fol lows:  

-- A-XDR encoding the DLMS ConfirmedServiceError-pdu 
0E  //  encod ing  the  tag   (expl i ci t  tag )  of the  DLMS  PDU  CHOICE  (Confi rmedServiceError)  
-- encoding the  tag for selecting InitiateError (InitiateError =  1 )  
 01  //  tag  (expl i ci t)  of Confi rmedServiceError CHOICE  ( I n i ti ateError =1 )  
-- encoding the  tag for selecting ServiceError (Initiate  =  6)  
  06  //  tag  (expl i ci t)  of ServiceError CHOICE  ( I n i ti a te  6)  
-- encoding the  enumerated reason of failure (proposed DLMS version too low = 1 )  
   01  //  encod ing  the  value  of the  ENUMERATED  type  
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Thus,  the  A-XDR encod ing  of the  DLMS Confi rmedServiceError PDU,  wi th  the  above  
parameters,  resu l ts  i n  the  fol l owing  octet sequence:  

DLMS Confi rmedServiceError PDU :   0E  01  06  01  (for both  LN  and  SN  referencing)  

Th is  octet sequence shal l  be  inserted  in to  the  user-information  fi e ld  of the  AARE APDU  as  an  
OCTET STRING.  

Supposing ,  that AARE parameters  are  as  fol l ows:  

•  protocol -vers ion  i s  the  defau l t  ACSE vers ion ;  

•  appl ication-context-name:  
COSEM_Appl ication_Context_Name_Log ical_Name_Referencing  (the  proposed)  
{joint-iso-cci tt(2)  country(1 6)  country-name(756)  identi fi ed-organ ization(5)  DLMS-
UA(8)  appl ication-context(1 )  context_id(1 ) };  

•  no  au thentication  i s  used :  nei ther the  mechan ism-name,  nor the  cal l i ng-au then tication-
value  i s  present;  

•  no  implementation- information  is  i ncluded ;  

•  resu l t  =  rejected-permanent;  

•  associate-source-d iagnostics  =  no-reason-g iven .  

The  (BER)  encod ing  of the  AARE-pdu ,  correspond ing  to  these  parameters  i s  as  fo l lows:  

-- BER encoding the AARE APDU 
61  //  encod ing  the  tag  for the  AARE-pdu  ( [APPLICATION  1 ] ,  Appl ication)  
 1 F  //  encod ing  of the  l eng th  of the  AARE’s  con ten t’ s  fi e ld  (31  octets)  
 //  no  encod ing  for the  protocol  version ,  thus  i t  i s  considered  wi th  i ts  DEFAULT value  
-- encoding the  application-context-name component  (tagged component [1 ])  
A1  // encod ing  the  tag  for the  appl i cation -con text-name  component ( [1 ] ,  Con text-speci fi c)  
 09  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
-- encoding the  application-context-name component  (OBJECT IDENTIFIER)  
  06  //  encod ing  the  choice  for appl i cation -con text-name   (OBJECT IDENTIF IER,  Un i versal )  
   07  //  encod ing  of the  l ength  of the  Object I den ti fi er’ s  va lue  fi e l d  (7  octets)  
    60  85  74  05  08  01  01  //  encod ing  of the  value  of the  Object I den ti fi er (2 , 1 6, 756, 5 , 8, 1 , 1 )  
-- encoding the  tag & length  for the result component  (tagged component [2])  
A2  //  encod ing  the  tag  for the  resu l t  component ( [2 ] ,  Con text-speci fi c)  
 03  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
-- encoding the  Result component  (INTEGER)  
  02  //  encod ing  the  choice  for resu l t   ( I NTEGER,  Un i versal )  
   01  //  encod ing  of the  l eng th  of the  resu l t’ s  value  fi e ld  (1  octets)  
    01  //  encod ing  of the  value  of the  resu l t  (1 ,  re jected -permanent)  
-- encoding the  result-source-diagnostics component  (tagged component [3])  
A3 //  encod ing  the  tag  for the  resu l t-source-d iagnostics  component ( [3 ] ,  Con text-speci fi c )  
 05  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
  A1  //  encod ing  the  tag  for the  acse-service-user CHOICE  (1 )  
   03  //  encod ing  of the  l ength  of the  tagged  component’s  val ue  fi e l d  
-- encoding the  result-source-diagnostics component  (INTEGER)  
    02  //  encod ing  the  choice  for resu l t-source-d iagnostics   ( I NTEGER,  Un i versal )  
     01  //  encod ing  of the  l eng th  of the  value  fie l d  (1  octets)  
      01 //  encod ing  of the  val ue:  1 ,  no-reason-g i ven  
 
-- encoding the  user-information field component (tagged component,  [30])  
BE  //  encod ing  the  tag  for the  u ser-i n formation  fi e l d  component ( [30] ,  Con text-speci fic)  
 06  //  encod ing  of the  l eng th  of the  tagged  component’s  val ue  fi e l d  
-- encoding the  user-information component  (OCTET STRING)  
  04  //  encod ing  the  choice  for u ser- i n formation   (OCTET STRING,  Un i versal )  
   04  //  encod ing  of the  l eng th  of the  OCTET STRING’s  value  fi e l d  
    0E  01  06  01   //  Here  i s  the  octet sequence  of the  DLMS-Confi rmedServiceError-pdu  

Therefore,  the  complete  encod ing  for an  AARE APDU  us ing  LN  referencing ,  wi th  the  g i ven  
parameters  is  as  fo l lows  (a l l  val ues  are  i n  hexadecimals) :  

LN  referencing  SN  referencing  

AARE-pdu  =  [  61  1 F  A1  09  06  07  60  85  74  05  08  01  01  
A2  03  02  01  01  A3  05  A1  03  02  01  01  BE  06  04  04  0E  
01  06  01  ]  

AARE-pdu  =  [  61  1 F  A1  09  06  07  60  85  74  05  08  01  02  
A2  03  02  01  01  A3  05  A1  03  02  01  01  BE  06  04  04  0E  
01  06  01  ]  
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Annex D   
(informative)  

 
Data model  and  protocol  

 

The data  model  uses  generic bu i ld ing  blocks  to  define  the  complex functional i ty of the  
metering  equ ipment.  I t  provides  a  view of th is  functional i ty of the  meter,  as  i t  i s  avai l able  at i ts  
i n terface(s).  The  model  does  not cover i n ternal ,  implementation  speci fic  i ssues.  

The  commun ication  protocol  defines  how the  data  can  be  accessed  and  exchanged .  

Th is  i s  i l l ustrated  i n  the  fi gure  below:  

 
 

F igure D. 1  – The three-step approach  of COSEM  

•  the  COSEM  speci fication  speci fi es  metering  domain  speci fic i n terface  classes.  The  
functional i ty of the  meter i s  defi ned  by the  i nstances  of these  in terface  classes,  cal led  
COSEM  i n terface  objects .  Th is  i s  defi ned  in  I EC  62056-62.  Log ical  names,  i denti fying  the  
COSEM  in terface  objects  are  defined  in  I EC 62056-61 ;  

•  the  attributes  and  methods  of these  COSEM  in terface  obj ects  can  be  accessed  and  used  
via  the  messag ing  services  of the  appl ication  layer;  

•  the  l ower l ayers  of the  protocol  transport the  i n formation .  
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Annex ZA  
(normative) 

 
Normative references to international  publications 
with  their corresponding European publications  

 
The fol lowing  referenced  documents are indispensable for the appl ication  of th is document.  For dated 
references,  only the edition cited  applies.  For undated  references,  the latest edition  of the referenced  
document (including  any amendments) appl ies.   
 
NOTE   When an  international  publ ication has been modified  by common modifications,  indicated by (mod),  the relevant EN/HD 
appl ies.   

 
Publication  Year Title EN/HD Year 
  

IEC 60050-300 2001  International  Electrotechnical  Vocabulary - 
Electrical  and electronic measurements and 
measuring  instruments -  
Part 31 1 :  General  terms relating  to 
measurements - Part 31 2:  General  terms 
relating  to electrical  measurements -  
Part 31 3:  Types of electrical  measuring 
instruments -  
Part 31 4:  Specific terms according to the type 
of instrument 

- -  

 

  

IEC 61 334-4-41  1 996 Distribution automation  using  d istribution  l ine 
carrier systems -  
Part 4:  Data communication  protocols - 
Section 41 :  Application protocols - 
Distribution  l ine message specification  

EN  61 334-4-41  1 996 

 

  

IEC 61 334-6 2000 Distribution  automation  using  d istribution l ine 
carrier systems -  
Part 6:  A-XDR encoding  rule 

EN  61 334-6 2000 

 

  

IEC/TR 62051  1 999 Electricity metering  - Glossary of terms - -  
 

  

IEC/TR 62051 -1   2004 Electricity metering - Data exchange  
for meter reading,  tariff and  load  control  - 
Glossary of terms -  
Part 1 :  Terms related  to data exchange with  
metering  equipment using DLMS/COSEM 

- -  

 

  

IEC 62056-21  2002 Electricity metering  - Data exchange  
for meter reading,  tariff and  load  control  -  
Part 21 :  Direct local  data exchange 

EN  62056-21  2002 

 

  

IEC 62056-42 2002 Electricity metering  - Data exchange  
for meter reading,  tariff and  load  control  -  
Part 42:  Physical  layer services and  
procedures for connection-oriented  
asynchronous data exchange 

EN  62056-42 2002 

 

  

IEC 62056-46 
A1  

2002 
2006 

Electricity metering  - Data exchange  
for meter reading,  tariff and  load  control  -  
Part 46:  Data l ink layer using  HDLC protocol  

EN  62056-46 
A1  

2002 
2007 
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Publication  Year Title EN/HD Year 
IEC 62056-47 2006 Electricity metering - Data exchange  

for meter reading,  tariff and  load  control  -   
Part 47:  COSEM transport layers for IPv4 
networks 

EN  62056-47 2007 

 

  

IEC 62056-61  2006 Electricity metering  - Data exchange  
for meter reading,  tariff and  load  control  -  
Part 61 :  Object identification  system (OBIS) 

EN  62056-61  2007 

 

  

IEC 62056-62 2006 Electricity metering  - Data exchange  
for meter reading,  tariff and  load  control  -  
Part 62:  I nterface classes 

EN  62056-62 2007 

 

  

ISO/IEC 8649 1 996 Information  technology - Open systems 
interconnection - Service definition  for the 
Association Control  Service Element  

-  -  

 

  

ISO/IEC 8650-1  1 996 Information  technology - Open systems 
interconnection - Connection-oriented  
protocol  for the association  control  service 
Information  technology - ASN.1  encoding 
rules:  Protocol  specification  

- -  

 

  

ISO/IEC 8824 Series Information  technology - Abstract Syntax 
Notation  One (ASN.1 ) 

- -  

 

  

ISO/IEC 8825 Series Information  technology - ASN.1  encoding 
rules 

- -  

 

  

ISO/IEC 1 3239 2002 Information  technology - Telecommunications 
and  information  exchange between systems - 
High-level  data l ink control  (HDLC) 
procedures 

- -  

 

  

STD 0005 1 981  Internet Protocol  - -  
 

  

STD 0006 1 980 User Datagram Protocol  -  -  
 

  

STD 0007 1 981  Transmission  Control  Protocol  -  -  
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