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Foreword 

The text of the International  Standard  IEC 60709:2004,  prepared  by SC 45A,  Instrumentation  and control  
of nuclear facil ities,  of IEC TC 45,  Nuclear instrumentation,  was submitted  to the CENELEC formal  vote 
for acceptance as a European Standard and  was approved by CENELEC as EN 60709 on  201 0-05-01 .  

Attention  is drawn to the possibi l ity that some of the elements of this document may be the subject of 
patent rights.  CEN and CENELEC shal l  not be held  responsible for identifying  any or al l  such patent 
rights.  

The fol lowing dates were fixed:  

– latest date by which  the EN  has to be implemented  
at national  level  by publ ication  of an  identical  
national  standard  or by endorsement 
 

 
 
(dop) 

 
 
201 1 -05-01  

– latest date by which  the national  standards confl icting  
with  the EN  have to be withdrawn 

 
(dow) 

 
201 3-05-01  

Annex ZA has been added by CENELEC.  

As stated in  the nuclear safety Directive 2009/71 /EURATOM,  Chapter 1 ,  Article 2,  i tem  2,  Member States 
are not prevented  from taking  more stringent safety measures in  the subject-matter covered by the 
Directive,  in  compliance with  Community law.  I n  a similar manner,  th is European Standard does not 
prevent Member States from taking  more stringent nuclear safety measures in  the subject-matter covered  
by this European  Standard. ”  

__________ 

Endorsement notice 

The text of the International  Standard  IEC 60709:2004 was approved  by CENELEC as a European  
Standard  without any modification.  
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INTRODUCTION  

Background,  main  i ssues  and  organization  of the  standard  

I&C systems  importan t to  safety i n  nuclear power p lants  need  to  to lerate  the  effects  of p lan t /  
equ ipment fau l ts  as  wel l  as  i n ternal  and  external  hazards.  Various  techn iques  are  avai lable  to  
i ncrease  the  l evel  of to lerabi l i ty of I &C systems to  such  effects ,  i nclud ing  the  provis ion  of 
i ndependent systems,  subsystems and  equ ipment.  For cl a ims  to  be  made  of i ndependence  
between  such  systems  and  equ ipment,  adequate  separation  must be  provided  and  
mainta ined .  Th is  s tandard  provides  techn ica l  requ i rements  and  recommendations  for the  
implementation  of separation  i n  the  des ign  of I &C  systems.  

The  obj ect of th is  s tandard  i s  as  fo l lows:  

– i n  C lause  4 ,  to  i den ti fy a  certa in  number of poss ib le  causes  of fa i lu res  and  to  l ay down ,  
taking  these  causes  in to  cons ideration ,  a  set of requ i rements  to  be  fol l owed  when  
des ign ing  an  I &C system  important to  safety i n  order to  ensure  that i ts  purpose  i s  fu l fi l led  
i n  the  best  poss ible  way.  These  requ i rements  apply to  the  I &C  system  as  a  whole.  Clause  
4  also  presents  gu idance  on  separation  when  modern is ing  I &C systems  at existing  nuclear 
power p lan ts;  

– i n  C lause  5,  to  establ ish  design  bas is  cri teria  for I &C systems important to  safety that take  
the  causes  of fa i l u re  i den ti fied  i n  C lause  4  i n to  consideration ;  

– i n  Clause  6,  to  g i ve  requ irements  to  be  fu l fi l l ed  for cabl i ng  separation  wi th i n  an  I &C 
system  importan t to  safety.   

Situation  of the  current standard  in  the  structure  of the  SC  45A standard  series  

I EC 60709  is  a  document of the  second  level ,  d i rectl y referenced  by I EC 61 51 3  i n  regard  to  
physica l  and  e l ectrica l  separation  bei ng  requ ired  between  subsystems of d i fferent safety 
tra ins  of I &C systems  importan t to  safety,  and  between  I &C  systems  important  to  safety and  
those  that are  not importan t to  safety.  

I EC 61 226  establ ishes  the  princip les  of categorization  of I &C functions,  systems and  
equ ipment accord ing  to  thei r l evel  of importance  to  safety.  I t  then  requ i res  that  adequate  
separation  be  provided  between  functions  of d i fferen t categories.  I EC  61 226  refers  to  
I EC 60709  as  the  normative  s tandard  regard ing  requ i rements  of separation .  

For more  detai ls  on  the  s tructu re  of the  SC 45A standard  series ,  see  the  l ast paragraph  of th is  
i n troduction .  

Recommendations  and  l im itations  regard ing  the  appl ication  of the  Standard  

I EC 60709  appl ies  to  I &C  systems and  equ ipment important to  safety.  I t  establ i shes  
requ irements  for phys ical  and  e lectrica l  separation  as  one  means  to  provide  i ndependence  
between  the  functions  performed  in  those  systems  and  equ ipment.  Other aspects  of 
i ndependence that may be  requ i red  to  address  concerns  of common  cause  fa i l u re  are  not 
i ncl uded  i n  th is  s tandard .  

Add i ti onal  requ irements  re lating  to  avai l abi l i ty and  deta i l ed  requ i rements  for the  e l im ination  of 
e lectrica l  i n terference are  not  g i ven  in  th is  s tandard .  
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Description  of the  structure  of the  SC  45A standard  series  and  relationsh ips  wi th  other 
IEC  documents  and  other bodies  documents  ( IAEA,  ISO)  

The  top  l evel  document of the  SC 45A standard  series  i s  I EC  61 51 3.  I t  provides  general  
requ irements  for i nstrumentation  and  con trol  systems  and  equ ipment ( I &C  systems)  that are  
used  to  perform  functions  importan t to  safety i n  nuclear power p l an ts  (NPPs).  I EC  61 51 3  
structu res  the  SC  45A standard  series .   

I EC 61 51 3  refers  d i rectl y to  other SC  45A standards  for general  topics  re lated  to  
categorization  of functions  and  classi fication  of systems,  qual i fication ,  separation  of systems,  
defence against common  cause  fa i l u re,  software  aspects  of compu ter based  systems,  
hardware  aspects  of computer based  systems,  and  control  room  design .  The  standards  
referenced  d i rectl y at th i s  second  l evel  shou ld  be  cons idered  together wi th  I EC 61 51 3  as  a  
consisten t document set.  

At a  th i rd  l evel ,  SC  45A standards  general l y not d i rectl y referenced  by I EC  61 51 3  are  
standards  related  to  speci fic equ ipment,  techn ical  methods  or speci fic activi ties.  Usual l y these  
documents,  wh ich  make  reference to  second  l evel  documents  for general  top ics,  can  be  used  
on  thei r own .  

A fourth  l evel  extend ing  the  SC 45A standard  series  corresponds  to  the  techn ical  reports ,  
wh ich  are  not normative.  

I EC 61 51 3  has  adopted  a  presen tati on  format s im i lar to  the  bas ic safety publ ication  
I EC 61 508  wi th  an  overal l  safety l i fe-cycle  framework and  a  system  l i fe-cycle  framework and  
provides  an  i n terpretation  of the  general  requ i rements  of I EC 61 508-1 ,  -2  and  -4,  for the  
nuclear appl ication  sector.  Compl iance  wi th  th is  standard  wi l l  faci l i tate  cons istency wi th  the  
requ irements  of I EC  61 508  as  they have  been  i n terpreted  for the  nuclear i ndustry.  I n  th is  
framework I EC 60880  and  I EC  621 38  correspond  to  I EC 61 508-3  for the  nuclear appl ication  
sector.  

I EC 61 51 3  refers  to  I SO  as  wel l  as  to  I AEA 50-C-QA for topics  re lated  to  qual i ty assurance.  

The  SC 45A standards  series  consisten tl y implements  and  detai l s  the  pri ncip les  and  bas ic 
safety aspects  provided  i n  the  I AEA Code on  the  safety of nuclear power plan ts  and  i n  the  
IAEA safety series ,  i n  particu lar the  Requ i rements  NS-R-1 ,  “Safety of Nuclear Power P lants :  
Des ign ”  and  the  Safety Gu ide  NS-G-1 . 3 ,  “ I nstrumentation  and  con trol  systems importan t to  
safety i n  Nuclear Power P lan ts” .  The  term inology and  defin i ti ons  used  by SC  45A standards  
are  cons istent  wi th  those  used  by the  I AEA.  
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NUCLEAR POWER PLANTS –  
INSTRUMENTATION  AND CONTROL SYSTEMS  

IMPORTANT TO SAFETY – SEPARATION

1  Scope  

This  standard  i s  appl icable  to  nuclear power plant i nstrumentation  and  con trol  ( I &C)  systems,  
and  the ir cables,  that are  importan t to  safety,  as  defined  i n  I AEA Safety Gu ide  NS-G-1 .3 .  I t  i s  
a lso  appl icable  to  temporary i nstal lations  wh ich  are  part of those  I &C systems  importan t to  
safety (for example,  auxi l iary equ ipment for commission ing  tests  and  experiments) .  Clause  6  
i s  i n tended  particu larl y for the  cabl i ng  of the  I &C systems  importan t to  safety.  

Th is  standard  appl ies  to  the  I &C of new nuclear power p lan ts  as  wel l  as  to  I&C upgrad ing  or 
back-fi tting  of existing  p lan ts .  For existi ng  plants,  on l y a  subset of the  requ irements  i s  
appl icable;  th is  subset i s  to  be  i den ti fi ed  at  the  beg inn ing  of any project.   

Where  i ndependence  i s  requ i red  by general  safety standards  such  as  I AEA safety gu ides  or 
I EC 61 51 3,  one  aspect of ach ieving  th is  i ndependence  is  phys ica l  separation  between  the  
systems  and  the ir equ ipment that perform  functions  importan t to  safety.  

Th is  standard  defines  the  assessments  needed  and  the  techn ica l  requ irements  to  be  met for 
I&C systems  important to  safety and  thei r cables,  in  order to  ach ieve  adequate  phys ica l  
separation  between  redundant sections  of a  system  and  between  a  system  and  another 
system .  Th is  separati on  i s  needed  to  prevent or m in im ise  the  impact on  safety that cou ld  
resu l t from  fau l ts  and  fa i l u res  wh ich  cou ld  be  propagated  or affect several  sections  of a  
system  or several  systems.  

2  Normative references  

The  fol l owing  referenced  documents  are  i nd ispensable  for the  appl icati on  of th is  document.  
For dated  references,  on ly the  ed i ti on  ci ted  appl i es.  For undated  references,  the  l atest ed i tion  
of the  referenced  document ( i nclud ing  any amendments)  appl i es.  

I EC 60332  (a l l  parts) ,  Tests on  electric cables under fire  conditions  

I EC  60964,  Design for control rooms of nuclear power plants  

I EC  61 000  (a l l  parts) ,  Electromagnetic compatibility (EMC)   

I EC 61 000-6-5,  Electromagnetic compatibility (EMC)  – Part 6-5: Generic standards – 
Immunity for power station and substation environments 

I EC 61 226,  Nuclear power plants – Instrumentation and control systems important for safety – 
Classification  

I EC 61 51 3,  Nuclear power plants – Instrumentation and control for systems important to 
safety – General requirements for systems 

I EC 62096,  Nuclear power plants – Instrumentation and control – Guidance for the decision 
on  modernisation 

IAEA Safety Gu ide  NS-G-1 . 3 ,  Instrumentation and Control Systems Important to Safety in  
Nuclear Power Plants   
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3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  fo l l owing  defin i tions  appl y.  

3. 1  
associated  ci rcu i t  
ci rcu i t  of a  l ower safety category that i s  not phys ical l y separated  or i s  not e l ectrical l y i so lated  
from  the  ci rcu i t(s)  of the  h i gher category by acceptable  separation  d istances,  safety class  
structu res,  barriers ,  or e l ectrical  i solation  devices  bu t meets  su i table  cri teria  for safety 

3.2  
barrier 
device  or s tructure  i n terposed  between  redundant equ ipment or ci rcu i ts  important to  safety,  or 
between  equ ipment or ci rcu i ts  importan t to  safety and  a  potential  source  of damage  to  l im i t  
damage  to  the  I &C system  importan t to  safety to  an  acceptable  level  

3.3  
cable  route  
physica l  pathway th rough  the  p lant a long  wh ich  mu l ti ple  cables  can  be  l a id ,  such  as  through  a  
room  or duct i n  the  p lan t bu i l d ing ,  or a  metal  duct,  tray,  or tube,  or a  duct below or gan try over 
roads  

3.4 
common  cause fai lu re  (CCF)  
fa i l u re  of two  or more  s tructures,  systems  or components  due  to  a  s ing le  speci fic  event or 
cause  

[I AEA NS-G-1 . 3]  

3.5  
isolation  device 
device  in  a  ci rcu i t  that  prevents  mal functions  i n  one  section  of a  ci rcu i t from  causing  
unacceptable  i n fl uences  i n  other sections  of the  ci rcu i t  or other ci rcu i ts  

3.6  
postu lated  in i ti ating  event (PIE)  
even t i den ti fi ed  during  des ign  as  capable  of l ead ing  to  an ticipated  operational  occurrences  or 
accident cond i tions  

[I AEA NS-G-1 . 3]   

3.7  
redundancy  
provis ion  of a l ternative  ( i den tical  or d i verse)  structures,  systems or components,  so  that any 
one  can  perform  the  requ i red  function  regard less  of the  state  of operation  or fa i lu re  of any 
other 

[I AEA NS-G-1 . 3]  

3.8  
safety group 
assembly of equ ipment des ignated  to  perform  a l l  actions  requ i red  for a  particu lar postu lated  
i n i tiating  event to  ensure  that the  l im i ts  speci fi ed  i n  the  des ign  basis  for anticipated  
operational  occurrences  and  des ign  bas is  acciden ts  are  not exceeded  

[I AEA NS-G-1 . 3]  
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4 General  principles  for separation  wi thin  I&C systems important to  safety 

4.1  General  

I EC 61 226  defines  how safety functions  are  class i fied  accord ing  to  thei r s i gn i ficance  to  safety,  
and  requ ires  phys ica l  separation  to  provide  protection  against propagation  of fa i lu res  due  to  
physica l  effects ,  and  against  j eopard is ing  redundant  systems  simu l taneously.   

An  I &C system  may perform  functions  i n  more  than  one  category.  I n  such  a  case,  the  
category des ignation  of the  system  shal l  be  of the  h ighest category function  performed  by i t.  
For example,  a  system  perform ing  both  category A and  B  functions  i s  i den ti fied  as  a  category 
A system .  

As  a  des ign  bas is  for the  I &C systems  that are  importan t to  safety,  the  fol l owing  general  
princip les  shal l  be  appl i ed  to  main tain  the  independence  of redundant systems  and  between  
d i fferent systems,  and  to  ensure  that the  redundancy and  d i versi ty (provided  to  ach ieve  h i gh  
re l iabi l i ty of systems important to  safety)  are  effecti ve.  

– Systems perform ing  category A functions  shal l  be  protected  from  consequentia l  phys ica l  
effects  caused  by fau l ts  and  normal  actions  wi th in  

a)  redundant parts  of those  systems,  and   

b)  systems of a  l ower category.   

 The  fau l ts  considered  shal l  i nclude  those  in ternal  to  the  I &C system  and  i ts  power suppl y 
as  wel l  as  those  that  occur as  a  resu l t  of events  external  to  the  I &C systems.  

 I n  some cases,  i t  may be  necessary to  provide  phys ical  separation  between  d i fferent 
systems perform ing  category A functions  where  those  functions  are  requ i red  to  be 
i ndependent.  

– Systems perform ing  category B  functions  shal l  be  protected  from  consequentia l  phys ica l  
effects  caused  by fau l ts  and  normal  actions  wi th in  

a)  redundant parts  of those  systems,  and   

b)  systems of a  l ower category.   

 The  fau l ts  considered  shal l  i nclude  those  i n ternal  to  the  I &C system  and  i ts  power suppl y,  
bu t may exclude  those  that occur as  a  resu l t of even ts  external  to  the  I &C  systems.  I n  
cases  where  category B  functions  are  cla imed  to  provide  protection  i n  the  even t of speci fic 
hazards,  then  those  systems  shal l  fol l ow the  pri ncip les  of category A.  For example,  i n  
some coun tries ,  a l l  systems requ i red  to  ach ieve  and  main tain  long-term  shutdown  must be  
protected  against fi re  hazard  regard less  of their category.  

– Certain  systems  perform ing  category C  functions  may need  to  be  protected  from  the  
i n fl uences  of fau l ts  i n  other systems.  Th is  shal l  be  determ ined  on  a  case-by-case  bas is .  

– Un-categorised  systems  need  not  be  protected  from  in fl uences  of fau l ts  i n  other systems.  

Separation  prevents  

a)  propagation  of fa i l u res  from  system  to  system ,   

b)  propagation  of fa i l u res  between  redundant parts  wi th in  systems,   

c)  common  cause  fa i l u res  due  to  common  i n ternal  p l an t hazards.   
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Where phys ical  separati on  is  requ i red ,  preven tion  of fai l u re  propagation  shal l  be  considered  
for fa i lu res  

– occurring  s imu l taneousl y to  mu l tip le  system  components  as  a  consequence of PIEs;  

– between  systems  of the  same safety category;  

– between  redundant  safety g roups  of the  same I &C  system  important to  safety,  and ;  

– from  systems  of l ower category to  systems  of h igher category and  in  some speci fic cases  
from  systems  of h igher category to  systems  of l ower category.  

The  types  of possib le  fa i l u re- in i ti ati ng  events  con ta ined  i n  the  fol l owing  subclauses  shal l  be  
taken  in to  cons ideration  ( i . e .  i denti fi ed ,  documented  and  j usti fi ed ) .  Adequate  provis ions  shal l  
be  made  in  the  I &C systems important to  safety to  l im i t the  poss ib le  effects  of these  events  to  
an  acceptable  l evel .  Consideration  shou ld  be  g iven  to  the  effects  of a  combination  of fa i l u re  
even ts.  

4.2  Design  errors  

The potential  for errors  i n  the  speci fications  of the  requ i rements  for the  I &C systems important  
to  safety cannot be  i gnored .  Such  des ign  errors  cou ld  l ead  to  propagation  of fau l ts  between  
systems,  for example,  i n sufficient i nsu lation  on  cabl i ng ,  i nadequate  s izing  of conductors,  etc.  
Means  to  address  th is  type  of fau l t general l y i nclude  conservative  design  of phys ical  
separation  and  e lectrical  i solati on .  

4.3  I&C system  fai lure  events  

Fai lure  i n i tiati ng  even ts  having  thei r cause  wi th in  each  I &C system  important to  safety shal l  
be  taken  i n to  cons ideration .  These  events  are  general l y characterised  by l ocal l y restricted  
mechan ical  and  e lectrical  effects  that  may have  d i fferent functional  consequences.  S ing le  
fai l u res  wi th in  I &C centra l  processing  un i ts  and  on  mu l ti plexed  commun ications  in terfaces  
may a lso  have  the  poten tial  to  generate  mu l tip le  fa i lu res.  I &C fa i lu re  events  can  be  subd ivided  
as  fol l ows.  

4.3. 1  Single  random  fai lure  

A s ing le  random  fai lu re  of an  I &C system  component,  i nclud ing  i ts  energy or other auxi l i ary 
suppl y,  wh ich  can  l ead  to  component mal function ,  short-ci rcu i ts ,  i n terruption  of ci rcu i t  
con tinu i ty,  g round-contact,  vo l tage  or frequency changes,  mechan ical  fai l u re  of componen ts  
or l ocal  fi re  shal l  be  taken  i n to  cons ideration .  Such  an  event may have  i ts  cause  in  
overload ing ,  l oss  of or i nsufficien t cool ing ,  mechan ical  damage,  errors  during  main tenance  
and  repai r,  chem ical  damage,  random  fai l ure  due  to  materia l  deficiency and  other events .  

4.3.2  Mu l tiple  fai lu res  from  a  single  common  cause 

Consideration  shal l  be  g i ven  to  the  consequences  of fa i lu res  i n  two or more  components ,  
affecting  redundant safety g roups,  d ue  to  a  s ing le  common  cause  such  as  maintenance error,  
mechan ical  damage  or e lectrica l  i n terference.  Environmental  effects ,  rad iation  damage and  
other poten tia l  common  phys ical  factors  shal l  be  taken  in to  cons ideration .  
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4.4  Plant  fai lu re  events  

Fai lure  i n i tiating  even ts  that have  the ir cause  in  p lant cond i tions  may resu l t i n  the  fai l u re  of 
I&C system  components.  These  even ts  are  characterised  by a  med ium  to  l arge  energy 
re lease  and  by a  range  of effects  i nvolving  i nd ividual  rooms  and  parts  of a  bu i l d ing .  These  
even ts  can  be  subd ivided  as  fol lows.  

4.4. 1  Envi ronmental  cond i tions  

Variation  of envi ronmental  cond i tions  such  as  rad iation-,  temperatu re-,  pressure-,  hum id i ty-
fie l ds  during  normal  operation  and  under acciden t cond i tions  shal l  be  cons idered .  F i re  or 
smoke  affecti ng  an  equ ipment room  or cable  route  is  an  important envi ronmental  cond i ti on .  
Also,  the  spurious  operation  of fi re  suppress ion  systems shal l  be  cons idered .  

4.4.2  Electromagnetic  i n terference 

I&C equ ipment by i ts  nature  i nvolves  the  generation  and  transm iss ion  of e lectromagnetic  
s i gnals .  These  s i gnals  may be  susceptib le  to  i nadvertent mod i ficati on  or corruption  from  
external  sources.  Technology advances  i n  I &C systems,  particu larl y the  reduction  in  s i gnal  
vol tage,  may make systems  ever more  susceptib le  to  mal function  and  corruption .  Therefore,  
EMI  shal l  be  cons idered  as  a  potentia l  for CCF  of I &C redundan t safety groups.  Separation  is  
one  approach  to  preserve  the  i ndependence of I&C s ignals  and  to  guard  against the  potential  
CCF  impact of EM I .  

The  IEC  61 000  series  provides  gu idance  in  the  des ign  and  testi ng  for EMI .  

4.4.3  Fai lure  of plant systems,  equ ipment or structures  

PIEs  i n  p lan t systems,  equ ipment or structures  such  as  fi re,  m issi l e  impact,  p ipe  wh ipping ,  
mechan ica l  and  thermal  effects,  explos ion  or l eakage of water,  of steam ,  of l iq u id  metal ,  of 
gas,  of o i l ,  and  other even ts  that have  a  potentia l  to  cause  equ ipment damage  shal l  be  
cons idered .  

4.4.4  Operator error 

PIEs  wh ich  have  thei r cause  due  to  erroneous  operator action  i n  normal  operation  and  
especial l y under accident  cond i tions  shal l  be  cons idered .  

4.5  External  fai lu re  events  

Fai lu re  i n i tiating  even ts  that have  thei r cause  external  to  the  p lant may resu l t i n  the  fa i l u re  of 
I&C system  components.  These  events  are  characterised  by a  very large  energy re lease  and  
by effects  on  parts  of bu i l d ings  or whole  bu i l d i ngs.  These  events  may be  subd ivided  as  
fol l ows.  

4.5. 1  Natural  events  

Natura l  events  such  as  earthquakes,  fl oods,  tornadoes,  l igh tn ing ,  ti da l  su rge  or tsunam i ,  as  
appropriate  to  the  s i te  of the  p lan t shal l  be  cons idered .  
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4.5.2  External  man-made causes  

Events  i nside  or ou ts ide  the  p lant  due  to  external  man-made causes  such  as  explosion ,  fi re ,  
a i rcraft  crashes,  sabotage  shal l  be  cons idered .  

4.6  Special  operating  cond i tions  

PIEs,  wh ich  may have  thei r cause  i n  specia l  operating  cond i tions  such  as  comm ission ing ,  
mod i fication ,  main tenance and  repai r,  des ign  and  adm in istrative  control  procedures,  shal l  be  
cons idered  during  des ign  and  construction  to  reduce  them  to  acceptable  levels.  

4.7  Separation  i ssues  at  existing  plants  

The physical  separation  of I &C systems  perform ing  functions  important  to  safety i n  existi ng  
nuclear power p lan ts  i s  often  i ncomplete  because  functions  that had  in i ti a l l y no  safety 
cl assi fication  may need  to  be  classi fied  as  importan t to  safety and  because  des ign  s tandards  
have  changed .  When  upgrad ing  existing  p lan ts,  the  poten tia l  consequences  of not fo l l owing  
th is  s tandard  in  a l l  aspects  due  to  practical  cons iderations  shou ld  be  j usti fi ed  against the  
added  safety gained  th rough  the  upgrade  taken  as  a  whole.  The  fo l l owing  j usti fication  
arguments  may be  adm issible:  

– the  ci vi l  s tructures  or phys ical  space  avai l able  at  the  p lant may not a l l ow the  requ ired  
separation .  Physical  constrai n ts  shou ld  be  reviewed  in  l ocating  the  upgraded  I &C systems;  

– the  major weaknesses  of existing  I &C shal l  be  i den ti fied  wi th  respect to  both  existi ng  
separati on  and  safety improvements  possib le  through  upgrad ing ;  

– the  existi ng  separation ,  or feas ib le  improvements  of separation ,  shal l  be  evaluated  
through  a  systematic  methodology,  recogn is ing  particu lar streng ths  or a l ternatives  to  the  
requ irements  of th is  s tandard ;  

– an  a l ternative  set of separation  ru les  may be  establ ished ,  recogn is ing  and  j usti fying  
existi ng  cond i ti ons  proven  through  records  of p lan t operation ;  

– a l ternative  technolog ies  shal l  be  presented  and  evaluated  i n  the  case  of specia l  p l ant 
s i tuations;  e . g .  through  use  of barriers,  optical  cabl ing ,  d istribu tion  of the  I &C systems.  

Separation  i ssues  shal l  be  particu larl y addressed  i n  the  implementation  strategy of the  p lan t  
upgrad ing .  I ssues  wh ich  shal l  be  cons idered  include  

– separation  i n  i n termed iate  configurations  when  new I &C is  i nsta l led  through  a  phased  
programme;   

– i denti fication  of subsystems,  wh ich  can  be  separated  wi thout the  need  of i n termed iate  
i n terfaces;  

– su i tabi l i ty of the  existing  separation  to  the  new I &C technology (main l y sensi ti vi ty of d ig i ta l  
I &C to  EMI ,  specia l  temperature  requ i rements  and  suscepti bi l i ty to  rad ioactive  rad iation);  

– cable  routi ng  l im i ts  and  an  evaluation  of the  needs  com ing  from  new technolog ies  for 
specia l  cable  trays  for fi bre  optic cables,  bus  cables  and  requ i rements  for separation .  

Gu idance  for the  decis ion  on  upgrad ing  and  modern isation  of I &C can  be  found  i n  I EC  62096.  
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5 Design  basis  

Taking  i n to  cons ideration  poss ib le  causes  of fai l u res  i den ti fi ed  i n  Clause  4,  the  fol lowing  bas ic 
ru les  shal l  be  fol l owed  when  design i ng  an  I &C system  that i s  importan t to  safety.  

5. 1  Fi re  protection  

A fi re  hazard  anal ys is  based  on  nuclear safety cons iderati ons  shal l  be  performed  i n  the  
des ign  phase  of the  nuclear power p lan t to  ensure  that the  phys ical  separation  requ i rements  
as  resu l ting  from  Clause  6  are  met.  

F i re  and  smoke detectors  of su i table  sensi ti vi ty and  a larms  shal l  be  provided  for unattended  
areas  where  cables  or systems are  i nsta l led .  

Redundant equ ipment of I&C systems  must sometimes  be  p laced  wi th in  the  i n fl uence area  of 
a  fixed  fi re  protection  system .  When  th is  i s  so,  the  des ign  of I&C systems  and  thei r equ ipment 
and  the  fi re  protection  system  shal l  be  such  that the  operation  of th is  fi re  protection  system  
wi l l  not  affect the  i ndependence  of redundant safety groups.  

The  performance of redundan t safety g roups  shal l  not  be  comprom ised  by fi res  or smoke  
generated  external l y to  the  I &C system  importan t  to  safety.  Th is  shal l  be  ach ieved  by spatial  
separation ,  barriers  or a  combination  thereof,  wh i l e  keeping  the  fol l owing  requ irements :  

a)  space  between  redundant systems  or cables  shal l  not contain  i n terposing  s tructu res,  
equ ipment or materia ls  that cou ld  ass ist i n  the  propagation  of the  fi re;  

b)  barriers  when  used  between  redundant systems  or cables  shal l  have  a  fi re  rati ng  
commensurate  wi th  the  fi re  hazard  protection  requ irements .  

5.2  Environmental  cond i tions  during  and  after accidents  

I&C system  equ ipment shal l  be  des igned ,  speci fied  and  i nstal l ed  i n  such  a  manner as  to  
assure  i ts  functional  capabi l i ty under and  fol lowing  the  expected  envi ronmental  cond i ti ons  
aris i ng  from  events  as  described  i n  4 . 4  and  4 . 5.  

5.3  Isolation  devices  

5.3. 1  General  

Where  s ignals  are  extracted  from  category A system  equ ipment and  provided  to  systems  of a  
l ower category,  the  transm ission  of these  s ignals  sha l l  be  through  isolation  devices  that are  
i ncluded  wi th in  the  category A system .  The  i solation  device  shal l  be  such  that fa i l u res  or 
cond i ti ons  at the ir ou tput term inals  (wh ich  are  connected  to  the  l ower category system)  
cannot prevent the  safety action  of the  category A system  or sub-system  to  wh ich  the  i solation  
device  i s  connected .  As  an  example,  a  ci rcu i t at  category A may be  mon i tored  for a larms  by a  
re lay i n  that ci rcu i t  at that category whose  con tacts  provide  a larms  at a  l ower category.  The  
e lectrica l  i so lation  provided  shal l  meet the  requ irements  of 5 . 3. 2.  

Temporary connections  for main tenance to  systems perform ing  category A functions  wi thout  
i solation  devices  shal l  be  perm i tted  provided  that they are  connected  to  on l y a  s ing le  
redundancy at  any g i ven  time,  that they are  d isconnected  after use,  and  that  the  system  is  
capable  of wi thstand ing  a  fau l t  i n troduced  through  fa i l u re  or use  of the  connection .  
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5.3.2  Isolation  characteristics  

Fai lures  and  cond i ti ons  that shal l  be  protected  against i nclude  

a)  short-ci rcu i ts  between  term inals  or to  ground ;  

b)  open  ci rcu i ts ;  

c)  appl ication  of the  maximum  a. c.  or d . c.  poten tia l  that  cou ld  reasonabl y occur,  cons idering  
poten tia ls  and  sources  avai l ab le  i n  both  the  category A and  non-category A systems;  

d )  e lectromagnetic  and  e lectrostatic  i n terference.  

The  properties  of an  i solation  device  shal l  i ncl ude  

– to lerance  of and  isolation  for the  e lectrical  surges  and  spikes  defined  i n  I EC 61 000-6-5;  

– to lerance and  i solation  for EM I  to  I EC 61 000-6-5;  

– s imple  barriers  between  close  or ad j acent  term inals  or con tact groups  on  re lay equ ipment 
used  for e lectrical  i sol ati on ;  

– prevention  of transm ission  of excess ivel y h igh  or damag ing  vol tages.  

I n  th is  con text,  an  assessment shou ld  be  done  of the  maximum  vol tage  that cou ld  be  
envisaged  under normal  and  fau l ted  cond i tions,  and  i ts  poten tia l  effects  on  the  equ ipment 
important  to  safety when  appl ied  to  the  isol ati on  device  term inals  of the  ci rcu i t  of l esser 
importance  to  safety.  

Precau tions  shou l d  also  be  taken  to  m in im ise  the  poss ibi l i ty that fa i l u re  i n  a  non-category A 
system  causes  spurious  or premature  actuation  of a  category A function .  

5.3.3  Actuation  priori ty 

Where p lant equ ipment that i s  control led  by a  category A system  is  a lso  con trol l ed  by s i gnals  
from  a  l ower category system ,  i solation  devices  shal l  be  provided  wh ich  ensure  priori ty of the  
category A system  actions  over those  of the  l ower category system .  Fa i lures  of,  or normal  
actions  by,  the  lower category system  shal l  not i n terfere  wi th  the  category A functions  under 
p lan t cond i ti ons  requ i ri ng  success  of those  category A functions.  The  priori ty i solation  devices  
shal l  be  categorised  as  part  of the  category A system .  

Fai lu res  and  mal -operations  i n  the  non-category A systems  shal l  cause  no  change i n  
response,  d ri ft,  accuracy,  sensi ti vi ty to  noise,  or other characteristics  of the  category A 
system  wh ich  m ight impair the  abi l i ty of the  system  to  perform  i ts  safety functi ons.  

Where  s ignals  are  extracted  from  category B  or C  systems  for use  in  l ower category systems,  
i solation  devices  may not be  requ ired ;  however,  good  eng ineering  practices  shou ld  be  
fol l owed  to  prevent the  propagation  of fau l ts.  I n  cases  where  systems perform ing  category B  
functions  need  to  take  on  the  aspects  of category A systems  due  to  the  functions  performed ,  
i solation  shal l  be  appl i ed .  

F ibre  optic communications  provide  a  very effecti ve  means  of ach ieving  e lectrical  i so lation ,  
and  shou ld  be  appl i ed  wherever practical .  
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5.4 Independence  from  control  systems 

The use  of category A system  s ignals  i n  control  systems (regard less  of category)  requ i res  
precautions  beyond  those  requ i red  when  category A system  s ignals  are  used  on l y for 
mon i toring  or protection  purposes.  A sensor fa i l u re  cou ld  cause  a  con trol  system  measured  
va lue  ou ts ide  the  demand  tolerance,  and  a  consequent unsafe  con trol  action ,  wh i le  preventing  
detection  of the  unsafe  cond i ti on  by the  protection  system .  

The  protection  system  and  the  control  system  shal l  be  des igned  so  that a  postu lated  s ing le  
fai l u re  includ i ng  consequen tia l  fa i l u res  concern ing  s ignals  transferred  between  these  two  
systems cannot cause  an  accident or trans ient requ iri ng  safety action  and ,  at the  same time,  
cause  unacceptable  degradation  of the  category A system .  

For the  case  where  a  s i ng le  random  fai l ure,  and  any consequentia l  fai l u res,  wi th in  the  
category A system  cou ld  cause  a  control  system  action  that resu l ts  i n  a  cond i ti on  requ i ri ng  
safety action ,  then  the  category A system  shou ld  be  capable  of provid ing  th is  action  even  
when  degraded  by a  second  random  fai lure.  Provis ions  shal l  be  i ncluded  so  that th is  
requ irement can  sti l l  be  met i f a  component or assembly is  by-passed  or removed  from  
service  for any reason  includ ing  test or main tenance purposes.  

Acceptable  provis ions  wi l l  d epend  on  the  type  of reactor and  on  the  possibl e  fa i lu res.  They 
i nclude  

– reducing  the  requ ired  majori ty voti ng  coincidence  when  sensor fa i l u re  or equ ipment fau l ts  
are  detected ,  

– removing  the  control  s i gnals  taken  from  the  redundant components  or assembl ies  when  
the  s i gnals  are  determ ined  to  not represent the  true  process  cond i ti on ,  

– i n i tiating  a  safety action  from  the  safety l og ic assembly,  thus  pu tti ng  the  p lant i n  a  s tate  no  
l onger adversely impacted  by the  con trol  system  action ,  

– provid i ng  protection  by use  of d i fferen t phys ical  parameters .  

A one  from  two voted  protection  system  provid ing  control  s i gnals  wi l l  requ i re  j usti fication  by 
trade-off arguments  (see  4 . 7) ,  even  i f effecti ve  bypasses  and  h i gh  sensor and  equ ipment 
re l i ab i l i ty wi th  proof testing  i s  cl a imed .  A two  from  three  voted  system  can  meet the  
requ irements  wi th  fai l -safe  equ ipment and  automatic  detection  of fai l ed  sensors  i f su i table  
bypass  faci l i ties  are  used  during  maintenance.  

Where  i t  can  be  shown  that,  due  to  the  ori g inal  even t,  the  s imu l taneous  fa i l u re  of redundant 
safety mon i toring  assembl ies  i s  un l ike l y,  safety mon i toring  assembl ies  wh ich  compare  s i gnals  
may be  provided .  These  safety mon i toring  assembl ies  shal l  provide  an  i nd ication ,  a l arm  or 
safety action  s ignal  or make the  l og ic more  restricti ve  when  one  s i gnal  deviates  excess ivel y 
from  other redundant s ignals  of the  same p lan t cond i ti on  or parameter.  The  safety mon i toring  
assembl ies  wh ich  perform  the  comparison  shal l  be  provided  wi th  adequate  i solation  to  
prevent in teraction  between  redundant channels .  An  example  of th is  i nvolves  send ing  a l l  
sensor values  to  each  redundant safety system  channel .  Each  channel  then  compares  the  
values  to  detect ou t-of- l i ne  or abnormal  va l ues.  Each  channel  may then  vote  a l l  sensors  
va lues,  or detect the  most adverse  sensor i n  each  channel  for the  voted  action .  The  sensors  
wh ich  are  detected  as  fau l ty shou ld  be  a larmed  and  the  va lues  may be  made avai l able  for 
d isplay.  
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6 Requirements  for cabl ing  separation  

6. 1  General  requ irement 

Redundant portions  of category A systems  shal l  be  des igned  and  i nsta l l ed  i n  such  a  way that 
the  s ing le  events  speci fi ed  i n  a l l  subclauses  of Clause  4  cannot resu l t i n  a  fa i l u re  of the 
category A function .   

Redundant portions  of category B  systems  shal l  be  des igned  and  i nsta l l ed  i n  such  a  way that 
the  s i ng le  events  speci fi ed  i n  4 . 2  and  4 . 3  cannot resu l t  i n  a  fa i l u re  of the  category B  function .  
Treatmen t of fa i lu re  i n i tiati ng  even ts  speci fied  i n  4 . 4  and  4. 5  to  category B  systems  shal l  be  
on  a  case  by case  bas is  as  d iscussed  i n  the  general  princip les  (Clause  4) .  

The  i tems  i n  the  fol lowing  subclauses  shal l  be  taken  in to  account.  

6.2  Separation  

Separati on  shal l  be  ach ieved  by safety structures,  barriers  or physical  d istance  or by any 
combination  of these  methods.  

6.2. 1  Separation  of redundant cables  inside  the  I&C system  important to  safety 

For redundant cables  wi th in  an  I &C  system  importan t to  safety,  the  fol lowing  apply:   

–  each  redundant group  shal l  be  provided  wi th  phys ical l y separate  cable  rou tes,  trays,  
condu i ts ,  ducts  and  penetrations;  

–  any g i ven  rou te,  tray,  condu i t,  duct,  vertical  duct or penetration  shal l  carry or contain  on l y 
cables  of the  same redundant group;  

–  for the  I &C system  fai l u re- in i tiating  even ts  that  have  the ir cause  in  the  cabl i ng  system ,  
such  as  arcing  or overheating  due  to  shorts ,  overloads,  vol tage  transients ,  etc.  (see  4. 3) ,  a  
l ow degree  of phys ical  separation  may be  su fficien t.  A horizon tal  d istance  of 30  cm  and  a  
vertica l  d is tance  of 80  cm  shal l  be  mainta ined  as  a  m in imum.  Where  the  m in imum  
separation  d is tance  i s  not main tained ,  the  redundan t cables  shal l  be  run  i n  enclosed  
raceways  that  qual i fy as  barriers  or a  j usti fication  of l ower d is tances  shal l  be  provided ;  

–  for p lant fai l u re  and  external  fa i lu re  even ts  (see  4. 4  and  4 . 5) ,  such  as  fi re  or s tructure  
col lapse,  greater phys ical  separation  i nclud ing  barriers  and /or safety s tructures  shal l  be  
appl ied .  

6.2.2  Lesser separation  d istances  

Lesser separation  d istances  than  those  speci fied  i n  6 . 2. 1  may be  establ i shed  by anal ys is  of 
the  proposed  cable  i nsta l l ation .  The  anal ys is  shou ld  be  based  on  tests  performed  to  
determ ine  the  fl ame retardan t characteristics  of the  proposed  cable  i nsta l l ation  considering  
features  such  as  i nsu lation  and  j acket materia ls ,  raceway fi l l ,  raceway types,  and  
arrangements .  For lesser separation  d istances  i n  hazardous  areas,  the  degree  of hazards  
(such  as  s i ze  of the  fi re  or p ipe  break)  and  m i tigati ng  measures  (such  as  sprinklers)  shou ld  be  
cons idered .  
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6.2.3  Associated  circu i ts  

When  functions  are  class i fi ed  accord ing  to  the  requ i rements  of I EC  61 226,  i t  wi l l  often  be  the  
case  that a  g iven  system  or set of equ ipment wi l l  perform  functions  of d i fferent categories.  
Also,  certa in  functi ons  of a  l ower category may have  a  very close  re lationsh ip  to  category A 
functions,  for example  process  mon i toring  based  on  the  same measurements  as  safety 
functions.  The  requ irements  stated  earl ier i n  th is  document general l y i nd icate  that ci rcu i ts  of 
l ower category functions  shou ld  be  separated  from  those  of category A.  However,  as  an  
a l ternati ve,  the  ci rcu i ts  of the  lower category function  can  be  declared  to  be  “associated  
ci rcu i ts” ,  and  the  separation  requ i rements  are  determ ined  from  th is  subclause.  Whi l e  i n  
princip le  i t  i s  poss ib le  to  have  ci rcu i ts  perform ing  category C  or l ower functions  associated  
wi th  category B ,  i n  practice  th is  provide  l i ttl e  benefi t s ince  the  separation  requ irements  
between  functions  of these  categories  are  m in imal .  Th is  subclause  describes  the  s i tuation  for 
ci rcu i ts  associated  wi th  category A ci rcu i ts .   

Cables  for non-category A functions  become associated  ci rcu i ts  i n  one  or more  of the  
fol l owing  ways:  

a)  e lectrica l  connection  to  a  category A power suppl y wi thou t the  use  of an  isol ati on  device;  

b)  e lectrica l  connection  to  the  power supply of category A systems  wi thou t the  use  of an  
isolati on  device;  

c)  proxim i ty to  category A ci rcu i ts  and  equ ipment wi thout the  requ ired  separation  (phys ical  
d istance  or barriers) ;  

d )  proxim i ty to  associated  ci rcu i ts  and  equ ipment wi thout the  requ i red  separation  (phys ica l  
d istance  or barriers) ;  

e)  sharing  a  category A or associated  s i gnal  wi thout the  use  of an  i solation  device.  

Associated  ci rcu i ts  shal l  comply wi th  one  of the  fo l lowing  requ i rements:  

1 )  they shal l  be  un iquel y i den ti fi ed  as  such  or as  category A and  shal l  remain  wi th  ( traceable  
to  the  associated  category A d i vis ion) ,  or be  physical l y separated  to  the  same extent as,  
those  category A ci rcu i ts  wi th  wh ich  they are  associated .  They shal l  be  subject to  the  
requ irements  placed  on  category A ci rcu i ts ,  u n less  i t  can  be  demonstrated  by anal ys is  or 
testing  that the  absence  of such  requ irements  cannot degrade  the  category A ci rcu i ts  
below an  acceptable  level ;  

2)  they shal l  be  i n  accordance  wi th  (1 )  above  from  the  category A systems to  and  includ ing  
an  i solation  device.  Beyond  the  i so lation  device,  such  a  ci rcu i t i s  non-category A provided  
that i t  does  not again  become associated  wi th  a  category A system ;  

3)  they shal l  be  anal ysed  or tested  to  demonstrate  that category A ci rcu i ts  are  not degraded  
below an  acceptable  level .  

Associated  ci rcu i ts  and  i solation  devices  shal l  be  subj ected  to  appropriate  qual i fication .  Th is  
qual i fication  shal l  show that the  h igher category ci rcu i ts  wi l l  perform  correctl y when  the  
associated  ci rcu i t or i so lation  device  and  i ts  cables  are  subjected  to  electrical  cond i tions  for 
wh ich  the  h i gher category ci rcu i t shou ld  function  correctl y.  Where  an  associated  ci rcu i t  i s  
connected  to  a  non-category A device  wi thou t i so lation ,  that non-category A device  shal l  a lso  
be  subj ect to  th is  appropriate  qual i fication .  Associated  ci rcu i ts  need  not be  qual i fied  for 
performance of function ,  s ince  thei r function  i s  non-category A.  

Appl ication  of the  associated  ci rcu i t concept on  a  wide  scale  may l ead  to  broad  combination  
of ci rcu i ts  of d i fferent categories  provided  that  the  general  safety pri ncip les  of physical  
separation  are  main tained .  For example,  cabl ing  of d i ffering  categories  need  not be  separated  
from  each  other wi th in  a  safety group  i f the  safety functions  of the  h igher category can  be  
performed  by a  redundant safety group that i s  separated  from  the  safety group that con ta ins  
the  associated  ci rcu i ts.  
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6.2.4  Separation  of system  cables  of d i fferent  safety categories   

The  i ndependence of ci rcu i ts  not important to  safety from  ci rcu i ts  important to  safety or 
associated  ci rcu i ts  shal l  be  ach ieved  by complying  wi th  the  fol lowing  requ i rements .  

a)  Non-category A ci rcu i ts  shal l  be  physical l y separated  from  category A ci rcu i ts  and  
associated  ci rcu i ts  by the  m in imum  separation  requ i rements  speci fied  i n  6. 2. 1 ,  except as  
perm i tted  in  i tem  d ),  or the  non-category A ci rcu i ts  sha l l  be  associated  ci rcu i ts .  

b)  Non-category A ci rcu i ts  sha l l  be  e lectrical l y i solated  from  category A ci rcu i ts  and  
associated  ci rcu i ts  by the  use  of i solation  devices,  sh ie ld ing ,  and  wi ri ng  techn iques  or 
separati on  d istance,  except as  perm i tted  i n  i tem  d ) ,  or the  non-category A ci rcu i ts  shal l  be  
associated  ci rcu i ts .  

c)  The  effects  of l ess  than  m in imum  separation  or the  absence of e lectrical  i solation  between  
the  non-category A ci rcu i ts  and  the  category A ci rcu i ts  or associated  ci rcu i ts  shal l  be  
anal ysed  to  demonstrate  that category A ci rcu i ts  are  not degraded  below an  acceptable  
l evel  or the  non-category A ci rcu i ts  shal l  be  associated  ci rcu i ts.  

d )  Non-category A i nstrumentation  s ignal  and  con trol  ci rcu i ts  are  not requ i red  to  be  
physica l l y separated  or e lectrica l l y i so lated  from  associated  ci rcu i ts  provided  that fi rstl y 
the  non-category A ci rcu i ts  are  not rou ted  wi th  associated  cables  of a  redundant d i vis ion  
and  second l y the  non -category A ci rcu i ts  are  anal ysed  to  demonstrate  that category A 
ci rcu i ts  are  not degraded  below an  acceptable  level .  As  part of the  anal ys is ,  cons ideration  
shal l  be  g i ven  to  potentia l  energy and  i den ti fication  of the  ci rcu i ts  i nvolved .  

6.2.5  Separation  of s ignal  cables  from  power cables  

Analogue  and  other low-level  e l ectrical  s ignals  shal l  not be  run  i n  the  same cable  trays,  trunks  
or condu i ts  as  power cables.  Depend ing  on  the  technology,  swi tchgear con trol  cables  may be  
l ow or h i gh  l evel  and  shal l  be  subm itted  to  th is  requ i rement accord ing l y.  F ibre  optic cables  
may be  run  together wi th  power cables  i f thei r mechan ical  protection  is  assured .  

6.2.6  Separation  of cables  from  tubes  or p ipes  

Cables  shal l  not  be  p laced  ad j acent to ,  or i n ,  trays,  trunks  or condu i ts  wi th  tubes  or p ipes  
carrying  med ia  under pressure  and /or temperature  such  as  oi l ,  s team ,  water,  l i qu id  meta ls  or 
other med ia  wh ich  may damage the  cables  i n  case  of l eakage or bursting ,  except where  the  
proxim i ty of a  sensor or actuator cable  to  the  process  p ip ing  i s  unavoidable  due  to  the  need  to  
connect  the  sensor or actuator to  the  process.  

6.2.7  General  routing  considerations  

As far as  possib le  a l l  cables  of the  system  important to  safety shou ld  be  rou ted  a long  non-
hazardous  rou tes  and  i n  a  manner to  preserve  their i n tegri ty.  

6.2.8  Control  room  cabinets,  desks,  panels  and  related  cables  

Al though  the  probabi l i ty of fi re  i n  the  con trol  room  and  i ts  immed iate  area  i s  l ow,  i ts  conse-
quences  cou ld  be  very severe.  There  are  major problems  in  main ta in ing  phys ical  separation  
or barriers  i n  the  control  room  areas  and  i ts  panels  and  desks,  where  many cables  are  
brought together.  Therefore,  p lants  are  designed  so  that fi re  i s  not l i kel y i n  the  control  room  
area,  and  so  that any fi re  wh ich  m ight s tart i s  restricted ,  wi l l  spread  s lowly and  wi l l  not cause  
l oss  of safety control  before  other control  can  be  establ ished .  The  methods  for th is  can  be  
complex and  they in teract strong ly wi th  the  s tation  cable  design ,  and  the  l ayou t of the  con trol  
panels ,  wh ich  are  governed  by human  factors  considerati ons.  
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The control  panel  l ayou t shou ld  a l low for human  factors  cons ideration  (see  I EC  60964),  such  
that i n formation  and  con trols  of redundant safety p lan t are  grouped  su i tabl y for m in im isation  
of the  possib i l i ty of human  errors .  The  expected  frequency of human  errors  may be  h igh ,  
whereas  that of fi re  i n  the  control  room  wi l l  be  l ow.  Th is  requ irement can  therefore  confl ict  
wi th  the  requ i rement for separation  by space,  barri ers  or i solation  devices  g i ven  e lsewhere  i n  
th is  s tandard ,  s i nce  the  human  factors  requ irement for the  fron t-of-panel  l ayou t may be  
requ ired  to  take  priori ty over conven ience  or s impl ici ty of cable  and  connecting  wi ri ng  des ign .   

Methods  to  control  the  potential  for fi re,  for detection  of fi re  and  for fi re  suppress ion  shal l  be  
i denti fied  and  appl ied  in  the  control  room  and  i ts  cabinets ,  desks  and  panels,  and  the  re levant 
cables  to  and  wi th in  those  i tems.  Methods  of reta in ing  phys ica l  separation  or provid ing  
res istance  to  the  spread  of fi re  wh ich  may be  used  i nclude  

– fu l l  separati on  of the  safety p lant controls  and  i nd icati ons  of d i fferent safety g roups,  wh ich  
i s  preferred ;  

– i n ternal  meta l  trunking  for the  connections  to  the  fron t of panel  devices  con trol l i ng  
redundant safety p l an t;  

– the  provis ion  of heat detectors  or au tomatic  fi re  suppress ion  wi th in  control  room  cabinets;  

– the  fi re  to lerance of the  cabinet structure  and  any fi re  barriers  between  sections  of the  
cabinets .  

Factors  wh ich  may be  considered  include  the  fol l owing :  

– the  control  room  is  a lways  staffed  and  fi re  wi l l  therefore  be  rapid l y detected  and  
exti ngu ished ;  

– the  con trol  room  is  a  con trol l ed  access  area,  i n  wh ich  accumulation  of fl ammable  materia l  
wi l l  be  prevented  and  sabotage  is  un l ikel y;  

– the  detection  of fi re  wi th in  any compartmen t of the  control  room  cabinets ,  panels  and  
desks  wi l l  be  rapid ,  and  the  poten tia l  rate  of spread  of fi re  from  one  compartmen t to  
another i s  s low enough  to  a l low fi res  to  be  exti ngu ished  before  con trol  i s  l ost;  

– the  avai labi l i ty of redundant controls  over safety p lant,  where  one  panel  secti on  provides 
i nd ividual  con trol  of safety p lan t i tems  and  another and  separated  section  provides  an  
a l ternative  and  possib le  g rouped  con trol  over the  safety p lant;  

– the  i gn i tion  of fi re  wi th in  a  panel  section  i s  of very l ow frequency,  wi th i n  the  des ign  bas is  
of the  p lant,  by con trol  of the  use  of fl ammable  materia l  and  heat sources  wi th in  the  panel  
sections;  

– provis ion  of an  a l ternate,  emergency control  room  from  wh ich  the  necessary safety control  
actions  can  be  taken .  Su i table  means  shal l  be  provided  to  i solate  the  effects  of fi res  i n  
e i ther con trol  room .  

Means  of ensuring  that a  fi re  does  not cause  short ci rcu i ts ,  open  ci rcu i ts  or hot shorts  such  
that control  i s  degraded  shou ld  be  i ncluded  i n  the  I&C system  designs.  These  i nclude  phys ica l  
separation  of power and  con trol  or ind ication  wi res  i n  d i fferent cables,  appl ication  of fibre  
optic cables  and  optical  i so lators,  the  use  of mu l tiplexed  systems  of control ,  and  VDU  soft 
con trol .   
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6.3  Thermal  and  physical  protection  

Atten tion  shal l  be  g i ven  to  acceptable  thermal  l oad ing  and  de-rati ng  factors  for cable  rou ting  
i n  cable  trays  to  ensure  that phys ical  separation  provis ions  remain  effecti ve.  

To  m in im ise  the  poss ibi l i ty of damage  to  cable  sheats  and  i nsu lation ,  d ue  to  the  weigh t of 
upper cables  press ing  on  lower ones  in  trays,  the  maximum  depth  of cables  i n  a  tray shal l  be  
l im i ted  to  the  no-damage  weight carrying  capabi l i ty of the  l ower cables.  

6.4 Fi re  protection  

Flame-retardant cables  shal l  be  used .  The  I EC 60332  series  provides  gu idance for the  testing  
of e l ectric  cables  to  demonstrate  the ir fl ame-retardan t properties.  

As  an  add i ti onal  precau tion  when  system  or equ ipment cables  importan t to  safety are  i n  close  
proxim i ty to  power cables,  barriers  of fi re-resistant materia l  shal l  be  provided ,  separati ng  
category A system  cables  from  a l l  other cables.  

Cable  tray and  condu i t penetrati ons  of fi re  barriers  (vertical  and  horizon ta l )  sha l l  be  sealed  
wi th  non-combustib le  materia ls  to  g i ve  protection  at l east equ ivalent to  that  requ i red  of the  fi re  
barrier.  

Non-combustib le  materia ls  shal l  be  used  for cable  trays  and  condu i ts.  

Where  category A cables  are  demonstrated  to  reta in  ci rcu i t i n tegri ty when  exposed  to  fi re,  and  
where  the  i nsu lation  wi thstand  vol tage  of the  cable  i s  greater than  the  postu lated  fau l t vol tage  
of the  lower category ci rcu i ts  i n  proxim i ty to  the  cable,  then  such  cables  provide  sufficien t 
barriers  to  e lectrical l y i nduced  fi res .  I n  such  cases,  physical  separation  of the  category A 
cables  from  those  of l ower category may be  l ess  than  the  m in imum  d istances  speci fi ed  
i n  6. 2. 1 .   

6.5  Identi fication  

To faci l i tate  commission ing  and  mod i fication  and  to  reduce the  chance of errors,  cable  routes  
wh ich  con tain  system  cables  importan t to  safety shal l  be  marked  to  i den ti fy thei r redundant  
safety g roup  and  safety cl assi fication .  Th is  marking  shou ld  be  

a)  on  the  cables ;  

b)  on  the  cable  trays,  d ucts  and  condu i ts;  

c)  at  a l l  term inal  poin ts .  

 

___________ 
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Annex ZA 
(normative)  

 
Normative references to international  publications 
with  their corresponding European publications 

The fol lowing  referenced  documents are indispensable for the appl ication  of th is document.  For dated  
references,  only the edition  cited  applies.  For undated  references,  the latest edition  of the referenced  
document (including any amendments) appl ies.  

NOTE   Where an  International  Publ ication has been modified  by common modifications,  indicated by (mod),  the relevant EN/HD 
appl ies.  

Publication  Year Title EN/HD Year 

IEC 60332 Series Tests on  electric and  optical  fibre cables under 
fire conditions  

EN  60332 Series 

IEC 60964 - Design  for control  rooms of nuclear power 
plants 

- -  

IEC 61 000 Series Electromagnetic compatibi l i ty (EMC)  EN  61 000 Series 

IEC/TS 61 000-6-5 - Electromagnetic compatibi lty (EMC) -  
Part 6-5:  Generic standards - Immunity for 
power station  and  substation  environments 

- -  

IEC 61 226 - Nuclear power plants - Instrumentation  and  
control  systems important to safety - 
Classification   

-  -  

IEC 61 51 3 - Nuclear power plants - Instrumentation  and  
control  for systems important to safety - 
General  requirements for systems 

- -  

IEC/TR 62096 - Nuclear power plants - Instrumentation  and  
control  -  Guidance for the decision  on  
modernization  

- -  

IAEA safety guide 
NS-G-1 .3 

- Instrumentation  and  control  systems important 
to safety in  nuclear power plants 

- -  
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