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European foreword 

This document (EN 50131-5-3:2017) has been prepared by CLC/TC 79 “Alarm systems”. 

The following dates are fixed: 

• latest date by which this document has to be implemented at
national level by publication of an identical national standard
or by endorsement

(dop) 2017-09-17 

• latest date by which the national standards conflicting with this
document have to be withdrawn (dow) 2020-03-17 

This document supersedes EN 50131-5-3:2005. 

This document is bound to be used in conjunction with the other parts of the EN 50131 series that define the 
functional requirements of the equipment regardless of the type of interconnections used. 

EN 50131-5 is currently composed with the following parts: 

— CLC/FprTS 50131-5-1 Alarm systems — Intrusion systems — Part 5-1: Interconnections — 
Requirements for wired Interconnection for I&HAS equipments located in supervised premises; 

— EN 50131-5-3, Alarm systems — Intrusion systems — Part 5-3: Requirements for interconnections 
equipment using radio frequency techniques; 

— CLC/TS 50131-5-4, Alarm systems — Intrusion and hold-up systems — Part 5-4: System compatibility 
testing for I&HAS equipments located in supervised premises. 

http://dx.doi.org/10.3403/30082437
http://dx.doi.org/10.3403/30082437U
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1 Scope 

This European Standard applies to intrusion alarm equipment using radio frequency (RF) links and located 
on protected premises. It does not cover long-range radio transmissions. 

This European Standard defines the terms used in the field of intrusion alarm equipment using radio 
frequency links as well as the requirements relevant to the equipment. 

2 Normative references 

The following documents, in whole or in part, are normatively referenced in this document and are 
indispensable for its application. For dated references, only the edition cited applies. For undated references, 
the latest edition of the referenced document (including any amendments) applies. 

EN 50131-1:2006, Alarm systems - Intrusion and hold-up systems - Part 1: System requirements 

EN 50131-3, Alarm systems - Intrusion and hold-up systems - Part 3: Control and indicating equipment 

3 Terms, definitions and abbreviated terms 

3.1 Terms and definitions 

For the purpose of this document, the following terms and definitions apply. 

3.1.1 
alarm message 
message conveying information regarding intruder, tamper or fault alarms 

3.1.2 
assigned band 
frequency band within which the equipment is authorized to operate 

3.1.3 
attenuation 
degradation of the RF signal due to a change in the passive environment of the system after its installation 

EXAMPLE Creation, relocation or reflection or absorption materials. 

3.1.4 
collision 
simultaneous transmissions from two or more RF communication devices belonging to the same system, of 
sufficient signal strength to cause corruption or obliteration of the RF signals 

3.1.5 
collision probability 
likelihood of two or more messages having part or all of their information coincident on the RF link leading to 
a collision 

3.1.6 
communication link 
all local RF equipment, media and protocols used to route alarm system messages 

http://dx.doi.org/10.3403/30080015
http://dx.doi.org/10.3403/30177444U
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3.1.7 
disturbance 
event originating internally or externally to the system and liable to impair transmission and/or processing of 
data in the system 

Note 1 to entry: It can be unintentionally or intentionally harmful. 

Note 2 to entry: Causes of disturbance are attenuation, collision, unintentional or intentional message substitution and 
other RF interference. 

Note 3 to entry: The different effects that disturbances may have on the signals are: 

— corruption of the RF signal with no message corruption, 

— corruption of the RF signal with partial message corruption, 

— total obliteration of the RF signal (inability to receive). 

3.1.8 
failure of communication 
inability to pass a message on an RF link 

3.1.9 
identification code 
part of a message used to identify a RF communication device belonging to the system 

3.1.10 
intentional message substitution 
deliberate transmissions from an RF communication device using the correct protocol with the intention of 
reducing the security of the system 

3.1.11 
RF interference 
RF emissions from any other source, that may cause corruption or obliteration of wanted signals and do not 
conform to the definition of collision or message substitution 

3.1.12 
RF communication device 
device using RF transmission links 

3.1.13 
relaying equipment 
device that receives RF messages from one or more devices and transmits them to another receiving device 
of the alarm system either directly or through other relaying equipment 

3.1.14 
throughput ratio 
ratio of the total number of messages correctly interpreted by the receiving device to the total number of 
messages sent by the transmitting device 

3.1.15 
unintentional message substitution 
non-deliberate transmissions from an RF communication device using the correct protocol originating from 
another system with no intention of reducing the security 

EXAMPLE Alarm system of same manufacturer and type installed in the neighbourhood, which could negatively 
interfere by its normal operation 
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3.2 Abbreviated terms 

For the purpose of this document, the following abbreviated terms apply: 

ACE ancillary control equipment 

CIE control and indicating equipment 

EUT Rx receiving equipment under test 

EUT Tx transmitting equipment under test 

RE relaying equipment 

RF radio frequency 

RL reference level 

SPT Supervised premises transceiver 

WD warning device 

4 Requirements 

4.1 General 

Components of IAS with usage of RF links shall comply with the following requirements. 

4.2 Immunity to attenuation 

4.2.1 General 

Due to the fact that there may be changes in the passive environment after installation, it shall be possible to 
temporarily reduce or simulate the reduction of the RF link budget during installation or maintenance. 

4.2.2 Requirement for immunity to attenuation 

The manufacturer shall specify in the installation and maintenance documentation the means used on its 
equipment to fulfil this requirement. 

This function shall be automatically activated by the system itself when the system is in maintenance or 
installation mode. 

In this installation condition, the reduction shall be according to the values given in Table 1. This applies to 
all links e.g. to CIE, RE, SPT and WD. 

Table 1 — Immunity to attenuation 

Reduction of the RF link budget 

Grade 1 ≥ 8 dB 

Grade 2 ≥ 8 dB 

Grade 3 ≥ 15 dB 

Grade 4 ≥ 15 dB 

NOTE The requirements given in Table 1 do not apply to portable 
devices (e.g. key fob) 
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4.3 Immunity to collision 

4.3.1 General 

The objective of the requirement and the process of decoding is to ensure a high level of confidence in the 
transmissions of alarm and monitoring messages thus reducing the probability of equipment on the same 
system causing interference by design and possibly leading to loss or corruption of information. 

4.3.2 Requirement for occupation rate 

To keep the occupation rate as small as possible, the following requirements given in Table 2 shall be 
fulfilled. This rate shall be calculated by assuming the system is at its full capacity. 

Table 2 — System occupation of the medium 

Maximum occupation 
(percentage) 

In a period of time of 

Grade 1 10 % 240 min 

Grade 2 10 % 120 min 

Grade 3 10 % 100 s 

Grade 4 10 % 10 s 

To ensure successful transmissions for grade 3 and grade 4 equipment, all types of messages (e.g. alarm, 
monitoring) shall be acknowledged by the receiving equipment to the transmitting equipment. 

4.3.3 Requirement for throughput ratio 

The objective of this requirement is to measure the ability of all receiving equipment to interpret and decode 
radio messages accurately. 

Receiving equipment shall comply with the requirements of Table 3. 

Table 3 — Throughput ratio 

Minimum number of 
correctly interpreted 

messages 

All grades 999 out of 1 000 

4.4 Immunity to substitution 

4.4.1 General 

Intentional message or component substitution generally attempts to reduce the security of the system. 
Unintentional message or component substitution generally causes false alarms or tamper alarms and has a 
nuisance value. 

4.4.2 Immunity to unintentional message and component substitution 

In order to prevent unintentional message and component substitution, each transmitting device shall be 
identified as belonging to the system by an identification code. The number of identification code possibilities 
shall be at least equal to those shown in Table 4. 
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Table 4 — Identification codes 

Identification codes 

Grade 1 100 000 

Grade 2 1 000 000 

Grade 3 10 000 000 

Grade 4 100 000 000 

Alternatively the manufacturer shall provide means to the installer on site to choose identification code with 
the minimum of 256 codes to ensure that an alarm shall not interfere with other nearby systems. 

4.4.3 Immunity to intentional messages and components substitution 

In accordance with EN 50131-3 for grade 4 equipment, means to monitor and to detect messages and 
components substitution are required. 

4.5 Immunity to interference 

4.5.1 General 

The purpose of this requirement is to check the ability of the receiving equipment to discriminate between the 
desired signal and the interfering RF signals. 

This immunity to interference requirement applies to the receiving equipment as listed below: 

— CIE; 

— WD; 

— RE; 

— SPT. 

Each of the interference signals defined below shall be applied and shall not cause false alarm, indications of 
a failure of periodic communication and shall not compromise the correct reception and processing of the 
messages. 

During continuous application of the interfering signals whose levels are defined in the subsequent 
subclauses, all of the 20 system relevant messages (sent by the transmitting equipment used for test 
purposes) shall be correctly received and processed by the receiving equipment. 

In the event of the receiving equipment operating in more than one assigned band, the requirement shall be 
fulfilled for each individual assigned band. 

4.5.2 Interference outside the assigned band for equipment of all grades 

The receiving equipment shall be fully functional during the application of the interference signal at a level of 
10 V/m at frequency F1 and subsequently at frequency F2 (F1 and F2 are defined in 5.5.1). 

4.5.3 Interference within the assigned band for equipment of all grades 

The receiving equipment shall be fully functional during the application of the interference signal at a level of 
RL + 8 dB (RL is defined in 5.1) at frequency Ft (Ft is defined in 5.5.1). 

4.5.4 Interference within the assigned band for grade 3 and grade 4 equipment 

Additionally, the receiving equipment shall be fully functional when an interference signal is applied to each 
assigned band sequentially at a level, IL + 3 dB (IL is defined in 5.5.4) with a frequency modulated signal as 
defined in 5.5.4. 

http://dx.doi.org/10.3403/30177444U
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4.6 Requirement for RF links monitoring 

4.6.1 General 

The RF links shall be monitored in accordance with the grade. The indication or notification related to RF link 
monitoring is dependent on the grade and the state of the equipment. 

4.6.2 Requirement for the detection of a failure of periodic communication 

A failure of periodic communication shall be detected for any type of device within the time periods as 
specified in EN 50131-1:2006, subclause relating to Verification of periodic communication. In the case of a 
failure of communication to and from a WD or to and from an SPT, the annunciation of the failure shall be 
processed (optional for grade 1 and grade 2). 

In the event of a failure of periodic communication, a fault or tamper shall be generated in accordance with 
EN 50131-1, clause relating to Signals and messages to be generated. 

NOTE This requirement does not apply to portable devices (e.g. key fob). 

4.6.3 Requirement for periodic communication before setting 

Setting shall be prevented in accordance with EN 50131-1, clause relating to Verification during setting 
procedure. 

These requirements do not apply to wire-free ACE (e.g. keyfob or portable remote control). 

4.6.4 Requirement for the detection of interference 

If the level of modulated interference is great enough to corrupt the correct transmissions between 
equipments, detection of interference shall take place when such levels are detected for time periods as 
specified in Table 5. 

Table 5 — Detection of interference timings 

Detection of interference (maximum) 

Grades 1 and 2 Sum total of 30 s of interference signal in any 60 s 

Grades 3 and 4 Sum total of 10 s of interference signal in any 20 s 

For all grades, when modulated interference with: 

— a level equal to IL (IL is defined in 5.6.3) permanently applied, no indication or notification other than 
those specified in EN 50131-1, clause relating to signals or messages to be generated, shall take place; 
and 

— a level as given in Table 7 and a duration less than 5 s, no indication or notification shall take place. 

In the event of detection of modulated interference with a level as given in Table 7 and duration as given in 
Table 5, a fault or tamper shall be generated for grade 1 and grade 2 equipment and a tamper shall be 
generated for grade 3 and grade 4 equipment. 

The requirements given in Table 5 do not apply to wire-free ACE (e.g. key fob or portable remote control). 

According to the grade of the system, the following requirements given in Table 6 for interference detection 
apply. 

http://dx.doi.org/10.3403/30080015
http://dx.doi.org/10.3403/01492654U
http://dx.doi.org/10.3403/01492654U
http://dx.doi.org/10.3403/01492654U
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Table 6 — Detection of interference 

System state CIE/RE WD SPT 

Detection of interference 

Grade 1 At all times Mandatory Optional a Optional 

Grade 2 At all times Mandatory Optional a Optional 

Grade 3 At all times Mandatory Mandatory Mandatory 

Grade 4 At all times Mandatory Mandatory Mandatory 
a For external devices, if this function is provided, the WD shall conform to the requirement for detection 

of interference 

The receiving equipment shall detect a level of interference as defined in Table 7, for the durations as 
defined in Table 9. 

Table 7 — Level of interference signal 

Grade 1 IL + 40 dB 

Grade 2 IL + 30 dB 

Grade 3 IL + 9 dB 

Grade 4 IL + 9 dB 

The requirements given in Table 5, Table 6, and Table 7 apply to CIE, WD, RE and SPT. 

4.7 Antenna 

4.7.1 General 

The antenna shall have the same stability and tamper protection as required for the device. 

4.7.2 Requirements for antenna 

For all grades equipment where antennas and/or an antenna cable is accessible at access level 1 the 
requirements given in Table 8 shall be fulfilled. 

Table 8 — Requirements for antenna 

Degrading of antenna performance 

CIE and RE Indicate fault and prohibit setting 

WD Local notification by device 

SPT Automatic transmission of tamper alarm 

For grade 3 and grade 4 equipment, antenna and/or an antenna cable shall fulfil the same tamper protection 
requirements as those of the device using this antenna. 

5 Tests 

5.1 General 

5.1.1 For these tests, the manufacturer shall provide one system made of the receiving equipment to be 
tested (EUT Rx) with one or more transmitting equipment (EUT Tx) and remote control equipment. The 
equipment can be modified in order to trigger easily RF alarm messages and to advise easily the operator 
when an alarm message is processed. 
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5.1.2 Determination of reference level RL 

For most of the tests, the receiving equipment shall be set in a receiving state that just ensures a good 
reception. The level of this receiving state – measured on the spectrum analyser according Annex A – is 
called the reference level (RL). 

The reference level RL of the EUT Rx shall be determined and used as the basis for all other tests. 

This measurement shall be conducted using the arrangement shown in Annex A. 

The signal generator for the wanted signal is appropriately modulated to simulate a transmitted signal or an 
actual transmitting device may be used, via an attenuator to control the RF level. If using a real device, care 
shall be taken to ensure adequate isolation so that when the attenuator is set to maximum, the receiver will 
not receive the transmitting device through leakage between cables and connectors. 

The measurement of RL level shall be performed in the conditions (antenna polarization and EUT Rx 
orientation) where the EUT Rx receives the maximum signal. The interference signal source amplifier shall 
be turned ON when determining RL for immunity to interference tests (5.6) and can be turned OFF for other 
tests. 

To determine the reference level (RL) the wanted signal level is set at a point at which messages are 
received reliably and subsequently attenuated in appropriate steps until fewer than 80 % of alarm messages 
are received. Then decrease the attenuation in finer steps (e.g. 1 dB or 0,1 dB) until 80 % to 90 % of alarm 
messages are received. If this range is not achievable due to technical radio performance reasons then the 
nearest figure close to the range shall be used. In any case, this shall be not less than 80 %. 

When this point is reached, the wanted signal level is increased by 3 dB and this level is the reference level 
(RL). 

EXAMPLE When the value observed on the spectrum analyser is - 80 dBm, the reference level is 
- 80 dBm + 3 dB = - 77 dBm. 

5.2 Test for immunity to attenuation 

The test method used to determine the reference level shall be used to check the attenuation of RF link 
function as specified in 4.1. For the purpose of this test, the equipment shall be configured as indicated in the 
manufacturer’s installation or maintenance specification. 

a) The suitable arrangement is shown in Annex A.

b) Measure in dBm the RL of the EUT Rx under normal operating conditions (RLn).

c) Measure in dBm the RL of the EUT Rx in installation mode (RLi).

Pass/Fail criterion: the test is passed if RLi - RLn is greater than or equal to the relevant figure for 
‘attenuation’ given in Table 1. 

Where the manufacturer claims compliance with 4.1 by a method other than attenuation at the receiver, this 
method shall be specified by the manufacturer and an appropriate test method shall be agreed with the test 
house. 

5.3 Verification of immunity to collision 

5.3.1 Calculation of the occupation rate 

The occupation rate for any given system shall be calculated as a derivative of the maximum number of 
communicating devices (according to the manufacturer's specifications) duration and number of monitoring, 
acknowledgement and status transmissions. In this calculation, it shall be taken into account that messages 
are repeated up to the maximum number of time. If acknowledgement is sent, it shall be part of the 
calculation. 

The manufacturer shall provide the calculations on which it claims compliance with the requirements of 4.2.1. 
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Pass/Fail criterion: The equipment passes the test if the calculated maximum occupation is lower than or 
equal to the values as specified in Table 2. 

NOTE Example for the calculation is given in Annex C. 

5.3.2 Test for throughput ratio 

The test shall be conducted in a shielded anechoic chamber. The manufacturer shall provide the means for 
ensuring the transmission of the requisite number of alarm messages. 

The alarm message transmission rate shall be specified by the manufacturer and agreed by the test house 
and shall be at least 5 alarm messages per minute (manufacturer may modify the EUT in order to comply 
with this test condition). 

a) The receiving equipment/transmitting equipment combination shall be configured to the reference level
as determined in 5.1, increased by 6 dB.

b) The number of transmissions shall be counted. The arrangement shall not interfere with the transmitting
equipment output.

c) The number of received and decoded messages shall be counted. The arrangement shall not interfere
with the receiving equipment input.

Pass/Fail criterion: The equipment passes the test if the number of alarm messages correctly received and 
decoded as specified in Table 3. 

5.4 Tests for immunity to substitution 

5.4.1 Test for immunity to unintentional messages and components substitution 

The manufacturer shall provide information demonstrating the method of compliance with Table 4 or with the 
alternative method. 

A technical assessment shall be carried out to verify the requirements. 

Pass/Fail criterion: The test is passed if the number of identification codes comply with Table 4 or with the 
alternative method. 

5.4.2 Test for immunity to intentional messages and components substitution 

In addition, for grade 4 equipment, the manufacturer shall provide information demonstrating the method to 
monitor and detect component and message substitution.. 

Pass/Fail criterion: The test is passed if the provided information proof that substitution is monitored and 
detected. 

5.5 Tests for immunity to interference 

5.5.1 General 

The equipment shall be arranged as shown in Annex A. 

For the purposes of interference testing, three frequencies, F1, F2 and Ft, are defined as follows: 

F F=1 min0 95 x,

F F=2 max1 05 x,

where 

Fmax is the highest frequency used by the equipment in the assigned band; 

Fmin is the lowest frequency used by the equipment in the assigned band; 

Ft is the test frequency 
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5.5.2 Test for interference outside of the assigned band (for all grades) 

The tests consist of subjecting the receiver to a continuous interference signal introduced from a signal 
generator. 

Before the interference signal is applied, the EUT Rx shall be set to the reference level (RL) condition. 

The wanted signal attenuation shall be reduced such that the observed signal on the spectrum analyser is 
RL + 20 dB. 

The unmodulated interfering signal shall be adjusted at frequency F1 with a level of 10 V/m (RMS). The field 
strength shall be measured using a field strength probe. 

During the interfering signal adjustment, the EUT Rx may be temporarily removed and the field strength 
probe introduced in its place. 

Then the modulated interference signal shall be applied. This signal shall be 80 % amplitude modulated by a 
1 kHz sine wave (1.8 peak to RMS-ratio). Twenty messages are sent by the transmitting device used for test 
purposes. 

The test shall be conducted for both horizontal and vertical polarization. 

The test shall be repeated for each frequency F1 and F2 of each assigned band used by the receiving 
equipment. 

The level of the interference signal shall be readjusted at 10 V/m for each frequency and polarization. 

Pass/Fail criterion: The EUT Rx has passed the test if it has correctly processed all of the 20 messages sent 
by the transmitting device used for test purposes and if no failure or tamper message is generated. 

5.5.3 Test for interference within the assigned band for equipment of all grades 

The manufacturer shall provide documentation about the used frequencies. 

Each used frequency shall be tested by the following procedure. 

1) Before the interference signal is applied, the EUT Rx shall be set to the reference level (RL) condition.
Wanted signal attenuation shall be reduced such that the observed signal on the spectrum analyser is
RL + 20 dB.

2) Set the interference generator (Ft) to one of the used frequencies.

3) Adjust the interference signal to the level RL + 8 dB.

4) Apply modulation 80 % amplitude modulated by 1 kHz sine wave (1.8 peak to RMS ratio).

5) 20 messages are sent by the transmitting device used for test purposes.

6) Repeat this procedure (steps 2 to 5) for all used frequencies.

NOTE The interference signal generator is connected directly to the coupler in place of the 50 Ω load. 

Pass/Fail criterion: The EUT Rx/Tx has passed the test if it has correctly processed all messages sent by the 
transmitting device used for test purposes and if no failure or tamper message is generated. 
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5.5.4 Test for interference within the assigned band for grade 3 and grade 4 equipment 

The arrangement shown in Annex A shall be used; the interference signal generator is connected directly to 
the coupler in place of the 50 Ω load. 

The tests consist of subjecting the receiver to a continuous interference signal introduced from a signal 
generator. This signal shall cover at least the entire assigned band (not affecting other used bands). For that, 
a frequency-modulated signal shall be used, with a deviation greater than the assigned band and the 
modulating signal shall be a 15kHz ramp (see details in Annex B). 

1) Before the interference signal is applied, the EUT Rx shall be set to the reference level (RL) condition.
Wanted signal attenuation shall be reduced such that the observed signal on the spectrum analyser is
RL + 20 dB.

2) The level of interference generated by the interfering transmitting equipment shall be increased until 2 or
more alarm messages out of 5 generated by the standard transmitting equipment, are not received by
the receiving equipment. This level of the interference signal of the interfering transmitting equipment,
measured on the spectrum analyser, is called level IL.

3) Increase that level by 3 dB.

4) 20 messages are sent by the transmitting device used for test purposes.

5) Repeat this procedure (steps 2 to 5) for all used bands.

Pass/Fail criterion: The EUT Rx/Tx has passed the test if it has correctly processed all messages sent by the 
transmitting device used for test purposes and if no failure or tamper message is generated. 

5.6 Tests for RF link monitoring 

5.6.1 Tests for the detection of a failure of periodic communication on a link 

For each combination of equipment, the receiving equipment listed below shall be evaluated: 

— CIE from detector; 

— CIE from WD; 

— WD from CIE; 

— SPT from CIE; 

— CIE from SPT. 

NOTE RE could be part of the link between the components. 

It shall then be verified that monitoring signals or messages are correctly received by the receiving 
equipment according to the specification provided by the manufacturer. 

The power supply of the transmitting equipment shall be disconnected to interrupt any transmissions or the 
transmissions shall be interrupted. 

In the latter case, the use of a shielded anechoic chamber as shown in Annex A may be appropriate. 

Where the CIE is included in the test, it shall be in the unset state. 

Pass/fail criterion: The receiving equipment shall generate a fault or a tamper in accordance with the times 
required in EN 50131-1, Clause relating to Verification of periodic communication. 

http://dx.doi.org/10.3403/01492654U
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5.6.2 Periodic communication before setting 

In the unset condition of the system, the power supply of the transmitting equipment shall be disconnected to 
interrupt any transmissions or the transmissions shall be interrupted. 

In the latter case, the use of a shielded anechoic chamber as shown in Annex A may be appropriate. 

Following the elapsed time period for the particular grade as specified in EN 50131-1, clause relating to 
Verification during setting procedure, commence the system setting procedure within 10 s. 

Pass/fail criterion: It shall not be possible to set the system. 

5.6.3 Tests for detection of interference 

The tests consist of subjecting the receiver to a continuous modulated interference signal introduced from a 
signal generator. This signal shall cover the entire assigned band. 

The equipment shall be arranged as shown in Annex A. Before the interference signal is applied, the EUT Rx 
shall be set to the reference level (RL) condition. 

Wanted signal attenuation shall be reduced such that the observed signal on the spectrum analyser is 
RL + 6 dB. 

A continuous interference signal shall be introduced from the interference generator. This signal shall cover 
at least the entire assigned band. For that, a frequency-modulated signal shall be used, with a deviation 
greater than twice of the assigned band and the modulating signal shall be a 15kHz ramp (see details in 
Annex B). 

In the case of equipment using more than one band, the above test shall be performed in all the assigned 
bands separately with the other assigned bands disabled during the test (the means shall be provided by the 
manufacturer). 

The level of interference generated by the interfering transmitting equipment shall be increased until 2 or 
more alarm messages out of 5 generated by the standard transmitting equipment, are not received by the 
receiving equipment. 

This level of the interference signal of the interfering equipment, measured on the spectrum analyser, is 
called Level IL. 

The transmission of the standard transmitting equipment shall be stopped and the level of the interference 
generated by the interfering equipment shall be increased to the values given in Table 7. 

Pass/fail criterion: The test is passed when the following test sequences have been completed: 

a) the application of a continuous interference signal equal to IL shall not generate indication or notification
other than those specified in 4.6.4;

b) the application of interference signals with the level defined in Table 7 up to 5 s shall not generate any
notification or indication;

c) the application of interference signals with the level defined in Table 7 for a duration defined in Table 9
shall generate a fault or tamper signal as required in 4.6.4 c).”

Table 9 — Duration of interference signals 

Sum of duration of signal(s) 

Grade 1 31 s 

Grade 2 31 s 

Grade 3 11 s 

Grade 4 11 s 

http://dx.doi.org/10.3403/01492654U
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5.7 Test for antenna 

For each type of equipment defined in Table 8, configure the equipment in its normal condition. 

Where the antenna and/or the antenna cable is accessible at access level 1, remove or cut the antenna 
and/or the antenna cable and verify the requirements are achieved as defined in Table 8. 

Pass/Fail criterion: The test is passed if indication or notification is observed in less than 10 s after antenna 
tamper. 
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Annex A 
(normative) 

Test setup 

Figure A.1 — Test setup 
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Annex B 
(informative) 

Interference signal 

Figure B.1 — Level IL 

Figure B.2 — Interference signal 
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Annex C 
(informative) 

Example for the calculation of occupation rate 

Table C.1 — Example for the calculation of occupation rate 

Kind of 
transmitter 

Maximum 
number of 
transmitter 
within one 

system 

Duration of 
one 

monitoring 
message 

Repetition 
Duration of one 

acknowledgement 
message 

Number of 
messages 
sent per 
period 

Duration 

ms ms ms 

Monitoring / status messages by the CIE 

Detectors 36 10 3 5 12 36 × (((10 x 3) + 5) x 12) = 15 120 

Keypad 1 10 3 5 12 1 × (((10 × 3) + 5) × 12) = 420 

Warning 
device 1 10 3 5 12 1 × (((10 × 3) + 5) × 12) = 420 

Alarm 
transmitting 
equipment 

1 10 3 5 12 1 × (((10 × 3) + 5) × 12) = 420 

Relay 
equipment 0 - - - - - 

Monitoring / status messages by the SPT 

CIE 1 10 3 5 12 1 × (((10 × 3) + 5) × 12) = 420 

Total duration 16 800 (16,800 s) 

Occupation ratio 16,800 / 7 200 = 0,002 333 
(0,23 %) 

For this example, the following presumptions have been taken into account: 

a) The system is a grade 2 system, thus the observation period is 2 h (7 200 s);

b) The system is at its maximum capacity; the maximum number of peripherals is 40 components (1 CIE,
36 detectors, 1 keypad, 1 warning device and 1 transmitting equipment);

c) The duration of one monitoring message is 10 ms. Monitoring messages are repeated up to 3 times
(until they are acknowledged);

d) The acknowledgement is sent at the last repetition. The duration of one acknowledgement is 5 ms;

e) Peripherals (detectors, keypads, warning devices and transmitting equipments) send their monitoring
messages every 10 min (12 per observation period);

f) For this system:

1) the CIE monitors detectors, keypads, warning devices and transmitting equipments;

2) the alarm transmitting equipment monitors the CIE.
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