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)RUHZRUG

7KLV� (XURSHDQ� 6WDQGDUG� KDV� EHHQ� SUHSDUHG� E\� 7HFKQLFDO� &RPPLWWHH� &(1�7&� ����� &DWKRGLF
SURWHFWLRQ��WKH�6HFUHWDULDW�RI�ZKLFK�LV�KHOG�E\�%6,�

7KLV�(XURSHDQ�6WDQGDUG�VKDOO�EH�JLYHQ�WKH�VWDWXV�RI�D�QDWLRQDO�VWDQGDUG��HLWKHU�E\�SXEOLFDWLRQ�RI�DQ
LGHQWLFDO� WH[W� RU� E\� HQGRUVHPHQW�� DW� WKH� ODWHVW� E\� 6HSWHPEHU� ������ DQG� FRQIOLFWLQJ� QDWLRQDO
VWDQGDUGV�VKDOO�EH�ZLWKGUDZQ�DW�WKH�ODWHVW�E\�6HSWHPEHU������

$FFRUGLQJ�WR�WKH�&(1�&(1(/(&�,QWHUQDO�5HJXODWLRQV��WKH�QDWLRQDO�VWDQGDUGV�RUJDQL]DWLRQV�RI�WKH
IROORZLQJ� FRXQWULHV� DUH� ERXQG� WR� LPSOHPHQW� WKLV� (XURSHDQ� 6WDQGDUG�� $XVWULD�� %HOJLXP�� &]HFK
5HSXEOLF�� 'HQPDUN�� )LQODQG�� )UDQFH�� *HUPDQ\�� *UHHFH�� ,FHODQG�� ,UHODQG�� ,WDO\�� /X[HPERXUJ�
1HWKHUODQGV��1RUZD\��3RUWXJDO��6SDLQ��6ZHGHQ��6ZLW]HUODQG�DQG�WKH�8QLWHG�.LQJGRP�

,QWURGXFWLRQ

7KLV� (XURSHDQ� 6WDQGDUG� LV� OLPLWHG� WR� FDWKRGLF� SURWHFWLRQ� RI� VWHHO� LQ� DWPRVSKHULFDOO\� H[SRVHG
FRQFUHWH�� 0DQ\� DWPRVSKHULFDOO\� H[SRVHG� UHLQIRUFHG� DQG� SUHVWUHVVHG� FRQFUHWH� VWUXFWXUHV
LQFRUSRUDWH� IRXQGDWLRQV� RU� ORZHU� HOHYDWLRQV� ZKLFK� DUH� EXULHG� RU� VXEPHUJHG�� %HFDXVH� WKH
WHFKQRORJ\�IRU�WKH�DSSOLFDWLRQ�RI�FDWKRGLF�SURWHFWLRQ�WR�VWHHO�LQ�EXULHG�RU�VXEPHUJHG�FRQFUHWH�DQG
WKH�FULWHULD�RI�SURWHFWLRQ�IRU�VWHHO�LQ�EXULHG�RU�VXEPHUJHG�FRQFUHWH�DUH�ERWK�VLJQLILFDQWO\�GLIIHUHQW�WR
WKRVH� DSSOLFDEOH� WR� FDWKRGLF� SURWHFWLRQ� RI� VWHHO� LQ� DWPRVSKHULFDOO\� H[SRVHG� FRQFUHWH�� WKHVH
IRXQGDWLRQV�RU�ORZHU�HOHYDWLRQV�DUH�QRW�DGGUHVVHG�LQ�WKLV�(XURSHDQ�6WDQGDUG�

7KHUH� DUH� RWKHU� HOHFWURFKHPLFDO� WUHDWPHQWV� LQWHQGHG� WR� SURYLGH� FRUURVLRQ� FRQWURO� IRU� VWHHO� LQ
FRQFUHWH��7KHVH�WHFKQLTXHV�LQFOXGH�UH�DONDOL]DWLRQ�DQG�FKORULGH�H[WUDFWLRQ�DQG�DUH�QRW�LQFRUSRUDWHG
LQWR� WKLV� (XURSHDQ� 6WDQGDUG�� $W� WKH� WLPH� RI� SUHSDUDWLRQ� RI� WKLV� (XURSHDQ� 6WDQGDUG
&(1�7&�����:*��ZHUH� LQ� WKH� SURFHVV� RI� FROOHFWLQJ� GDWD� RQ� HOHFWURFKHPLFDO� UH�DONDOL]DWLRQ� DQG
FKORULGH�H[WUDFWLRQ�WR�SUHSDUH�(XURSHDQ�6WDQGDUGV�RQ�WKHVH�WHFKQLTXHV�DW�DQ�DSSURSULDWH�WLPH�

&DWKRGLF� SURWHFWLRQ� RI� VWHHO� LQ� FRQFUHWH� LV� D� WHFKQLTXH� WKDW� KDV� EHHQ� GHPRQVWUDWHG� WR� EH
VXFFHVVIXO� LQ� DSSURSULDWH� DSSOLFDWLRQV� LQ� SURYLGLQJ� FRVW� HIIHFWLYH� ORQJ� WHUP� FRUURVLRQ� FRQWURO� IRU
VWHHO� LQ� FRQFUHWH�� ,W� LV� D� WHFKQLTXH� WKDW� UHTXLUHV� VSHFLILF� GHVLJQ� FDOFXODWLRQV� DQG� GHILQLWLRQ� RI
LQVWDOODWLRQ�SURFHGXUHV�LQ�RUGHU�WR�EH�VXFFHVVIXOO\�LPSOHPHQWHG��7KLV�(XURSHDQ�6WDQGDUG�GRHV�QRW
UHSUHVHQW�D�GHVLJQ�FRGH�IRU�FDWKRGLF�SURWHFWLRQ�RI�VWHHO�LQ�FRQFUHWH�EXW�UHSUHVHQWV�D�SHUIRUPDQFH
VWDQGDUG� IRU�ZKLFK� LW� LV� DQWLFLSDWHG�� LQ� RUGHU� WR� FRPSO\�ZLWK� WKH� VWDQGDUG�� D� GHWDLOHG� GHVLJQ� DQG
VSHFLILFDWLRQ�IRU�PDWHULDOV��LQVWDOODWLRQ��FRPPLVVLRQLQJ�DQG�RSHUDWLRQ�ZLOO�EH�SUHSDUHG�

�� 6FRSH

7KLV� (XURSHDQ� 6WDQGDUG� VSHFLILHV� SHUIRUPDQFH� UHTXLUHPHQWV� IRU� FDWKRGLF� SURWHFWLRQ� RI� VWHHO� LQ
DWPRVSKHULFDOO\� H[SRVHG� FRQFUHWH�� LQ� ERWK� QHZ� DQG� H[LVWLQJ� VWUXFWXUHV�� ,W� FRYHUV� WKH
DWPRVSKHULFDOO\� H[SRVHG� SDUWV� RI� EXLOGLQJ� DQG� FLYLO� HQJLQHHULQJ� VWUXFWXUHV�� LQFOXGLQJ� QRUPDO
UHLQIRUFHPHQW� DQG� SUHVWUHVVHG� UHLQIRUFHPHQW� HPEHGGHG� LQ� WKH� FRQFUHWH�� ,W� LV� DSSOLFDEOH� WR
XQFRDWHG�VWHHO�UHLQIRUFHPHQW�DQG�WR�RUJDQLF�FRDWHG�VWHHO�UHLQIRUFHPHQW�

7KLV� (XURSHDQ� 6WDQGDUG� GRHV� QRW� DSSO\� WR� EXULHG� RU� VXEPHUJHG� HOHPHQWV� RI� WKH� EXLOGLQJV� RU
VWUXFWXUHV�

127(��$QQH[�$�JLYHV�JXLGDQFH�RQ�WKH�SULQFLSOHV�RI�FDWKRGLF�SURWHFWLRQ�DQG� LWV�DSSOLFDWLRQ� WR�VWHHO� LQ
FRQFUHWH�
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�� 1RUPDWLYH�UHIHUHQFHV

7KLV� (XURSHDQ� 6WDQGDUG� LQFRUSRUDWHV� E\� GDWHG� RU� XQGDWHG� UHIHUHQFH�� SURYLVLRQV� IURP� RWKHU
SXEOLFDWLRQV��7KHVH�QRUPDWLYH� UHIHUHQFHV�DUH� FLWHG�DW� WKH�DSSURSULDWH�SODFHV� LQ� WKH� WH[W� DQG� WKH
SXEOLFDWLRQV�DUH�OLVWHG�KHUHDIWHU��)RU�GDWHG�UHIHUHQFHV��VXEVHTXHQW�DPHQGPHQWV�WR�RU�UHYLVLRQV�RI
DQ\� RI� WKHVH� SXEOLFDWLRQV� DSSO\� WR� WKLV� (XURSHDQ� 6WDQGDUG� RQO\� ZKHQ� LQFRUSRUDWHG� LQ� LW� E\
DPHQGPHQW� RU� UHYLVLRQ�� )RU� XQGDWHG� UHIHUHQFHV� WKH� ODWHVW� HGLWLRQ� RI� WKH� SXEOLFDWLRQ� UHIHUUHG� WR
DSSOLHV��LQFOXGLQJ�DPHQGPHQWV��

(19��������� 3URGXFWV� DQG� V\VWHPV� IRU� WKH� SURWHFWLRQ� DQG� UHSDLU� RI� FRQFUHWH� VWUXFWXUHV� ±
'HILQLWLRQV�� UHTXLUHPHQWV�� TXDOLW\� FRQWURO� DQG� HYDOXDWLRQ� RI� FRQIRUPLW\� ±� 3DUW� ��
*HQHUDO�SULQFLSOHV�IRU�WKH�XVH�RI�SURGXFWV�DQG�V\VWHPV

(1�������� ,VRODWLQJ�WUDQVIRUPHUV�DQG�VDIHW\�LVRODWLQJ�WUDQVIRUPHUV���5HTXLUHPHQWV

,62������� &RUURVLRQ�RI�PHWDOV�DQG�DOOR\V���9RFDEXODU\

,(&�������� ([WUXGHG�VROLG�GLHOHFWULF�LQVXODWHG�SRZHU�FDEOHV�IRU�UDWHG�YROWDJHV�IURP���N9�XS�WR
���N9

,(&�������� 'HJUHHV�RI�SURWHFWLRQ�SURYLGHG�E\�HQFORVXUHV��,3�&RGH�

�� 7HUPV�DQG�GHILQLWLRQV

)RU� WKH� SXUSRVHV� RI� WKLV� (XURSHDQ� 6WDQGDUG�� WKH� WHUPV� DQG� GHILQLWLRQV� JLYHQ� LQ� ,62������ DQG
(19��������DQG�WKH�IROORZLQJ�DSSO\�

���
]RQH
D�GHILQHG�SDUW�RI�D�FDWKRGLF�SURWHFWLRQ�V\VWHP

127(��$QRGH�V\VWHPV�PD\�EH�GLYLGHG�LQWR�]RQHV�WR�VXSSO\�FXUUHQW�WR�D�IXOO\�FRQWLQXRXV�UHLQIRUFHPHQW
PDWUL[��$OWHUQDWLYHO\�D�VLQJOH�DQRGH�]RQH�PD\�VXSSO\�FXUUHQW� WR�VHSDUDWH��HOHFWULFDOO\� LVRODWHG��]RQHV
ZLWKLQ� WKH� UHLQIRUFHPHQW� V\VWHP�� )LQDOO\� ]RQHV� PD\� FRPSULVH� DQ� LQGLYLGXDO� DQRGH� ]RQH� IRU� HDFK
UHLQIRUFHPHQW�]RQH�

$V� WKH� FXUUHQW� SURYLVLRQ� WR� HDFK� RI� WKH� ]RQHV� LQ� HDFK� RI� WKHVH� DOWHUQDWLYHV� FDQ� EH� VHSDUDWHO\
FRQWUROOHG�DQG�PHDVXUHG�DOO�DUH�JHQHULFDOO\�FDOOHG� µFDWKRGLF�SURWHFWLRQ�]RQHV¶�DQG�VSHFLILFDOO\�DV
µDQRGH�]RQHV¶�RU�µFDWKRGH�]RQHV¶�

�� *HQHUDO

���� 4XDOLW\�PDQDJHPHQW�V\VWHPV

7KH�GHVLJQ�� WKH� LQVWDOODWLRQ�� WKH� HQHUJL]LQJ�� WKH� FRPPLVVLRQLQJ�� WKH� ORQJ�WHUP�RSHUDWLRQ� DQG� WKH
GRFXPHQWDWLRQ� RI� DOO� RI� WKH� HOHPHQWV� RI� FDWKRGLF� SURWHFWLRQ� V\VWHPV� IRU� VWHHO� LQ� DWPRVSKHULFDOO\
H[SRVHG�FRQFUHWH�VKDOO�EH�IXOO\�GRFXPHQWHG�

127(�� (1�,62������ FRQVWLWXWHV� D� VXLWDEOH� 4XDOLW\� 0DQDJHPHQW� 6\VWHPV� 6WDQGDUG� ZKLFK� PD\� EH
XWLOL]HG�

(DFK�HOHPHQW�RI�WKH�ZRUN�VKDOO�EH�XQGHUWDNHQ�LQ�DFFRUGDQFH�ZLWK�D�IXOO\�GRFXPHQWHG�TXDOLW\�SODQ�

(DFK�VWDJH�RI�WKH�GHVLJQ�VKDOO�EH�FKHFNHG�DQG�WKH�FKHFNLQJ�VKDOO�EH�GRFXPHQWHG�

(DFK� VWDJH� RI� WKH� LQVWDOODWLRQ�� HQHUJL]LQJ�� FRPPLVVLRQLQJ� DQG� RSHUDWLRQ� VKDOO� EH� WKH� VXEMHFW� RI
DSSURSULDWH�YLVXDO��PHFKDQLFDO�DQG�RU�HOHFWULFDO�WHVWLQJ�DQG�DOO�WHVWLQJ�VKDOO�EH�GRFXPHQWHG�
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$OO� WHVW� LQVWUXPHQWDWLRQ�VKDOO� KDYH� YDOLG� FDOLEUDWLRQ� FHUWLILFDWHV� WUDFHDEOH� WR� QDWLRQDO�RU�(XURSHDQ
6WDQGDUGV�RI�FDOLEUDWLRQ�

7KH�GRFXPHQWDWLRQ�VKDOO�FRQVWLWXWH�SDUW�RI�WKH�SHUPDQHQW�UHFRUGV�IRU�WKH�ZRUNV�

���� 3HUVRQQHO

(DFK� DVSHFW� RI� WKH� FDWKRGLF� SURWHFWLRQ� V\VWHP� GHVLJQ�� LQVWDOODWLRQ�� WHVWLQJ� RI� WKH� LQVWDOODWLRQ�
HQHUJL]LQJ�� FRPPLVVLRQLQJ� DQG� ORQJ�WHUP� RSHUDWLRQDO� FRQWURO� VKDOO� EH� XQGHU� WKH� VXSHUYLVLRQ� RI
SHUVRQQHO� ZLWK� DSSURSULDWH� TXDOLILFDWLRQ�� WUDLQLQJ�� H[SHUWLVH� DQG� H[SHULHQFH� LQ� WKH� SDUWLFXODU
HOHPHQW�RI�WKH�ZRUN�IRU�ZKLFK�KH�LV�UHVSRQVLEOH�

127(�� &DWKRGLF� SURWHFWLRQ� RI� VWHHO� LQ� FRQFUHWH� LV� D� VSHFLDOLVW� PXOWLGLVFLSOLQH� DFWLYLW\�� ([SHUWLVH� LV
UHTXLUHG� LQ� WKH� ILHOGV�RI�HOHFWURFKHPLVWU\��FRQFUHWH� WHFKQRORJ\��FLYLO�DQG�RU�VWUXFWXUDO�HQJLQHHULQJ�DQG
FDWKRGLF�SURWHFWLRQ�HQJLQHHULQJ�

���� 'HVLJQ

7KLV�VWDQGDUG�GRHV�QRW�UHSUHVHQW�D�GHVLJQ�FRGH�EXW�LV�D�SHUIRUPDQFH�VWDQGDUG�

&DWKRGLF�SURWHFWLRQ�V\VWHPV�IRU�VWHHO�LQ�DWPRVSKHULFDOO\�H[SRVHG�FRQFUHWH�VKDOO�EH�WKH�VXEMHFW�RI
GHWDLOHG�GHVLJQ�
7KH�GHVLJQ�VKDOO��DV�D�PLQLPXP��LQFOXGH�WKH�IROORZLQJ�

D��GHWDLOHG�FDOFXODWLRQV�
E��GHWDLOHG�LQVWDOODWLRQ�GUDZLQJV�
F�� GHWDLOHG�PDWHULDO�DQG�HTXLSPHQW�VSHFLILFDWLRQV�
G��GHWDLOHG� PHWKRG� VWDWHPHQWV� RU� VSHFLILFDWLRQ� IRU� LQVWDOODWLRQ�� WHVWLQJ�� HQHUJL]LQJ�

FRPPLVVLRQLQJ�DQG�RSHUDWLRQ�

127(��$QQH[�%�OLVWV�LWHPV�WKDW�VKRXOG�EH�FRQVLGHUHG�LQ�WKH�GHWDLOHG�GHVLJQ�

�� 6WUXFWXUH�DVVHVVPHQW�DQG�UHSDLU

���� *HQHUDO

7KH�DVVHVVPHQW�RI�D�VWUXFWXUH��LQFOXGLQJ�LWV�PDWHULDO�FRQGLWLRQ��LWV�VWUXFWXUDO�LQWHJULW\��DQG�ZKHWKHU
DQG�KRZ�WR�UHSDLU�LW��VKDOO�EH�SHUIRUPHG�LQ�DFFRUGDQFH�ZLWK�(19��������

127(��7KLV�DVVHVVPHQW�ZLOO�QRUPDOO\�EH�XQGHUWDNHQ�SULRU�WR�D�GHFLVLRQ�WR�XVH�FDWKRGLF�SURWHFWLRQ�DQG
ZLOO�QRW�QRUPDOO\�EH�XQGHUWDNHQ�E\�SHUVRQQHO��WUDLQHG�LQ�FDWKRGLF�SURWHFWLRQ�SURFHGXUHV�

:KHQ�FDWKRGLF�SURWHFWLRQ�LV�SURSRVHG�DV�WKH�UHSDLU�SURWHFWLRQ�PHWKRG��RU�SDUW�RI�LW��IRU�D�VWUXFWXUH�
DGGLWLRQDO�LQYHVWLJDWLRQ�VKDOO�EH�XQGHUWDNHQ�LQ�RUGHU�WR�

D�� FRQILUP�WKH�VXLWDELOLW\�RI�FDWKRGLF�SURWHFWLRQ�
E��SURYLGH�V\VWHP�GHVLJQ�LQSXW�LQIRUPDWLRQ��VHH�$QQH[�%�

7KHVH�LQYHVWLJDWLRQV�VKDOO�LQFOXGH�EXW�VKDOO�QRW�EH�OLPLWHG�WR�WKRVH�LQ�����WR������EHORZ�
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���� 5HFRUGV

$OO�DYDLODEOH�GUDZLQJV��VSHFLILFDWLRQV��UHFRUGV�DQG�QRWHV�VKDOO�EH�UHYLHZHG�WR�DVVHVV�WKH�ORFDWLRQ�
TXDQWLW\�� QDWXUH� �H�J�� QRUPDO�� =Q�JDOYDQL]HG�� HSR[\�FRDWHG�� SUHVWUHVVHG�� DQG� FRQWLQXLW\� RI� WKH
UHLQIRUFHPHQW��DQG�WKH�FRQVWLWXHQWV�DQG�TXDOLW\�RI�WKH�FRQFUHWH�

7KH�DYDLODEOH�LQIRUPDWLRQ�VKDOO�EH�FRQILUPHG�DQG�VXSSOHPHQWHG�E\�VLWH�VXUYH\�DQG�ODERUDWRU\�WHVWV
DV�VSHFLILHG�LQ�����WR�����

���� 9LVXDO�,QVSHFWLRQ�DQG�'HODPLQDWLRQ�6XUYH\

9LVXDO�VXUYH\�GDWD�VKDOO�EH�FROOHFWHG�WR�DVFHUWDLQ�WKH�W\SH��FDXVHV�DQG�H[WHQW�RI�GHIHFWV��DQG�DQ\
IHDWXUHV�RI�WKH�VWUXFWXUH�RU�LWV�VXUURXQGLQJ�HQYLURQPHQW��ZKLFK�FRXOG�LQIOXHQFH�WKH�DSSOLFDWLRQ�DQG
HIIHFWLYHQHVV� RI� FDWKRGLF� SURWHFWLRQ�� $UHDV� ZKLFK� KDYH� EHHQ� SUHYLRXVO\� UHSDLUHG� DQG� WKH� UHSDLU
PHWKRGV�DQG�PDWHULDOV�VKDOO�EH�LGHQWLILHG�

$OO� DUHDV� RI� WKH� VWUXFWXUH� ZKLFK� UHTXLUH� WR� EH� FDWKRGLFDOO\� SURWHFWHG� VKDOO� EH� FKHFNHG� IRU
GHODPLQDWLRQ�RI�WKH�FRQFUHWH�FRYHU�

'HIHFWV�VXFK�DV�FUDFNV��KRQH\FRPELQJ��RU�SRRU�FRQVWUXFWLRQ� MRLQWV�ZKLFK�FRXOG�SHUPLW�VLJQLILFDQW
ZDWHU�SHQHWUDWLRQ�DQG�ZKLFK�FRXOG�LQ�WXUQ�LPSDLU�WKH�HIIHFWLYHQHVV�RI�WKH�FDWKRGLF�SURWHFWLRQ��VKDOO
EH�UHFRUGHG�

���� &KORULGH�DQDO\VLV

7KH�FKORULGH�FRQWHQW�RI�WKH�FRQFUHWH�VKDOO�EH�GHWHUPLQHG��LQ�DFFRUGDQFH�ZLWK�(19��������

���� &DUERQDWLRQ�GHSWK�PHDVXUHPHQW

'LVWULEXWLRQ�RI�FDUERQDWLRQ�GHSWKV�VKDOO�EH�PHDVXUHG�LQ�DFFRUGDQFH�ZLWK�(19��������

���� &RQFUHWH�FRYHU�DQG�UHLQIRUFHPHQW�ORFDWLRQ

&RQFUHWH�FRYHU�DQG�UHLQIRUFHPHQW�VL]H�DQG�SRVLWLRQ�PHDVXUHPHQWV�VKDOO�EH�FDUULHG�RXW�LQ�RUGHU�WR
DVVHVV� ZKHWKHU� WKH� DQRGH�FDWKRGH� VSDFLQJ� ZLOO� EH� DGHTXDWH� IRU� WKH� SDUWLFXODU� DQRGH� V\VWHP
HQYLVDJHG�DQG�WR�LGHQWLI\�GHQVH�UHJLRQV�RI�UHLQIRUFHPHQW�ZKLFK�PD\�UHTXLUH�KLJK�FXUUHQW�GHQVLW\�
6KLHOGLQJ�RI�WKH�UHLQIRUFHPHQW�WR�EH�SURWHFWHG��FDXVHG�E\�HPEHGGHG�PHWDO�PHVKHV��PHWDO�ILEUHV�RU
SODWHV�� SODVWLF� VKHHWV� RU� QRQ�FRQGXFWLYH� UHSDLU� PDWHULDOV�� ZKLFK� FRXOG� LPSDLU� WKH� HIILFLHQF\� RI
FDWKRGLF�SURWHFWLRQ�VKDOO�EH�DVVHVVHG��3RVVLEOH�VKRUW�FLUFXLWV�EHWZHHQ�UHLQIRUFLQJ�VWHHO�DQG�DQRGH
VKDOO�EH�DVVHVVHG�
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���� 5HLQIRUFHPHQW�HOHFWULFDO�FRQWLQXLW\

'UDZLQJV� RI� UHLQIRUFHPHQW� DQG� RWKHU� VWHHO� HOHPHQWV� VKDOO� EH� FKHFNHG� IRU� FRQWLQXLW\� ZKLFK� VKDOO
WKHQ�EH�SURYHQ�RQ�VLWH�E\�PHDVXULQJ�WKH�HOHFWULFDO�UHVLVWDQFH�DQG�RU�SRWHQWLDO�GLIIHUHQFH�EHWZHHQ
EDUV�LQ�ORFDWLRQV�UHPRWH�IURP�HDFK�RWKHU�DFURVV�WKH�VWUXFWXUH�DV�VSHFLILHG�LQ�����IRU�WKH�SXUSRVH�RI
FRQILUPLQJ� FDWKRGLF� SURWHFWLRQ� IHDVLELOLW\� DQG� SURYLGLQJ� GHVLJQ� LQIRUPDWLRQ�� 7KLV� VKDOO� LQFOXGH� DW
OHDVW�DQ�DVVHVVPHQW�RI�WKH�IROORZLQJ�RQ�D�UHSUHVHQWDWLYH�EDVLV�

D��HOHFWULFDO�FRQWLQXLW\�EHWZHHQ�HOHPHQWV�RI�WKH�VWUXFWXUH�ZLWKLQ�HDFK�]RQH�RI�WKH�FDWKRGLF
SURWHFWLRQ�V\VWHP�

E��HOHFWULFDO�FRQWLQXLW\�RI�UHLQIRUFHPHQW�ZLWKLQ�HOHPHQWV�RI�WKH�VWUXFWXUH�
F�� HOHFWULFDO� FRQWLQXLW\� RI� PHWDOOLF� LWHPV�� RWKHU� WKDQ� UHLQIRUFHPHQW�� WR� WKH� UHLQIRUFHPHQW

LWVHOI�

$W�WKH�VXEVHTXHQW�UHSDLU�DQG�LQVWDOODWLRQ�VWDJH��UHLQIRUFHPHQW�HOHFWULFDO�FRQWLQXLW\�VKDOO�EH�IXUWKHU
FKHFNHG�LQ�DFFRUGDQFH�ZLWK�WKH�PHWKRGV��DQG�WR�WKH�H[WHQW��VSHFLILHG�LQ�����

���� 6WHHO�FRQFUHWH�SRWHQWLDO

5HSUHVHQWDWLYH� DUHDV�� ERWK� GDPDJHG� DQG� DSSDUHQWO\� XQGDPDJHG�� VKDOO� EH� VXUYH\HG� IRU
UHLQIRUFHPHQW� FRUURVLRQ� DFWLYLW\�� XVLQJ� SRUWDEOH� UHIHUHQFH� HOHFWURGHV� FRQIRUPLQJ� WR� ������
0HDVXUHPHQWV�VKDOO�EH�WDNHQ��SUHIHUDEO\�RQ�DQ�RUWKRJRQDO�JULG��DW�D�PD[LPXP�VSDFLQJ�RI�����PP�

127(���� ,W� LV�QRW�QHFHVVDU\�WR�FDUU\�RXW�D�VWHHO�FRQFUHWH�SRWHQWLDO�VXUYH\�RI� WKH�HQWLUH�VWUXFWXUH�� ,W� LV
DSSURSULDWH� WR� VXUYH\� LQ� PRUH� GHWDLO� WKRVH� DUHDV� ZKHUH� UHIHUHQFH� HOHFWURGHV� DUH� SODQQHG� WR� EH
SHUPDQHQWO\�LQVWDOOHG�LQ�RUGHU�WR�SODFH�WKHP�LQ�PRVW�DQRGLF�DQG�RWKHU�VXLWDEOH�ORFDWLRQV�

&RQWLQXLW\� RI� WKH� UHLQIRUFHPHQW� ZLWKLQ� DQ\� VWHHO�FRQFUHWH� SRWHQWLDO� VXUYH\� DUHD� LV� HVVHQWLDO� DQG
VKDOO�EH�FKHFNHG��XVLQJ�WKH�PHWKRG�LQ�����EHIRUH�WKH�VWHHO�FRQFUHWH�SRWHQWLDO�VXUYH\�

127(� ��� ,W� LV� HVVHQWLDO� WKDW� PHDVXUHPHQWV� LQ� DQ\� DUHDV� LGHQWLILHG� DV� GHODPLQDWHG�� LQ� WKH� VXUYH\
VSHFLILHG� LQ� ����� VKRXOG� EH� WUHDWHG� ZLWK� FDXWLRQ�� EHFDXVH� GHODPLQDWLRQ� FDQ� SURGXFH� UHDGLQJV
LQFRQVLVWHQW�ZLWK�WKH�OHYHO�RI�FRUURVLRQ�RI�WKH�UHLQIRUFHPHQW�

���� &RQFUHWH�HOHFWULFDO�UHVLVWLYLW\

7KH� LPSDFW� RI� YDULDWLRQV� LQ� FRQFUHWH� UHVLVWLYLW\� RQ� WKH� FDWKRGLF� SURWHFWLRQ� V\VWHP� VKDOO� EH
FRQVLGHUHG�

����� 5HSDLU

�������*HQHUDO

$OO�RSHUDWLRQV�FRPSULVLQJ�UHSDLU�VKDOO�EH�SHUIRUPHG�LQ�DFFRUGDQFH�ZLWK�(19��������H[FHSW�ZKHUH
VWDWHG�RWKHUZLVH�LQ�WKLV�FODXVH�

127(��,QVWDOODWLRQ�RI�FDWKRGLF�SURWHFWLRQ�WR�DQ�H[LVWLQJ�VWUXFWXUH�PD\�EH�DVVRFLDWHG�ZLWK�RWKHU�IRUPV�RI
UHSDLU�ZRUN�VXFK�DV�VWUHQJWKHQLQJ��SDWFKLQJ�RU�FRDWLQJ��DV�GHWHUPLQHG�LQ�DFFRUGDQFH�ZLWK�(19��������
,Q�WKLV�FODXVH�WKH�WHUP� 
UHSDLU
�VLJQLILHV�UHLQVWDWHPHQW�RI� WKH�GDPDJHG�GHWHULRUDWHG�FRQFUHWH�VXEVWUDWH
WR�SURYLGH�DQ�XQLQWHUUXSWHG�SDWK� IRU� WKH� IORZ�RI� FDWKRGLF�SURWHFWLRQ�FXUUHQW�SULRU� WR� WKH� LQVWDOODWLRQ�RI
FDWKRGLF�SURWHFWLRQ��DV�ZHOO�DV�UHLQVWDWHPHQW�DW�ORFDWLRQV�ZKHUH�FRQFUHWH�KDV�EHHQ�UHPRYHG�WR�SURYLGH
DFFHVV�WR�UHLQIRUFHPHQW��LQVWDOO�FDEOH�FRQQHFWLRQV�DQG�PRQLWRULQJ�VHQVRUV��DQG�VXFK�OLNH�
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������� &RQFUHWH�UHPRYDO

$OO� UHSDLU� PDWHULDOV� IURP� SUHYLRXV� LQVWDOODWLRQV� ZLWK� DQ� HOHFWULFDO� UHVLVWLYLW\� RXWVLGH� WKH� UDQJH
�����WR�������RI�WKH�QRPLQDO�SDUHQW�FRQFUHWH�HOHFWULFDO�UHVLVWLYLW\�VKDOO�EH�EURNHQ�RXW�WR�DFKLHYH�D
FOHDQ�FRQFUHWH�VXUIDFH�

$Q\� W\LQJ�ZLUH�� QDLOV� RU� RWKHU�PHWDO� FRPSRQHQWV� YLVLEOH� RQ� WKH� FRQFUHWH�� WKDW�PLJKW� FRQWDFW� WKH
DQRGH�V\VWHP�RU�PLJKW�EH�WRR�FORVH�WR�WKH�DQRGH�IRU�RSWLPXP�DQRGH�FDWKRGH�VSDFLQJ�VKDOO�EH�FXW
EDFN�DQG�WKH�FRQFUHWH�VKDOO�EH�UHSDLUHG�

127(��$Q\�PHWDOOLF�REMHFWV�HOHFWULFDOO\�LVRODWHG�IURP�WKH�FDWKRGLF�SURWHFWLRQ�FDWKRGH�FLUFXLW�PD\�FRUURGH
DQG�PD\�UHTXLUH�WR�EH�HOHFWULFDOO\�ERQGHG�WR�WKH�UHLQIRUFHPHQW�RU�UHPRYHG

7KH� UHPRYDO�RI�SK\VLFDOO\� VRXQG�FKORULGH�FRQWDPLQDWHG�RU� FDUERQDWHG�FRQFUHWH�SULRU� WR�DSSO\LQJ
FDWKRGLF�SURWHFWLRQ�LV�QRW�QHFHVVDU\�

������� 5HLQIRUFHPHQW�SUHSDUDWLRQ

$Q\� ORRVH� FRUURVLRQ� SURGXFW� SDUWLFOHV� VKDOO� EH� UHPRYHG� IURP� H[SRVHG� UHLQIRUFHPHQW� WR� HQVXUH
JRRG�FRQWDFW�EHWZHHQ�WKH�VWHHO�DQG�WKH�UHSDLU�PDWHULDO��EXW�WKHUH�LV�QR�QHHG�WR�FOHDQ�UHLQIRUFHPHQW
WR�EULJKW�PHWDO�

1HLWKHU�SULPHUV�QRU�FRDWLQJV�RQ�WKH�VWHHO�QRU�LQVXODWLQJ�UHVLVWLYH�ERQGLQJ�DJHQWV�VKDOO�EH�XVHG�

������� &RQFUHWH�UHLQVWDWHPHQW

&RQFUHWH�UHLQVWDWHPHQW�VKDOO�EH�LQ�DFFRUGDQFH�ZLWK�(19��������

6XEMHFW�WR�WKH�QHHG�WR�SURYLGH�DGHTXDWH�FRYHU�WR�DYRLG�VKRUW�FLUFXLWV��FRQFUHWH�VKDOO�EH�UHLQVWDWHG
XVLQJ�FHPHQWLWLRXV�PDWHULDOV��5HSDLU�PDWHULDOV�FRQWDLQLQJ�PHWDO��HLWKHU�ILEUH�RU�SRZGHU��VKDOO�QRW�EH
XVHG�� 7KH� HOHFWULFDO� UHVLVWLYLW\� FKDUDFWHULVWLFV� DQG� PHFKDQLFDO� SURSHUWLHV� RI� WKH� UHSDLU� PDWHULDOV
VKDOO�EH�VLPLODU� WR� WKH�RULJLQDO�FRQFUHWH��3URSULHWDU\�FXULQJ�PHPEUDQHV�VKDOO�QRW�EH�XVHG�SULRU� WR
VXEVHTXHQW�DQRGH�LQVWDOODWLRQ�RYHU�WKH�UHSDLU�DUHD�

7KH�HOHFWULFDO�UHVLVWLYLW\�RI�FRQFUHWH�UHSDLU�PDWHULDOV�VKDOO�EH�ZLWKLQ�WKH�UDQJH������WR�������RI�WKH
QRPLQDO�SDUHQW�FRQFUHWH�HOHFWULFDO�UHVLVWLYLW\�

����� &HPHQWLWLRXV�2YHUOD\

)ROORZLQJ�UHSDLU�DV�VSHFLILHG�LQ�������DQG�DQRGH�LQVWDOODWLRQ�LQ�DFFRUGDQFH�ZLWK����������DQG�����D
FHPHQWLWLRXV�RYHUOD\�VKDOO�EH�DSSOLHG�RYHU�DSSURSULDWH�W\SHV�RI� LQVWDOOHG�DQRGH��$OO�PDWHULDOV�DQG
DSSOLFDWLRQ�PHWKRGV�VKDOO�EH�LQ�DFFRUGDQFH�ZLWK�(19���������7KH�DYHUDJH�ERQG�VWUHQJWK�EHWZHHQ
H[LVWLQJ�FRQFUHWH�DQG�RYHUOD\�VKDOO�EH�JUHDWHU� WKDQ�����1�PPð�DQG� WKH�PLQLPXP�VKDOO�EH�JUHDWHU
WKDQ�����1�PPð��RU�WKH�WHVW�IDLOXUH�VKDOO�EH�ZLWKLQ�WKH�H[LVWLQJ�FRQFUHWH�

2YHUOD\�DSSOLFDWLRQ�PD\�EH�FRPELQHG�ZLWK�FRQFUHWH�UHSDLU�

,Q� VXFK� FDVHV� WKH� HOHFWULFDO� UHVLVWLYLW\� RI� FRQFUHWH� UHSDLU� PDWHULDOV� VKDOO� EH� ZLWKLQ� WKH� UDQJH
�����WR������� RI� WKH� QRPLQDO� SDUHQW� FRQFUHWH� HOHFWULFDO� UHVLVWLYLW\�� $QRGH� RYHUOD\V�PD\� H[FHHG
������ RI� SDUHQW� FRQFUHWH� HOHFWULFDO� UHVLVWLYLW\� VXEMHFW� WR� D� PD[LPXP� RI� ����NW�FP� DW� DPELHQW
FRQGLWLRQV�DQG�VXEMHFW�WR�WKH�DQRGH�ZLWKLQ�WKH�RYHUOD\�EHLQJ�DEOH�WR�SDVV�LWV�GHVLJQ�FXUUHQW�DW�WKH
GHVLJQ�YROWDJH�LQ�DQ�RYHUOD\�RI�WKLV�UHVLVWLYLW\�
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7KH�VHOHFWHG�PDWHULDO�� WKLFNQHVV�DQG�SODFHPHQW�PHWKRG�VKDOO�EH�FRPSDWLEOH�ZLWK�HDFK�RWKHU�DQG
ZLWK�WKH�DQRGH�PDWHULDO�

(OHFWULFDO� UHVLVWDQFH� EHWZHHQ� DQRGH� DQG� UHLQIRUFHPHQW� �FDWKRGH�� VKDOO� EH� PRQLWRUHG� WR� GHWHFW
VKRUW�FLUFXLWV�

&XULQJ� PHPEUDQHV� VKDOO� EH� UHPRYHG� RU� VKDOO� KDYH� VXIILFLHQWO\� GHJUDGHG� WR� DYRLG� DGYHUVHO\
LQIOXHQFLQJ�WKH�SHUIRUPDQFH�RI�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�

����� 1HZ�VWUXFWXUHV

,Q�WKH�FDVH�RI�D�QHZ�VWUXFWXUH��LI�FDWKRGLF�SURWHFWLRQ�DV�D�SUHYHQWLYH�V\VWHP�LV�WR�EH�LQFOXGHG�LQ�WKH
RULJLQDO� FRQVWUXFWLRQ�� WKH� IROORZLQJ� LVVXHV� VKDOO� EH� DVVHVVHG� LQ� WKH� GHVLJQ�� VSHFLILFDWLRQ� DQG
FRQVWUXFWLRQ�SURFHGXUHV�� LQ�DGGLWLRQ� WR� WKH�UHTXLUHPHQWV�RI� WKH�UHPDLQGHU�RI� WKLV�VWDQGDUG�DQG�RI
WKH�VWDQGDUGV�JRYHUQLQJ�WKH�GHVLJQ�DQG�FRQVWUXFWLRQ�RI�WKH�QHZ�VWUXFWXUH�

D��3URYLVLRQ�DQG�FKHFNLQJ�RI�UHLQIRUFHPHQW�HOHFWULFDO�FRQWLQXLW\��LQ�DFFRUGDQFH�ZLWK�����
E��$GHTXDWH� VHFXULQJ� DQG� SURWHFWLRQ� RI� PRQLWRULQJ� VHQVRUV� DQG� DOO� FDEOHV� DQG� WKHLU

FRQQHFWLRQV��WR�DYRLG�GDPDJH�RU�GLVWXUEDQFH�GXULQJ�FRQFUHWH�SODFHPHQW�DQG�YLEUDWLRQ�
F�� &RQQHFWLRQ��ORFDWLRQ�RU�LQVXODWLRQ�RI�RWKHU�PHWDOOLF�IL[WXUHV��IL[LQJV��RU�RWKHU�LWHPV��VR�DV

WR�DYRLG�XQGHVLUDEOH�LQIOXHQFHV�IURP�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�
G�� ,Q� WKH� FDVH� RI� DQRGHV� FDVW� LQWR� WKH� FRQFUHWH� VWUXFWXUH�� SURYLVLRQ� RI� VXIILFLHQW� ULJLG

LQVXODWLQJ� VSDFHUV� DQG� DWWDFKPHQWV� WR� VHFXUH� WKH� DQRGHV� LQ� SRVLWLRQ� DQG� SUHYHQW
FUHDWLRQ�RI�VKRUW�FLUFXLWV�GXULQJ�FRQFUHWH�SODFHPHQW�DQG�YLEUDWLRQ��(OHFWULFDO�UHVLVWDQFH
PRQLWRULQJ�EHWZHHQ�DQRGH�DQG�UHLQIRUFHPHQW� �FDWKRGH��VKDOO�EH�XVHG� WR�GHWHFW�VKRUW
FLUFXLWV�GXULQJ�FRQFUHWH�SODFHPHQW�

�� &DWKRGLF�3URWHFWLRQ�6\VWHP�&RPSRQHQWV

���� *HQHUDO

7KH�FDWKRGLF�SURWHFWLRQ�V\VWHP�VKDOO� LQFOXGH�DQ�DQRGH�V\VWHP�LQWHQGHG�WR�GLVWULEXWH�WKH�FDWKRGLF
SURWHFWLRQ�FXUUHQW�WR�WKH�UHOHYDQW�VXUIDFHV�RU�SDUWV�RI�WKH�FRQFUHWH��WR�IDFLOLWDWH�LWV�FRQYHUVLRQ�IURP
HOHFWURQLF� WR� LRQLF� FXUUHQW� DW� WKH� DQRGH�FRQFUHWH� LQWHUIDFH� DQG� WR� DOORZ� LWV� GLVWULEXWLRQ� WR� WKH
VXUIDFHV� RI� WKH� HPEHGGHG� VWHHO� LQ� WKH� FRQFUHWH�� 7KH� FDWKRGLF� SURWHFWLRQ� V\VWHP� VKDOO� IXUWKHU
LQFRUSRUDWH�SRVLWLYH�DQG�QHJDWLYH�G�F�� FDEOHV�EHWZHHQ� WKH�DQRGH�DQG� VWHHO� UHVSHFWLYHO\� DQG� WKH
G�F��SRZHU�VXSSO\��ZKLFK� IRU� LPSUHVVHG�FXUUHQW�V\VWHPV� LV� WKH�VRXUFH�RI� WKH�FDWKRGLF�SUHYHQWLRQ
FXUUHQW��5HIHUHQFH�HOHFWURGHV��RWKHU� HOHFWURGHV�DQG�RWKHU� VHQVRUV�DUH�NH\�HOHPHQWV�RI� FDWKRGLF
SURWHFWLRQ� V\VWHPV� DQG� FRQVWLWXWH� WKH� SHUIRUPDQFH�PRQLWRULQJ� V\VWHP�ZLWKLQ� FDWKRGLF� SURWHFWLRQ
V\VWHPV��7KH�GDWD�IURP�WKH�HOHFWURGHV�DQG�VHQVRUV�PD\�EH�LQWHUURJDWHG�DQG�GLVSOD\HG�E\�SRUWDEOH
LQVWUXPHQWDWLRQ�� SHUPDQHQWO\� LQVWDOOHG� LQVWUXPHQWDWLRQ� RI� HLWKHU� DXWRPDWLF� RU� PDQXDO� W\SH�� 7KH
HQWLUH� FDWKRGLF� SURWHFWLRQ� V\VWHP� VKDOO� EH� GHVLJQHG�� LQVWDOOHG� DQG� WHVWHG� WR� EH� VXLWDEOH� IRU� LWV
LQWHQGHG�OLIH�LQ�LWV�LQWHQGHG�HQYLURQPHQW�

���� $QRGH�V\VWHPV

7KH� DQRGH� V\VWHP� VKDOO� EH� FDSDEOH� RI� VXSSO\LQJ� WKH� SHUIRUPDQFH� UHTXLUHG� E\� WKH� FDWKRGLF
SURWHFWLRQ�GHVLJQ��VHH�������7KH�DQRGH�V\VWHP¶V�FDOFXODWHG�RU�DQWLFLSDWHG�OLIH�VKDOO�EH�VXIILFLHQW�IRU
WKH� GHVLJQ� OLIH� LQFRUSRUDWHG� LQ� WR� WKH� GHVLJQ�� ZLWK�� ZKHUH� QHFHVVDU\�� SODQQHG� PDLQWHQDQFH� RU
UHSODFHPHQW�RI�WKH�DQRGH�V\VWHP�RU�SDUWV�RI�WKH�V\VWHP�DW�SHULRGV�GHVLJQDWHG�LQ�WKH�GHVLJQ�
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7KH�DQRGH�FXUUHQW�GHQVLW\�VKDOO�FRQIRUP�WR�WKH�GHVLJQ�DQG�VKDOO�QRW�H[FHHG�VXFK�YDOXHV�UHVXOWLQJ
LQ�D�SHUIRUPDQFH�UHGXFWLRQ�RI�HLWKHU�

D�� WKH�FRQFUHWH�DW�WKH�DQRGH�FRQFUHWH�LQWHUIDFH��RU
E�� WKH�DQRGH�

GXULQJ�WKH�GHVLJQ�OLIH�RI�WKH�DQRGH�

7KH�GHVLJQ�DQG�RU� WKH�VHOHFWLRQ�RI� WKH�DQRGH�PDWHULDO� VKDOO� FRQVLGHU� OLNHO\� YDULDWLRQV� LQ� FDWKRGH
FXUUHQW�GHQVLW\�UHTXLUHPHQWV��VWHHO�GLVWULEXWLRQ��FRQFUHWH�HOHFWULFDO�UHVLVWLYLW\�DQG�DQ\�RWKHU�IDFWRUV
OLNHO\� WR�UHVXOW� LQ�XQHYHQ�GLVWULEXWLRQ�RI�FXUUHQW�GHPDQG�RU�FXUUHQW�GLVFKDUJH� IURP�WKH�DQRGH�DQG
WKH�SRVVLELOLW\�RI�WKLV�UHVXOWLQJ�LQ�HDUO\�IDLOXUH�RI�LVRODWHG�SDUWV�RI�WKH�DQRGH�V\VWHP�

127(����$�YDULHW\�RI�DQRGH�V\VWHPV�KDYH�EHHQ�GHYHORSHG��WHVWHG�DQG�GHPRQVWUDWHG�LQ�ORQJ�WHUP�ILHOG
DSSOLFDWLRQV� WR� EH� VXLWDEOH� IRU� XVH� LQ� WKH� FDWKRGLF� SURWHFWLRQ� RI� VWHHO� LQ� DWPRVSKHULFDOO\� H[SRVHG
FRQFUHWH��7KH�UHTXLUHPHQWV�IRU�VXFK�DQRGHV�DUH�XQLTXH�IRU�XVDJH�RI�FDWKRGLF�SURWHFWLRQ�LQ�FRQFUHWH�DV
WKH� DQRGHV� KDYH� WR� EH� LQVWDOOHG� RU� DSSOLHG� GLVWULEXWHG� DFURVV� WKH� FRQFUHWH� VXUIDFH� RU� ZLWKLQ� WKH
FRQFUHWH�DV�UHTXLUHG�WR�PHHW�WKH�GHVLJQ�GLVWULEXWLRQ�DQG�PDJQLWXGH�RI�FXUUHQW��7KH�DQRGH�LV�WKHUHIRUH
LQ�FORVH�FRQWDFW�ZLWK� WKH�KLJKO\�DONDOLQH�FRQFUHWH�SRUH�ZDWHU�� ,Q�RSHUDWLRQ� WKH�DQRGLF�HOHFWURFKHPLFDO
UHDFWLRQV�DW�WKH�DQRGH�FRQFUHWH�LQWHUIDFH�DUH�R[LGL]LQJ��SURGXFLQJ�DFLGLW\�

127(����7KH�DQRGH�V\VWHPV�GHVFULEHG� LQ� WKLV�VWDQGDUG�DUH� LQ� WZR�FDWHJRULHV��$QRGH�V\VWHPV�ZKLFK
KDYH� EHHQ� LQ� XVH� IRU� D� PLQLPXP� RI� ��\HDUV� DQG� ZKLFK� KDYH� H[WHQVLYH�� JHQHUDOO\� VXFFHVVIXO�� WUDFN
UHFRUGV�DUH�FRYHUHG�E\�WKLV�VWDQGDUG�LQ�������DQG��������,W�LV�QRW�LQWHQGHG�WKDW�WKH�XVH�RI�RWKHU��SHUKDSV
QHZHU�RU�OHVV�ZHOO�SURYHQ��DQRGH�PDWHULDOV�LV�WR�EH�SUHFOXGHG�DV�WKLV�ZRXOG�UHVWULFW�WKH�QHFHVVDU\�DQG
DGYDQWDJHRXV�GHYHORSPHQW�RI�QHZ��SRVVLEO\�LPSURYHG��DQRGH�PDWHULDOV��7KHVH�DUH�OLVWHG�LQ�&�����

127(����,W�LV�OLNHO\�WKDW�QHZ�DQG�HIIHFWLYH�DQRGH�PDWHULDOV�ZLOO�EH�GHYHORSHG�IRU�FDWKRGLF�SURWHFWLRQ�RI
VWHHO�LQ�DWPRVSKHULFDOO\�H[SRVHG�FRQFUHWH��,W�LV�QRW�WKH�SXUSRVH�RI�WKLV�VWDQGDUG�WR�SUHFOXGH�WKHLU�XVH��,W
LV� UHFRPPHQGHG� WKDW� WKH� XVH� RI� DQ\� DQRGH� VKRXOG� RQO\� EH� XQGHUWDNHQ� ZKHUH� SHUIRUPDQFH� FDQ� EH
GHPRQVWUDWHG�E\�ODERUDWRU\�WHVWLQJ��WULDOV�DQG�RU�SDVW�SURMHFWV�

127(���� ,W� LV�VXJJHVWHG� WKDW�QHZ�DQRGH�PDWHULDOV� IRU�FDWKRGLF�SURWHFWLRQ�RI�VWHHO� LQ�DWPRVSKHULFDOO\
H[SRVHG� FRQFUHWH� VKRXOG� EH� WKH� VXEMHFW� RI� ULJRURXV� ODERUDWRU\� WHVWLQJ� DQG�� ZKHUHYHU� SRVVLEOH�
H[WHQGHG�DQG�RU�DFFHOHUDWHG�ILHOG�WULDOV�SULRU�WR�FRPPHUFLDO�QRQ�WULDO�DSSOLFDWLRQV�

������ &RQGXFWLYH�&RDWLQJ�$QRGH�6\VWHPV

��������2UJDQLF�&RDWLQJV

7KH�DQRGH�V\VWHP�VKDOO�FRPSULVH�DQ�RUJDQLF�FRQGXFWLYH�FRDWLQJ��VROYHQW�EDVHG�RU�ZDWHU�VROXEOH�
FRQWDLQLQJ�D�FDUERQ�FRQGXFWRU��DQG�D�VHULHV�RI�FRQGXFWRUV��SULPDU\�DQRGHV��IL[HG�WR�WKH�FRQFUHWH
VXUIDFH�RU�LQWHJUDWHG�LQWR�WKH�FRDWLQJ�LQ�RUGHU�WKDW�WKH�FRQGXFWRUV�FDQ�GLVWULEXWH�FXUUHQW�ZLWKLQ�WKH
FRDWLQJ��7KH�FRQGXFWRUV�VKDOO�EH�RI�PDWHULDO�DEOH�WR�UHVLVW�DQRGLF�UHDFWLRQV��H�J��SODWLQXP�FRDWHG�RU
SODWLQXP� FODG� WLWDQLXP� RU� QLRELXP� ZKLFK� PD\� EH� FRSSHU� FRUHG�� RU� PL[HG� PHWDO� R[LGH� FRDWHG
WLWDQLXP�

7KH�FRPELQDWLRQ�RI�FRQGXFWLYH�FRDWLQJ�DQG�SULPDU\�DQRGHV�VKDOO�EH�GHPRQVWUDWHG�E\�WULDOV�RU�SDVW
SURMHFWV�WR�HQDEOH�WKH�GHVLJQ�DQRGH�SHUIRUPDQFH�WR�EH�DFKLHYHG��7KH�VSDFLQJ�RI�SULPDU\�DQRGHV
ZLWKLQ� WKH� FRQGXFWLYH� FRDWLQJ� VKDOO� EH� VXFK� WKDW� LW� FDQ� EH� FDOFXODWHG� RU� GHPRQVWUDWHG� WKDW� WKH
YDULDWLRQ�LQ�DQRGH�FXUUHQW�RXWSXW�DWWULEXWDEOH�WR�WKH�UHVLVWDQFH��ZLWKLQ�WKH�FRDWLQJ��EHWZHHQ�SULPDU\
DQRGHV��GRHV�QRW�H[FHHG�������RI�WKH�DYHUDJH�FXUUHQW�RXWSXW�PHDVXUHG�DV�D�������YROWDJH�GURS�

7KH� SDUWLFXODU� DSSOLFDWLRQ� WHFKQLTXH� VHOHFWHG� VKDOO� EH� GHPRQVWUDWHG� E\� WULDOV� RU� SDVW� SURMHFWV� WR
HQDEOH�WKH�GHVLJQ�DQRGH�SHUIRUPDQFH�WR�EH�DFKLHYHG�

7KH�DGKHVLRQ�RI� WKH�FRDWLQJ� WR� WKH� FRQFUHWH�� VXEMHFW� WR� DSSURSULDWH� VXUIDFH�SUHSDUDWLRQ�DQG� WKH
DERYH�DSSOLFDWLRQ�WHFKQLTXH��VKDOO�EH�VXLWDEOH�WR�DFKLHYH�WKH�IXOO�GHVLJQ�OLIH�RI�WKH�DQRGH�V\VWHP�
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'DWD� VKDOO� EH� SURYLGHG� GHWHUPLQLQJ� WKH� ZHW� RU� GU\� ILOP� WKLFNQHVV� UHTXLUHPHQWV� WR� DFKLHYH� WKH
UHTXLUHG�GU\�ILOP�FRQGXFWLYLW\�

6HH�&�����IRU�IXUWKHU�LQIRUPDWLRQ�

��������0HWDOOLF�&RDWLQJV

7KH�DQRGH�V\VWHP�VKDOO�FRPSULVH�D�WKHUPDOO\�VSUD\HG�PHWDOOLF�FRDWLQJ�

127(��0HWDOOLF�FRDWLQJV�RI�]LQF�DQG�]LQF�DOOR\V�DQG�RI�VXEVHTXHQWO\�DFWLYDWHG�WLWDQLXP�KDYH�EHHQ�XVHG
DV�DQRGHV��7KH�ODVW�WZR�GR�QRW�KDYH�D���\HDU�WUDFN�UHFRUG�DQG�DUH�FDWHJRUL]HG�DV�LQ�$QQH[�&�����DQG
&�����

7KH�FRPELQDWLRQ�RI�PHWDOOLF�FRDWLQJ�DQG�FRQQHFWRUV�VKDOO�EH�GHPRQVWUDWHG�E\�WULDOV�RU�SDVW�SURMHFWV
WR� HQDEOH� WKH� GHVLJQ� DQRGH� SHUIRUPDQFH� WR� EH� DFKLHYHG�� 7KH� VSDFLQJ� RI� FRQQHFWRUV� ZLWKLQ� WKH
PHWDOOLF�FRDWLQJ�VKDOO�EH�VXFK�WKDW�LW�FDQ�EH�FDOFXODWHG�RU�GHPRQVWUDWHG�WKDW�WKH�YDULDWLRQ�LQ�DQRGH
FXUUHQW� RXWSXW� DWWULEXWDEOH� WR� WKH� UHVLVWDQFH�� ZLWKLQ� WKH� FRDWLQJ�� EHWZHHQ� FRQQHFWRUV�� GRHV� QRW
H[FHHG�������RI�WKH�DYHUDJH�FXUUHQW�RXWSXW�PHDVXUHG�DV�D�������YROWDJH�GURS�

7KH� SDUWLFXODU� DSSOLFDWLRQ� WHFKQLTXH� VHOHFWHG� VKDOO� EH� GHPRQVWUDWHG� E\� WULDOV� RU� SDVW� SURMHFWV� WR
HQDEOH�WKH�GHVLJQ�DQRGH�SHUIRUPDQFH�WR�EH�DFKLHYHG�

7KH�DGKHVLRQ�RI� WKH�FRDWLQJ� WR� WKH� FRQFUHWH�� VXEMHFW� WR� DSSURSULDWH� VXUIDFH�SUHSDUDWLRQ�DQG� WKH
DERYH�DSSOLFDWLRQ�WHFKQLTXH��VKDOO�EH�VXLWDEOH�WR�DFKLHYH�WKH�IXOO�GHVLJQ�OLIH�RI�WKH�DQRGH�V\VWHP�

'DWD�VKDOO�EH�SURYLGHG�GHWHUPLQLQJ� WKH�DSSOLFDWLRQ�SURFHVV� UHTXLUHPHQWV� WR�DFKLHYH� WKH� UHTXLUHG
ILOP�WKLFNQHVV�DQG�FRQGXFWLYLW\�

0HWDOOLF�FRQQHFWRUV��RI�&X��&X�=Q�DOOR\V�RU�7L��HOHFWULFDOO\�LQVXODWHG�IURP�EXW�PHFKDQLFDOO\�ERQGHG
WR�WKH�FRQFUHWH�VXUIDFH�VKDOO�EH�LQVWDOOHG�SULRU�WR�PHWDOOLF�FRDWLQJ�DSSOLFDWLRQ�

������ $FWLYDWHG�7LWDQLXP�$QRGH�6\VWHPV

��������*HQHUDO

7KH� DQRGH� V\VWHP� VKDOO� FRPSULVH� D� VXEVWUDWH� RI� WLWDQLXP�>�@� DQG� DQ� HOHFWURFDWDO\WLF� FRDWLQJ
FRQWDLQLQJ� R[LGHV� RI� SODWLQXP� JURXS�PHWDOV�� SODWLQXP�� LULGLXP� RU� UXWKHQLXP� DORQJ�ZLWK� R[LGHV� RI
WLWDQLXP�� ]LUFRQLXP� DQG� WDQWDOXP� WRJHWKHU� ZLWK� DQRGH�FDEOH� FRQQHFWLRQV� DQG� D� FHPHQWLWLRXV
RYHUOD\�RU�VXUURXQG�

7KH� FRDWLQJ� FRPSRVLWLRQ� DQG� WKLFNQHVV�� RU� PDVV� SHU� XQLW� DUHD�� VKDOO� EH� GHPRQVWUDWHG� E\� WULDOV
DQG�RU�ODERUDWRU\�WHVWLQJ�WR�HQDEOH�WKH�GHVLJQ�DQRGH�SHUIRUPDQFH�WR�EH�DFKLHYHG�

��������6XUIDFH�LQVWDOOHG

7KH� DFWLYDWHG� WLWDQLXP� VKDOO� WDNH� WKH� IRUP�RI� D�PHVK� RU� JULG� GLVWULEXWHG�� LQ� DFFRUGDQFH�ZLWK� WKH
GHVLJQ��RQ�WKH�FRQFUHWH�VXUIDFH��7LWDQLXP�FRQQHFWRUV�VKDOO�EH�VSRW�ZHOGHG�WR�WKH�PHVK�RU�JULG�WR
GLVWULEXWH�FXUUHQW�WR�DOO�FRPSRQHQW�SDUWV�RI�WKH�DQRGH�DQG�WR�IDFLOLWDWH�HOHFWULFDO�FRQQHFWLRQV�WR�WKH
DQRGH��:KHUH�DQRGH�FDEOH�FRQQHFWLRQV�DUH�WR�EH�LQFRUSRUDWHG�LQWR�WKH�FHPHQWLWLRXV�RYHUOD\��WKH\
VKDOO�EH�RI�D�W\SH�DQG�LQVWDOOHG�LQ�D�PDQQHU�WKDW�FDQ�EH�GHPRQVWUDWHG�E\�WULDOV�RU�SDVW�SURMHFWV�WR
HQDEOH�WKH�GHVLJQ�DQRGH�DQG�DQRGH�FDEOH�FRQQHFWLRQ�SHUIRUPDQFH�WR�EH�DFKLHYHG�

1RQ�PHWDOOLF� IL[LQJV�VKDOO�EH�XWLOL]HG�WR�IDFLOLWDWH� WKH� IL[LQJ�RI� WKH�DQRGH�PDWHULDO� WR� WKH�VXUIDFH�RI
WKH�FRQFUHWH�RU�WR�UHLQIRUFHPHQW�SULRU�WR�SRXULQJ�FRQFUHWH�DQG�VKDOO�HQVXUH�WKDW�WKHUH�DUH�QR�VKRUW
FLUFXLWV�EHWZHHQ�DQRGH�DQG�UHLQIRUFHPHQW�
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��������,QVWDOODWLRQ�LQWR�UHFHVVHV�LQ�FRYHULQJ�FRQFUHWH

7KH� DQRGH� VKDOO� WDNH� WKH� IRUP� RI� VROLG� RU� PHVK� WLWDQLXP� VWULSV� RU� JULGV� FRPSOHWH� ZLWK� WKH
HOHFWURFDWDO\WLF� FRDWLQJ�� VXLWDEOH� IRU� UHFHVVLQJ� LQWR� JURRYHV� FXW� LQWR� WKH� FRYHU� FRQFUHWH�� RU� EH
DFWLYDWHG� WLWDQLXP�VWULSV�DQG�JULGV�ZLWK�QRQ�PHWDOOLF� IL[LQJV� WR� IDFLOLWDWH� LQVWDOODWLRQ�RQ� WR�H[SRVHG
UHLQIRUFHPHQW�SULRU�WR�FRQFUHWH�SODFHPHQW�

7KH�VL]H�DQG�GLVWULEXWLRQ�RI�WKH�VWULSV�RU�JULGV�VKDOO�FRQIRUP�WR�WKH�DQRGH�GHVLJQ�DQG�WKH�PD[LPXP
DQRGH�FXUUHQW�GHQVLW\�

��������(PEHGGHG�ZLWKLQ�WKH�VWUXFWXUH

$FWLYDWHG�WLWDQLXP�VKDOO�EH�HPEHGGHG�ZLWKLQ�WKH�VWUXFWXUH�LQ�RQH�RI�WKH�IROORZLQJ�ZD\V�

D��(OHFWURFDWDO\WLFDOO\� FRDWHG� WLWDQLXP� LQ� WKH� IRUP� RI� VWULS�� PHVK�� JULG� RU� WXEHV� VKDOO� EH
HPEHGGHG�LQWR�D�FHPHQWLWLRXV�UHSDLU�PRUWDU�LQ�KROHV�GULOOHG�LQWR�WKH�FRQFUHWH�

E��$QRGHV�RI�D�VLPLODU�IRUP�RU�SODWLQXP�FRDWHG�WLWDQLXP�URGV�VKDOO�EH�XVHG�LQ�FRQMXQFWLRQ
ZLWK�D�FRQGXFWLYH�JUDSKLWH�EDVHG�EDFNILOO�

F�� $QRGHV�RI�D�VLPLODU�IRUP�VKDOO�EH�FDVW�LQWR�QHZ�FRQVWUXFWLRQ�IRU�FDWKRGLF�SUHYHQWLRQ�RU
LQWR�FRQFUHWH�UHSDLUV�IRU�FDWKRGLF�SURWHFWLRQ�

:KHUH�D�EDFNILOO� �H�J�� JUDSKLWH�� LV� SDUW� RI� WKH�DQRGH�V\VWHP�� LWV� RSHUDWLQJ� FXUUHQW� GHQVLW\� EDVHG
XSRQ�WKH�GLPHQVLRQV�RI� WKH�KROH�GULOOHG� LQ� WKH�FRQFUHWH��DQG�WKH�DQRGH�FXUUHQW�GHQVLW\�ZLWKLQ� WKH
EDFNILOO� VKDOO� FRQIRUP� WR� WKH� GHVLJQ� �VHH� ����� DQG� VKDOO� EH� OLPLWHG� WR� YDOXHV� ZKLFK� FDQ� EH
GHPRQVWUDWHG� E\� WULDOV� RU� SDVW� SURMHFWV� WR� HQDEOH� WKH� UHTXLVLWH� DQRGH�� EDFNILOO� DQG� DQRGH�FDEOH
FRQQHFWLRQ�SHUIRUPDQFH� WR�EH�DFKLHYHG��:KHUH�JUDSKLWH�EDFNILOO� LV�XWLOL]HG�� WKH�JUDSKLWH�VKDOO� EH
FRQVLGHUHG�DV�WKH�DQRGH�LQ�FDOFXODWLQJ�WKH�PLQLPXP�DQRGH�UHLQIRUFHPHQW�VSDFLQJ�

������ 2WKHU�$QRGH�6\VWHPV

6HH�$QQH[�&�����

���� 0RQLWRULQJ�VHQVRUV

������ *HQHUDO

,Q� RUGHU� WR� GHWHUPLQH� WKH� SHUIRUPDQFH� RI� WKH� FDWKRGLF� SURWHFWLRQ�� D�PRQLWRULQJ� V\VWHP� VKDOO� EH
LQFRUSRUDWHG�� 7KH�PRQLWRULQJ� V\VWHP� VKDOO� LQFRUSRUDWH� VHQVRUV� DW� UHSUHVHQWDWLYH� SRLQWV� RYHU� WKH
HQWLUH�VWUXFWXUH�DQRGH�]RQH�WR�EH�SURWHFWHG�

8VXDOO\� SHUIRUPDQFH� VKDOO� EH� GHWHUPLQHG� E\� PHDVXULQJ� WKH� VWHHO�FRQFUHWH� SRWHQWLDO�� XVLQJ
UHIHUHQFH�HOHFWURGHV�

127(����6XLWDEOH�UHIHUHQFH�HOHFWURGHV�IRU�SHUPDQHQW�HPEHGGLQJ� LQ�FRQFUHWH� LQFOXGH�GRXEOH� MXQFWLRQ
$J�$J&O�����0�.&O�JHO��DQG�0Q�0Q2������0�1D2+�HOHFWURGHV�

127(� ��� 2WKHU� VHQVRUV� VXFK� DV� SRWHQWLDO� GHFD\� HOHFWURGHV�� FXUUHQW� GHQVLW\� FRXSRQV�� PDFURFHOO
SUREHV��HWF��PD\�DOVR�EH�XVHG�LQ�FRQMXQFWLRQ�ZLWK�UHIHUHQFH�HOHFWURGHV�

$OO� VHQVRUV� VKDOO� EH�VXIILFLHQWO\� UREXVW� IRU� LQVWDOODWLRQ�DQG�SHUPDQHQW� H[SRVXUH� LQ� KLJKO\� DONDOLQH
FRQGLWLRQV�� 7KH� FDEOHV� DQG� FDEOH� FRQQHFWLRQV� WR� VHQVRUV� VKDOO� EH� VLPLODUO\� UREXVW� DQG� DONDOLQH
UHVLVWDQW�DQG�DOVR�EH�DFLG�UHVLVWDQW�LI�LQ�FRQWDFW�ZLWK��RU�FORVH�WR�WKH�DQRGH�V\VWHP�
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������ 3RUWDEOH�UHIHUHQFH�HOHFWURGHV

3RUWDEOH�UHIHUHQFH�HOHFWURGHV�VKDOO�EH�UHIHUHQFH�HOHFWURGHV�GHVLJQHG�WR�EH�XVHG�HLWKHU�GLUHFWO\�RQ
WKH�FRQFUHWH�VXUIDFH�RU�LQ�FRQMXQFWLRQ�ZLWK�/XJJLQ�SUREHV�

3RUWDEOH� UHIHUHQFH�HOHFWURGHV� WR�EH�XVHG�GLUHFWO\�RQ� WKH�FRQFUHWH�VXUIDFH�VKDOO�KDYH�DQ� LQWHJUDO�
EXW�UHSODFHDEOH��VSRQJH�IRU�FRQWDFW�ZLWK�WKH�FRQFUHWH�

3RUWDEOH� UHIHUHQFH�HOHFWURGHV�VKDOO� EH�VXSSOLHG�ZLWK�D� FDOLEUDWLRQ�FHUWLILFDWH�DQG�VKDOO� EH�VWRUHG�
PDLQWDLQHG�DQG�KDQGOHG�LQ�IXOO�DFFRUGDQFH�ZLWK�WKH�PDQXIDFWXUHU
V�LQVWUXFWLRQV��3RUWDEOH�UHIHUHQFH
HOHFWURGHV�VKDOO�EH�FKHFNHG�DJDLQVW�D�NQRZQ�ODERUDWRU\�VWDQGDUG�UHIHUHQFH�HOHFWURGH��RU�VLPLODU��DW
WKH�EHJLQQLQJ�DQG�HQG�RI�HDFK�VLWH�DSSOLFDWLRQ�

127(��6XLWDEOH�SRUWDEOH�UHIHUHQFH�HOHFWURGHV�LQFOXGH�JHO�ILOOHG��GRXEOH�MXQFWLRQ�$J�$J&O�����0�.&O��DQG
VWDQGDUG� FDORPHO� HOHFWURGHV� �LQ� D� QRQ�JODVV� KRXVLQJ�� �6&(��� &X�VDWXUDWHG�&X62��HOHFWURGHV� �&6(�
DUH�QRW�UHFRPPHQGHG�IRU�XVH�RQ�FRQFUHWH�VXUIDFHV�GXH�WR�WKH�KLJK�ULVN�RI�VLJQLILFDQW�HUURUV� LI�FRSSHU
VXOSKDWH�OHDNV�RQWR�WKH�FRQFUHWH�VXUIDFH�

������ 2WKHU�6HQVRUV

��������3RWHQWLDO�'HFD\�3UREHV

3RWHQWLDO�GHFD\�SUREHV�VKDOO�QRW�EH�XVHG�WR�PHDVXUH�DEVROXWH�VWHHO�FRQFUHWH�SRWHQWLDO��DV�VSHFLILHG
LQ�����D���RU�ORQJ�WHUP�SRWHQWLDO�GHFD\�EH\RQG����KRXUV�

127(����3RWHQWLDO�GHFD\�SUREHV�DUH�VHQVRUV�HQDEOLQJ�WKH�PHDVXUHPHQW�RI�VWHHO�FRQFUHWH�SRWHQWLDO�EXW
GR� QRW� KDYH� WKH� UHYHUVLEOH� VWDELOLW\� RI� WKHLU� RZQ� KDOI� FHOO� SRWHQWLDO� WR� EH� FODVVLILHG� DV� D� UHIHUHQFH
HOHFWURGH��7KH\�PD\�EH�XVHG�WR�GHWHUPLQH�WKH�SRWHQWLDO�FKDQJH���GXULQJ�µRQ�DQG�RII�VZLWFKLQJ¶��RYHU�D
OLPLWHG�WLPH�SHULRG��W\SLFDOO\�D�PD[LPXP�RI����KRXUV�

127(� ��� 6XLWDEOH� SRWHQWLDO� GHFD\� SUREHV� IRU� SHUPDQHQW� HPEHGGLQJ� LQ� FRQFUHWH� LQFOXGH� JUDSKLWH�
DFWLYDWHG�WLWDQLXP�DQG�]LQF�

��������&RXSRQV�DQG�PDFUR�FHOO�SUREHV

&RXSRQV� DQG�PDFUR�FHOO� SUREHV� VKDOO� EH�PDQXIDFWXUHG� IURP� VWHHO� RI� VLPLODU� FRPSRVLWLRQ� WR� WKH
VWUXFWXUH� UHLQIRUFLQJ� VWHHO� DQG� VKDOO� HLWKHU� EH� RI� UXJJHG� FRQVWUXFWLRQ� VXLWDEOH� IRU� SHUPDQHQW
HPEHGGLQJ� LQ� FRQFUHWH� RU� EH� FRQVWUXFWHG� E\� LVRODWLQJ� DQG� LQVWUXPHQWLQJ� H[LVWLQJ� UHLQIRUFHPHQW
ZKLFK�LV�DOUHDG\�LQ�SODFH�

0DFUR�FHOO�SUREHV�VKDOO�EH�HQFDVHG� LQ�FKORULGH� ULFK�PRUWDU�F\OLQGHUV��7KH�FKORULGH�FRQWHQW�RI� WKH
F\OLQGHUV��ZLWK�UHVSHFW�WR�PDVV�RI�FHPHQW��VKDOO�EH�DW�OHDVW�ILYH�WLPHV�WKH�DYHUDJH�FKORULGH�FRQWHQW
RI�WKH�VWUXFWXUH�FRQFUHWH��ZLWK�UHVSHFW�WR�PDVV�RI�FHPHQW��DW�WKH�GHSWK�RI�UHLQIRUFHPHQW�

127(����&XUUHQW�GHQVLW\�FRXSRQV�RU�PDFUR�FHOO�SUREHV�PD\�EH�XVHG�WR�GHWHUPLQH�WKH�FXUUHQW�GHQVLW\
FROOHFWHG�RQ�WKH�UHLQIRUFLQJ�VWHHO�FDWKRGH�

127(����0DFUR�FHOO�SUREHV�DOVR�FDQ�EH�XVHG� WR�FRQILUP� WKDW� ORFDO�DFWLYH�FRUURVLRQ�VLWHV� �µKRW�VSRWV¶�
UHFHLYH�VXIILFLHQW�FXUUHQW�IURP�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�WR�FRQWURO�FRUURVLRQ��7KLV�LV�LQGLFDWHG�E\�D
UHYHUVDO�RI�WKH�QHW�FXUUHQW�IORZ�EHWZHHQ�WKH�PDFUR�FHOOV�DQG�WKH�PDLQ�UHLQIRUFHPHQW�DIWHU�WKH�FDWKRGLF
SURWHFWLRQ�V\VWHP�KDV�EHHQ�HQHUJL]HG�
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��������/XJJLQ�SUREHV��HOHFWURO\WLF�EULGJH�

/XJJLQ� SUREHV� VKDOO� FRPSULVH� DQ� LRQLF� FRQGXFWLYH�PHGLXP�ZLWKLQ� D� ULJLG� RU� VHPL�ULJLG� LQVXODWLRQ
PDWHULDO��$OO�PDWHULDOV�VKDOO�EH�VXLWDEOH�IRU�EHLQJ�SHUPDQHQWO\�HPEHGGHG�LQ�FRQFUHWH�DQG�VKDOO�EH
SUHYHQWHG�IURP�FRPSOHWHO\�GU\LQJ�RXW

127(����/XJJLQ�SUREHV�RU�VLPLODU�GHYLFHV�FDQ�EH�XVHG�WR�HQDEOH�WKH�SRWHQWLDO�RI�HPEHGGHG�VWHHO�GHHS
ZLWKLQ�D�VWUXFWXUH�WR�EH�GHWHUPLQHG�XVLQJ�D�SRUWDEOH�UHIHUHQFH�HOHFWURGH�

127(����6XLWDEOH�/XJJLQ�SUREH�V\VWHPV�IRU�FRQFUHWH�LQFOXGH�VPDOO�GLDPHWHU�SRO\YLQ\O�FKORULGH��39&�
RU�SRO\SURS\OHQH�SLSH�FRQWDLQLQJ�VDQG�RU�PRUWDU��ZDWHU�VDWXUDWHG�ZRRGHQ�GRZHOV�VHDOHG�LQ�KHDW�VKULQN
WXELQJ��VLOLFRQ�UXEEHU�WXELQJ�FRQWDLQLQJ�JHO�DQG�FRQGXFWLYH�SRO\PHULF�PHPEUDQHV�

���� 0RQLWRULQJ�LQVWUXPHQWDWLRQ

������ *HQHUDO

0RQLWRULQJ� LQVWUXPHQWDWLRQ�VKDOO�EH�XVHG� WR� LQWHUURJDWH�PRQLWRULQJ�VHQVRUV� LQVWDOOHG� WR�GHWHUPLQH
WKH�SHUIRUPDQFH�RI� WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�DQG� WKH�RSHUDWLQJ�FRQGLWLRQ�RI� WKH�G�F��SRZHU
VXSSO\�

127(�� 0RQLWRULQJ� LQVWUXPHQWDWLRQ� PD\� FRPSULVH� PDQXDO� GHYLFHV�� SRUWDEOH� GDWD� ORJJHUV� RU� SHUPDQHQWO\
LQVWDOOHG�GDWD� ORJJHUV�� ,QVWUXPHQWDWLRQ� LV�SULQFLSDOO\�UHTXLUHG�WR�PHDVXUH�G�F��YROWDJHV�� ,I�FRXSRQV�RU�PDFUR�
FHOO� SUREHV� DUH� LQFRUSRUDWHG� RU� RWKHU� PHDVXUHPHQWV� DUH� UHTXLUHG� WKHQ� RWKHU� VSHFLDOLVW� LQVWUXPHQWDWLRQ� LV
QHFHVVDU\�

$OO� LQVWUXPHQWDWLRQ� VKDOO� EH� FRQVWUXFWHG� LQ� DFFRUGDQFH� ZLWK� UHOHYDQW� QDWLRQDO� RU� (XURSHDQ
6WDQGDUGV� UHODWLQJ� WR�HOHFWURQLF�DQG�PHDVXUHPHQW�HTXLSPHQW�DQG�VKDOO� EH�SURYLGHG�ZLWK� D� YDOLG
FDOLEUDWLRQ� FHUWLILFDWH�� $OO� HTXLSPHQW� VKDOO� EH� KDQGOHG�� LQVWDOOHG�� FRPPLVVLRQHG� DQG� RSHUDWHG� LQ
DFFRUGDQFH�ZLWK�WKH�PDQXIDFWXUHU
V�UHFRPPHQGDWLRQV�

������ 'LJLWDO�0HWHUV

9ROWPHWHUV� IRU� PHDVXULQJ� VHQVRUV� DQG� G�F�� SRZHU� VXSSOLHV� VKDOO� KDYH� D� PLQLPXP� UHVROXWLRQ� RI
��P9��DQ�DFFXUDF\�RI����P9�RU�EHWWHU�DQG�DQ�LQSXW�LPSHGDQFH�RI�QRW�OHVV�WKDQ����0W�

$QDORJXH�PHWHUV�VKDOO�QRW�EH�XVHG�

&XUUHQW�IORZ�EHWZHHQ�FRXSRQV�RU�PDFUR�FHOO�SUREHV�DQG�UHLQIRUFHPHQW�VKDOO�EH�PHDVXUHG�XVLQJ�DQ
]HUR�UHVLVWDQFH�DPPHWHU�RU�RWKHU�VXLWDEOH�GHYLFH�RI�VXFK�DFFXUDF\�DQG�UHVROXWLRQ�WKDW�WKH�FXUUHQW
LV�PHDVXUHG�WR�DQ�DFFXUDF\�RI�EHWWHU�WKDQ������RI�WKH�YDOXH�PHDVXUHG�

127(�� 'HSHQGLQJ� RQ� WKH� FRXSRQ� RU�PDFUR� FHOO� SUREH� VL]H� DQG� WKHLU� HQYLURQPHQW� WKH� FXUUHQWV� FDQ
UDQJH�IURP�WHQV�RI�PLFURDPSHUHV�WR�KXQGUHGV�RI�PLOOLDPSHUHV�

������ 'DWD�ORJJHUV

��������*HQHUDO

'DWD�ORJJHUV�VKDOO�KDYH�VXLWDEOH�PXOWL�FKDQQHO�LQSXW�RU�PXOWLSOH[HUV�WR�HQDEOH�DOO�FKDQQHOV�VHOHFWHG
IRU�GDWD�ORJJLQJ�WR�EH�PHDVXUHG�DQG�UHFRUGHG�

'DWD�ORJJHUV�VKDOO�RSHUDWH�XQGHU�D�UHDO�GDWH�WLPH�FORFN�ZKLFK�VKDOO�EH�LQFOXGHG�LQ�DOO�PHDVXUHPHQW
XQLWV��'DWD� ORJJHUV�VKDOO�KDYH�D�PLQLPXP�LQSXW� LPSHGDQFH�RI����0W�DQG�D�UHVROXWLRQ�RI�DW� OHDVW
��P9�LQ�D�UDQJH�RI�DW�OHDVW�������P9�DQG�DQ�DFFXUDF\�RI����P9�RU�EHWWHU�
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'DWD� ORJJHUV�VKDOO� KDYH�RXWSXW�V�� IRU� FRQWURO�RI�DQG�V\QFKURQL]DWLRQ�ZLWK�G�F�� SRZHU� VXSSOLHV� IRU
FRQWURO�RI�G�F��FXUUHQW� LQWHUUXSWLRQ�� WR�HQDEOH�FRUUHFW�PHDVXUHPHQW�RI� LQVWDQWDQHRXV�RII�SRWHQWLDOV
�VHH� ����� DQG� ZLWK� DQ� RQ�RII� F\FOH� DV� DSSURSULDWH�� 1RLVH� UHMHFWLRQ�� DFFXUDF\� DQG� PHDVXUHPHQW
�FRXQW��SHULRG�RI� WKH�GDWD� ORJJHU� VKDOO� EH�VXIILFLHQW� WR�DOORZ�FROOHFWLRQ�RI� VWHHO�FRQFUHWH�SRWHQWLDO
GDWD�ZLWKLQ�D�WLPH�LQWHUYDO�RI�����PV�WR�����PV�RI�VZLWFK�RII�WR�DQ�DFFXUDF\�RI����P9�RU�EHWWHU�

'DWD�ORJJHUV�VKDOO�EH�VXSSOLHG�ZLWK�VRIWZDUH�DOORZLQJ�WHVW�ORFDWLRQV��VHQVRUV��G�F��SRZHU�V\VWHPV�
DQRGH�]RQHV��HWF��WR�EH�LGHQWLILHG�

127(�� 'DWD� ORJJHUV� FDQ� EH� XVHG� WR� FROOHFW� GDWD� IURP� ERWK� VHQVRUV� DQG� G�F�� SRZHU� VXSSOLHV�� 'DWD
ORJJHUV�PD\�EH�HLWKHU�SRUWDEOH�RU�SHUPDQHQWO\�LQVWDOOHG�

��������3RUWDEOH�GDWD�ORJJHUV

3RUWDEOH� GDWD� ORJJHUV� VKDOO� EH� VXLWDEOH� IRU� URXJK� KDQGOLQJ� DQG� WHPSRUDU\� H[SRVXUH� WR� WKH� VLWH
HQYLURQPHQW��&RQQHFWLRQ�RI�SRUWDEOH�GDWD�ORJJHUV�WR�WHVW�ER[HV��G�F��SRZHU�VXSSOLHV��HWF��VKDOO�EH
E\�VXLWDEOH�PXOWL�ZD\�FRQQHFWRU�V��DQG�FDEOH�DV�DSSURSULDWH�

��������3HUPDQHQWO\�LQVWDOOHG�GDWD�ORJJHUV

3HUPDQHQWO\� LQVWDOOHG�GDWD� ORJJHUV�VKDOO�EH� ORFDWHG� LQ�DQ�HQFORVXUH�VXLWDEOH� IRU� WKH�HQYLURQPHQW
DQG�FOLPDWH�FRQGLWLRQV�DW�WKH�VLWH��LQ�DFFRUGDQFH�ZLWK�����DQG�����

3HUPDQHQWO\�LQVWDOOHG�GDWD�ORJJHUV�VKDOO�EH�KDUGZLUHG�WR�UHOHYDQW�VHQVRUV��G�F��SRZHU�VXSSOLHV��HWF�
,QVWUXPHQWDWLRQ�FDEOH�FRQQHFWLRQV�VKDOO�EH�LQ�DFFRUGDQFH�ZLWK�����

127(� ��� 3HUPDQHQWO\� LQVWDOOHG� GDWD� ORJJHUV� FDQ� EH� RSHUDWHG� LQGHSHQGHQWO\�� RQ� D� QHWZRUN� RU� YLD� D
PRGHP�OLQN��7KH�SRZHU�VXSSO\�FDQ�HLWKHU�EH�D�F��PDLQV�RU�YLD�WKH�QHWZRUN�FDEOH�DV�DSSURSULDWH�

,QWHUFRQQHFWLRQ� LQWR� D� QHWZRUN� VKDOO� EH� LQ� DFFRUGDQFH� ZLWK� UHOHYDQW� QDWLRQDO� RU� (XURSHDQ
6WDQGDUGV�DQG�WKH�QHWZRUN�PDQXIDFWXUHU
V�UHFRPPHQGDWLRQV�

(DFK�SHUPDQHQWO\�LQVWDOOHG�GDWD�ORJJHU�VKDOO�KDYH�DQ�XQLTXH�LGHQWLILFDWLRQ�UHIHUHQFH�QXPEHU�

127(����3HUPDQHQWO\�LQVWDOOHG�GDWD�ORJJHUV�FDQ�RSHUDWH�DV�HLWKHU�SDVVLYH�RU�DFWLYH�V\VWHPV��,I�SDVVLYH
WKH\� FROOHFW� GDWD� RQO\� ZKHQ� LQVWUXFWHG� E\� D� V\VWHP� FRQWUROOHU�� ,I� DFWLYH� WKH\� FDQ� EH� SURJUDPPHG� WR
FROOHFW� GDWD� IRU� VHOHFWHG� LQWHUYDOV�� (LWKHU� WKH\� PD\� WUDQVPLW� DOO� GDWD� RU� WUDQVPLW� VXPPDU\� GDWD
�H�J��PHDQ�� PD[LPXP�� PLQLPXP�� VWDQGDUG� GHYLDWLRQ�� RYHU� D� VHOHFWHG� SHULRG�� RQ� UHTXHVW� RU
DXWRPDWLFDOO\�

$FFHVV� WR� SHUPDQHQWO\� LQVWDOOHG� GDWD� ORJJHUV� HLWKHU� GLUHFWO\� RU� YLD� QHWZRUN� VKDOO� EH� YLD� D� XVHU
GHILQHG�SDVVZRUG�

���� 'DWD�PDQDJHPHQW�V\VWHP

$�GDWD�PDQDJHPHQW�V\VWHP�VKDOO�EH�SURYLGHG�WR�FROODWH��RUGHU��VRUW�DQG�SUHVHQW�WKH�SHUIRUPDQFH
GDWD�DULVLQJ�IURP�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�

127(� ��� 7KLV�PD\� EH� HLWKHU� D�PDQXDO� �SDSHU�� V\VWHP� RU� D� FRPSXWHUL]HG� GDWD� EDVHG�PDQDJHPHQW
V\VWHP�RU�D�FRPELQDWLRQ�RI�ERWK�

7KH�V\VWHP�VKDOO�FRQWDLQ�WKH�IROORZLQJ�GDWD�DV�D�PLQLPXP�

D��DQRGH�]RQH�OD\RXWV�
E�� VHQVRU�W\SH�DQG�ORFDWLRQ�
F�� G�F��SRZHU�XQLW�UDWLQJ�
G�� LQLWLDO��SUHFRPPLVVLRQLQJ��VHQVRU�UHDGLQJV�
H�� FRPPLVVLRQLQJ�GDWD�
I�� VHQVRU�GDWD�REWDLQHG�VLQFH�FRPPLVVLRQLQJ��DW�WLPH�LQWHUYDOV�FRQIRUPLQJ�WR�FODXVH�����
J��G��F��SRZHU�VXSSO\�RXWSXW�GDWD�VLQFH�FRPPLVVLRQLQJ�
K��HYHQW�UHFRUG��L�H��LQVSHFWLRQ�GDWHV��FKDQJHV�LQ�V\VWHP�RSHUDWLRQ��HWF��
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6HQVRU�GDWD�REWDLQHG�DQG�UHFRUGHG�VKDOO�EH�FRPSDWLEOH�ZLWK��DQG�VXIILFLHQW�WR�HQDEOH�FRQIRUPLW\�WR
WKH�VHOHFWHG�SHUIRUPDQFH�FULWHULRQ�JLYHQ�LQ�����WR�EH�DVVHVVHG�

&RPSXWHU�GDWD�EDVH�PDQDJHPHQW�V\VWHPV�VKDOO�EH�SURYLGHG�ZLWK�IXOO�GRFXPHQWDWLRQ��)DFLOLWLHV�IRU
DXWRPDWLF�GDWD�EDFN�XS�DQG�DUFKLYH�VKDOO�EH�LQFRUSRUDWHG�

7KH�V\VWHP�VKDOO�EH�FDSDEOH�RI�SUHVHQWLQJ�GDWD�LQIRUPDWLRQ�LQ�ERWK�WDEXODU�DQG�JUDSKLFDO�IRUP�

127(����'DWD�VXSHULPSRVHG�RQ�PLPLF�GLDJUDPV��OD\RXW�VNHWFKHV��PD\�DOVR�EH�XVHG�

7KH� V\VWHP�VKDOO� EH� FDSDEOH� RI� LGHQWLI\LQJ� GDWD� SRLQWV� RXWVLGH� SUH�VHW� �XVHU� GHILQDEOH�� OLPLWV� RQ
UHTXHVW�

���� '�&��&DEOHV

6LQJOH�FRUH�FDEOHV�VKDOO�EH�FRORXU�FRGHG�DFFRUGLQJ�WR�WKHLU�IXQFWLRQ�

127(����7KH�IROORZLQJ�FRORXUV�DUH�SUHIHUUHG�

D�� UHG�IURP�SRVLWLYH�G�F��SRZHU�VXSSO\�WR�DQRGH�FDEOH�FRQQHFWLRQ�
E��EODFN�IURP�QHJDWLYH�G�F��SRZHU�VXSSO\�WR�UHLQIRUFHPHQW�VWHHO�FDEOH�FRQQHFWLRQ�
F�� JUH\�IRU�PRQLWRULQJ�WHVW��UHLQIRUFHPHQW�FRQQHFWLRQ�IRU�PRQLWRULQJ��FDEOH�

127(����0RQLWRULQJ�WHVW�FDEOHV�PD\�EH�EODFN�LI�RI�GLIIHUHQW�VL]H�WR�WKH�G�F��QHJDWLYH�UHWXUQ�FDEOH�

G��EOXH�IRU�UHIHUHQFH�HOHFWURGH�FDEOH�>QRW�5HG�RU�%ODFN@
H�� \HOORZ�IRU�RWKHU�PRQLWRULQJ�VHQVRUV�>QRW�5HG�RU�%ODFN@

0XOWL�FRUH�FDEOHV�VKDOO�EH�FRORXU�RU�QXPEHU�FRGHG�

&DEOHV�VKDOO�PHHW�WKH�IROORZLQJ�UHTXLUHPHQWV�

��� FDUU\�WKH�GHVLJQ�FXUUHQW�������ZLWKLQ�SHUPLVVLEOH�WHPSHUDWXUH�LQFUHDVHV�DOORZHG�XQGHU
,(&�������DV�DSSURSULDWH�WR�WKH�PD[LPXP�HQYLURQPHQWDO�WHPSHUDWXUHV�

��� OLPLW� WKH� YROWDJH� GURS� DW� ������ RI� WKH� GHVLJQHG� PD[LPXP� FXUUHQW� LQ� WKH� FDWKRGLF
SURWHFWLRQ� V\VWHP�FLUFXLW� WR� D� YDOXH� FRPSDWLEOH�ZLWK� WKH� SRZHU� VXSSO\� YROWDJH� RXWSXW
DQG� WKH� DQRGH�FDWKRGH� YROWDJH� UHTXLUHPHQWV� DQG� SURYLGH� XQLIRUP� ]RQH� FXUUHQW
GLVWULEXWLRQ�

0LQLPXP�FRUH�VL]HV�RI�PXOWL�FRUH�FDEOHV�IRU�PHFKDQLFDO�SXUSRVHV�ZLWK�DOO�FDEOHV�HQFDSVXODWHG�LQ
FRQFUHWH��RU�LQ�FRQGXLW�RU�WUXQNLQJ�VKDOO�EH�DV�IROORZV�

��G�F��SRVLWLYH�DQG�QHJDWLYH�VXSSOLHV ����PPð�
��PRQLWRULQJ�FDEOH ����PPð�
��GDWD�QHWZRUNLQJ LQ�DFFRUGDQFH�ZLWK�QHWZRUN�VWDQGDUGV�

,I�VLQJOH�FRUH�FDEOHV�DUH�XVHG�WKH�PLQLPXP�FRUH�VL]H�IRU�PHFKDQLFDO�SXUSRVHV�VKDOO�EH�����PPð�

$OO�FDEOHV�VKDOO�KDYH�D�PLQLPXP�RI�VHYHQ�VWUDQGV�

$OO�FDEOHV�VKDOO�KDYH�D�PLQLPXP�RI�D�VLQJOH�OD\HU�RI�LQVXODWLRQ�DQG�D�VLQJOH�OD\HU�RI�VKHDWKLQJ�ZKLFK
VKDOO�FRQIRUP�WR�,(&��������7KH�VHOHFWLRQ�RI� LQVXODWLRQ�DQG�VKHDWK�VKDOO� WDNH�GXH�DFFRXQW�RI�WKH
SURSRVHG� LQVWDOODWLRQ� DQG� IXQFWLRQDO� UHTXLUHPHQWV�� &DEOH� WR� EH� LQVWDOOHG� LQ� FRQWDFW� ZLWK� DQRGH
PDWHULDO�VKDOO�EH�VXLWDEOH�IRU�ORQJ�WHUP�H[SRVXUH�WR�DFLGLF�FRQGLWLRQV��W\SLFDOO\�S+� ���DQG�WKRVH�WR
EH�LQVWDOOHG�LQ�FRQFUHWH�IRU�ORQJ�WHUP�H[SRVXUH�WR�DONDOLQH�FRQGLWLRQV��W\SLFDOO\�S+� ����
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���� -XQFWLRQ�ER[HV

-XQFWLRQ� ER[HV� VKDOO� EH� UDWHG� LQ� DFFRUGDQFH� ZLWK� ,(&� ������ WR� UHQGHU� DSSURSULDWH� SURWHFWLRQ
DJDLQVW�HQYLURQPHQW�WDNLQJ�LQWR�DFFRXQW�WKH�W\SH�RI�FRQQHFWLRQV�PDGH�ZLWKLQ�WKH�ER[�DQG�WKH�ZRUVW
FDVH�H[WHUQDO�HQYLURQPHQWDO�DQG�PHFKDQLFDO�H[SRVXUH�WR�ZKLFK�WKH�ER[�LV�WR�EH�VXEMHFWHG�

127(�� ,W� LV� UHFRPPHQGHG� WKDW� DOO� MXQFWLRQ�ER[HV� VKRXOG�EH�QRQ�PHWDOOLF� DQG� FRQIRUP� WR� ,(&������
FODVVLILFDWLRQ�,3����RU�EHWWHU�

���� 3RZHU�VXSSOLHV

:KHUH� D�F�� SRZHU� GLVWULEXWLRQ� LV� DYDLODEOH�� WKH� G�F�� SRZHU� VXSSO\� VKDOO� EH� SURYLGHG� E\� D
WUDQVIRUPHU�UHFWLILHU�

127(��:KHUH�D�F��SRZHU�GLVWULEXWLRQ� LV� QRW�DYDLODEOH��RWKHU� W\SHV�RI� VXSSO\� VXFK�DV�GLHVHO��ZLQG�� RU
WXUELQH�JHQHUDWRUV�PD\�EH�XVHG�WR�JHQHUDWH�D�F��DV�D�VXSSO\�WR�D�WUDQVIRUPHU�UHFWLILHU��&RQWUROOHG�G�F�
VXSSOLHV�FDQ�EH�JHQHUDWHG�GLUHFWO\�E\�WKHUPRHOHFWULF�RU�VRODU�JHQHUDWRUV�DQG�ZLQG�RU�WXUELQH�JHQHUDWRUV
PD\� EH� XVHG� ZLWK� UHFWLILFDWLRQ� WR� SURYLGH� D� VXSSO\� WR� LQWHUPLWWHQWO\� FKDUJHG� EDWWHU\� V\VWHPV� ZKLFK
VXSSO\�FXUUHQW�WR�G�F��FRQWUROOHUV�

���� 7UDQVIRUPHU�UHFWLILHUV

7KH� WUDQVIRUPHU�UHFWLILHU� XQLW� VKDOO� EH� FRQWLQXRXVO\� UDWHG�� VHOI�FRQWDLQHG� DQG� VXLWDEOH� IRU� WKH
HQYLURQPHQW�LQ�ZKLFK�LW�LV�WR�RSHUDWH�

7KH�XQLW�VKDOO�EH�KRXVHG�LQ�D�UREXVW�HQFORVXUH�VXLWDEOH�IRU�ZDOO�RU�IORRU�PRXQWLQJ�DV�DSSOLFDEOH��7KH
HQFORVXUH�VKDOO�SURYLGH�SURWHFWLRQ�DJDLQVW�WKH�ZRUVW�FDVH�HQYLURQPHQW�LQ�DFFRUGDQFH�ZLWK
,(&�������

7KH�LQFRPLQJ�D�F��VXSSO\�VKDOO�EH�WHUPLQDWHG�YLD�DQ�DSSURSULDWHO\�UDWHG��GRXEOH�SROH�QHXWUDO�OLQNHG
VZLWFK� IXVH� RU� FLUFXLW� EUHDNHU� DQG� UHVLGXDO� FXUUHQW� GHYLFH� LQ� DFFRUGDQFH� ZLWK� WKH� HOHFWULFLW\
VXSSOLHU
V�UHTXLUHPHQWV�DQG�QDWLRQDO�DQG�RU�(XURSHDQ�6WDQGDUGV�

7KH�PDLQ�WUDQVIRUPHU�VKDOO�EH�DQ�LVRODWLQJ�WUDQVIRUPHU�FRQIRUPLQJ�WR�(1�������FRQWLQXRXVO\�UDWHG
DQG�VXLWDEOH�IRU�FRQQHFWLRQ�WR�WKH�ORZ�YROWDJH�D�F��VXSSO\�

7KH� WUDQVIRUPHU�UHFWLILHU� RXWSXW� VKDOO� QRW� H[FHHG� ���9� G�F�� ZLWK� D� ULSSOH� FRQWHQW� QRW� H[FHHGLQJ
����P9�506�ZLWK�D�PLQLPXP�IUHTXHQF\�RI�����+]�

(TXLSPHQW��ZKLFK�GRHV�QRW�FRQIRUP�WR�(1�������EHFDXVH�LW�LV�UHTXLUHG�E\�HQYLURQPHQW�RU�VHUYLFH
WR�RSHUDWH�DERYH�DQ�DPELHQW�WHPSHUDWXUH�RI�����&�RU�WR�XWLOL]H�RLO�RU�IRUFHG�DLU�FRROLQJ��VKDOO�LQ�DOO
RWKHU�DVSHFWV�FRQIRUP�WR�(1�������

7KH�UHFWLILHU�VKDOO�FRQIRUP�WR�DSSURSULDWH�QDWLRQDO�RU�(XURSHDQ�6WDQGDUGV�ZLWK�VXLWDEOH�D�F��VXUJH
SURWHFWLRQ��)DVW�DFWLQJ�IXVHV�VKDOO�EH�XVHG�WR�SURWHFW�WKH�UHFWLILHUV�RQ�WKH�D�F��VLGH�DQG�YDULVWRUV�WR
SURWHFW� WKHP�RQ� WKH� G�F�� VLGH��5HFWLILHUV� VKDOO� EH� UDWHG� IRU� FRQWLQXRXV� RSHUDWLRQ� DW� WKH� VSHFLILHG
RXWSXWV�ZLWK�D�SHDN�LQYHUVH�YROWDJH�RI�DW�OHDVW�����9��9DULVWRUV�VKDOO�EH�FRPSDWLEOH�ZLWK�WKH�UHFWLILHU
SHDN�LQYHUVH�YROWDJH�OHYHOV�

7KH�G�F��FLUFXLWV�VKDOO�EH�VHSDUDWHG�IURP�WKRVH�RI�DQ\�RWKHU�V\VWHP��H�J��WKH�LQFRPLQJ�D�F��VXSSO\��

)RU�FDWKRGLF�SURWHFWLRQ�V\VWHPV�SODFHG�LQ� ORFDWLRQV�DFFHVVLEOH�WR�SHUVRQV�RU�DQLPDOV��DQG�ZKHUH
SUHYHQWDWLYH� PHDVXUHV� VXFK� DV� EDUULHUV�� REVWDFOHV� RU� HOHFWULFDO� LQVXODWLRQ� DUH� QRW� SURYLGHG�� WKH
RXWSXW� IURP� WKH� WUDQVIRUPHU�UHFWLILHU� XQLW� VKDOO� QRW� H[FHHG� ���9� G�F�� ZLWK� D� ULSSOH� FRQWHQW� QRW
H[FHHGLQJ�����P9�506��7KLV�VKDOO�VSHFLILFDOO\�DSSO\�WR�FDWKRGLF�SURWHFWLRQ�RI�UHLQIRUFHG�FRQFUHWH
VWUXFWXUHV�DQG�EXLOGLQJV�ZKHUH�FRQGXFWLYH�FRDWLQJ�DQRGH�V\VWHPV�DUH�XVHG�
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7KH� RXWSXW� VKDOO� EH� FRQWUROOHG� WR� SURYLGH� VWHSOHVV� FRQVWDQW� YROWDJH�� FRQVWDQW� FXUUHQW� RU
SRWHQWLRVWDWLF�FRQWURO�IURP�]HUR�WR�IXOO�UDWHG�RXWSXW�

$�G�F��UHOD\�V\VWHP�LQWHUUXSWLQJ�WKH�RXWSXW�VKDOO�EH�SURYLGHG�WR�IDFLOLWDWH�µLQVWDQWDQHRXV�RII¶�SRWHQWLDO
PHDVXUHPHQW�>VHH������D�@�

127(� ��� )DFLOLWLHV� WR� OLQN� WKLV� V\VWHP� WR� WKH� FRQWURO� VLJQDOV� IURP� GDWD�ORJJLQJ� HTXLSPHQW� PD\� EH
SURYLGHG�

)DFLOLWLHV�VKDOO�EH�SURYLGHG�WR�HQDEOH�SRUWDEOH�LQVWUXPHQWDWLRQ�WR�EH�XVHG�IRU�PHDVXUHPHQW�RI�WKH
IROORZLQJ�

D��RXWSXW�YROWDJHV�
E��RXWSXW�FXUUHQWV��E\�YROWDJH�GURS�DFURVV�D�VKXQW�UHVLVWRU�ZLWK�DQ�DFFXUDF\�RI��������RU

EHWWHU��
F�� VWHHO�FRQFUHWH�SRWHQWLDO�ZLWK�UHVSHFW�WR�WKH�UHIHUHQFH�HOHFWURGHV�

127(����)DFLOLWLHV�PD\�EH�XVHG�IRU�PHDVXUHPHQW�RI�
L�� VWHHO�FRQFUHWH�SRWHQWLDO�ZLWK�UHVSHFW�WR�SRWHQWLDO�GHFD\�VHQVRUV�
LL�� FRXSRQ�RU�SUREH�UHLQIRUFHPHQW�FXUUHQW�

7KH� IXQFWLRQ� DQG� UDWLQJ� RI� DOO� VRFNHWV� DQG� WKH� PXOWLSO\LQJ� IDFWRU� RI� DOO� VKXQWV� VKDOO� EH� FOHDUO\
PDUNHG�

$OO�IXVHV�VKDOO�EH�ODEHOOHG�ZLWK�FLUFXLW�GHVLJQDWLRQ�DQG�IXVH�FKDUDFWHULVWLFV�

127(����3HUPDQHQWO\�LQVWDOOHG�GLJLWDO�SDQHO�PHWHUV�PD\�EH�XVHG�WR�PHDVXUH�WKH�GDWD�UHTXLUHG�LQ�LWHPV
D��WR�F���&DOLEUDWLRQ�FKHFNV�RQ�D�UHJXODU�EDVLV�DUH�QHFHVVDU\�

$�PLQLPXP�RI�RQH�SRVLWLYH�DQG�RQH�QHJDWLYH�WHUPLQDO�IRU�FDEOH�FRQQHFWLRQV�VKDOO�EH�SURYLGHG��$OO
RXWSXW�WHUPLQDOV�VKDOO�EH�IXOO\�LQVXODWHG�IURP�DQ\�PHWDO�ZLWKLQ�WKH�ER[�

7KH�FRQQHFWRUV�VKDOO�EH�FOHDUO\�PDUNHG�µ�$12'(¶�DQG�µ�5(,1)25&(0(17¶

127(���� ,W� LV� UHFRPPHQGHG� WKDW� WKH� SRVLWLYH� DQG� QHJDWLYH� WHUPLQDOV� VKRXOG� EH� RI� GLIIHUHQW� VL]HV� LQ
RUGHU�WR�DYRLG�WUDQVSRVLWLRQ�RI�FDEOHV�

/('V� �OLJKW� HPLWWLQJ� GLRGHV�� RU� RWKHU� PHDQV� RI� LQGLFWLQJ� D�F�� SRZHU� VXSSO\� µRQ¶� DQG� G�F�� RXWSXW
µRSHUDWLQJ¶�VKDOO�EH�SURYLGHG�

)RU�HTXLSPHQW�ZLWK�PXOWLSOH� WUDQVIRUPHU�UHFWLILHUV�RU�PXOWLSOH� FKDQQHOV�� HDFK� WUDQVIRUPHU�UHFWLILHU
DQG�FKDQQHO�VKDOO�EH�IXOO\�LGHQWLILHG�DQG�VKDOO�FRQIRUP�WR�WKLV�FODXVH�

7HVWV�VKDOO�EH�FRQGXFWHG�DW�WKH�PDQXIDFWXUHU
V�ZRUNV�WR�GHPRQVWUDWH�IXOO�IXQFWLRQDO�FRQIRUPLW\�DQG
ILWQHVV� IRU� SXUSRVH�� 7KH� WHVWV� VKDOO� EH� DUUDQJHG� WR� UHSUHVHQW� UHDOLVWLF� RQ�VLWH�ZRUNLQJ� FRQGLWLRQV
DQG�WKH�UHVXOWV�VKDOO�EH�IXOO\�GRFXPHQWHG�DQG�VKDOO�FRQVWLWXWH�SDUW�RI�WKH�SHUPDQHQW�UHFRUGV�IRU�WKH
ZRUNV�

$OO�HOHFWULFDO�WHVWV�VKDOO�EH�FDUULHG�RXW�LQ�D�PDQQHU�SUHVFULEHG�E\�WKH�UHOHYDQW�QDWLRQDO�RU�(XURSHDQ
6WDQGDUGV�
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�� ,QVWDOODWLRQ�SURFHGXUHV

���� (OHFWULFDO�FRQWLQXLW\

8QOHVV�DOWHUQDWLYH� WHVWLQJ�SURFHGXUHV�DQG�FULWHULD�KDYH�EHHQ�VHOHFWHG� LQ� WKH�GHVLJQ� WKH�HOHFWULFDO
FRQWLQXLW\� EHWZHHQ� UHLQIRUFLQJ� EDUV� RU� HOHPHQWV� RI� VWHHO� LQ� FRQFUHWH� VKDOO� EH� WHVWHG� E\� D� G�F�
UHYHUVH� SRODULW\� UHVLVWDQFH� PHDVXUHPHQW� WHFKQLTXH�� E\� PHDVXULQJ� WKH� UHVLVWDQFH� XVLQJ� D� G�F�
UHVLVWDQFH� LQVWUXPHQW� DQG� WKHQ� UHYHUVLQJ� WKH� SRODULW\� RI� WKH� WHVW� OHDGV�� RU� E\� D� G�F�� SRWHQWLDO
GLIIHUHQFH�PHDVXUHPHQW�WHFKQLTXH��7KH�DFFHSWDQFH�FULWHULD�IRU�VXFK�WHVWLQJ�VKDOO�EH�VWDEOH�YDOXHV
DQG�D�UHVLVWDQFH� OHVV�WKDQ���W�RU�D�SRWHQWLDO�GLIIHUHQFH�OHVV� WKDQ���P9��$OO�VWHHO�H[SRVHG�GXULQJ
FRQFUHWH�UHSDLUV�RU�RWKHU�ZRUNV�VKDOO�EH�FRQWLQXLW\�WHVWHG�DQG�DQ\�EDU�RU�FRPSRQHQW�WHVWHG�IDLOLQJ
WKH�WHVW��VKDOO�EH�FRQWLQXLW\�ERQGHG�WR�HQVXUH�ORQJ�WHUP�UHVLVWDQFH�RI������W�RU� OHVV��$W�DGGLWLRQDO
UHSUHVHQWDWLYH�ORFDWLRQV�LQ�HDFK�XQLW�RU�GLVFUHWH�SDUW�RI�WKH�VWUXFWXUH�VXIILFLHQW�UHLQIRUFHPHQW�VKDOO
EH�H[SRVHG�DQG�WHVWHG�DW�VHOHFWHG�ORFDWLRQV�WR�GHWHUPLQH�WKH�JHQHUDO�OHYHO�RI�HOHFWULFDO�FRQWLQXLW\
RI�WKH�UHLQIRUFHPHQW�

7KH�FRQWLQXLW\�WHVWLQJ�UHVXOWV��DOO�DYDLODEOH�FRQVWUXFWLRQ�GUDZLQJV��WKH�QDWXUH�RI�WKH�VWUXFWXUH�DQG�LWV
FRQVWUXFWLRQ�VKDOO�EH�DVVHVVHG� LQ�RUGHU� WR�GHWHUPLQH�ZKHWKHU�DGGLWLRQDO� UHLQIRUFHPHQW�VKRXOG�EH
H[SRVHG�IRU�WHVWLQJ�DQG�SRVVLEOH�ERQGLQJ�

$OO�DQFLOODU\�VWHHO�IL[HG�WR�RU�SDUW�RI�WKH�FRQFUHWH�VWUXFWXUH��H�J��HPEHGGHG�VWHHO�EHDPV��EHDULQJV�
GUDLQDJH� SLSHV�� HLWKHU� VKDOO� EH� FRQWLQXLW\� WHVWHG� DV� DERYH� DQG� ERQGHG� LI� UHTXLUHG� RU� VKDOO� EH
ERQGHG�LQ�DFFRUGDQFH�ZLWK�����

(OHFWULFDO� FRQWDFW� VKDOO� EH� SUHYHQWHG� EHWZHHQ� UHLQIRUFHPHQW� RU� DQFLOODU\� VWHHO� DQG� WKH� DQRGH
V\VWHP�RI�DQ\�LPSUHVVHG�FXUUHQW�FDWKRGLF�SURWHFWLRQ�V\VWHP�

127(�� $WWHQWLRQ� VKRXOG� EH� JLYHQ� WR� WKH� ORFDWLRQ�� UHPRYDO� RU� LQVXODWLRQ� RI� VWHHO� LQ� WKH� VXUIDFH� RI
FRQFUHWH�SDUWLFXODUO\� LI� FRQGXFWLYH�FRDWLQJV� �LQFOXGLQJ�FRQGXFWLYH�RYHUOD\V�RU�VSUD\HG�]LQF� LPSUHVVHG
FXUUHQW��DQRGHV�DUH� WR�EH�XVHG��&RQWDFW�EHWZHHQ�WKH�DQRGH�DQG�VXFK�VWHHO�ZLOO�HLWKHU� UHVXOW� LQ�VKRUW
FLUFXLWV�EHWZHHQ�DQRGH�DQG�UHLQIRUFHPHQW�RU�LQ�FRUURVLRQ�RI�LVRODWHG�VWHHO�

���� 3HUIRUPDQFH�PRQLWRULQJ�V\VWHP

(DFK� ]RQH� RI� WKH� FDWKRGLF� SURWHFWLRQ� V\VWHP� VKDOO� EH� SURYLGHG� ZLWK� WKH� PHDQV� QHFHVVDU\� WR
PRQLWRU� LWV�SRZHU�VXSSO\�RXWSXW� YROWDJH�DQG�RXWSXW�FXUUHQW�DQG� LWV� VWHHO�FRQFUHWH�SRWHQWLDO�XVLQJ
UHIHUHQFH�HOHFWURGHV���������SHUPDQHQWO\�HPEHGGHG�DW�UHSUHVHQWDWLYH�ORFDWLRQV�

127(����(DFK�]RQH�PD\�DOVR�EH�SURYLGHG�ZLWK�SRWHQWLDO�GHFD\�SUREHV�WR�PRQLWRU�SRWHQWLDO�GHFD\��ZLWK
FRUURVLRQ�FRXSRQV�WR�PHDVXUH�DQRGLF�RU�FDWKRGLF�FXUUHQW�GHQVLW\�RQ�SDUWV�RI�WKH�UHLQIRUFHPHQW�RU�ZLWK
RWKHU�PHWKRGV�WR�PHDVXUH�RU�DVVHVV�FRUURVLRQ�UDWH�RU�H[WHQW�RI�FDWKRGLF�SURWHFWLRQ��7KH�GDWD�FROOHFWLRQ
V\VWHP�PD\�EH�PDQXDO��HOHFWURQLFDOO\�GDWD�ORJJHG�DQG�RU�HOHFWURQLFDOO\�GDWD�WUDQVPLWWHG�

7KH�SHUPDQHQWO\� LQVWDOOHG�SHUIRUPDQFH�PRQLWRULQJ�V\VWHP�VKDOO�EH�ORFDWHG�VR�WKDW�UHSUHVHQWDWLYH
GDWD�FDQ�EH�DVVHVVHG�DW�W\SLFDO�LQWHUYDOV�LQ�DFFRUGDQFH�ZLWK�FODXVH����

127(����7KLV�DVVHVVPHQW�PD\�LQYROYH�PDQXDO�GDWD�FROOHFWLRQ��UHFRUGLQJ�GDWD�FROOHFWLRQ�ZLWK�SRUWDEOH
HTXLSPHQW�RU�ORFDOO\��DUHD�QHWZRUNHG�PRGHP�OLQNHG��SHUPDQHQWO\�LQVWDOOHG�GDWD�ORJJLQJ�V\VWHPV�

7KH� H[WHQW� DQG� ORFDWLRQV� RI� GHSOR\PHQW� RI� WKH� SHUPDQHQWO\� LQVWDOOHG� SHUIRUPDQFH� HYDOXDWLRQ
V\VWHP�VKDOO�EH�LQ�DFFRUGDQFH�ZLWK�WKH�GHVLJQ��7KH�DUHDV�DGGUHVVHG�VKDOO�LQFOXGH�WKH�IROORZLQJ�

D��KLJK�SUREDELOLW\�WR�FRUURVLRQ�RU�XQGHU�SURWHFWLRQ�
E��KLJK�SUREDELOLW\�WR�H[FHVVLYH�SURWHFWLRQ�
F��KLJK�FRUURVLRQ�ULVN�RU�DFWLYLW\�

127(����7KH�GDWD�IURP�RU�WKH�SHUIRUPDQFH�RI�SHUPDQHQWO\�LQVWDOOHG�UHIHUHQFH�HOHFWURGHV��FRXSRQV�RU
RWKHU�VHQVRUV��DUH� OLNHO\� WR�EH�DGYHUVHO\�DIIHFWHG�RU� UHQGHUHG�QRQ�UHSUHVHQWDWLYH�E\�SODFHPHQW� LQ�RU
DGMDFHQW�WR�FRQFUHWH�UHSDLUV�LQFRUSRUDWLQJ�UHLQIRUFHPHQW�
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5HIHUHQFH�HOHFWURGHV�DQG�RWKHU�VHQVRUV�VKDOO�QRW�EH�SODFHG�LQ��RU�FORVH�WR��FRQFUHWH�UHSDLUV�XQOHVV
WKHUH�DUH�QR�DOWHUQDWLYH�ORFDWLRQV��,Q�WKH�YLFLQLW\�RI�WKH�VHQVRU��FRQFUHWH�VXUURXQGLQJ�WKH�VWHHO�VKDOO
UHPDLQ�XQGLVWXUEHG�

3HUPDQHQWO\� LQVWDOOHG� UHIHUHQFH� HOHFWURGHV�� DQG� RWKHU� VHQVRUV� WKDW� FDQ� EH� FDOLEUDWHG� SULRU� WR
LQVWDOODWLRQ��VKDOO�EH�FDOLEUDWHG�

���� &RQQHFWLRQV�WR�VWHHO�LQ�FRQFUHWH

(DFK�]RQH�RI�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�VKDOO�EH�SURYLGHG�ZLWK�PXOWLSOH�QHJDWLYH�FRQQHFWLRQV
RI� FDEOHV� WR� UHLQIRUFHPHQW� IRU� WKH� FDWKRGLF� SURWHFWLRQ� FXUUHQW� DQG� D� PLQLPXP� RI� RQH� WHVW
FRQQHFWLRQ� WR� WKH� UHLQIRUFHPHQW� IRU� PHDVXUHPHQW� RI� VWHHO�FRQFUHWH� SRWHQWLDOV� ZLWK� UHVSHFW� WR
SHUPDQHQW�RU�SRUWDEOH�HOHFWURGHV�

7KH�HOHFWULFDO�FRQWLQXLW\�EHWZHHQ�DOO�QHJDWLYH�FRQQHFWLRQV�DQG�WHVW�FRQQHFWLRQV�RI�HDFK�LQGLYLGXDO
]RQH� VKDOO� EH� WHVWHG� DQG� VKDOO� EH� ����� W� RU� OHVV�� ,I� WKLV� UHTXLUHPHQW� LV� QRW� LQLWLDOO\� DFKLHYHG�
DGGLWLRQDO� UHLQIRUFHPHQW� H[SRVXUH� IRU� WHVWLQJ� DQG� ERQGLQJ� VKDOO� EH� XQGHUWDNHQ� LQ� DFFRUGDQFH
ZLWK�����

127(��&RQWLQXLW\�EHWZHHQ�WKH�QHJDWLYH�FRQQHFWLRQV�RI�GLIIHUHQW�]RQHV�RI�D�FDWKRGLF�SURWHFWLRQ�V\VWHP
PD\�EH�UHTXLUHG�LQ�DFFRUGDQFH�ZLWK�WKH�SDUWLFXODU�GHVLJQ�

7KH� FDEOH� FRQQHFWLRQV� WR� WKH� UHLQIRUFHPHQW� VKDOO� EH� PDGH� E\� PHWKRGV� SURYLGLQJ� D� ORQJ�WHUP
FDEOH�UHLQIRUFHPHQW�UHVLVWDQFH�RI�OHVV�WKDQ������W�

���� &RQFUHWH�UHSDLUV�DVVRFLDWHG�ZLWK�WKH�FDWKRGLF�SURWHFWLRQ�FRPSRQHQWV

$Q\�FRQFUHWH�UHSDLUV�DVVRFLDWHG�ZLWK�WKH�LQVWDOODWLRQ�RI�SHUIRUPDQFH�PRQLWRULQJ�V\VWHP�HOHFWURGHV�
RWKHU� VHQVRUV� DQG� WKH� FRQQHFWLRQV� WR� VWHHO� LQ� FRQFUHWH� VKDOO� EH� XQGHUWDNHQ� XVLQJ�PHWKRGV� DQG
PDWHULDOV�FRQIRUPLQJ�WR�FODXVH���DQG�(19��������

���� 6XUIDFH�SUHSDUDWLRQ�IRU�DQRGH�LQVWDOODWLRQ

7KH�FRQFUHWH�VXUIDFHV�LQWHQGHG�WR�UHFHLYH�LQVWDOODWLRQ�RI�DQRGH�PDWHULDO��H�J��FRQGXFWLYH�FRDWLQJV
RU�DFWLYDWHG�WLWDQLXP�PHVK�ZLWKLQ�D�FHPHQWLWLRXV�RYHUOD\��VKDOO�EH�SUHSDUHG�VR�DV�WR�SUHVHQW�DV�D
PLQLPXP�D�FOHDQ��QRQ�IULDEOH��PXG�IUHH�VXUIDFH��>6HH�(19�������@�

&DWKRGLF� SURWHFWLRQ� FRQGXFWLYH� FRDWLQJV� JHQHUDOO\� UHTXLUH� D� PLQLPXP� RI� SUHSDUDWLRQ� WR� OHDYH� D
PD[LPXP�RI�FHPHQW�SDVWH�DQG�PLQLPDO�H[SRVXUH�RI�DJJUHJDWH�DQG�VKRXOG�EH�DV�VSHFLILHG�LQ�WKH
FRDWLQJ�SURGXFW�VSHFLILFDWLRQ�

���� $QRGH�LQVWDOODWLRQ

7KH�DQRGH� V\VWHP�VKDOO� EH� LQVWDOOHG� E\�PHWKRGV� DQG� XQGHU� FRQWUROOHG� HQYLURQPHQWDO� FRQGLWLRQV
ZKLFK�FDQ�EH�GHPRQVWUDWHG�E\�WULDOV�RU�SDVW�SURMHFWV�WR�HQDEOH�WKH�UHTXLVLWH�DQRGH�SHUIRUPDQFH�WR
EH�DFKLHYHG�

7KH� DQRGH� V\VWHP� VKDOO� EH� LQVWDOOHG� LQ� DFFRUGDQFH� ZLWK� WKH� GHVLJQ� PHWKRG� VWDWHPHQWV� RU
VSHFLILFDWLRQ�IRU�LQVWDOODWLRQ�

3DUWLFXODU�DWWHQWLRQ�VKDOO�EH�JLYHQ�WR�WKH�DYRLGDQFH�RI�VKRUW�FLUFXLWV�EHWZHHQ�WKH�DQRGH�V\VWHP�DQG
DQ\�UHLQIRUFHPHQW�VWHHO��DQFLOODU\�PHWDOOLF�FRPSRQHQWV�RU�UHLQIRUFHPHQW�WLH�ZLUH�RU�GHEULV�VWHHO� LQ
WKH�VXUIDFH�RI�WKH�FRQFUHWH�
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$IWHU� FRQGXFWLYH� FRDWLQJ� RU� FHPHQWLWLRXV� RYHUOD\� DSSOLFDWLRQ� WKH� DWPRVSKHULF� FRQGLWLRQV� DQG
FRQFUHWH�VXUIDFHV�VKDOO�EH�PDLQWDLQHG�DW�WHPSHUDWXUHV�DQG�KXPLGLW\�RU�PRLVWXUH�OHYHOV�QHFHVVDU\
WR�HQVXUH�SURSHU�FXULQJ�VROYHQW�ORVV�ZDWHU�HYDSRUDWLRQ�RI�WKH�DQRGH�DQG�RU�RYHUOD\�

7KH�GHVLJQ�PHWKRG�VWDWHPHQWV�RU�VSHFLILFDWLRQ�IRU�LQVWDOODWLRQ�VKDOO�EH�IROORZHG�LQ�WKHVH�UHVSHFWV�

3ULRU�WR�DSSOLFDWLRQ�RI�DQ\�RYHUOD\��VXUIDFH�VHDODQW�RU�GHFRUDWLYH�FRDWLQJ�RYHU�WKH�DQRGH�V\VWHPV�
WKH� DQRGH�FDWKRGH� UHVLVWDQFH� DQG� SRWHQWLDO� GLIIHUHQFH� VKDOO� EH�PHDVXUHG� LQ� RUGHU� WR� GHWHUPLQH
ZKHWKHU� VKRUW� FLUFXLWV� KDYH� EHHQ� HVWDEOLVKHG� DQG�� LI� VR�� WKH\� VKDOO� EH� GHWHFWHG� DQG� FRUUHFWHG
EHIRUH�IXUWKHU�ZRUN�

���� &RQQHFWLRQV�WR�WKH�DQRGH�V\VWHP

(DFK�]RQH�RI�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�VKDOO�EH�SURYLGHG�ZLWK�PXOWLSOH�SRVLWLYH�FDEOH�DQRGH
FRQQHFWLRQV� VXFK� WKDW� WKH� IDLOXUH� RI� DQ\� RQH� DQRGH�FDEOH� FRQQHFWLRQ� VKDOO� QRW� UHGXFH� WKH
SHUIRUPDQFH�RI�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�LQ�WKDW�]RQH�

7KH�DQRGH�FDEOH�FRQQHFWLRQ�V\VWHP�VKDOO�EH�RI�D�W\SH�DQG�LQVWDOOHG�WR�VXFK�VWDQGDUGV�DV�FDQ�EH
GHPRQVWUDWHG�E\�WULDOV�RU�SDVW�SURMHFWV�WR�HQDEOH�WKH�UHTXLVLWH�DQRGH�DQG�DQRGH�FDEOH�FRQQHFWLRQ
SHUIRUPDQFH�WR�EH�DFKLHYHG�

,Q�HDFK�LQGLYLGXDO�]RQH�WKH�HOHFWULFDO�UHVLVWDQFH�RI�DOO�DQRGH�FDEOH�FRQQHFWLRQV�VKDOO�EH�WHVWHG�DQG
FRPSDUHG� ZLWK� FDOFXODWHG� YDOXHV� IRU� WKH� SDUWLFXODU� DQRGH� W\SH� DQG� GLVWULEXWLRQ�� 'DWD� VKDOO� EH
DVVHVVHG� WR� GHWHUPLQH� ZKHWKHU� DGGLWLRQDO� WHVWLQJ� RU� DGGLWLRQDO� DQRGH�FDEOH� FRQQHFWLRQV� DUH
UHTXLUHG�

$� ������ YLVXDO� LQVSHFWLRQ� VKDOO� EH� XQGHUWDNHQ� RI� WKH� DQRGH� V\VWHP� SULRU� WR� DSSOLFDWLRQ� RI� DQ\
FRDWLQJ�

���� $QRGH�RYHUOD\��VXUIDFH�VHDODQW�RU�GHFRUDWLYH�FRDWLQJ�DSSOLFDWLRQ

$Q\� UHTXLVLWH� DQRGH�RYHUOD\�� VXUIDFH� VHDODQW� RU� GHFRUDWLYH� FRDWLQJ� VKDOO� EH� DSSOLHG� E\�PHWKRGV
DQG�XQGHU�FRQWUROOHG�FRQGLWLRQV�ZKLFK�FDQ�EH�GHPRQVWUDWHG�E\�WULDOV�RU�SDUW�SURMHFWV�WR�HQDEOH�WKH
UHTXLVLWH� DQRGH� DQG� RYHUOD\�� VHDODQW� RU� FRDWLQJ� SHUIRUPDQFH� WR� EH� DFKLHYHG� DQG� LQ� DFFRUGDQFH
ZLWK�WKH�GHVLJQ�PHWKRG�VWDWHPHQWV�RU�VSHFLILFDWLRQ�IRU�LQVWDOODWLRQ�
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���� (OHFWULFDO�LQVWDOODWLRQ

$OO�HOHFWULFDO�LQVWDOODWLRQ�ZRUNV�VKDOO�EH�XQGHUWDNHQ�LQ�DFFRUGDQFH�ZLWK�(XURSHDQ��RU��LI�QRQH�H[LVW�
ZLWK�QDWLRQDO��HOHFWULFDO�VDIHW\�VWDQGDUGV�

127(� ��� 7KH� HOHFWULFDO� SRZHU� VXSSO\� IRU� WKH� FDWKRGLF� SURWHFWLRQ� V\VWHP� PD\� EH� SURYLGHG� E\
WUDQVIRUPHU�UHFWLILHU�V��SRZHUHG�E\�DQ�HOHFWULFDO�VXSSO\�IURP�D�PDLQV�YROWDJH�GLVWULEXWLRQ�V\VWHP�

,Q�DGGLWLRQ�WR�WKH�SDUWLFXODU�UHTXLUHPHQWV�RI�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP��WKH�IROORZLQJ�HOHFWULFDO
VDIHW\�PHDVXUHV�VKDOO�EH�DSSOLHG�WR�DOO�LQVWDOODWLRQV�

D��0DLQV�YROWDJH�FDEOHV�VKDOO�EH�HOHFWULFDOO\�LVRODWHG�DQG�VHSDUDWHG�IURP�ORZ�YROWDJH�G�F�
FDEOHV�

E��&DEOHV�VKDOO� EH�XQLTXHO\� LGHQWLILHG�ZLWK�PDUNHU� WDJV�DW� WKH�G�F�� SRZHU� VXSSO\�� DW� DQ\
MXQFWLRQ�ER[�DQG�DW�WKHLU�SRLQW�RI�FRQQHFWLRQ�

F�� &DEOHV�VKDOO�EH�DGHTXDWHO\�VXSSRUWHG�DQG�SURWHFWHG� IURP�HQYLURQPHQWDO��KXPDQ�DQG
DQLPDO�GDPDJH�

127(����,Q�ORFDWLRQV�ZKHUH�WKHUH�LV�KLJK�ULVN�RI�GDPDJH��FDEOHV�PD\�EH�HPEHGGHG�LQWR�FRQFUHWH�RU
PD\�EH�SURWHFWHG�E\�VWHHO�ZLUH�DUPRXULQJ�

G��([FHSW� IRU� WKH� FDEOH� FRQQHFWLRQV� FRYHUHG� LQ� LWHP� I��� FDEOH� FRQQHFWLRQV� VKDOO� RQO\� EH
PDGH�DW�ORFDWLRQV�LQ�HQFORVXUHV�RU�MXQFWLRQ�ER[HV�

H��&RQQHFWLRQV� LQVLGH� ER[HV�� ZKRVH� FRQVWUXFWLRQ� DQG�RU� LQVWDOODWLRQ� UHQGHUV� WKHLU
HQYLURQPHQWDO�SURWHFWLRQ�UDWLQJ�EHORZ�WKH�ZRUVW�FDVH�H[WHUQDO�HQYLURQPHQWDO�H[SRVXUH�
LQFOXGLQJ�ER[HV�ZLWK�QRQ�VHDOHG�FRQGXLW�HQWULHV��VKDOO�EH�PDGH�E\�PHWKRGV�VXLWDEOH�IRU
ORQJ�WHUP�ZDWHU�LPPHUVLRQ�

127(� ��� &RQQHFWLRQV� LQVLGH� ZDWHU� UHVLVWDQW� RU� VHDOHG� ER[HV� FRQVWUXFWHG� DQG� LQVWDOOHG� ZLWK� DQ
HQYLURQPHQWDO�SURWHFWLRQ�UDWLQJ�DERYH�WKH�ZRUVW�FDVH�H[WHUQDO�HQYLURQPHQWDO�H[SRVXUH�PD\�XWLOL]H
FRSSHU�RU�EUDVV�WKUHDGHG�RU�SURSULHWDU\�FRQQHFWLRQ�DVVHPEOLHV�

I�� ,W�VKDOO�EH�SHUPLVVLEOH�IRU�DQRGH�FDEOH�FRQQHFWLRQV�IRU�DQRGHV��H�J��DFWLYDWHG�WLWDQLXP
PHVK��ZKLFK� DUH� WR� EH� SHUPDQHQWO\� HPEHGGHG� LQ� DQ� RYHUOD\�PDWHULDO� WR� EH� LQVWDOOHG
ZLWKRXW� MXQFWLRQ� ER[HV� LI� WKH� DQRGH�FDEOH� FRQQHFWLRQ� DQG� LWV� PHWKRG� RI
HOHFWULFDO�PHFKDQLFDO�PRLVWXUH�VHDOLQJ�FDQ�EH�GHPRQVWUDWHG�E\�WULDOV�RU�SDVW�SURMHFWV�WR
HQDEOH�WKH�UHTXLVLWH�SHUIRUPDQFH�WR�EH�DFKLHYHG�

J��$QRGH� V\VWHPV� IRU� ZKLFK� WKHUH� LV� QR� RYHUOD\� RU� HOHFWULFDO� EDUULHU� WR� SUHYHQW� GLUHFW
KXPDQ�RU�DQLPDO�FRQWDFW�H�J��FRQGXFWLYH�FRDWLQJ��VKDOO�EH�OLPLWHG�WR�D�VXSSO\�YROWDJH�RI
���9�G�F��ZLWK�D�PD[LPXP�ULSSOH�FRQWHQW�RI�����P9�506�

K��(TXLSPHQW� VKDOO� EH� PDUNHG� ZLWK� DOO� UHOHYDQW� HOHFWULFDO� VDIHW\�WHVWLQJ�PDLQWHQDQFH
PDUNLQJV�LQ�DFFRUGDQFH�ZLWK�(XURSHDQ�DQG�QDWLRQDO�VWDQGDUGV�

127(����7KH�HOHFWULFDO�FKDUDFWHULVWLFV�UHTXLUHG�RI�WKH�ORZ�YROWDJH�G�F��FLUFXLWV�RI�FDWKRGLF�SURWHFWLRQ
V\VWHPV� PD\� UHQGHU� IXOO� FRQIRUPLW\� WR� (XURSHDQ� �RU� QDWLRQDO�� HOHFWULFDO� VDIHW\� VWDQGDUGV
LQDSSURSULDWH�
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����� 7HVWLQJ�GXULQJ�LQVWDOODWLRQ

7HVWLQJ� LQ� DFFRUGDQFH� ZLWK� WKH� TXDOLW\� SODQ� �VHH� FODXVH���� VKDOO� LQFOXGH� WKH� IROORZLQJ� IRU� WKH
FDWKRGLF�SURWHFWLRQ�V\VWHP�

D��SRODULW\�FKHFNV�IRU�DOO�FLUFXLWV��WKH�UHVXOWV�VKDOO�EH�XQDPELJXRXV��
E��FRQWLQXLW\� FKHFNV� IRU� DOO� FLUFXLWV�� �WKH� UHVXOWV� RI� ZKLFK� VKDOO� GHPRQVWUDWH� LQGLYLGXDO

FLUFXLW� UHVLVWDQFH� YDOXHV� ZLWKLQ� ����� RI� WKRVH� FDOFXODWHG� IURP� FDEOH� DQG� FRPSRQHQW
YDOXHV��

F�� LQVXODWLRQ�FKHFNV�IRU�DOO�FLUFXLWV��ZKLFK�PD\�KDYH�WR�EH�XQGHUWDNHQ�SULRU�WR�FRQQHFWLRQV
WR�HLWKHU�DQRGH�RU�UHLQIRUFHPHQW��DQG�ZKLFK�VKDOO�GHPRQVWUDWH�WKH�HOHFWULFDO�LVRODWLRQ�RI
G�F��SRVLWLYH�FDEOHV�IURP�G�F��QHJDWLYH�FDEOHV�

127(��5HIHUHQFH�HOHFWURGHV�DQG� UHFWLILHU� FLUFXLWV�PD\�EH�GDPDJHG�E\� LQVXODWLRQ� FKHFNV��5HIHUHQFH
HOHFWURGHV�PD\�EH�GDPDJHG�E\� FRQWLQXLW\� FKHFNV��7KH� LQWHQGHG� ORZ� UHVLVWDQFH�EHWZHHQ� DQRGH�DQG
UHLQIRUFHPHQW�DQG�EHWZHHQ�DGMDFHQW�]RQHV�DQRGH�RU�FDWKRGH�FLUFXLWV� UHQGHUV�FRQYHQWLRQDO�HOHFWULFDO
FLUFXLW�LQVXODWLRQ�DQG�FRQWLQXLW\�WHVWLQJ�LQDSSURSULDWH�

7KH�PDLQV� YROWDJH� HOHFWULFDO� SRZHU� VXSSO\� V\VWHP� DQG� WKH� WUDQVIRUPHU�UHFWLILHU�V�� SURYLGLQJ� ORZ
YROWDJH�G�F��WR�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�VKDOO�EH�WHVWHG�DQG�GRFXPHQWHG�IRU�HOHFWULFDO�VDIHW\
LQ�DFFRUGDQFH�ZLWK�(XURSHDQ��RU��LI�QRQH�H[LVW��ZLWK�QDWLRQDO��HOHFWULFDO�VDIHW\�VWDQGDUGV�

�� &RPPLVVLRQLQJ

���� 9LVXDO�LQVSHFWLRQ

7KH�FDWKRGLF�SURWHFWLRQ�V\VWHP�DQG�DOO�LWV�FRPSRQHQW�SDUWV�VKDOO�EH�VXEMHFWHG�WR�D�FRPSOHWH�YLVXDO
LQVSHFWLRQ� FRQILUPLQJ� WKDW� DOO� FRPSRQHQWV� DQG� FDEOHV� DUH� LQVWDOOHG� SURSHUO\�� ODEHOOHG� ZKHUH
DSSURSULDWH�DQG�SURWHFWHG�IURP�HQYLURQPHQWDO��KXPDQ�RU�DQLPDO�GDPDJH�

���� 3UH�HQHUJL]LQJ�PHDVXUHPHQWV

3ULRU�WR�HQHUJL]LQJ��PHDVXUHPHQWV�VKDOO�EH�PDGH�DQG�UHFRUGHG�LQ�DFFRUGDQFH�ZLWK�WKH�TXDOLW\�SODQ
�VHH�FODXVH����DQG�VKDOO�LQFOXGH�WKH�IROORZLQJ�IRU�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�

D��3RWHQWLDO� RI� VWHHO�FRQFUHWH�ZLWK� UHVSHFW� WR� SHUPDQHQWO\� LQVWDOOHG� UHIHUHQFH� HOHFWURGHV
DQG� SRWHQWLDO� GHFD\� VHQVRUV�� 0HDVXUHPHQWV� VKDOO� EH� WDNHQ� DW� ORZ� �DERXW� ���0W� WR
���0W��DQG�KLJK��DERXW�����0W�WR�������0W��LQSXW�LPSHGDQFH�WR�GHWHUPLQH�ZKHWKHU
WKH� FRQWDFW� UHVLVWDQFH� RI� DOO� WKH� UHIHUHQFH� HOHFWURGHV� RU� VHQVRUV� WR� WKH� FRQFUHWH� LV
DERYH�WKH�GHVLJQHG�YDOXH�

127(�� 7KH� GLIIHUHQFH� LQ� SRWHQWLDO� EHWZHHQ� ORZ� LPSHGDQFH� DQG� KLJK� LPSHGDQFH� PHDVXUHPHQWV
VKRXOG�JHQHUDOO\�EH�OHVV�WKDQ����P9�EXW�WKLV�YDOXH�ZLOO�YDU\�ZLWK�WKH�UDWLR�RI�LQSXW�LPSHGDQFHV�XVHG
DQG�RWKHU�UHVLVWDQFHV�LQ�WKH�FLUFXLW�

E��3RWHQWLDO� RI� VWHHO�FRQFUHWH� ZLWK� UHVSHFW� WR� SRUWDEOH� UHIHUHQFH� HOHFWURGHV� DW� DQ\
ORFDWLRQV�GHWHUPLQHG�LQ�WKH�GHVLJQ�PHWKRG�VWDWHPHQWV�RU�VSHFLILFDWLRQV�

F�� 3RWHQWLDO�RI�VWHHO�FRQFUHWH�ZLWK�UHVSHFW�WR�WKH�DQRGH�V\VWHP�
G��$Q\� EDVH� OLQH� GDWD� IURP� DGGLWLRQDO� VHQVRUV� LQVWDOOHG� DV� SDUW� RI� WKH� SHUIRUPDQFH

PRQLWRULQJ�V\VWHP�
H��3URYLQJ� RI� DQ\� HOHFWURQLF� GDWD� ORJJLQJ� DQG�RU� GDWD� WUDQVPLWWLQJ� IDFLOLW\� LQVWDOODWLRQ� DV

SDUW�RI�WKH�SHUIRUPDQFH�PRQLWRULQJ�V\VWHP�
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���� ,QLWLDO�HQHUJL]LQJ

7KH�V\VWHP�VKDOO�QRW�EH�HQHUJL]HG�XQWLO�DQ\�FHPHQWLWLRXV�RYHUOD\�KDV�EHHQ�DGHTXDWHO\�FXUHG�RU
DQ\�FRQGXFWLYH�FRDWLQJ�KDV�DFKLHYHG�DGHTXDWH�VROYHQW�UHOHDVH�FXUH�

127(�� )RU� FHPHQWLWLRXV� RYHUOD\V� WKLV� SHULRG� QRUPDOO\� FRUUHVSRQGV� WR� ���GD\V� DIWHU� SODFHPHQW� DW� D
WHPSHUDWXUH� RI� ����&�� )RU� FRQGXFWLYH� FRDWLQJV� WKLV� SHULRG� ZLOO� QRUPDOO\� FRUUHVSRQG� WR� ���KRXUV� ZLWK
DGHTXDWH�YHQWLODWLRQ�

7KH�FDWKRGLF�SURWHFWLRQ�V\VWHP�VKDOO�EH�HQHUJL]HG� LQLWLDOO\�DW� ORZ�FXUUHQW� �DERXW������WR������RI
FXUUHQW�FDSDFLW\���0HDVXUHPHQWV�VKDOO�EH�PDGH�DQG�UHFRUGHG�LQ�DFFRUGDQFH�ZLWK�WKH�TXDOLW\�SODQ
�VHH�FODXVH����DQG�VKDOO�LQFOXGH�WKH�IROORZLQJ�

D�� WKH� SRWHQWLDO� RI� WKH� VWHHO�FRQFUHWH�ZLWK� UHVSHFW� WR� DOO� SHUPDQHQWO\� LQVWDOOHG� UHIHUHQFH
HOHFWURGHV� DQG� ZLWK� UHVSHFW� WR� SRUWDEOH� UHIHUHQFH� HOHFWURGHV� DW� DQ\� ORFDWLRQV
GHWHUPLQHG�LQ�WKH�GHVLJQ�PHWKRG�VWDWHPHQWV�RU�VSHFLILFDWLRQ�

E�� WKH�RXWSXW�YROWDJH�DQG�FXUUHQW�YDOXHV�RI�DOO�G�F��SRZHU�VXSSOLHV�SURYLGLQJ�FXUUHQW�WR�WKH
FDWKRGLF�SURWHFWLRQ�V\VWHPV�

F�� FRQILUPDWLRQ� WKDW� WKH�SRODULW\� RI� DOO� YDOXHV� FRQIRUP� WR� WKH�TXDOLW\� GHVLJQ�DQG� WKDW� WKH
VWHHO�FRQFUHWH�SRWHQWLDOV��PHDVXUHG�ZLWK�UHVSHFW�WR�DOO�SHUPDQHQWO\�LQVWDOOHG�UHIHUHQFH
HOHFWURGHV��SRWHQWLDO�GHFD\�VHQVRUV�DQG�WR�DQ\�SRUWDEOH�HOHFWURGH�ORFDWLRQV�PHDVXUHG�
VKLIW�LQ�D�QHJDWLYH�GLUHFWLRQ�IURP�WKH�YDOXHV�PHDVXUHG�LQ�DFFRUGDQFH�ZLWK�����D��DQG�E��
,I�DQ\�VWHHO�FRQFUHWH�HOHFWURGH�SRWHQWLDO�YDOXHV�VKLIW�LQ�D�SRVLWLYH�GLUHFWLRQ��WKH\�VKDOO�EH
LQYHVWLJDWHG� WR� GHWHUPLQH� DQ\� UHTXLUHPHQWV� IRU� DGGLWLRQDO� WHVWLQJ� DQG�RU� UHPHGLDO
ZRUNV�

���� ,QLWLDO�DGMXVWPHQW

7KH�V\VWHP�VKDOO� EH� HQHUJL]HG� WR� D� OHYHO� RI� FXUUHQW� HVWLPDWHG� WR� HQDEOH� WKH� FDWKRGLF� SURWHFWLRQ
V\VWHP�WR�PHHW�LWV�SHUIRUPDQFH�REMHFWLYHV��6HH�QRWHV���DQG���

127(����7KLV�PD\�EH�D�SUH�FDOFXODWHG�OHYHO�RI�FXUUHQW��H�J��D�SDUWLFXODU�FDWKRGH�FXUUHQW�GHQVLW\��RU� LW
PD\� EH� EDVHG� XSRQ� WKH� UHVSRQVH� RI� WKH� V\VWHP� ZKHQ� ILUVW� HQHUJL]HG� �H�J�� WR� DFKLHYH� D� QHJDWLYH
SRWHQWLDO�VKLIW�RI�����P9�RU�����P9�PHDVXUHG�ZLWK�WKH�FXUUHQW�RQ��

127(����6ORZ�SRODUL]DWLRQ�DW�UHODWLYHO\�ORZ�FXUUHQW�GHQVLW\�PD\�EH�EHQHILFLDO�

7KH�SHULRG�RI�LQLWLDO�SRODUL]DWLRQ�IRU�ZKLFK�WKHVH�LQLWLDO�VHWWLQJV�RI�FXUUHQW�VKDOO�EH�PDLQWDLQHG�SULRU
WR�LQLWLDO�SHUIRUPDQFH�DVVHVVPHQW�VKDOO�EH�VXIILFLHQW��EDVHG�XSRQ�SUHYLRXV�H[SHULHQFH��WR�DFKLHYH
VLJQLILFDQW�SRODUL]DWLRQ�

127(����7KH�SHULRG�LV�W\SLFDOO\�EHWZHHQ���GD\V�DQG����GD\V�DIWHU�LQLWLDO�HQHUJL]DWLRQ�DOWKRXJK��LI�D�VORZ
SRODUL]DWLRQ�HQHUJL]LQJ�SROLF\� �ORZ� LQLWLDO�FXUUHQW�� LV�DGRSWHG�� IXOO�SRODUL]DWLRQ�PD\� UHTXLUH� ORQJHU� WKDQ
���GD\V�
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���� ,QLWLDO�SHUIRUPDQFH�DVVHVVPHQW

$IWHU� WKH� SHULRG� RI� LQLWLDO� SRODUL]DWLRQ� �VHH� ������ WKH� LQLWLDO� SHUIRUPDQFH� DVVHVVPHQW� VKDOO� EH
XQGHUWDNHQ�LQ�DFFRUGDQFH�ZLWK�WKH�TXDOLW\�SODQ��7KLV�DVVHVVPHQW�VKDOO�LQFOXGH�WKH�IROORZLQJ�

D��0HDVXUHPHQW� RI� RXWSXW� YROWDJH� DQG� FXUUHQW� VXSSO\� WR� HDFK� ]RQH� RI� WKH� FDWKRGLF
SURWHFWLRQ�V\VWHP�DQG�WKH�FDOFXODWLRQ�WKHUHIURP�RI�FLUFXLW�UHVLVWDQFH�

E��0HDVXUHPHQW� RI� µLQVWDQWDQHRXV� RII¶� �,5�IUHH�� SRWHQWLDOV� DW� DOO� SHUPDQHQWO\� LQVWDOOHG
UHIHUHQFH�HOHFWURGHV�DQG�DQ\�RWKHU�ORFDWLRQV�LQGLFDWHG�LQ�WKH�TXDOLW\�SODQ�D�VKRUW�SHULRG
DIWHU�VZLWFKLQJ�RSHQ�FLUFXLW�WKH�G�F��SRZHU�VXSSO\�WR�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�

127(����7\SLFDOO\��PHDVXUHPHQWV�RI� µ� LQVWDQWDQHRXV�RII¶�DUH� WDNHQ�EHWZHHQ�����V�DQG�����V�DIWHU
VZLWFK� µRII� ¶� EXW�DSSURSULDWH�YDOXHV�ZLOO� YDU\� IURP�V\VWHP� WR� V\VWHP�DQG�ZLWK� WKH�H[WHQW�SHULRG�RI
SRODUL]DWLRQ�� 7KH�PHDVXUHPHQW� SHULRG� �IRU� GLJLWDO� µFRXQWLQJ¶�� VKRXOG� EH� VXIILFLHQWO\� VKRUW� WR� DYRLG
VLJQLILFDQW�GHSRODUL]DWLRQ�GXULQJ�WKH�PHDVXUHPHQW�SHULRG�EXW�RI�VXIILFLHQW�OHQJWK�QRW�WR�GHJUDGH�WKH
DFFXUDF\�RU�QRLVH�UHMHFWLRQ�FDSDELOLW\�RI�WKH�PHDVXUHPHQW�V\VWHP��:KLOVW�WKH�W\SLFDO�PHDVXUHPHQW
SHULRGV�DUH� EHWZHHQ�����V�DQG�����V�� FDOLEUDWLRQ� DQG� RWKHU� LQVWUXPHQWDWLRQ� FDOFXODWLRQ� VWHSV�PD\
GLFWDWH�D�ORQJHU�SHULRG�WKDQ�WKLV�EHWZHHQ�VXEVHTXHQW�PHDVXUHPHQWV�

$IWHU�VZLWFKLQJ�µRII¶�IRU�µLQVWDQWDQHRXV�RII¶��,5�IUHH��SRWHQWLDO�PHDVXUHPHQWV��VXIILFLHQW�WLPH�VKDOO�EH
DOORZHG� EHIRUH� PHDVXUHPHQW� WR� DYRLG� DQ\� WUDQVLHQW� YROWDJH� DULVLQJ� IURP� VZLWFKLQJ� VXUJHV�
FDSDFLWDQFH�RU�UHVLVWDQFH�HIIHFWV�WKDW�ZRXOG�DIIHFW�WKH�PHDVXUHG�YDOXHV�EXW�WKLV�ZDLWLQJ�SHULRG�VKDOO
EH�VXIILFLHQWO\�VKRUW�WR�DYRLG�VLJQLILFDQW�GHSRODUL]DWLRQ�

F�� 0HDVXUHPHQW�RI�SRWHQWLDO�GHFD\�DIWHU�VZLWFKLQJ� WKH�FDWKRGLF�SURWHFWLRQ�G�F��VXSSO\� WR
FRQVWDQW�RSHQ�FLUFXLW��7KH�SHULRG�RI�SRWHQWLDO�GHFD\�DQG�WKH�LQWHUYDOV�IRU�PHDVXUHPHQWV
RI�VWHHO�FRQFUHWH�HOHFWURGH�SRWHQWLDOV�VKDOO�EH�DV�LQGLFDWHG�LQ�WKH�TXDOLW\�SODQ�

127(����7\SLFDO�SHULRGV�RI�GHFD\�DUH���WR����K�ZLWK�PHDVXUHPHQWV�WDNHQ�DW�VRPH�RU�DOO�RI�����K�
��K����K����K����K�����K�����K�DQG����K�DIWHU�VZLWFK�RII�DV�DSSURSULDWH� WR�GHWHUPLQH� WKH�H[WHQW�RI
SRWHQWLDO� GHFD\� DQG� WKH� UDWH� RI� DQ\� RQJRLQJ� GHFD\� DW� WKH� HQG� RI� WKH� VHOHFWHG� SHULRG�� 5DWHV� RI
SRWHQWLDO�GHFD\�ZLOO�GHFUHDVH�ZLWK�LQFUHDVLQJ�SHULRGV�RI�SRODUL]DWLRQ�

G��0HDVXUHPHQW�RI�SDUDPHWHUV�IURP�DOO�RWKHU�VHQVRUV�LQVWDOOHG�DV�SDUW�RI�WKH�SHUIRUPDQFH
PRQLWRULQJ�V\VWHP�

H��0HDVXUHPHQW� RI� µRQ¶� VWHHO�FRQFUHWH� SRWHQWLDOV� �LQFOXGLQJ� ,5� GURS�� LI� UHTXLUHG� LQ� WKH
TXDOLW\�SODQ�

127(����'XULQJ�PHDVXUHPHQW� RI� LQVWDQWDQHRXV� RII� SRWHQWLDOV� LW�PD\� EH� QHFHVVDU\� WR� VZLWFK� WKH
G�F��SRZHU� FLUFXLW� RII� DQG� RQ� WR� IDFLOLWDWH� VHTXHQWLDO� PHDVXUHPHQWV� RI� D� QXPEHU� RI
VWHHO�FRQFUHWH�HOHFWURGHV�

7KH�RII�RQ�UDWLR�RI�DQ\�VXFK�VZLWFKLQJ�UHJLPH�XVHG�IRU�µLQVWDQWDQHRXV�RII¶�SRWHQWLDO�PHDVXUHPHQWV
VKDOO�EH�D�PLQLPXP�RI����

127(����7\SLFDO�YDOXHV�IRU�PDQXDO�GDWD�FROOHFWLRQ�DUH���V�RII�����V�RQ��)RU�HOHFWURQLF�GDWD�FROOHFWLRQ�LW
LV� DGYDQWDJHRXV� WR� OLQN� WKH�GDWD� ORJJLQJ� V\VWHP� WR� WKH� VZLWFKLQJ� V\VWHP� LQ� RUGHU� WKDW�PHDVXUHPHQW
ZDLWLQJ� SHULRGV� DQG�PHDVXUHPHQW� SHULRGV� DUH� DFFXUDWHO\� UHODWHG� WR� WKH� LQVWDQW� RI� VZLWFK� RII�� /RQJHU
VZLWFKLQJ�SHULRGV�ZRXOG�VORZ�GDWD�FROOHFWLRQ�DQG�ULVN�GHSRODUL]DWLRQ�GXULQJ�WKH�RII�SHULRG�

���� &ULWHULD�RI�SURWHFWLRQ���,QWHUSUHWDWLRQ�RI�SHUIRUPDQFH�DVVHVVPHQW�GDWD

7KH� GDWD� FROOHFWHG� LQ� DFFRUGDQFH� ZLWK� ���� VKDOO� EH� UHYLHZHG� DQG� LQWHUSUHWHG� LQ� UHVSHFW� RI� WKH
IROORZLQJ� RU� VXFK� FULWHULD� DV� PRGLILHG� E\� WKH� SDUWLFXODU� UHTXLUHPHQWV� RI� WKH� VWUXFWXUH�� LWV
HQYLURQPHQW�RU�GHYHORSLQJ�H[SHUWLVH�LQ�UHVSHFW�RI�FULWHULD�RI�SURWHFWLRQ�IRU�VWHHO�LQ�FRQFUHWH�

1R� LQVWDQW� RII� VWHHO�FRQFUHWH� SRWHQWLDO� PRUH� QHJDWLYH� WKDQ� ±������P9� ZLWK� UHVSHFW� WR
$J�$J&O�����0�.&O�VKDOO�EH�SHUPLWWHG�IRU�SODLQ�UHLQIRUFLQJ�VWHHO�RU�±����P9�IRU�SUHVWUHVVLQJ�VWHHO�

127(����3UHVWUHVVLQJ�VWHHO�PD\�EH�VHQVLWLYH� WR�K\GURJHQ�HPEULWWOHPHQW�DQG��GXH� WR� WKH�KLJK� WHQVLOH
ORDGLQJ�� IDLOXUH� FDQ� EH� FDWDVWURSKLF�� ,W� LV� HVVHQWLDO� WKDW� FDXWLRQ� LV� H[HUFLVHG� LQ� DQ\� DSSOLFDWLRQ� RI
FDWKRGLF�SURWHFWLRQ�WR�SUHVWUHVVHG�HOHPHQWV�
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)RU� DQ\� DWPRVSKHULFDOO\� H[SRVHG� VWUXFWXUH�� DQ\� UHSUHVHQWDWLYH� SRLQW� VKDOO� PHHW� DQ\� RQH� RI� WKH
FULWHULD�JLYHQ�LQ�LWHPV�D��WR�F��

D��$Q�LQVWDQW�RII�SRWHQWLDO��PHDVXUHG�EHWZHHQ�����V�DQG���V�DIWHU�VZLWFKLQJ�WKH�G�F��FLUFXLW
RSHQ��PRUH�QHJDWLYH�WKDQ�±����P9�ZLWK�UHVSHFW�WR�$J�$J&O�����0�.&O�

E��$�SRWHQWLDO�GHFD\�RYHU�D�PD[LPXP�RI����K�RI�DW�OHDVW�����P9�IURP�LQVWDQW�RII�

F�� $�SRWHQWLDO�GHFD\�RYHU�DQ�H[WHQGHG�SHULRG��W\SLFDOO\����K�RU�ORQJHU��RI�DW�OHDVW�����P9
IURP�WKH�LQVWDQW�RII�VXEMHFW�WR�D�FRQWLQXLQJ�GHFD\�DQG�WKH�XVH�RI�UHIHUHQFH�HOHFWURGHV
�QRW�SRWHQWLDO�GHFD\�VHQVRUV��IRU�WKH�PHDVXUHPHQW�H[WHQGHG�EH\RQG����KRXUV�

127(� ��� ,Q� V\VWHPV� ZKHUH� DFWLYDWHG� WLWDQLXP� DQRGHV� DUH� XVHG�� WKH� VWHHO�FRQFUHWH� SRWHQWLDO� OLPLW
��������P9�RU� ±����P9�� DV� DERYH�PD\� EH� YHULILHG� E\�PHDVXUHPHQW� RI� WKH� DQRGH�FRQFUHWH� SRWHQWLDO
DQG�WKH�WUDQVIRUPHU�UHFWLILHU�RXWSXW�YROWDJH��WDNLQJ�DFFRXQW�RI�FDEOH�YROW�GURS�YDOXHV�

127(����&ULWHULD��D���E��DQG�F��DUH�QRW�QHFHVVDULO\�VXSSRUWHG�E\� WKHRUHWLFDO�FRQVLGHUDWLRQV�EXW�DUH�D
QRQ�H[KDXVWLYH�� SUDFWLFDO� VHULHV� RI� FULWHULD� WR� LQGLFDWH� DGHTXDWH� SRODUL]DWLRQ� ZKLFK� ZLOO� OHDG� WR� WKH
PDLQWHQDQFH�RU�UH�HVWDEOLVKPHQW�RI�SURWHFWLYH�FRQGLWLRQV�IRU�WKH�VWHHO�ZLWKLQ�WKH�FRQFUHWH�

127(����$V�DQ� LQYHVWLJDWLRQ�FULWHULRQ� LW�PD\�EH�FRQVLGHUHG�DSSURSULDWH� WR�VHHN�D�SRWHQWLDO�RQ�D� IXOO\
GHSRODUL]HG� HOHFWURGH� DIWHU� WKH� FDWKRGLF� SURWHFWLRQ� V\VWHP� KDV� EHHQ� VZLWFKHG� RII� IRU� D� ORQJ� SHULRG
�W\SLFDOO\���GD\V�RU�ORQJHU��OHVV�QHJDWLYH�WKDQ������P9�ZLWK�UHVSHFW�WR�$J�$J&O�����0�.&O�

127(����7KHVH�FULWHULD��DV�GLVFXVVHG�LQ�LWHPV�D���E��DQG�F��DERYH��PD\�EH�GLVUXSWHG�E\�WKH�SUHVHQFH
RI�FRQFUHWH�UHSDLUV�HQFRPSDVVLQJ�UHLQIRUFHPHQW�ZLWKLQ�����P�RI�WKH�SRLQW�RI�PHDVXUHPHQW�RI�SRWHQWLDO�
7KLV�VKRXOG�EH�DYRLGHG�E\�ORFDWLQJ�UHIHUHQFH�HOHFWURGHV�DQG�RWKHU�VHQVRUV�DZD\�IURP�FRQFUHWH�UHSDLUV
ZKHUHYHU�SRVVLEOH�

127(����7KH�FULWHULD�JLYHQ�LQ�LWHPV�E��DQG�F��DERYH�PD\�EH�LQYDOLGDWHG�E\�YDULDWLRQV�LQ�WHPSHUDWXUH�
DQG�PRLVWXUH�FRQWHQW�EHWZHHQ�WKH� ILUVW�DQG�VHFRQG�PHDVXUHPHQWV��6XFK�YDULDWLRQV�� WKHPVHOYHV��FDQ
EH�WKH�FDXVH�RI�VLJQLILFDQW�FKDQJHV�LQ�VWHHO�FRQFUHWH�SRWHQWLDOV�

���� $GMXVWPHQW�RI�SURWHFWLRQ�FXUUHQW

,I�WKH�LQWHUSUHWDWLRQ�RI�WKH�SHUIRUPDQFH�DVVHVVPHQW�GDWD�LQ�DFFRUGDQFH�ZLWK������LQGLFDWHV�WKDW�WKH
FULWHULD� RI� SURWHFWLRQ� DUH� DFKLHYHG� QR� LPPHGLDWH� PHDVXUHV� DUH� QHFHVVDU\�� VXEMHFW� WR� WKH
UHTXLUHPHQWV�RI�FODXVH�����,I�WKH�FULWHULD�RI�SURWHFWLRQ�DUH�QRW�DFKLHYHG�RU�DUH�MXGJHG�WR�EH�DW�ULVN�RI
QRW� EHLQJ�DFKLHYHG� LQ� WKH� IXWXUH�� IXUWKHU� DGMXVWPHQWV�RI� WKH� FXUUHQW� RXWSXW� VKDOO� EH�PDGH�� WR� EH
IROORZHG�� D�PLQLPXP� RI� ���GD\V� WKHUHDIWHU�� E\� UHSHDW� SHUIRUPDQFH� DVVHVVPHQWV� DV� VSHFLILHG� LQ
����DQG������

127(��,W�LV�HPSKDVL]HG�WKDW�ORQJ�WHUP�SRODUL]DWLRQ�DULVLQJ�IURP�ORQJ�WHUP�FDWKRGLF�SURWHFWLRQ�ZLOO�UHVXOW
LQ�D� UHGXFWLRQ� LQ� WKH� UHTXLUHPHQW� IRU�FXUUHQW�DQG�D� UHGXFWLRQ� LQ� WKH� UDWH�RI�SRWHQWLDO� GHFD\�RFFXUULQJ
ZKHQ�VZLWFKLQJ�RII�WKH�V\VWHP�

�� 6\VWHP�UHFRUGV�DQG�GRFXPHQWDWLRQ

���� 4XDOLW\�DQG�WHVW�UHFRUGV

7KH�TXDOLW\�SODQ��WKH�TXDOLW\�GRFXPHQWV�DULVLQJ�WKHUHIURP�DQG�WKH�YLVXDO�LQVSHFWLRQ�DQG�WHVW�UHVXOWV
VKDOO�DOO�IRUP�SDUW�RI�WKH�SHUPDQHQW�UHFRUGV�RI�WKH�LQVWDOODWLRQ�RI�WKH�V\VWHP�
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���� ,QVWDOODWLRQ�DQG�FRPPLVVLRQLQJ�UHSRUW

$Q�LQVWDOODWLRQ�DQG�FRPPLVVLRQLQJ�UHSRUW�IRU�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�VKDOO�EH�SUHSDUHG�DQG
VKDOO�LQFRUSRUDWH�DV�D�PLQLPXP�WKH�IROORZLQJ�

D��$� JHQHUDO� GHVFULSWLRQ� RI� WKH� ZRUNV�� WKH� SDUWLHV� DVVRFLDWHG� ZLWK� WKH� ZRUNV� >H�J�� FOLHQW�
GHVLJQ� HQJLQHHU�� VXSHUYLVLQJ� HQJLQHHU�� FRQWUDFWRU�� VXEFRQWUDFWRU�V�@� DQG� WKH� NH\
SHUVRQQHO� UHVSRQVLEOH� IRU� WKH� GHVLJQ�� VXSHUYLVLRQ� DQG� FRPPLVVLRQLQJ� RI� WKH� FDWKRGLF
SURWHFWLRQ�V\VWHP�DQG�WKHLU�UHVSHFWLYH�UHVSRQVLELOLWLHV�

E��$� FRS\�RI� WKH�PHWKRG� VWDWHPHQWV�DQG�RU� VSHFLILFDWLRQ�DQG�GUDZLQJV� LQ�DFFRUGDQFH�ZLWK
ZKLFK� WKH�V\VWHP�ZDV� LQVWDOOHG�DQG�FRPPLVVLRQHG� LQGLFDWLQJ�DOO� GHYLDWLRQV�RU� YDULDWLRQV
WKHUHIURP�DQG�D�FRS\�RI�WKH�GHVLJQ�GDWD�FDOFXODWLRQV�>VHH�����D�@�LI�DYDLODEOH�

F�� $�GHWDLOHG�GHVFULSWLRQ�RI�WKH�LQVWDOODWLRQ�DQG�FRPPLVVLRQLQJ�ZRUNV�LQFOXGLQJ�NH\�GDWD�

G��$V�EXLOW� GUDZLQJV� GHWDLOLQJ� WKH� LQVWDOODWLRQ� DQG� LWV� FRPSRQHQWV� LQ� VXIILFLHQW� GHWDLO� WR
IDFLOLWDWH� DOO� IXWXUH� UHTXLUHPHQWV� IRU� LQVSHFWLRQ�� PDLQWHQDQFH�� DQG� UHFRQVWUXFWLRQ� RI� WKH
V\VWHP�DQG�LWV�PDMRU�FRPSRQHQWV�

H��$OO�PHDVXUHPHQWV�WHVW�GDWD�WDNHQ�EHIRUH�DQG�ZKLOH�WKH�V\VWHP�ZDV�HQHUJL]HG�DQG�GXULQJ
WKH� LQLWLDO� V\VWHP� SHUIRUPDQFH� DVVHVVPHQW�� WRJHWKHU� ZLWK� WKH� SHUIRUPDQFH� DVVHVVPHQW
GDWD�XVHG�DQG�WKH�LQWHUSUHWDWLRQ�RI�WKH�GDWD�

I�� $�UHFRUG�RI�WKH�µDV�OHIW¶�RSHUDWLQJ�FRQGLWLRQV�RI�WKH�V\VWHP�

J��$�FRS\�RI�WKH�SHUPDQHQW�UHFRUGV��VSHFLILHG�LQ������

K��5HFRPPHQGDWLRQV�IRU�DQ\�UHYLVLRQV�WR�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�

127(��2WKHU�GRFXPHQWV�PD\�DOVR�EH�LQFOXGHG�DV�FRQVLGHUHG�QHFHVVDU\�

���� 2SHUDWLRQ�DQG�PDLQWHQDQFH�PDQXDO

$Q�RSHUDWLRQ�DQG�PDLQWHQDQFH�PDQXDO� IRU� WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�VKDOO�EH�SUHSDUHG�DQG
VKDOO�LQFRUSRUDWH�DV�D�PLQLPXP�WKH�IROORZLQJ�

D��$�GHWDLOHG�GHVFULSWLRQ�RI�WKH�V\VWHP�DQG�D�VHW�RI�WKH�µDV�EXLOW¶�GUDZLQJV�

E��'HWDLOV� RI� UHFRPPHQGHG� URXWLQH� PDLQWHQDQFH� DQG� LQVSHFWLRQ� LQWHUYDOV� DQG� SURFHGXUHV
�VHH�FODXVH�����

F�� 5HFRPPHQGHG� LQWHUYDOV� DQG� SURFHGXUHV� IRU� IXWXUH� SHUIRUPDQFH� DVVHVVPHQWV� DQG� WKH
LQWHUSUHWDWLRQ�RI�WKH�GDWD�WKHUHIURP�

G��3URIRUPDV�RU�FRPSXWHU�GDWD�IRUPDWV�IRU�DOO�UHFRPPHQGHG�URXWLQH�PDLQWHQDQFH��LQVSHFWLRQ
DQG�SHUIRUPDQFH�DVVHVVPHQW�DFWLYLWLHV�

H��(UURU� ILQGLQJ�SURFHGXUHV� IRU�HUURUV�ZLWKLQ� WKH�FDWKRGLF�SURWHFWLRQ�HOHFWULFDO�SRZHU�VXSSO\
�D�F��DQG�G�F����DQG�IRU�VKRUW�FLUFXLWV�DQG�RSHQ�FLUFXLWV�LQ�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�
0DLQWHQDQFH�UHSDLU� SURFHGXUHV� IRU� WKH� HOHFWULFDO� SRZHU� VXSSO\� HTXLSPHQW�� DQ\� GDWD
ORJJLQJ�FRQWURO�HTXLSPHQW�DQG�WKH�DQRGH�V\VWHP�ZLWK�DQ\�RYHUOD\��VHDODQW�RU�GHFRUDWLYH
FRDWLQJ�

J� $�OLVW�RI�WKH�PDMRU�FRPSRQHQWV�RI�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�ZLWK�GDWD�VKHHWV�DQG�WKH
VRXUFH�V�� RI� VSDUH� SDUWV� DQG�RU�PDLQWHQDQFH� IRU� WKHVH� FRPSRQHQWV� DQG� IRU� WKH� RYHUDOO
V\VWHP�

127(��2WKHU�LQIRUPDWLRQ�PD\�DOVR�EH�LQFOXGHG�DV�FRQVLGHUHG�QHFHVVDU\�
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��� 2SHUDWLRQ�DQG�PDLQWHQDQFH

����� ,QWHUYDOV�DQG�SURFHGXUHV

7KH� RSHUDWLRQ� DQG� PDLQWHQDQFH� LQVSHFWLRQ� DQG� WHVWLQJ� LQWHUYDOV� DQG� SURFHGXUHV� VKDOO� EH� DV
UHFRPPHQGHG� LQ� WKH� RSHUDWLRQ� DQG� PDLQWHQDQFH� PDQXDO� �VHH� ��� RU� DV� VXEVHTXHQWO\� PRGLILHG
EDVHG�XSRQ�SHUIRUPDQFH�RI�WKH�V\VWHP�

127(� ��� 7KH� LQWHUYDOV� DQG� SURFHGXUHV� IRU� URXWLQH� LQVSHFWLRQ� DQG� WHVWLQJ� YDU\� IURP� RQH� FDWKRGLF
SURWHFWLRQ�V\VWHP�WR�DQRWKHU�GHSHQGDQW�XSRQ��WKH�VWUXFWXUH�W\SH��WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�W\SH�
WKH� UHOLDELOLW\� RI� SRZHU� VXSSOLHV�� WKH� HQYLURQPHQW� DQG� WKH� YXOQHUDELOLW\� WR� DFFLGHQWDO� RU� GHOLEHUDWH
PHFKDQLFDO�RU�HOHFWULFDO�GDPDJH�

7KRVH� V\VWHPV� SURYLGHG� ZLWK� HOHFWURQLFDOO\� GDWD� ORJJHG� RU� HOHFWURQLFDOO\� GDWD� WUDQVPLWWHG
SHUIRUPDQFH� PRQLWRULQJ� V\VWHPV� PD\� UHTXLUH� OHVV� IUHTXHQW� SK\VLFDO� LQVSHFWLRQ� DV� WKH� URXWLQH
WHVWLQJ�FDQ�EH�XQGHUWDNHQ�DXWRPDWLFDOO\�

,W� FDQ�EH� FRQVLGHUHG� WR� H[WHQG� WKH� LQWHUYDOV� EHWZHHQ� URXWLQH� LQVSHFWLRQ�DQG� WHVWLQJ� LI� QR� HUURUV�
GDPDJH� RU� VLJQLILFDQW� YDULDWLRQ� LQ� V\VWHP� SHUIRUPDQFH� DUH� LQGLFDWHG� E\� VXFFHVVLYHV
LQVSHFWLRQV�WHVWV�

127(����/RQJ�SHULRGV�RI�VDWLVIDFWRU\�RSHUDWLRQ�UHVXOW�LQ�VLJQLILFDQW�SRODUL]DWLRQ�DQG�UHSDVVLYDWLRQ�RI�WKH
VWHHO�LQ�FRQFUHWH�

5RXWLQH�LQVSHFWLRQ�SURFHGXUHV�VKDOO�EH�DV�IROORZV�

D��)XQFWLRQDO�FKHFN�RI�WKH�IROORZLQJ�

��� &RQILUPDWLRQ�WKDW�DOO�V\VWHPV�DUH�IXQFWLRQLQJ�
��� 0HDVXUHPHQW�RI�RXWSXW�YROWDJH�DQG�FXUUHQW�WR�HDFK�]RQH�RI�WKH�FDWKRGLF�SURWHFWLRQ

V\VWHP�
��� $VVHVVPHQW�RI�GDWD�

E��3HUIRUPDQFH�DVVHVVPHQW�RI�WKH�IROORZLQJ�

��� 0HDVXUHPHQW�RI�µLQVWDQWDQHRXV�RII¶�SRODUL]HG�SRWHQWLDOV�
��� 0HDVXUHPHQW�RI�SRWHQWLDO�GHFD\�
��� 0HDVXUHPHQW� RI� SDUDPHWHUV� IURP� DQ\� RWKHU� VHQVRUV� LQVWDOOHG� DV� SDUW� RI� WKH

SHUIRUPDQFH�PRQLWRULQJ�V\VWHP�
��� $�IXOO�YLVXDO�LQVSHFWLRQ�RI�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�
��� $VVHVVPHQW�RI�GDWD�
��� $GMXVWPHQW�RI�FXUUHQW�RXWSXW�

$OO�LQVSHFWLRQV�DQG�WHVWLQJ�VKDOO�EH�LQ�DFFRUGDQFH�ZLWK�FODXVH���

127(����7\SLFDOO\��WKH�IXQFWLRQDO�FKHFN�VKDOO�EH�XQGHUWDNHQ�PRQWKO\�LQ�WKH�ILUVW�\HDU�RI�RSHUDWLRQ�DQG�
VXEMHFW� WR� VDWLVIDFWRU\� SHUIRUPDQFH�� WKHUHDIWHU� DW� ��PRQWK� LQWHUYDOV�� 7\SLFDOO\� WKH� SHUIRUPDQFH
DVVHVVPHQW� VKDOO� EH� XQGHUWDNHQ� DW� ��PRQWK� LQWHUYDOV� LQ� WKH� ILUVW� \HDU� RI� RSHUDWLRQ� DQG�� VXEMHFW� WR
VDWLVIDFWRU\�SHUIRUPDQFH�DQG�UHYLHZ�DW���PRQWK�WR����PRQWK�LQWHUYDOV�WKHUHDIWHU�

127(����$W�FRQFUHWH�WHPSHUDWXUHV�EHORZ����&�SRWHQWLDO�PRQLWRULQJ�PD\�EH�LPSRVVLEOH��7KH�GDWHV�IRU
SHUIRUPDQFH�PRQLWRULQJ�VKRXOG�EH�VHOHFWHG�WR�DYRLG�PHDVXUHPHQWV�DW�VXFK�FROG�ZHDWKHU�
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����� 6\VWHP�UHYLHZ

7KH�LQVSHFWLRQ�DQG�WHVWLQJ�ZRUNV�VKDOO�FRPSULVH�WKH�IROORZLQJ�DW�PD[LPXP�LQWHUYDOV�RI����PRQWKV�

D��D�UHYLHZ�RI�DOO�WHVW�GDWD�DQG�LQVSHFWLRQ�UHFRUGV�VLQFH�WKH�SUHYLRXV�UHYLHZ�

E��SHUIRUPDQFH�DVVHVVPHQW�LQ�DFFRUGDQFH�ZLWK������E��

F�� YLVXDO�LQVSHFWLRQ�RI�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP

G��D�UHYLHZ�DQG�LQWHUSUHWDWLRQ�RI�WKH�GDWD�JHQHUDOO\�LQ�DFFRUGDQFH�ZLWK�FODXVH���

H��DGMXVWPHQW�RI�WKH�FXUUHQW�RXWSXW�LI�QHFHVVDU\�LQ�DFFRUGDQFH�ZLWK�FODXVH���

I�� SUHSDUDWLRQ�RI�D�V\VWHP�UHYLHZ�UHSRUW�LQ�DFFRUGDQFH�ZLWK������

����� 6\VWHP�UHYLHZ�UHSRUW

7KH�UHSRUW�VKDOO�GHWDLO�WKH�IROORZLQJ�

D�� WKH�ZRUN�XQGHUWDNHQ�

E�� WKH�GDWD�FROOHFWHG�

F�� UHFRPPHQGDWLRQV�IRU�DQ\�FKDQJHV�WR�WKH�RSHUDWLRQ�DQG�PDLQWHQDQFH�RU�V\VWHP�UHYLHZ
LQWHUYDOV�DQG�SURFHGXUHV�

G�� UHFRPPHQGDWLRQV�IRU�DQ\�FKDQJHV�WR�WKH�FDWKRGLF�SURWHFWLRQ�V\VWHP�
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$QQH[�$��LQIRUPDWLYH�

3ULQFLSOHV�RI�FDWKRGLF�SURWHFWLRQ�DQG�LWV�DSSOLFDWLRQ�WR�VWHHO�LQ�FRQFUHWH

$��� *HQHUDO

6WHHO�LQ�FRQFUHWH�LV�XVXDOO\�SURWHFWHG�DJDLQVW�FRUURVLRQ�E\�SDVVLYDWLRQ�RI�WKH�VWHHO�DULVLQJ�IURP�WKH
KLJK�DONDOLQLW\�RI�WKH�SRUH�VROXWLRQV�ZLWKLQ�WKH�FRQFUHWH��$�VWDEOH�R[LGH�OD\HU�LV�IRUPHG�RQ�WKH�VWHHO
VXUIDFH� ZKLFK� SUHYHQWV� WKH� DQRGLF� GLVVROXWLRQ� RI� LURQ�� 7KH� QHFHVVLW\� IRU� DGGLWLRQDO� SURWHFWLYH
PHDVXUHV�DULVHV�LI�WKLV�VWDEOH�R[LGH�OD\HU�LV�UHQGHUHG�XQVWDEOH��LI�GHSDVVLYDWLRQ�RFFXUV��GXH�WR�WKH
LQJUHVV� RI� FKORULGHV� WR� WKH� VWHHO�FRQFUHWH� LQWHUIDFH� RU� FDUERQDWLRQ� RI� WKH� FRQFUHWH� UHGXFLQJ� WKH
DONDOLQLW\�RI�WKH�SRUH�VROXWLRQ�DW�WKH�VWHHO�FRQFUHWH�LQWHUIDFH�

,Q� WKH� FDVH� RI� FKORULGH� FRQWDPLQDWLRQ� RI� FRQFUHWH�� WKH� FKORULGH� LRQV� LQLWLDWH� GHSDVVLYDWLRQ� ZKLFK
OHDGV�WR�FRUURVLRQ�LI�WKHUH�LV�DFFHVV�RI�R[\JHQ�WR�WKH�UHPDLQLQJ�SDVVLYH�DUHDV�

'HSDVVLYDWLRQ�DQG�KHQFH�FRUURVLRQ�FDQ�EH�REWDLQHG�E\�WKH�HVWDEOLVKLQJ�RI�D�VSHFLILF�VWHHO�FRQFUHWH
SRWHQWLDO��WKH�SLWWLQJ�SRWHQWLDO�(SLW��$W�SRWHQWLDOV�PRUH�SRVLWLYH�WKDQ�(SLW�D�VKDUS�LQFUHDVH�LQ�WKH�LURQ
GLVVROXWLRQ�UDWH�OHDGV�WR�KLJK�FRUURVLRQ�UDWHV�LQ�VPDOO�ORFDOL]HG�DUHDV�RI�WKH�VWHHO�VXUIDFH�ZKHUHDV�
DW� ORZHU� SRWHQWLDOV� WKDQ�(SLW� �L�H�� PRUH� QHJDWLYH�� WKH� FRUURVLRQ� UDWH� GHFUHDVHV�� 7KH� REMHFWLYH� RI
FDWKRGLF�SURWHFWLRQ�LV�WR�VKLIW�WKH�VWHHO�FRQFUHWH�SRWHQWLDO�LQWR�D�UHJLRQ�ZKHUH�

D�� WKH�LQLWLDWLRQ�RI�FRUURVLRQ��RU

E�� LI�FRUURVLRQ�KDV�DOUHDG\�VWDUWHG��WKH�FRQWLQXDWLRQ�SURSDJDWLRQ�RI�FRUURVLRQ�

LV�VR�IDU�VXSSUHVVHG�WKDW�D�FRUURVLRQ�IDLOXUH�LV�XQOLNHO\�GXULQJ�WKH�OLIHWLPH�RI�WKH�VWUXFWXUH�

,Q�WKH�FDVH�RI�UHLQIRUFHG�FRQFUHWH�D�FRUURVLRQ�IDLOXUH�FDQ�LQFOXGH�FUDFNLQJ�DQG�GHODPLQDWLRQ�RI�WKH
FRYHULQJ� FRQFUHWH� ZKLFK� PD\� DULVH� IURP� DV� OLWWOH� DV� ����P� RI� PHWDO� ORVV� IURP� DQ� DUHD� RI
UHLQIRUFHPHQW��GXH�WR�WKH�EXUVWLQJ�VWUHVVHV�JHQHUDWHG�E\�KLJK�YROXPH�FRUURVLRQ�SURGXFWV�

,Q� VWHHO� UHLQIRUFHG� FRQFUHWH� VWUXFWXUHV� FDWKRGLF� SURWHFWLRQ� FDQ� EH� DFKLHYHG� E\� SRODUL]LQJ� WKH
UHLQIRUFHPHQW�ZLWK�DQ�µH[WHUQDO¶�FXUUHQW��)RU�WKLV�SXUSRVH�DQRGHV�DUH�VXUIDFH�PRXQWHG��SDLQWHG�RQ
WR�RU�HPEHGGHG� LQ� WKH�FRQFUHWH�DQG�FRQQHFWHG�WR� WKH�SRVLWLYH�SROH�RI�D�G�F��SRZHU�VXSSO\� LQ� WKH
FDVH� RI� LPSUHVVHG� FXUUHQW� SURWHFWLRQ�� 6RPH� DSSOLFDWLRQV� RI� VDFULILFLDO� �JDOYDQLF�� DQRGH� FDWKRGLF
SURWHFWLRQ�KDYH�EHHQ�UHSRUWHG�DV�VXFFHVVIXO�LQ�ORZHU�UHVLVWLYLW\�FRQFUHWHV��QR�G�F��SRZHU�VXSSO\�LV
UHTXLUHG�IRU�VXFK�DSSOLFDWLRQV�DV� WKH�SUHIHUHQWLDO�FRUURVLRQ�RI� WKH�VDFULILFLDO�DQRGH��W\SLFDOO\�]LQF�
SURYLGHV�WKH�µH[WHUQDO¶�FXUUHQW�IRU�FDWKRGLF�SURWHFWLRQ�

7KH�V\VWHP�FDWKRGH� LV� IRUPHG�E\� WKH�VWHHO� UHLQIRUFHPHQW�� ,Q� WKH�FDVH�RI� LPSUHVVHG�FXUUHQW�� WKH
QHJDWLYH� SROH� RI� WKH� G�F�� SRZHU� VXSSO\� LV� FRQQHFWHG� WR� WKH� VWHHO� UHLQIRUFHPHQW�� ,Q� WKH� FDVH� RI
VDFULILFLDO�DQRGH�FDWKRGLF�SURWHFWLRQ�WKH�VDFULILFLDO�DQRGH��W\SLFDOO\�]LQF��LV�FRQQHFWHG�GLUHFWO\�WR�WKH
VWHHO�UHLQIRUFHPHQW�

7KH�FRQFUHWH��LQ�SDUWLFXODU�WKH�SRUH�VROXWLRQ��SURYLGHV�WKH�HOHFWURO\WH�WR�DOORZ�FXUUHQW�IORZ�DQG�WKH
DVVRFLDWHG� LRQLF� PRYHPHQW�� 7KH� FKDQJH� RI� VWHHO�FRQFUHWH� SRWHQWLDO� LV� LQGLFDWHG� E\� HOHFWURGHV
ZKLFK� DUH� HPEHGGHG� LQ� WKH� FRQFUHWH� RU� SODFHG� RQ� WKH� VXUIDFH� RI� WKH� FRQFUHWH� DQG� XVHG�� LQ
FRQMXQFWLRQ� ZLWK� VXLWDEOH� LQVWUXPHQWDWLRQ� DQG� FRQQHFWLRQV� WR� WKH� UHLQIRUFHPHQW�� WR� PHDVXUH
VWHHO�FRQFUHWH�HOHFWURGH�SRWHQWLDOV�
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$��� &ULWHULD�IRU�3URWHFWLRQ

,I�HQYLURQPHQWDO�FRQGLWLRQV�ZKLFK�IDYRXU�WKH�RFFXUUHQFH�RI�FRUURVLRQ�RI�WKH�UHLQIRUFHPHQW�DUH�OLNHO\
WR� RFFXU� GXULQJ� WKH� OLIHWLPH� RI� WKH� VWUXFWXUH�� RU� RFFXU� GXULQJ� VHUYLFH�� FDWKRGLF� SURWHFWLRQ� LV� RQH
PHWKRG� RI� SUHYHQWLQJ� FRUURVLRQ� RI� VWHHO� LQ� FRQFUHWH�� 6XIILFLHQW� FRUURVLRQ� SURWHFWLRQ� LV� JLYHQ� LI
VSHFLILF� FULWHULD� RI� SURWHFWLRQ� DUH� PHW� DW� UHSUHVHQWDWLYH� SRLQWV� RQ� WKH� VWUXFWXUH�� 7KH� FULWHULD� RI
SURWHFWLRQ� LQ� WKLV� VWDQGDUG� DUH� EDVHG� RQ� HOHFWURFKHPLFDO� FRQVLGHUDWLRQV� UHJDUGLQJ� FRUURVLRQ
SURFHVVHV�DQG�RQ�SUDFWLFDO�H[SHULHQFH�

,Q�SUDFWLFH� WZR�FDVHV�DUH�GLVWLQJXLVKDEOH�� ,I� WKH�DLP�RI�FDWKRGLF�SURWHFWLRQ� LV� LPSURYHPHQW�RI� WKH
FRUURVLRQ�UHVLVWDQFH�RI�VWHHO�LQ�UHLQIRUFHG�DQG�SUHVWUHVVHG�FRQFUHWH�VWUXFWXUHV�WKDW�DUH�H[SHFWHG�WR
EHFRPH� FRQWDPLQDWHG� E\� FKORULGHV� GXULQJ� WKHLU� VHUYLFH� OLIH�� D� VPDOO� FDWKRGLF� SRODUL]DWLRQ� RI� WKH
VWHHO�FRQFUHWH� LQWHUIDFH� VKRXOG� EH� DSSOLHG� IURP�HDUO\� LQ� WKH� VHUYLFH� OLIH�� 7KLV� SRODUL]DWLRQ� VKRXOG
PDLQWDLQ�WKH�VWHHO�FRQFUHWH�SRWHQWLDO�ORZHU�WKDQ��PRUH�QHJDWLYH�WKDQ��(SLW�WR�SUHYHQW�WKH�LQLWLDWLRQ�RI
FRUURVLRQ��7KH�QHJDWLYH�SRODUL]DWLRQ�DFKLHYHG�DOVR�OLPLWV�RU�SUHYHQWV�PLJUDWLRQ�RI�WKH�FKORULGH�LRQV
WR� WKH� VWHHO� UHLQIRUFHPHQW� WKHUHE\� SUHYHQWLQJ� WKHP� IURP� GHSDVVLYDWLQJ� WKH� VWHHO� LI� WKH� FDWKRGLF
SURWHFWLRQ� DQRGH� V\VWHP� LV� RQ� WKH� VXUIDFH� WKURXJK� ZKLFK� WKH� FRQWDPLQDWLRQ� ZLOO� DULVH�� 7KLV
SUHFDXWLRQDU\� SURWHFWLRQ�PHDVXUH� LV� VRPHWLPHV� FDOOHG� µFDWKRGLF� SUHYHQWLRQ¶� DQG� DSSOLHV� WR� QHZ
VWUXFWXUHV� RU� VWUXFWXUHV� LQ� VHUYLFH� ZKHUH� WKH� FKORULGH� LRQV� KDYH� QRW� UHDFKHG� WKH� VWHHO� DQG
GHSDVVLYDWLRQ�KDV�QRW�\HW�RFFXUUHG�

,Q� ROGHU� VWUXFWXUHV� ZLWK� FRUURGLQJ� VWHHO� UHLQIRUFHPHQW�� FDWKRGLF� SURWHFWLRQ� LV� SDUW� RI� WKH
UHKDELOLWDWLRQ� FRQFHSW� DQG� LV� DLPHG� DW� GHFUHDVLQJ� WKH� FRUURVLRQ� UDWH� RI� WKH� UHLQIRUFHPHQW� IURP
VLJQLILFDQW�WR�QHJOLJLEOH�YDOXHV��)RU�WKLV�SXUSRVH�WKH�VWHHO�FRQFUHWH�SRWHQWLDO�VKRXOG�EH�ORZHUHG�WR
YDOXHV�LQ�WKH�UDQJH�RI�WKH�SURWHFWLRQ�SRWHQWLDO�(SURW��7KH�FRUURVLRQ�SRWHQWLDO�(FRUU�DQG�WKH�SURWHFWLRQ
SRWHQWLDO�(SURW�DUH�GHSHQGHQW�XSRQ�HQYLURQPHQWDO�FRQGLWLRQV��FKORULGH�FRQWHQW��S+�DW� ORFDO�DQRGLF
VLWHV��WHPSHUDWXUH��R[\JHQ�FRQWHQW��KXPLGLW\���%DVHG�XSRQ�WKH�FRPSOH[�LQWHUDFWLRQ�RI�WKHVH�IDFWRUV
DQG� DOVR� SUDFWLFDO� H[SHULHQFH� WKH� GHILQLWLRQ� RI� RQH� W\SLFDO� SURWHFWLRQ� SRWHQWLDO� LV� LPSRVVLEOH� DQG
DOVR�XQQHFHVVDU\�IRU�FDWKRGLF�SURWHFWLRQ�RI�VWHHO�LQ�FRQFUHWH�

,W�LV�WKLV�FRPSOH[�LQWHUDFWLRQ�RI�IDFWRUV�WKDW�GLFWDWHV�WKDW�D�UDQJH�RI�FULWHULD�DUH�SURSHUO\�UHTXLUHG�IRU
FDWKRGLF�SURWHFWLRQ�RI�VWHHO�LQ�FRQFUHWH�DV�LV�UHIOHFWHG�LQ�����

)LJXUHV�$���WR�$���LOOXVWUDWH�WKHVH�IDFWRUV�
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)LJXUH�$�����6FKHPDWLF�LOOXVWUDWLRQ�RI�WKH�DQRGLF�EHKDYLRXU�RI�VWHHO
LQ�WKH�SUHVHQFH�RI�FKORULGH

.H\

���(SLW

���(SURW

)LJXUH�$�����9DOXHV�RI�(SLW�DQG�(SURW�PHDVXUHG�RQ�VWHHOV�EXULHG�LQ�VDQG��FRYHUHG�ZLWK
VDWXUDWHG�&D�2+���VROXWLRQ��S+� �������DW�����&��DIWHU�3HGHIHUUL�>�@
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6FKHPDWLF� LOOXVWUDWLRQ�RI�HYDOXDWLRQ�SDWKV�RI�SRWHQWLDO�DQG�FKORULGH�FRQWHQW�RQ�VWHHO�UHLQIRUFHPHQW
VXUIDFH�GXULQJ�VHUYLFH�OLIH�IRU�

$UHD�$�� 3LWWLQJ�LQLWLDWHV�DQG�SURSDJDWHV
$UHD�%�� 3LWWLQJ�GRHV�QRW�LQLWLDWH�EXW�SURSDJDWH
$UHD�&�� 3LWWLQJ�GRHV�QRW�LQLWLDWH�DQG�SURSDJDWH
$UHD�'�� +\GURJHQ�HPEULWWOHPHQW�ULVN�WR�KLJK�VWUHQJWK�VWHHOV
$UHD�(�� 5HGXFWLRQ�RI�VWHHO�FRQFUHWH�ERQG�

&DWKRGLF�3UHYHQWLRQ������������
&DWKRGLF�3URWHFWLRQ�UHVWRULQJ�SDVVLYLW\������������
&DWKRGLF�3URWHFWLRQ�UHGXFLQJ�FRUURVLRQ�UDWH������������

&DWKRGLF�3UHYHQWLRQ� LV�DSSOLHG� IURP� WKH�EHJLQQLQJ�DW����&DWKRGLF�3URWHFWLRQ�RQO\� DIWHU� FRUURVLRQ
KDV�LQLWLDWHG�DW���

)LJXUH�$�����3LWWLQJ�3RWHQWLDO�YV��&KORULGH�&RQWHQW�LQ�ZHLJKW���RI�FHPHQW�
DIWHU�3HGHIHUUL�>�@
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$��� &XUUHQW�GHQVLW\�UHTXLUHG�IRU�µFDWKRGLF�SUHYHQWLRQ¶�DQG�µFDWKRGLF�SURWHFWLRQ¶

µ&DWKRGLF� SUHYHQWLRQ¶� FXUUHQW� GHQVLW\� LV� DSSUR[LPDWHO\� RQH� RUGHU� RI� PDJQLWXGH� ORZHU� WKDQ� WKDW
UHTXLUHG�IRU�FDWKRGLF�SURWHFWLRQ��7KLV�LV�QRW�RQO\�EHFDXVH�WKH�VWHHO�FRQFUHWH�SRWHQWLDOV�UHTXLUHG�IRU
FDWKRGLF�SUHYHQWLRQ�DUH�OHVV�QHJDWLYH�WKDQ�WKRVH�UHTXLUHG�IRU�FDWKRGLF�SURWHFWLRQ�EXW�DOVR�EHFDXVH
SDVVLYH�VWHHO�LV�PRUH�HDVLO\�SRODUL]HG�

7\SLFDO� FDWKRGLF� SUHYHQWLRQ� FXUUHQW� GHQVLWLHV� UDQJH� EHWZHHQ� ����P$�Pð� DQG� ��P$�Pð� FRPSDUHG
ZLWK� ��P$�Pð� WR� ���P$�Pð� IRU� FDWKRGLF� SURWHFWLRQ� RQ� XQFRDWHG� VWHHO�� )RU� RUJDQLF� FRDWHG� VWHHO
WKHVH� FXUUHQW� GHQVLWLHV� DUH� UHGXFHG� IXUWKHU� DV� GHWHUPLQHG� E\� WKH� FRDWLQJ� FRQGXFWDQFH� DQG� WKH
H[WHQW�RI�DQ\�FRDWLQJ�GDPDJH��&RDWLQJ�GHWHULRUDWLRQ�PD\�FRQWLQXH�

$��� 3UHVWUHVVLQJ�VWHHO�DQG�WKH�ULVN�RI�K\GURJHQ�HPEULWWOHPHQW

'XH� WR� WKH� SRVVLEOH� RFFXUUHQFH� RI� K\GURJHQ� HPEULWWOHPHQW� KLJK� VWUHQJWK� VWHHOV� VKRXOG� QRW� EH
H[SRVHG�WR�D�SRWHQWLDO�PRUH�QHJDWLYH�WKDQ������P9��6&(���3UHVWUHVVLQJ�VWHHO�PD\�EH�VHQVLWLYH�WR
K\GURJHQ�HPEULWWOHPHQW�DQG��GXH�WR�WKH�KLJK�WHQVLOH�ORDGLQJ�RI�SUHVWUHVVLQJ�PHPEHUV��IDLOXUH�FDQ
EH�FDWDVWURSKLF��,W�LV�HVVHQWLDO�WKDW�FDXWLRQ�LV�H[HUFLVHG�LQ�DQ\�DSSOLFDWLRQ�RI�FDWKRGLF�SURWHFWLRQ�WR
SUHVWUHVVHG�HOHPHQWV�

$��� $ONDOL�6LOLFD�5HDFWLRQ

&DWKRGLF�SURWHFWLRQ�DSSOLHG� LQ�DFFRUGDQFH�ZLWK� WKLV�VWDQGDUG�KDV�EHHQ�GHPRQVWUDWHG� WR�KDYH�QR
LQIOXHQFH�RQ�DONDOL�VLOLFD�UHDFWLRQ�DONDOL�DJJUHJDWH�UHDFWLRQ��$65�$$5��
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$QQH[�%��LQIRUPDWLYH�

'HVLJQ�SURFHVV

%��� &RQFHSWXDO�GHVLJQ

)ROORZLQJ� IHDVLELOLW\� DVVHVVPHQW� DQG� FRQILUPDWLRQ� RI� FDWKRGLF� SURWHFWLRQ� DV� WKH� UHSDLU� RSWLRQ�
SHUIRUP�SUHOLPLQDU\�ORFDWLRQ�DQG�VL]LQJ�RI�DQRGH�]RQHV��EDVHG�RQ�IDFWRUV�LQFOXGLQJ��EXW�QRW�OLPLWHG
WR��FRQFUHWH�FKORULGH�FRQWHQW��FRQFUHWH�UHVLVWLYLW\��FRQFUHWH�PRLVWXUH�FRQWHQW��UHLQIRUFHPHQW�VXUIDFH
DUHD�� GLVWULEXWLRQ� DQG� HVWLPDWHG� FXUUHQW� GHPDQG�� OLIHWLPH� UHTXLUHPHQWV�� VHUYLFH� HQYLURQPHQW�
ZHLJKW�� LQVWDOODWLRQ� VHTXHQFH� DQG� FRQVWUDLQWV�� VLPLODUO\� JLYH� SUHOLPLQDU\� FRQVLGHUDWLRQ� WR� DQRGH
W\SH��FDEOH�URXWLQJ�DQG�SRVVLEOH�WUDQVIRUPHU�UHFWLILHU�ORFDWLRQ�V��

%��� $QRGH�V\VWHP�W\SH

8VLQJ�WKH�UHLQIRUFHPHQW�VXUIDFH�DUHD�DQG�GLVWULEXWLRQ�DQG�DVVXPHG�RU�PHDVXUHG�FDWKRGLF�FXUUHQW
GHQVLW\� IRU� GHVLUHG� OHYHO� RI� SURWHFWLRQ�� FDOFXODWH� WKH� FDWKRGLF� FXUUHQW� UHTXLUHPHQWV� DQG� WKHQ� WKH
RSHUDWLQJ�DQRGLF�FXUUHQW�GHQVLW\�RQ�HDFK�DQRGH��8VH�WKLV�YDOXH�WR�FRQILUP�WKH�DQRGH�W\SH��WDNLQJ
LQWR�DFFRXQW�WKH�IDFWRUV�JLYHQ�LQ�%���WR�VHOHFW�WKH�RYHUOD\�PDWHULDO�ZKHUH�DSSURSULDWH�

%��� $QRGH�V\VWHP�OD\RXW

3ODQ�WKH�DQRGH�]RQH�VL]H�DQG�OD\RXW�DQG�FDOFXODWH�WKH�IHHGHU�VSDFLQJ�WR�HQVXUH�WKDW�ORFDO�FDWKRGH
FXUUHQW� UHTXLUHPHQWV� DUH�PHW� DQG� WR�PLQLPL]H� WKH� YROWDJH� GLIIHUHQWLDOV� ZLWKLQ� ]RQHV�� 6HOHFW� WKH
SULPDU\� DQRGH� PDWHULDO� DQG� FURVV� VHFWLRQ�� LWV� GLVWULEXWLRQ� DQG� SULPDU\� DQRGH�¶SRVLWLYH� FDEOH¶
FRQQHFWLRQV�WR�SURYLGH�WKH�UHTXLUHG�UHGXQGDQF\�DQG�WR�PLQLPL]H�YROWDJH�GURSV�

%��� &XUUHQW�SURYLVLRQ

8VLQJ� WKH� RSHUDWLQJ� FXUUHQW� GHPDQG� DQG� UHVHUYH� FDSDFLW\� UHTXLUHG�� FDOFXODWH� WKH� WRWDO� FXUUHQW
SURYLVLRQ�

7\SLFDO� FXUUHQW� GHPDQGV� DUH� ��P$�Pð� WR� ���P$�Pð� �RI� VWHHO�� IRU� VWHHO� LQ� FKORULGH� FRQWDPLQDWHG
FRQFUHWH� �IRU� FDWKRGLF� SURWHFWLRQ�� DQG� ����P$�Pð� WR� ��P$�Pð� IRU� SDVVLYH� VWHHO� LQ� QRQ�FKORULGH
FRQWDPLQDWHG�FRQFUHWH��IRU�FDWKRGLF�SUHYHQWLRQ��

'XH� WR� SRODUL]DWLRQ� �FKHPLFDO� FKDQJHV� DW� DQG� DURXQG� WKH� VWHHO�FRQFUHWH� LQWHUIDFH�� WKH� FXUUHQW
GHPDQG�IRU�FDWKRGLF�SURWHFWLRQ�ZLOO�GHFOLQH�ZLWK�WLPH�

7KH� UHLQIRUFHPHQW� FORVHVW� WR� WKH�DQRGH��ZLOO� UHFHLYH�D�KLJKHU� FDWKRGH�FXUUHQW�GHQVLW\� WKDQ� VWHHO
PRUH�UHPRWH�IURP�WKH�DQRGH�

%��� 5HLQIRUFHPHQW�FRQQHFWLRQV

'HVLJQ�WKH�FRQQHFWLRQ�WR�WKH�UHLQIRUFHPHQW��ERWK�IRU�FXUUHQW�FLUFXLWV�DQG�IRU�PRQLWRULQJ�FLUFXLWV��DQG
FDOFXODWH�WKH�QXPEHU�DQG�ORFDWLRQ�RI�FRQQHFWLRQV�WR�SURYLGH�UHTXLUHG�UHGXQGDQF\�DQG�WR�PLQLPL]H
YROWDJH�GURSV�

%��� &DEOLQJ

'HWHUPLQH� WKH� FURVV�VHFWLRQDO� DUHDV� DQG� URXWHV� IRU� SRVLWLYH� DQG� QHJDWLYH� FDEOLQJ� WR� SURYLGH
UHGXQGDQF\�DQG�WR�PLQLPL]H�YROWDJH�GLIIHUHQFHV��VLPLODUO\��GHWHUPLQH�WKH�ORFDWLRQV�RI�DQ\�MXQFWLRQ
ER[HV�
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%��� 7UDQVIRUPHU�UHFWLILHU

%DVHG�RQ�RSHUDWLQJ�FXUUHQW�DQG� UHVHUYH�FDSDFLW\��XVH�FLUFXLW� UHVLVWDQFH� WR�FDOFXODWH� WUDQVIRUPHU�
UHFWLILHU� RXWSXW� YROWDJH�� DOVR� GHWHUPLQH� DQFLOODU\� WUDQVIRUPHU�UHFWLILHU� IDFLOLWLHV� UHTXLUHG� IRU
PRQLWRULQJ�HWF��DQG�WR�SURYLGH�D�F��VXSSO\�UHTXLUHPHQWV�

%��� 0RQLWRULQJ

'HWHUPLQH�WKH�W\SH��IUHTXHQF\�DQG�SRVLWLRQV�RI�VHQVRUV�DQG�WKH�DSSURSULDWH�LQVWUXPHQWDWLRQ�IRU�WKH
OHYHO�RI�PRQLWRULQJ�DQG�FRQWURO�UHTXLUHG��DOVR�GHWHUPLQH�WKH�GDWD�PDQDJHPHQW�UHTXLUHPHQWV�

%��� 'RFXPHQWDWLRQ

'RFXPHQW�WKH�GHVLJQ��VSHFLILFDWLRQ�RI�PDWHULDOV�FRPSRQHQWV��WKH�LQVWDOODWLRQ�SURFHGXUHV�DQG�OD\RXW
RI� WKH� V\VWHP�� DORQJ�ZLWK� WKH� TXDOLW\� SODQ� GHWDLOLQJ� WKH� WHVWLQJ� UHTXLUHG� DW� YDULRXV� VWDJHV� RI� WKH
ZRUN�DQG�WKH�FRPPLVVLRQLQJ�SURFHGXUH�
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$QQH[�&��LQIRUPDWLYH�

1RWHV�RQ�$QRGH�6\VWHPV

&��� &RQGXFWLYH�&RDWLQJV

&���� 2UJDQLF�&RDWLQJV

7KH�FRDWLQJ�PD\�EH�VXLWDEOH�IRU�DSSOLFDWLRQ�E\�EUXVK��UROOHU�RU�DLUOHVV�VSUD\�

&RQGXFWLYH�FRDWLQJV�JHQHUDOO\�RSHUDWH�DW�D�FXUUHQW�GHQVLW\�RI�XS� WR����P$�Pð�DOWKRXJK� IRU�VKRUW
SHULRGV� �L�H�� ZHHNV�� FXUUHQW� GHQVLWLHV� RI� XS� WR� ���P$�Pð� PD\� EH� VXVWDLQHG� ZLWKRXW� VLJQLILFDQW
GDPDJH�WR�WKH�FRDWLQJ�RU�LWV�LQWHUIDFH�ZLWK�WKH�FRQFUHWH��&RQGXFWLYH�FRDWLQJV�YDU\�LQ�SHUIRUPDQFH
EXW� KDYH� D� UDQJH� RI� DQWLFLSDWHG� OLIH� WLPH� RI� ��\HDUV� WR� ���\HDUV� LI� SURSHUO\� DSSOLHG�� 7KH\� DUH
VXVFHSWLEOH� WR� HQYLURQPHQWDO� IDFWRUV� DQG� GR� QRW� ZLWKVWDQG� FRQWLQXRXV� ZHWWLQJ�� 7KH\� DUH� QRW
VXLWDEOH� IRU�PDULQH�DSSOLFDWLRQV�XQOHVV�ZHOO�DERYH�WKH�VSODVK�DQG�VSUD\�]RQH�DQG�DUH�XQOLNHO\� WR
SHUIRUP�ZHOO� LQ�DUHDV�RI�SHUPDQHQW�FRQGHQVDWLRQ��7KH\�GR�QRW�ZLWKVWDQG�ZHDU�RU�DEUDVLRQ��7KH\
PD\�EH�SURWHFWHG�RU�SODQQHG�UHJXODU�UHFRDWLQJ�PD\�EH�DSSURSULDWH�LQ�HQYLURQPHQWV�ZKHUH�WKH\�DUH
VXEMHFWHG�WR�ZHDU�RU�DEUDVLRQ�

$V� WKH�FRDWLQJ�DQG� LWV� LQWHUIDFH�ZLWK� WKH�FRQFUHWH�DJHV�VPDOO�GHIHFWV�DSSHDU�� ,VRODWHG�GHIHFWV�RI
W\SLFDOO\�VPDOOHU� WKDQ�����PP�[�����PP�SHU�Pð�GR�QRW�DIIHFW�SHUIRUPDQFH�EXW�GHWHULRUDWLRQ�PD\
DFFHOHUDWH�

1R�GHIHFWV�RWKHU�WKDQ�SLQKROHV�VKRXOG�EH�REVHUYHG�DIWHU�LQVWDOODWLRQ��/RFDOL]HG�GHIHFWV�PD\�UDSLGO\
RFFXU�DIWHU�HQHUJL]LQJ�GXH�WR�ORFDO�KLJK�FXUUHQW�GHQVLW\�UHTXLUHPHQWV��7KHVH�FDQ�EH�UHSDLUHG�ZLWKLQ
D� IHZ�PRQWKV�RI� LQLWLDO�HQHUJL]LQJ�DQG��GXH� WR�SURJUHVVLYH�SRODUL]DWLRQ�DQG� UHGXFWLRQ� LQ� ORFDOL]HG
FXUUHQW�GHPDQG��WKHVH�UHSDLU�DUHDV�PD\�SHUIRUP�DGHTXDWHO\�IRU�WKH�UHPDLQLQJ�OLIH�RI�WKH�V\VWHP�

2UJDQLF�FRQGXFWLYH�FRDWLQJV�DUH�QRUPDOO\�DSSOLHG�WR�D�GU\�ILOP�WKLFNQHVV�LQ�WKH�UDQJH������PP�WR
����PP�

7KH�FDUERQ�FRQGXFWRU�LQ�WKH�FRDWLQJ�LV�FRQVXPHG�E\�WKH�DQRGLF�UHDFWLRQ��EXW�WKH�DPRXQW�RI�FDUERQ
DYDLODEOH�VKRXOG�EH�ZHOO�LQ�H[FHVV�RI�ERWK�WKDW�UHTXLUHG�IRU�FRQGXFWLRQ�DQG�WKH�WKHRUHWLFDO�DPRXQWV
UHTXLUHG�IRU�WKH�IXOO�OLIHWLPH��7KH�QRUPDO�IDLOXUH�PHFKDQLVPV�DUH�ORVV�RI�DGKHVLRQ�DQG�IODNLQJ�RI�WKH
FRDWLQJ�GXH�WR�DQRGLF�UHDFWLRQ�SURGXFWV��DFLGLF��DWWDFNLQJ�WKH�FRQFUHWH��RU�ORFDO�ZHWWLQJ�OHDGLQJ�WR
GLVERQGPHQW�

&����� 0HWDOOLF�&RDWLQJV

&RQGXFWLYH�FRDWLQJV�RI� WKHUPDOO\�VSUD\HG�]LQF�DSSOLHG�E\�DUF�RU� IODPH�VSUD\LQJ�PD\�EH�XVHG�DV
DQRGHV� IRU� FDWKRGLF� SURWHFWLRQ� RI� VWHHO� LQ� DWPRVSKHULFDOO\� H[SRVHG� FRQFUHWH�� $OXPLQLXP� ]LQF
LQGLXP�DOOR\V�DV�ZHOO�DV�WLWDQLXP�VXEVHTXHQWO\�DFWLYDWHG�ZLWK�D�VWURQJ�R[LGL]LQJ�DJHQW�KDYH�EHHQ
XVHG�LQ�WULDOV�

0XOWLSOH�FRQQHFWRUV�DUH�XVHG�ZLWK�W\SLFDOO\�RQH�SHU����Pð�

7KHUH�LV�DQ�RSWLPXP�WKLFNQHVV�IRU�PHWDOOLF�]LQF�DSSOLHG�WR�FRQFUHWH�ZKLFK�IRU�DUF�VSUD\LQJ�LV�LQ�WKH
UDQJH�IURP������PP�WR�����PP��7KLFNQHVVHV�EHORZ�WKH�RSWLPXP�UHVXOW�LQ�VKRUW�OLIH�DQG�RU�UHVLVWLYH
FRDWLQJV��$SSOLFDWLRQV�DERYH�WKH�RSWLPXP�WKLFNQHVV�UHVXOW�LQ�SRRU�DGKHVLRQ�WR�WKH�FRQFUHWH�
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7KH� FXUUHQW� GHQVLW\� DQG� OLIH� SHUIRUPDQFH� RI� WKHUPDOO\� VSUD\HG� ]LQF� DUH� VLPLODU� WR� WKRVH� IRU
FRQGXFWLYH�RUJDQLF�FRDWLQJV�JLYHQ�LQ�&������7KH�VLJQLILFDQW�GLIIHUHQFHV�DUH�WKDW�WKH�SHUIRUPDQFH�RI
WKHUPDOO\�VSUD\HG�]LQF�PD\�EH�VXSHULRU� WR�FRQGXFWLYH�RUJDQLF�FRDWLQJV�ZKHQ�DSSOLHG� WR�FRQFUHWH
VXUIDFHV� ZKLFK� DUH� VRPHZKDW� PRLVW� DV� WKH� WKHUPDOO\� VSUD\HG� ]LQF� FRDWLQJV� DSSHDU� WR� KDYH� D
JUHDWHU�WROHUDQFH�WR�WKHVH�DSSOLFDWLRQ�FRQGLWLRQV��+RZHYHU��WKH�FDOFXODWHG�DPSHUH�KRXU�FDSDFLW\�RI
����PP�WKLFNQHVV�RI�]LQF� LV� OHVV�WKDQ���\HDUV�DW����P$�Pð��FRQVLGHUDEO\� OHVV�WKDQ�WKH�FDOFXODWHG
FDSDFLW\�RI�FDUERQ�LQ�FRQGXFWLYH�RUJDQLF�FRDWLQJV�

7KHUPDOO\�VSUD\HG�]LQF�KDV�EHHQ�VXFFHVVIXOO\�XVHG�DV�D�VDFULILFLDO��JDOYDQLF��DQRGH�LQ�OLPLWHG�WULDOV
LQ� ZDUP�PDULQH� DSSOLFDWLRQV�� 7KH� DSSOLFDWLRQ� LV� GLUHFWO\� WR� H[SRVHG� UHLQIRUFHPHQW� DQG� FRQFUHWH
FRYHU�

&����� $FWLYDWHG�7LWDQLXP

7KH�OLIH�RI�WKH�FRDWLQJ�LV�GHWHUPLQHG�E\�LWV�FRPSRVLWLRQ�DQG�WKH�DPRXQW�RI�FRDWLQJ�GHSRVLWHG�RQ�WKH
VXEVWUDWH��WKH�µFRDWLQJ�ORDGLQJ¶�

7HVW�SURFHGXUHV�DUH�DYDLODEOH�IRU�WKLV�DQRGH�W\SH�ZKLFK�HQDEOH�DFFHOHUDWHG�WHVWLQJ�WR�GHPRQVWUDWH
WKDW� WKH�DQRGH� OLIH� LV�HTXLYDOHQW� WR� WKH�GHVLJQ� OLIH�DW� WKH�PD[LPXP�GHVLJQ�DQRGH�FXUUHQW�GHQVLW\
SOXV� DQ\� VDIHW\�PDUJLQ� GHWHUPLQHG� QHFHVVDU\� E\� WKH� GHVLJQ� LQ� UHVSHFW� RI� SRVVLEOH� QRQ�XQLIRUP
GLVWULEXWLRQ�RI�FXUUHQW�

)RU�DOO�IRUPV�RI�DQRGH�RI�WKLV�W\SH��D�PLQLPXP�DQRGH�UHLQIRUFHPHQW�SDWK�OHQJWK�RI����PP�VKRXOG
EH�PDLQWDLQHG�

7KH� WLWDQLXP� VXEVWUDWH� PD\� EH� LQ� WKH� IRUP� RI� DQ� H[SDQGHG� PHVK�� D� VWULS�� ZLUH�� WXEH�� HWF�� DV
UHTXLUHG�E\�WKH�GHVLJQ�DQG�WKH�PDJQLWXGH�DQG�GLVWULEXWLRQ�RI�FXUUHQW��7KH�FRDWLQJV�DUH�SURSULHWDU\�
ZKROO\�RU�LQ�SDUW�SURWHFWHG�E\�SDWHQWV�DQG�IUHTXHQWO\�WKHLU�FRPSRVLWLRQ�LV�QRW�GLVFORVHG�

$FWLYDWHG� WLWDQLXP� DQRGHV� PD\� EH� RSHUDWHG� DW� FXUUHQW� GHQVLWLHV� RI� XS� WR� ����P$�Pð� RI� DQRGH
VXUIDFH� DUHD� IRU� VKRUW� SHULRGV�� WKH� OLPLWLQJ� IDFWRU� LV� DFLG� DWWDFN� RI� WKH� VXUURXQGLQJ� FRQFUHWH�
*HQHUDOO\�WKH�DQRGH�FXUUHQW�GHQVLW\�LV�OLPLWHG�E\�GHVLJQ�WR�D�ORQJ�WHUP�PD[LPXP�RI�����P$�Pð�EXW
IRU� VKRUW�WHUP� SHULRGV� �L�H�� PRQWKV�� FXUUHQW� GHQVLWLHV� RI� XS� WR� ����P$�Pð� PD\� EH� SHUPLWWHG�
'HSHQGHQW�XSRQ�HOHFWURFDWDO\WLF� FRDWLQJ� ORDGLQJ�� WKH�FDOFXODWHG� OLIH�RI� WKH�DQRGH� LV� LQ� WKH� UDQJH
���\HDUV� WR� ����\HDUV�� $QRGH� OLIH�WLPH� VKRXOG� EH� GHWHUPLQHG� FRQVLGHULQJ� D� QRQ�XQLIRUP� FXUUHQW
GLVWULEXWLRQ�

6XUIDFH�PRXQWHG�DFWLYDWHG�WLWDQLXP�PHVK�DQG�JULG�DQRGHV�UHTXLUH�FHPHQWLWLRXV�RYHUOD\V�DQG�WKH
VXUIDFH�SUHSDUDWLRQ��SUH�WUHDWPHQW��GHVLJQ�DQG�DSSOLFDWLRQ�RI�WKH�FHPHQWLWLRXV�RYHUOD\�LV�FULWLFDO�WR
WKH� WRWDO�SHUIRUPDQFH�RI� WKH�V\VWHP��VHH�FODXVHV����DQG�����6RPH�IDLOXUHV�KDYH�RFFXUUHG�GXH� WR
GLVERQGPHQW�RI�WKH�RYHUOD\��WKHVH�IDLOXUHV�DUH�JHQHUDOO\�DFFHSWHG�WR�EH�DWWULEXWDEOH�WR�GHILFLHQFLHV
LQ� VXEVWUDWH� VXUIDFH� SUHSDUDWLRQ�� SUH�WUHDWPHQW� DQG�RU� DSSOLFDWLRQ� SURFHGXUHV� QRW� UHODWHG� WR
FDWKRGLF�SURWHFWLRQ�

&����� 2WKHU�$QRGH�6\VWHPV

&������� &RQGXFWLYH�2YHUOD\V

7UDFN� UHFRUG�RI�VXFFHVVIXO� ORQJ�WLPH�XVH�RI�FRQGXFWLYH�DVSKDOW�RYHUOD\V� LQ�1RUWK�$PHULFD�� VLQFH
WKH�ODWH�����V�FDQ�EH�REWDLQHG�IURP�WKH�2QWDULR�0LQLVWU\�RI�7UDQVSRUWDWLRQ�
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&������� &RQGXFWLYH�3RO\PHUV

&RQGXFWLYH�SRO\PHUV�KDYH�EHHQ�XVHG�LQ�VHYHUDO�IRUPV��2QH�IRUP�LV�XVHG�DV�D�EDFNILOO�LQ�VORWV�FXW
LQWR� WKH� FRQFUHWH� ZLWK� SULPDU\� DQRGH� ZLUHV� RI� HOHFWURFDWDO\WLF� RU� SODWLQXP� FRDWHG� WLWDQLXP� RU
QLRELXP�DQG�VHFRQGDU\�DQRGHV�RI�FDUERQ�ILEUHV�DSSOLHG��7KH�UHSRUWHG�GXUDELOLW\�LV�SRRU��$�UHODWHG
IRUP� XWLOLVHV� WKH� VDPH� DQRGH� PDWHULDOV� DQG� PRXQWV� WKHP� RQ� WR� WKH� FRQFUHWH� VXUIDFH� ZLWK� D
FRQFUHWH�RYHUOD\��7KLV�V\VWHP�KDV�PLQRU�DGYDQWDJHV�E\�ZD\�RI�D�JUHDWHU�DQRGH�VXUIDFH�DUHD�

$�FRQGXFWLYH�SRO\PHU�RYHUOD\�KDV�EHHQ�DSSOLHG�H[SHULPHQWDOO\�WR�GHFNV�DQG�D�VSUD\HG�YHUVLRQ�KDV
EHHQ�DSSOLHG�WR�VXEVWUXFWXUHV�

&RQGXFWLYH� SRO\PHU� FDEOH� DQRGHV�ZHUH�ZLGHO\� XVHG� EXW� KDYH� EHHQ�ZLWKGUDZQ� IURP� WKH�PDUNHW
IROORZLQJ�VLJQLILFDQW�IDLOXUHV�

&������� &RQGXFWLYH�&HUDPLFV

&RQGXFWLYH� FHUDPLFV� KDYH� EHHQ� XVHG� LQ� WLOH� IRUP� LQ� WULDOV� VLQFH� ������ 7KHVH� ZHUH� ILWWHG� WR� WKH
FRQFUHWH� VXUIDFH� DQG� FXUUHQW� ZDV� GLVWULEXWHG� WR� WKHP� XVLQJ� WLWDQLXP� VWULSV�� 7KH� PDWHULDO� ZDV
GXUDEOH�EXW�WKLV�PHWKRG�RI�DSSOLFDWLRQ�KDV�QRW�EHHQ�FRPPHUFLDOL]HG�

7KLV�PDWHULDO�LV�QRZ�DYDLODEOH�DV�D�WXEXODU�DQRGH�IRU�HPEHGGHG�DSSOLFDWLRQV�

&������� &RQGXFWLYH�&HPHQWLWLRXV�0DWHULDOV

&RQGXFWLYH� FHPHQWLWLRXV� DQRGHV� KDYH� EHHQ� XVHG� FRQWDLQLQJ� HLWKHU� JUDQXODU� FDUERQ� DQG� FDUERQ
ILEUH�ZLWK�D�PHWDOOLF�FRDWLQJ�DV�WKH�FRQGXFWLYH�PHGLXP�
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%LEOLRJUDSK\

>�@ $670�%��������� 6HDPOHVV� DQG� ZHOGHG� WLWDQLXP� DOOR\� WXEHV� IRU� FRQGHQVHUV� DQG� KHDW
H[FKDQJHUV��*UDGH���IRU�DQRGH�JUDGH�WLWDQLXP������

>�@ 3��3HGHIHUUL�� &DWKRGLF� 3URWHFWLRQ� DQG� &DWKRGLF� 3UHYHQWLRQ�� &RQVWUXFWLRQ� DQG� %XLOGLQJ
0DWHULDOV��9RO������1R�����S�����������������
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BSI Ð British Standards Institution

BSI is the independent national body responsible for preparing British Standards. It
presents the UK view on standards in Europe and at the international level. It is
incorporated by Royal Charter.

Revisions

British Standards are updated by amendment or revision. Users of British Standards
should make sure that they possess the latest amendments or editions.

It is the constant aim of BSI to improve the quality of our products and services. We
would be grateful if anyone finding an inaccuracy or ambiguity while using this
British Standard would inform the Secretary of the technical committee responsible,
the identity of which can be found on the inside front cover. Tel: 020 8996 9000.
Fax: 020 8996 7400.

BSI offers members an individual updating service called PLUS which ensures that
subscribers automatically receive the latest editions of standards.

Buying standards

Orders for all BSI, international and foreign standards publications should be
addressed to Customer Services. Tel: 020 8996 9001. Fax: 020 8996 7001.

In response to orders for international standards, it is BSI policy to supply the BSI
implementation of those that have been published as British Standards, unless
otherwise requested.

Information on standards

BSI provides a wide range of information on national, European and international
standards through its Library and its Technical Help to Exporters Service. Various
BSI electronic information services are also available which give details on all its
products and services. Contact the Information Centre. Tel: 020 8996 7111.
Fax: 020 8996 7048.

Subscribing members of BSI are kept up to date with standards developments and
receive substantial discounts on the purchase price of standards. For details of
these and other benefits contact Membership Administration. Tel: 020 8996 7002.
Fax: 020 8996 7001.

Copyright

Copyright subsists in all BSI publications. BSI also holds the copyright, in the UK, of
the publications of the international standardization bodies. Except as permitted
under the Copyright, Designs and Patents Act 1988 no extract may be reproduced,
stored in a retrieval system or transmitted in any form or by any means ± electronic,
photocopying, recording or otherwise ± without prior written permission from BSI.

This does not preclude the free use, in the course of implementing the standard, of
necessary details such as symbols, and size, type or grade designations. If these
details are to be used for any other purpose than implementation then the prior
written permission of BSI must be obtained.

If permission is granted, the terms may include royalty payments or a licensing
agreement. Details and advice can be obtained from the Copyright Manager.
Tel: 020 8996 7070.


