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Foreword

This i s a  guide to how organizations can  identify and  manage their risks for good  governance.  
Since the publ ication  of PD 6668:2000,  Managing Risk for Corporate Governance,  upon  which  
this book is based,  there is a  greater appreciation  of the importance of risk management in  
organizations and  society at large.  Al l  organizations take risks but as the ‘credit crunch’ of 
2008 showed,  these risks need to be balanced.  They also need to recognize and  manage those 
risks which,  i f real ized,  could  prejudice the sustainabi l ity of the organization.  The principles 
apply to organizations worldwide,  in  the private or publ ic sectors,  NGOs,  as wel l  as not-for-
proft organizations.  This book outl ines a  management framework for identifying  the risks 
and  opportunities,  determining  the extent of the risks,  implementing  and  maintaining  control  
measures and  reporting  on  the organization’s commitment to this process.

There have been a  number of developments in  the international  and  national  management 
standards feld  since PD 6668 was publ ished  in  2000.  These developments,  including  those on  
risk management (2008),  occupational  health  and  safety (2007),  environmental  management 
(2004)  and  sustainable development (2006),  can  help organizations with  internal  control  for 
good governance.  Although  the principles in  many of these documents are simi lar they do not 
use the same approach.  This i s unfortunate as there is an  increasing  demand for an  integrated  
approach.  An  integrated  approach  that was developed  in  2006 was PAS 99,  Specifcation of 
common management system requirements as a  framework for integration .  The framework used  
in  this book has elements in  common with  PAS 99 and  helps support the hol istic approach  to risk 
management for internal  control  and  good  governance.

Acknowledgements

The authors would  l ike to thank Chris Mi l l idge for his help in  drafting  this document and  Michael  
Faber for reviewing  it for us and  his helpful  suggestions.

A risk-averse business culture is no business culture at all.

(Blair,  2005)
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1 .  Introduction

This book provides guidance for organizations that wish  to develop a  framework for 
managing  risk for good  governance.  Research  by analysts demonstrates the positive 
l ink between good governance and  organizational  performance.  In  a  recent study,  the 
Association  of British  Insurers – major investors in  publ ic companies in  the UK – found  
that ‘wel l -governed  companies wi l l  produce better returns for shareholders over time’ 
(Association  of British  Insurers,  2008).

It i s clear that wel l -managed  organizations general ly,  whether in  the publ ic or private 
sector,  are far more l ikely to satisfy stakeholders.  The focus of this publ ication  is about 
managing  those risks for the sustainable operation  of organizations using  a  management 
systems standard  approach.

In  this introductory chapter the background  to governance and  the organizations to  
which  the approach  is appl icable are briefy reviewed.  The chapter explains why the 
approach  adopted is general ly appl icable and  consistent with  international  management 
systems standards.

 Background

The term ‘corporate governance’ came into general  use fol lowing  a  number of major 
scandals and  corporate fai lures in  the late 1 980s and  early 1 990s,  and  in  the UK became 
enshrined in  the report from the Committee on  the Financial  Aspects of Corporate 
Governance (the Cadbury Committee):  ‘Corporate governance is the system by which  
companies are directed  and  control led’ (Cadbury et al,  1 992).

Such  fai lures have occurred  throughout the world  and  continue to occur,  such  as the crisis 
facing  the global  banking  industry in  2008.  The impact of these worldwide corporate 
fai lures had  the potential  to be of such  a  magnitude that there was the danger that the 
whole structure of the means of fnancing  corporations might become threatened.  The 
essence of the l imited  l iabi l ity company is that external  investors are wi l l ing  to become 
shareholders,  in  the confdence that their interests wi l l  be safeguarded.  Shareholders 
accept that not al l  investments wi l l  prove rewarding,  but they are entitled  to assume 
that there wi l l  be no mismanagement on  the part of the directors and  managers who 
are in  day-to-day control  of the corporation.  I f they cannot be confdent that this i s the 
case they wi l l  be unwil l ing  to invest,  and  the basis of modern  commercial  activity wi l l  
be under threat.  Whilst an  individual  shareholder might have been wi l l ing  to accept the 
risk,  major investors such  as insurance companies or pension  funds began  to demand  
that to safeguard  the interests of their cl ients,  there should  be greater regulation  of the 
behaviour of joint stock companies.

In  1 999 the Organisation  for Economic Co-operation  and  Development (OECD) produced  a  
defnition  of corporate governance and  a  set of principles.  These principles were revised  in  
2004 and  at a  high  level  comprise the fol lowing requirements of a  corporate governance 
framework (Organisation  for Economic Co-operation  and  Development,  2004a).  I t should:

‘…promote transparent and effcient markets,  be consistent with the rule 1 .  
of law and clearly articulate the division of responsibilities among different 
supervisory,  regulatory and enforcement authorities…’;
‘…protect and facilitate the exercise of shareholders’ rights…’;2.  
‘…ensure the equitable treatment of all shareholders,  including minority and 3.  
foreign shareholders.  All shareholders should have the opportunity to obtain 
effective redress for violation of their rights…’;
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‘…recognise the rights of stakeholders established by law or through mutual 4.  
agreements and encourage active co-operation between corporations and 
stakeholders in creating wealth,  jobs,  and the sustainability of fnancially sound 
enterprises…’;
‘…ensure that timely and accurate disclosure is made on all material matters 5.  
regarding the corporation,  including the fnancial situation,  performance,  
ownership,  and governance of the company…’;
‘…ensure the strategic guidance of the company,  the effective monitoring of 6.  
management by the board,  and the board’s accountability to the company and 
the shareholders…’

There are a  number of sub-clauses to each  of the main  principles that cover specifc areas.

There have been  further defnitions of governance and  legislative powers in  many 
countries around  the world.  These range from the voluntary code of practice approach  
as seen  in  the UK to the more prescriptive Sarbanes-Oxley Act (United  States of America,  
2002)  – a  response from legislators in  the US to high-prof le fai lures such  as Enron and  
WorldCom.

Organization-wide risk management and  internal  control  are important for the successful  
running  of any business and  should  remain  relevant over time in  the continual ly 
evolving  global  business environment.  The OECD principles specifcal ly highl ight board  
responsibi l ity:

Ensuring the integrity of the corporation’s accounting and fnancial reporting 
systems,  including the independent audit,  and that appropriate systems of control 
are in place,  in particular,  systems for risk management,  fnancial and operational 
control,  and compliance with the law and relevant standards.   
(OECD Principle VI .D.7)

This has led  to the formal  consideration  of risk and  the identifcation  of i t as a  ‘separate’  
aspect that can  beneft from specifc management arrangements.  That i s not to say that 
organizations have not previously recognized  these risks,  but simply that a  formal  and  
structured  approach  had  not been a  feature in  many organizations.

The characteristics of many successful  organizations tend to refect an  attitude and   
culture of identifying  opportunities,  recognizing  the risks and  managing  them 
appropriately.  There are upsides and  downsides to the risks that come with  every 
opportunity and  it i s necessary to select the right balance.  Organizations that are risk 
averse are unl ikely to thrive in  the long  term because of continual  change in  the market-
place and  social  expectations.

 Application of this approach

All  organizations need  to display good governance,  whether they are corporate bodies,  
private entities,  publ ic bodies or charities.

In  an  increasingly complex world  where stakeholders play an  ever more important role 
there is the expectation  of good  governance and  transparency.  There are a  variety of 
characteristics of good  governance including  promoting  values in  the organization,  
focusing  on  the purpose of the organization,  effective performance,  engagement with  
stakeholders and,  most signifcantly from the perspective of this book,  the management 
of risk.
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Many organizations need  to manage a  whole host of risks,  for example:

corporate organizations operate in  an  increasingly complex world  with  global   —
impacts,  international  supply chains and  informed publ ic opinion  expressing  
concern  about social  responsibi l ity;
publ ic bodies have to determine the benefts of new technology against the  —
risk of data  loss;
charitable bodies have to balance the risks of supporting international  disasters  —
against the risks faced by their workers and donors’ concerns about misuse of aid;
publ ic bodies have simi lar accountabi l ities to their ‘shareholders’  – often   —
taxpayers;
charitable concerns need to assure their ‘investors’  that their donations are  —
being  appl ied  to the purpose for which  they were intended.

The principles of good  governance equal ly apply to publ ic bodies,  charities,  voluntary 
bodies,  etc.  There is a  need  for good governance of publ ic bodies to refect the need  to 
ensure value for money,  transparent decision  making  and  reporting,  proper codes of 
conduct,  accountabi l ity and  so on.

Despite the difference between the publ ic and  private sectors i t i s essential  that people 
know for what they are responsible,  and  for what they are accountable.

There is also a  drive for the publ ic sector to be more creative and  prepared to take more 
calculated  business risks in  order to del iver the best possible services to the publ ic.  The 
publ ic and  private sectors differ in  this respect.  The publ ic sector needs good governance 
to enable it to take certain  calculated  risks,  whi lst the private sector needs good  
governance in  order to manage the risks that are taken  in  everyday business.  One way of 
expressing  the relationship between threat and  opportunity can  be seen  in  Figure 1 .1 .

EFFECT OF THREAT

Combined  or individual  risk

Unacceptable

Acceptable if
worthwhile

Insignificant/
broadly acceptable

Negl igible

Desirable

Critical

IMPORTANCE OF
OPPORTUNITY

Source: BS 6079-3:2000

Figure 1 .1  — Relationship between threat and opportunity

Publ ic bodies need to direct and  control  their functions and  nowhere can  this be more 
clearly demonstrated  than  in  local  government.  Local  government bodies have a  real  
need to relate to their communities in  a  simi lar manner to corporate bodies,  and  to 
demonstrate continuous improvement and  value for money through outward-looking,  
accountable and  responsive services.

http://dx.doi.org/10.3403/01962990
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Risk management and  internal  control  should  be included  in  al l  dimensions of publ ic 
bodies such  as:

making  publ ic statements to stakeholders on  the risk management strategy,   —
process and  framework,  demonstrating  accountabi l ity;
the capabi l ity and  capacity within  the organization; —
mechanisms for monitoring  and  reviewing effectiveness against agreed   —
standards;
robust systems for identifying,  prof l ing,  control l ing  and  monitoring  al l   —
signifcant strategic,  programme,  project and  operational  risks;
providing  openness by involving  al l  those associated  with  planning  and   —
del ivering  services,  including  partners.

Al l  the above issues are equal ly appl icable to charities,  clubs,  societies and  associations.  
Large charitable concerns rely heavi ly on  publ ic donations to support their activities 
international ly.

There is clear recognition  amongst boards of directors and  investors – mostly those in  the 
professional  investment market – that there is a  l ink between good corporate governance 
and  organizational  performance that i s valued  by stakeholders.  There are a  number of 
international  ratings organizations that focus research  on  the development of scoring  
systems for ranking  governance performance.  This research  is often  used  by professional  
investors to assist in  making  informed decisions to formulate an  overal l  investment 
strategy,  as a  screening  tool  for analysts and  portfol io managers and  to adjust for 
governance risk when assessing  credit risk,  etc.

Additional ly,  companies themselves are beginning  to use simi lar ranking  research  to help 
in  their decision  making,  to reduce the chance of being  targeted for shareholder action,  to 
increase market trust in  reported  earnings,  as a  support in  seeking  lower borrowing  costs,  
and  in  attracting  highly qual ifed  and  experienced  directors who can  add  value to the 
organization  and  achieve a  higher market capital ization.

 A management systems approach

Good risk management is an  essential  element of good  governance and  it i s against 
this background  that this publ ication  focuses on  a  risk management framework to help 
organizations in  applying  the principles of risk management throughout the whole 
organization  from the lowest operating  levels to the board  of directors.

It i s clearly important that al l  aspects of corporate governance are managed  in  a  hol istic 
manner.  This book focuses specifcal ly on  the important management of risk and  the 
development of effective internal  control  mechanisms:  Clause C.2 of The Combined 
Code on Corporate Governance  (Financial  Reporting  Counci l ,  2008)  as expanded  upon  
from Internal Control – Revised Guidance for Directors on the Combined Code  (Financial  
Reporting  Counci l ,  2005).

Chapter 2  provides detai ls of the scope and  defnitions used.  A more detai led  description  
of an  approach  to managing  risks i s given  in  Chapter 3 ,  which  lays out a  framework of the 
issues that should  be addressed  and  fol lows a  Plan,  Do,  Check,  Act (PDCA) approach  that 
i s consistent with  international  management systems standards.  This approach  is based  on  
the model  given  in  PAS 99:2006 (The requirements included  in  section  4 of the PAS can  be 
used  as a  specifcation  against which  organizations can  be assessed  by changing  the word  
‘should’ to ‘shal l ’. ).  Appendix B  detai ls the correspondence between this publ ication  and  
the requirements of standards on  qual ity,  environment,  health  and  safety and  information  
security,  by way of example.

http://dx.doi.org/10.3403/30144033


5

Introduction

Chapters 4  and  5  contain  a  practical  guide to del ivering  
business requirements with  respect to risk management 
for good  governance.  Chapter 6  provides a  questionnaire 
to enable organizations to carry out a  self-assessment of 
their systems for governance.

A good  management system wil l  enable identifcation  
of risks,  their management and  help in  any disclosure 
requirements for stakeholders.  The aspect of disclosure 
is specifcal ly highl ighted  in  the OECD principles for 
governance,  which  additional ly cal l  for inclusion  of 
material  information  on  ‘Foreseeable risk factors’  
(Principle V.A.6).

ENABLING
ORGANIZATIONAL

CULTURE

EFFECTIVE
MANAGEMENT

SYSTEMS

ASSESSMENT OF
CORPORATE RISK

Figure 1 .2 — Three key components for 
delivering effective corporate governance

Figure 1 .2  shows a  simple model  of the interrelationship 
of the three main  components of a  risk management 
system for good  governance.  I t i s essential  that the risks 
are identifed  and  understood  and  decisions taken  on  
how they wi l l  be managed.

A key feature of a  management systems approach  
is identifcation  of objectives and  a  programme for 
del ivering  the defned objectives.  Many international  
management systems standards have differing  
approaches;  PAS 99 provides a  common approach  for 
managing  business risk requirements in  an  integrated  
manner.  Many organizations already have management 
systems in  place;  meeting  the requirements of these 
international  standards and  the approach  bui lds upon  
these to ensure the benefts of existing  systems can  be 
uti l ized,  el iminating  redundancy and  increasing  effciency.

However,  good  internal  control  and  risk management 
systems wi l l  not succeed in  del ivering  the organizational  
objectives unless the arrangements are embedded within  
the organization  and  individuals are committed  to 

Failure to identify risk of data loss

A government department was seeking 
to transfer personal data to another 
department in a  short space of time.  
Effective procedures were in existence but 
the time and cost of removing the sensitive 
elements of the data was considered too 
great.  As a  result,  when the data was lost 
in transit the personal details of many 
millions of people were lost.

The loss of this information has had many 
repercussions:

loss of confdence by the public in •	

government departments handling 
confdential personal information;
individuals whose details have been •	

compromised;
a possibility for fraudulent activity •	

through the use of this information 
remains for many years to come.

Charity and aid

Charity A was challenged by a government 
department that had made a grant for 
an aid project.  The charity was asked 
to demonstrate that its governance 
procedures were effective in the delivery 
of aid as news media reports suggested 
that those supposedly receiving the aid had 
made claims that it was inappropriate for 
their needs and some had fallen into the 
wrong hands.  This threatened to become 
a scandal and affect not only funding from 
government but also the many donations 
from members of the public who regularly 
made a signifcant contribution to overall 
funds.  The need for an effective control 
framework and monitoring and auditing 
became obvious.

http://dx.doi.org/10.3403/30144033U
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del ivering  their objectives – ‘there has to be something  
in  the l ifeblood of the organization  that persuades its 
people to do extraordinary things for it as wel l  as for 
themselves’  (Hi l l son,  2007).

Financial turmoil

The turmoil in the fnancial markets in 2007 
was a good example of the consequences 
of failing to recognize and manage risks.  
The failure of ‘sub-prime’ home loans in 
America led to failures in local banks.  What 
would have been a local problem became 
international because large numbers of 
these sub-prime loans had been packaged 
up and sold to institutions around the 
world.  The realization by investors that they 
had misjudged the risk of US mortgage 
borrowers led to a  conclusion that risk 
had been underestimated in all kinds of 
debt markets,  and banks were left with 
large amounts of unsellable debt.  In the 
UK,  mortgage lenders who were used 
to being able to borrow money when 
needed suddenly found that banks were 
no longer willing to provide the loans.  
A regional mortgage lender had grown 
substantially using wholesale money 
market borrowing which it was able to 
secure on very advantageous rates.  The 
change in international money markets 
led to exposure to a shortfall in funding.  
Assessment of the risk and control of 
growth together with contingency 
arrangements should have prevented the 
collapse of the bank.



7

2.  Scope and defnitions

 Scope

The guidance given  in  this book outl ines how an  organization  can  implement effective 
arrangements for managing  risk,  to ensure that it meets i ts corporate governance needs.  
A PDCA framework is used,  which  is consistent with  the approach  in  management systems 
standards produced by the International  Organization  for Standardization  (ISO).

This guidance is appl icable to any organization  that wishes to:

establ ish  arrangements at top management level  to identify,  manage and   —
mitigate risks;
implement,  maintain  and  continual ly improve its management of risks in  a   —
manner which  is consistent with  its pol icy;
assure itself of conformance with  this pol icy; —
make a  self-determination  and  self-declaration  of i ts performance on  an    —
annual  basis.

There are a  number of documents an  organization  may wish  to refer to for further 
guidance within  its particular country,  sectors,  etc;  some are included in  Appendix B.

 Defnitions

acceptable risk  ri sk at a  level  that can  be tolerated  by the organization

audit  systematic,  independent process for obtaining  audit evidence and  evaluating  it 
objectively to determine the extent to which  the audit criteria  are fulf l led

management system  part of the overal l  management that includes organizational  
structure,  planning  activities,  responsibi l ities,  practices,  procedures,  processes and  
resources for developing,  implementing,  achieving,  reviewing  and  maintaining  the 
organization’s pol icy

nonconformity  non-fulf lment of a  requirement

Note:  a  nonconformity can  be any deviation  from relevant work standards,  practices,  procedures,  
legal  requirements,  etc.  (see BS EN  ISO 9000:2005,  3.6.2  and  BS EN  ISO 1 4001 :2004,  3.1 5).

organization  company,  corporation,  frm,  enterprise,  authority or institution,  or part 
or combination  thereof,  whether incorporated  or not,  publ ic or private,  that has i ts own 
functions and  administration

Note:  for organizations with  more than  one operating  unit,  a  single operating  unit may be defned  
as an  organization  (see BS EN  ISO 1 4001 :2004,  3.1 6).

risk  effect of uncertainty on  objectives

Note 1 :  an  effect is a  deviation  from the expected  – positive and/or negative.

Note 2:  objectives can  have different aspects,  such  as fnancial ,  health  and  safety,  and  environmental  
goals,  and  can  apply at different levels,  such  as strategic,  programme,  project and  operational .

http://dx.doi.org/10.3403/30093429
http://dx.doi.org/10.3403/03151977
http://dx.doi.org/10.3403/03151977
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Scope and defnitions

Note 3:  risk is often  characterized  by reference to potential  events,  consequences or a  combination  
of these and  how they can  affect the achievement of objectives.

Note 4:  risk is often  expressed  in  terms of a  combination  of the consequences of an  event or a  
change in  circumstances,  and  the associated  l ikel ihood  of occurrence (see BS 31 1 00 (DPC)  2008).

top management  person  or group of people who directs and  controls an  organization  
at the highest level  (see BS EN  ISO 9000:2005,  3.2.7)

http://dx.doi.org/10.3403/30191339U
http://dx.doi.org/10.3403/30093429
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3.  Risk management system

3.1  General  requirements

An organization’s top management should  commit to establ ishing  arrangements that wi l l  
ensure that its risks are identifed  and  effectively managed.  I t should  establ ish  a  system 
that operates throughout the organization  encompassing  al l  the organization’s activities.

Specifcal ly the system should:

have a  defned  scope; —
be documented,  implemented,  maintained,  reviewed periodical ly for  —
effectiveness and  continual ly improved;
ensure the avai labi l ity of appropriate resources and  communication  of  —
information  to support it.

3.2 Policy

The top management in  the organization  should  demonstrate commitment and  develop 
a  pol icy to focus on  managing  risk for corporate governance.  This should  lead  to specifc 
pol icies and  arrangements to deal  with  specifc risks.  The corporate governance pol icy 
should  refect the commitment of the organization  to its stakeholders.  I t should  promote 
a  positive culture within  the organization  for managing  risk for good  governance.

Specifcal ly the pol icy should:

refect the nature and  size of the organization,  i ts activities,  products and   —
services,  i ts position  in  the marketplace and  the risks that it faces;
commit to developing  a  culture to control  risk; —
be communicated  to al l  appropriate persons/organizations working  for or on   —
behalf of the organization;
commit to comply with  al l  relevant legal  requirements,  codes of practice and   —
other requirements to which  the organization  subscribes;
commit to ensuring  that management competence is establ ished  to mitigate  —
risks;
commit to involving  employees in  identifying  risks and  their suggestions on  the  —
most effective methods of management;
commit to internal  control  audits to verify the arrangements; —
commit to reviewing regularly the business risks faced  by the organization   —
to ensure that the arrangements are effective with  a  view to continual  
improvement;
commit to reporting  at least annual ly to stakeholders as appropriate. —

3.3 Planning for risk management

 Risk identifcation,  assessment and control

The organization  should  establ ish  a  process for identifying  those risks to the business that 
may impact upon  organizational  objectives,  assessing  their impact and  applying  controls 
where necessary.
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 Risk identifcation

The process should  consider,  amongst other things,  the risks (including  opportunities)  that 
arise from:

day-to-day operations; —
market developments; —
pol itical  changes; —
natural  disasters; —
socio-economic changes; —
technical  developments. —

 Risk analysis and evaluation

A process should  be establ ished for risk assessment that takes account of:

exposure to the risk (on  a  scale of rare to continuous); —
probabi l ity,  taking  into account the management controls in  place; —
impact,  should  the risk be real ized. —

 Deciding how the risks are to be managed

Each  identifed risk should  be considered and  decisions made to:

accept – no action; —
avoid  – avoid  activities that give rise to the risk; —
adopt – adopt measures for containment and/or mitigation; —
change – change the nature,  magnitude or consequences; —
seek – search  for ways of exploiting  the risk; —
transfer – options such  as ‘sharing  risk’  with  other parties/insurance. —

Arrangements should  be put in  place for those risks that are not acceptable.

Although ultimate responsibi l ity for risk management wi l l  l ie with  top management,  
those risks identifed  as requiring  control ,  which  may be included  in  the management 
programme,  should  be cascaded  in  the form of pol icies,  objectives,  targets and  operating  
procedures as appropriate to the relevant level  in  the organization.

Note:  some risks may need to be control led  at strategic level ,  and  may not be included  in  the 
management programme.

 Identifcation of compliance and stakeholder requirements

The organization  should  establ ish,  implement and  maintain  arrangements to determine 
the legal  requirements,  codes of practice and  stakeholder requirements that it has to 
satisfy with  respect to its activities,  products and  services.  International  requirements to 
meet the demands of different markets should  be considered in  the assessment.

 Contingency planning

The organization  should  establ ish  and  maintain  arrangements for identifying  and  
responding  to any unplanned  event,  potential  emergency or disaster.  The arrangements 
should  seek to prevent or mitigate the consequences of any such  occurrence and  maintain  
business continuity.
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 Objectives and management programme

The organization  should  establ ish  measurable objectives taking  into account:

business objectives; —
brand value and  reputation  issues; —
legal  requirements,  codes of practice and  stakeholder requirements; —
contingency and  continuity plans; —
fnancial  requirements; —
market opportunities; —
the supply chain. —

The organization  should  establ ish,  implement and  maintain  a  programme to achieve these 
objectives at the appropriate function,  location  and  level  within  the organization.

  Organizational structure,  roles,  responsibility,  accountability  
and authority

The ultimate responsibi l ity and  accountabi l ity for managing  risks faced  by the organization  
l ies with  top management.  Top management should  be accountable and  should  ensure 
that individual  roles and  responsibi l ities are defned and  understood at each  level  where 
control  needs to be exercised  and  that the necessary training  has been provided.  Al l  
those with  management responsibi l ity should  demonstrate their commitment to the 
risk management control  measures,  fostering  a  positive culture for risk management 
throughout the organization.

The organization  should  ensure that those persons to whom responsibi l ities are assigned  
have the necessary authority to act when  required,  and  that their roles and  responsibi l ities 
are documented  and  communicated  both  up and  down the organizational  structure.

3.4 Implementation and operation

 Operational control

The organization  should  identify the specifc operational  control  arrangements that are 
necessary to meet the organization’s risk management pol icy and  objectives as wel l  as 
compl iance and  stakeholder requirements.

To ensure that these control  arrangements are effective,  the organization  should:

stipulate the operating  controls and  conditions; —
establ ish  and  maintain  documented  procedures for use in  situations where  —
their absence could  lead  to deviations from the pol icy and  objectives;
maintain  the systems and  infrastructure to ensure effective operational  control . —

 Managing resources

The organization  should  ensure that personnel  are competent on  the basis of appropriate 
training,  ski l l  and  experience to undertake the duties and  tasks assigned  to them.

At every level  within  the organization  managers should  regularly evaluate the 
effectiveness of actions taken  to ensure competence.
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The organization  should  ensure that its personnel  are aware of the relevance and  
importance of their activities and  how they contribute to the achievement of the 
objectives.

The organization  should  ensure that adequate resources (including  fnance)  are avai lable.  
These are resources that affect the operation  and  maintenance of infrastructure,  plant and  
faci l ities that have an  impact on  the organization’s arrangements for control  of i ts risks,  
and  associated  documentation.

 Documentation

I t i s important that the organization  has some way of documenting  or recording  its 
arrangements and  of control l ing  documents.  The organization  should  establ ish  and  
maintain  information  in  a  suitable medium,  which  describes the core arrangements and  
gives direction  on  related  documentation.

The documentation  should  include:

a  description  of the system; —
a statement of pol icies and  objectives; —
documents determined  as necessary to ensure effective planning  and   —
operational  control .

Records should  be establ ished,  documented  and  maintained  to provide evidence of 
conformity to requirements.  Records should  be maintained  of:

each  risk identifed  and  considered; —
the decisions taken  on  any control  measures; —
the names of the personnel  who identifed  and  considered the risk and  who  —
authorized  the decision  on  the appropriate management action;
the name of the person  assigned as the risk owner. —

 Communication

The organization  should  establ ish  appropriate procedures and/or systems for ensuring  that 
pertinent information  is communicated  and  recorded:

to and  from employees; —
to and  from other stakeholders. —

The aim should  be transparency,  in  l ine with  current regulations recognizing  that ful l  
d isclosure may not always be possible because of the commercial  sensitivity of the risk.

3.5 Performance assessment

 Monitoring and measuring

To demonstrate that internal  control  arrangements are effective,  the organization  should  
implement a  monitoring  and  measuring  regime of relevant operational  controls.  The 
process should  be proactive and  should:
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determine the extent to which  appl icable requirements are being  met; —
monitor the effectiveness of controls; —
include the recording  of information  to track performance; —
evaluate conformance with  the organization’s objectives. —

 Evaluation of compliance

The organization  should  carry out periodic evaluations of compl iance with  legal  
requirements,  regulations,  codes of practice and  other requirements to which  the 
organization  subscribes.

 Internal audit

The organization  should  establ ish  and  maintain  an  audit programme and  procedures 
for periodic system audits to be carried  out.  The basis of the audit programme should  
be determined  by the signifcance of the risk and  the organization’s performance in  the 
management of i ts risks,  in  order to:

determine whether or not the risk management system: —
conforms to planned arrangements; –
has been  properly implemented and  maintained;  and –
is effective in  meeting  the organization’s pol icy and  objectives; –

review the results of previous audits; —
provide information  on  performance to top management. —

Audits should  be undertaken by competent personnel  and,  wherever possible,   
conducted by personnel  independent of those having  direct responsibi l ity for the  
activity being  examined.

3.6 Improvement

 General

Top management should  strive continual ly to improve the management of risk in  the 
organization.  I t should  take into account:

audit results; —
analysis of performance data; —
corrective and  preventive actions; —
loss events and  near misses; —
management review; —
lessons learnt. —

 Analysis and handling of nonconformities

The responsibi l ities for handl ing  nonconformities and  reporting  should  be defned by  
top management.

The organization  should  establ ish  arrangements for:
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reviewing  actual  or potential  nonconformities; —
determining  the root cause; —
evaluating  the need  for appropriate action  to be taken. —

Any subsequent changes that could  have a  major impact should  be reviewed by top 
management before implementation  to ensure that they do not introduce a  new risk or 
compromise existing  internal  control  measures.

3.7 Review

 Management review

The organization’s top management should,  at planned  intervals,  review the risk 
management system and  arrangements to ensure their continuing  suitabi l ity,  adequacy 
and  effectiveness.  The management review process should  ensure that the necessary 
information  is col lected  to al low management to carry out this evaluation.  Records of the 
management review should  be retained.

Note:  in  some organizations the management team may report to an  executive board,  committee  
or individual .

 Input

The input to the management review should  include:

results of audits; —
feedback from stakeholders; —
status of any remedial  actions; —
fol low-up actions from previous management reviews; —
changing  circumstances,  including  developments in  legal  requirements,  codes  —
of practice and  other requirements,  related  to the organization’s risks;
recommendations for improvement; —
data  and  information  on  the organization’s performance; —
relevant changes in  the external  environment or market-place. —

 Output

The output from the management review should  include any decisions and  actions  
related  to:

improvement to the effectiveness of the risk management system; —
improvement related  to stakeholder requirements; —
resource needs to enable improvement. —

 Reporting

Top management should  report to shareholders and/or stakeholders.  This should  include 
assurance that it has taken  measures,  through  internal  control ,  to manage the risks faced  
by the organization.  I t may not be possible to divulge the nature of some risks and  control  
measures for reasons of commercial  sensitivity unless there is a  regulatory requirement to 
do so.
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4.   Implementation of a risk 
management system

 General

This chapter is provided  to give guidance on  
implementing  an  effective risk management system for 
meeting  corporate governance requirements.  Guidance 
is given  only in  those areas where it i s thought additional  
explanation  is necessary and  would  be helpful  to  
the reader.

 Establishing a risk management strategy

Reference is often  made to ‘strategic’ risks,  implying  that 
there is only one category of risks that could  have a  major 
impact on  the organization and,  by impl ication,  that there 
are other classes of risk of less signifcance.  This distinction  
is erroneous.  There are numerous cases where operational  
errors at the lowest level  have produced catastrophic 
consequences that threaten the whole organization.  The 
management of risks at al l  levels is equal ly important.  I t i s 
certainly true that a  board  of directors may take decisions 
which  have associated  risks that are certainly strategic.  
If,  for example,  the board decided to close al l  i ts UK 
operations and  operate from offshore cal l  centres,  that 
would  certainly be a  strategic decision  that involved risks,  
which  may accordingly be categorized  as strategic risks.  I f,  
on  the other hand,  a  junior employee made a  mistake at 
operating  level  which  resulted  in  the whole plant being  
burned down,  the consequences would  clearly involve 
strategic decisions even though the original  risk would  not 
have been classifed as strategic.

It i s important to understand that,  although  different 
risks may be managed at different levels within  the 
organization,  there should  be an  overal l  strategy for 
risk management.  This should  be establ ished by top 
management in  the organization,  whether it i s in  the 
private or publ ic domain.  The strategy for managing  
risk within  the organization  cannot be developed  in  
i solation.  I t should  be developed along  with,  and  support,  
overal l  organizational  strategy.  Furthermore,  the strategy 
should  recognize that the organization  does not exist 
in  a  vacuum and for the risk management strategy to 
be effective account should  be taken of both  internal  
and  external  forces and  stakeholders.  When formulating  
strategy,  top management should  ensure it i s aware of 
stakeholder expectations and,  where appropriate,  should  
either include representation  for the stakeholders or have 
access to their input.

Trading losses

A large multinational bank,  Bank A,  
with a substantial investment banking 
arm allowed traders to make substantial 
trades over which there was ineffective 
control.  The discovery of large losses that 
a trader had sought to hide led to some 
of the largest losses ever recorded with 
repercussions around the global fnancial 
markets.  This situation had occurred before 
when the actions of a  single trader led to 
the collapse of Bank B.  Although Bank A 
was aware of the previous history it failed 
to implement adequate controls to prevent 
suffering a similar problem.
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 General system requirements

I f an  organization  is to introduce a  system of risk management successful ly,  the 
organization  should  be one that i s ready to accept change.  In  this context,  ‘successful ly’  
impl ies more than  having  a  formal  system in  place.  I t a lso expresses a  system that i s 
working  to the extent that the management and  al l  stakeholders feel  confdent that:

foreseen risks are being  managed;  and —
unforeseen risks are prepared  for. —

The successful  management of change – and  risk – in  an  organization  depends upon  the 
values and  behaviour patterns that form the culture of the organization.

 Policy

Top management should  demonstrate the leadership and  commitment necessary for the 
effective implementation  of i ts governance and  risk management arrangements,  and  
their continuing  operation  and  improvement.  The development of a  h igh-level  pol icy 
should  assist in  achieving  a  consistent approach  throughout the organization.  A wel l -
written  pol icy can  be communicated  effectively to al l  l evels of the organization  and  
should  refect the nature and  scale of the organization  and  i ts ri sks.

Although there needs to be a  risk pol icy in  l ine with  that set out in  Chapter 3  (see p.  9),  
there wi l l  almost certainly need to be pol icies and  arrangements to deal  with  specifc 
risks that arise through  regulatory requirements or from stakeholders,  e.g.  l i sting  rules,  
contractual  requirements or occupational  health  and  safety legislation.  Consistency within  
the various pol icies i s important.

As a  general  rule the risk pol icy wi l l  establ ish  an  overal l  sense of direction  and  principles 
for risk management within  the organization.  The pol icy should  be ‘owned’ by a  member 
of top management although  the top management team bears col lective responsibi l ity 
for overal l  pol icy,  and  there may be individual  responsibi l ity for management of specifc 
governance risks.  Where appropriate the pol icy should  be developed  in  conjunction  with  
relevant stakeholders and  reviewed at least annual ly.

  Planning risk management  
for governance

A process i s needed  for identifying  risks,  assessing  them and  managing  them;  it should  be 
appropriate to the board’s pol icy and  objectives.  In  simple terms the fol lowing  need to be 
addressed:

What could  go wrong (or right;  risks can  be positive as wel l  as negative)? —
How l ikely i s this to happen? —
What would  be the consequences if this did  arise? —
Are these consequences suffciently signifcant to cal l  for action  to reduce or  —
exploit the risk?
What action  should  be taken  to reduce the risk to an  acceptable level? —
Is there the authority to take this action,  or does it need to be sought at a   —
higher level?
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In  organizations that have not previously carried  out a  process of risk identifcation  and  
management,  this wi l l  be a  new requirement involving  training  so that every manager 
regards it as part of the routine business of managing  his or her department.

 Process for assessing and responding to business risks

A process for risk management is shown in  Figure 4.1 .

Manage
Change

Assess
Risks

Determine
Controls

Implement
Controls

Identify
Hazards

Monitor &
Review

Develop
Methodology

Figure 4.1  A process for risk management

The organization  should  establ ish  a  methodology for identifying  risks to the organization  
that have the potential  to affect the achievement of objectives.  This process should  ensure 
that these risks are ful ly understood,  assessed,  prioritized  and  control led.

 Develop methodology

There is no single methodology for identifcation  of risks that wi l l  suit al l  organizations 
and  it i s important that organizations choose something  that i s appropriate to their 
nature and  size and  also meets expectations in  terms of the detai l  of output,  complexity,  
time and  costs.

 Identify the risks

Identifcation  of risk can  be extremely complex depending  upon the nature and  scale 
of the organization  and  its feld  of operation.  Whatever methodology is chosen it i s 
important to address both  positive and  negative aspects of risks and  ensure that the 
val idity of assumptions is ful ly tested.  The process of risk identifcation  is of paramount 
importance to the organization  for identifying  opportunities.

In  order to identify risks pertinent to the organization  a  variety of techniques may be 
employed.  A l i st of such  approaches is given  in  BS 31 1 00 – see Appendix A of this book.

http://dx.doi.org/10.3403/30191339U
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Sources of information  can  include:

professional/trade bodies; —
government; —
regulators; —
insurers; —
publ ic information/media  on  problems experienced by simi lar organizations. —

There are many activities that can  give rise to signifcant risk.  Some examples are given  
below;  the l ist i s not intended to be exhaustive.

fraud; —
unethical  deal ings; —
product and/or service fai lure; —
publ ic perception; —
lack of business focus; —
exploitation  of workers and/or suppl iers; —
environmental  mismanagement; —
occupational  health  and  safety mismanagement and/or l iabi l ity; —
regulatory action; —
civi l  action; —
fai lure to respond to market changes; —
fai lure to control  industrial  espionage; —
fai lure to take account of widespread disease or i l lness amongst the workforce; —
fai lure to compete; —
fai lure to adopt new technology; —
fai lure to invest; —
fai lure to control  IT effectively; —
fai lure to establ ish  a  positive culture; —
vulnerabi l ity of resources (material  and  human); —
fai lure to establ ish  effective contingency arrangements in  the event of a   —
product and/or service fai lure;
fai lure to establ ish  effective continuity arrangements in  the event of a  disaster; —
inadequate insurance provision. —

Any one of the above can  damage an  organization’s reputation.  Loss of reputation  is one 
of the greatest potential  impacts faced  by an  organization.  I t can  have catastrophic effects 
in  the short-term,  and  long-term consequences.

It i s important to remember that where an  organization  operates in  many different 
countries and  cultures the identifcation  process should  take on  board  any relevant 
requirements that are specifc to the location.

 Analyse and evaluate the risks

A process should  be establ ished to identify the l ikel ihood  of the risk being  real ized  and  
the consequence of such  an  event,  so that the risks can  be prioritized.  The process of 
identifying  threats may give rise to a  long  l ist of possibi l ities.  Clearly i t i s not sensible to 
tackle al l  these at one time even if they could  be real ized  as risks.  The organization  should  
establ ish  what the consequence would  be if the risk was real ized.  I f the outcome is minor 
then the evaluation  process should  be deferred  in  favour of those threats with  more 
potential ly disastrous outcomes.
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Having  identifed the possible outcome,  the risk should  be evaluated  as to its frequency.  
Those risks that have continuous exposure should  be viewed as having  a  higher priority 
than  those with  infrequent exposure.  There are many processes for identifying  risk,  but 
one way of ranking  these two dimensions is to use a  simple matrix as shown in  Table 4.1 .  
Those risks that are considered  unacceptable should  be prioritized  for further evaluation.

Table 4.1  Matrix for threat assessment

Infrequent 
exposure

Continuous 
exposure

1 2 3

Minor 
consequences

1
Tolerable 
threat (1 )

2

Disastrous 
consequences

3
Intolerable 
threat (9)

This method prioritizes risks that would  give rise to signifcant problems in  the organization  
if they were to occur.  I t does not identify whether the risk is l ikely to be real ized.

The organization  should  identify the l ikel ihood of the risk being  real ized,  bearing  in  mind  
the internal  controls in  place and  the appetite and  culture of the organization  with  regard  
to the management of risks.

The organization  should  evaluate its prioritized  risks and  the l ikel ihood  of their being  
real ized  in  two ways:

with  the necessary management and  internal  controls embedded in  the culture 1 .  
of the organization;  and
in  the absence of internal  controls embedded  in  the organization.2.  

The risks can  be evaluated  as shown in  Table 4.2.

Risks identifed  as unacceptable and  which  may have a  signifcant impact upon  
stakeholder expectations should  be dealt with  as a  matter of priority in  order to 
demonstrate good governance.
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Table 4.2 Matrix for risk assessment

Excel lent 
control  

measures 
embedded  
in  culture

Negl igible 
control  

measures

Minor 
consequences 
and  infrequent 
exposure etc.

1  -  3 Tolerable

4 - 6

Disastrous 
consequences 
and  continual  

exposure

9
Intolerable 

risk

 Decide how the risks are to be managed

The strategic risks that top management includes in  the risk management programme 
should  be cascaded  in  the form of pol icies,  objectives and  targets,  as appropriate,  to the 
relevant level  within  the organization.  A management system model  may be a  mirror 
(daughter)  of the overal l  strategic model ,  as shown in  Figure 4.2.

Management
Review

Management
Review

Management
Review

Assess
& improve

Assess
& improve

Assess
& improve

Planning

Planning

Planning

Policy

Policy

Policy

Implementation
&

Operation

Implementation
&

Operation

Implementation
&

Operation

Strategic

Management

Operational

Figure 4.2 Management system model  with daughters
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 Plan for the management of individual risks

Each  identifed unacceptable risk should  have arrangements in  place for deal ing   
with  the risk as identifed  in  the previous chapter (see p.  9).  In  order to do this the  
organization  should  ensure that it has a  plan  that i s consistent with  its pol icy(ies),  
objectives and  targets.  This can  be achieved  using  a  mirror management system as 
shown in  Figure 4.2.  Alternatively,  an  integrated  system or other arrangements that are 
considered satisfactory by the organization  should  be used.  The arrangements should  be 
documented  to al low audit.

 Compliance and stakeholder requirements

Many countries have now introduced  a  variety of regulations and/or guidance outl ining  
the requirements for corporate governance within  their jurisdiction.  Al l  organizations wi l l  
have to take into account any relevant territory-based  requirements when  developing  
arrangements for control l ing  risk,  in  addition  to possible sector-based  regulations or 
expectations.  This i s an  area  that i s of even greater importance to an  organization  that has 
operations in  more than  one country as there may be specifc control  arrangements for a  
particular country or,  in  some cases,  particular stakeholders.

There needs to be a  process in  place for identifying  what requirements,  legal ,  guidance 
or otherwise,  apply in  the sphere of operation  of the organization  as wel l  as any new or 
forthcoming requirements.

 Contingency planning

An organization  should  make arrangements to deal  with  any foreseeable emergency 
and  implement contingency arrangements for prevention  or minimization  of the 
consequences.  Emergency situations can  arise from both  the organization’s own activities 
and  from external  events over which  the organization  has l i ttle or no control  or infuence.

The organization  should  consider its range of activities,  including  products or services,  to 
determine if there are situations,  no matter how unl ikely,  that it should  plan  to mitigate in  
the event of an  emergency.  Aspects that should  be considered are:

Has a  l i st of potential  emergency situations been compiled? —
Has a  contingency response team been  establ ished? —
Has there been consultation  with  al l  senior managers to contribute to this l i st? —
When considering  each  emergency situation  have the consequences been   —
documented,  and  the l ikel ihood  of occurrence (i .e.  the risk)  assessed  and  
categorized?
Have plans been  developed  for business continuity with  procedures issued  and   —
tested  regularly?

In  order to mitigate the effects on  al l  stakeholders i t i s essential  that the board  sets in  
place procedures and  plans that anticipate that things can  go wrong  so that it can  take 
planned  and  rehearsed  steps to protect the business.

A guide on  business continuity has been  publ ished  by BSI :  BS 25999-1 :2006,  Business 
continuity management – Part 1 : Code of practice.

http://dx.doi.org/10.3403/30157563
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 Objectives and management programme

Top management has a  responsibi l ity to shareholders,  investors,  staff,  etc.  to defne and  
rank effective and  measurable objectives for the organization.  These objectives should  
be determined  from the risk identifcation  process,  contingency plans,  stakeholder 
requirements and  the overal l  business planning.  Objectives selected  should  take into 
account resources avai lable;  a  simple but wel l -recognized  methodology is the SMART 
process:  objectives that are specifc,  measurable,  achievable,  real istic and  time-orientated.

The organization  should  develop a  strategic plan  for managing  those risks that have 
been  identifed  as needing  control .  The programmes developed for achieving  the 
objectives needs to be establ ished with  appropriate personnel  who have the necessary 
accountabi l ities,  responsibi l ities and  resources.

  Organizational structure,  roles,  responsibility,  accountability  
and authority

Establ ishing  the appropriate structure and  accountabi l ity i s essential  i f the pol icy and  
objectives are to be achieved and  a  cl imate for good governance created.  The organization  
should  establ ish  the owners of particular risks and  have a  structure in  place for managing  
those risks it has identifed as needing  control .

 Organizational structure

Structure is closely related  to leadership and  decision  making.  The extent to which  the 
organization  is decentral ized  and  managers are held  accountable and  rewarded  for 
success (and  sanctioned  for fai lure)  affects the culture.  The wi l l ingness to take risks i s an  
example.  The organization  should  recognize this and  ensure that the structure and  the 
accountabi l ities,  the freedom to act and  resources are appropriate for effective operation,  
and  develop pol icies,  guidance and  frameworks that support this.

The structure should  refect how individual  risks are managed  within  the operation  of the 
organization;  see Figure 4.3.

Strategic management

Financial Marketing Operations

BCM/DEMS OH&S/Env. Technical Information
Security

Strategic and operational  risks

Administration Technology Human resources

Source: Hillson,  2007

Figure 4.3 Corporate governance organogram



23

Implementation of a risk management system

Although a  certain  part of the organization  (divisions,  functions,  etc.)  may be assigned  
ownership of a  risk it may wel l  be necessary for other parts of the organization  to be 
involved for a  pan-organizational  risk governance system to be effective.

There may be a  need  for specifc arrangements for deal ing  with  certain  areas/discipl ines 
of risk,  e.g.  health  and  safety and  information  security.  One way of managing  this 
requirement is to have supportive management systems to the overal l  risk management 
framework.  Despite the fact that the organization  has sought input from experts in  
these individual  areas the board  should  recognize that it has overal l  accountabi l ity for 
the management of the specifc risk area.  Where necessary,  additional  training/guidance 
should  be provided  at board  level  to ensure the management of the risk is effective and  
meets organizational  accountabi l ity and  pol icy objectives.  Where risks are managed  by 
special ists in  an  independent manner,  i t i s important that the board  recognizes the danger 
that there is the possibi l ity that a  coherent organizational  strategy for deal ing  with  risk 
wi l l  be undermined.

 Establishing ownership of risk

The management of risks should  be cascaded as appropriate within  the organization.  
Some risks should  be discussed,  prioritized  and  actioned exclusively at top management 
level .  The internal  controls and  any actions may be treated  in  secrecy because,  for 
example,  of the sensitivity of the risk or for security reasons.  The risk classifcation  process 
and  more specifcal ly the controls required  should  help in  determining  where risk is best 
managed.  Although top management may identify the risk,  i t may be that it i s managed  
at middle management and/or at operational  level ;  see Table 4.3.

Table 4.3 — Cascade of risk management system

Operational  level Responsibility

Top 
management

Middle 
management

Operational

Strategic ✓

Strategic/management ✓ ✓

Strategic/management/operational ✓ ✓ ✓

Management ✓

Management/operational ✓ ✓

Operational ✓

For example,  the organization  may have determined  that not maintaining  security of i ts 
site during  non-operational  hours i s a  signifcant risk.  The control  i s the employment of a  
subcontracted  security company.  Top management has identifed  this risk and  al located  
accountabi l ity within  the organization,  but day-to-day responsibi l ity wi l l  have been  
assigned  at a  more junior level ,  where control  of the outsourced function  is managed.

In  contrast,  health  and  safety management wi l l  have to be control led  throughout the 
organization.  Some market risks wi l l  be handled  at a  senior level  and  wi l l  not be cascaded.
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 Implementation and operation

 General

The control  measures necessary for meeting  the pol icy and  objectives should  be imple-
mented,  ensuring  that the necessary arrangements,  documents and  resources are in  place.

There is also a  need to instigate the monitoring  procedure to verify and  val idate that what 
should  be happening  real ly i s happening.

Bui lding  capabi l ity for effective risk management requires a  strategy that takes into 
account the organization’s present position  and  appetite for risk,  and  the relation  to 
organizational  objectives.  I t i s,  unfortunately,  commonplace to fnd that these strategies 
focus upon  risk as having  a  possible adverse effect on  organizational  performance,  and  a  
‘source of risk’  as a  threat to ongoing  and  planned  activities.

It i s essential  to view risk in  the widest possible interpretation  and  the outcomes are not 
always a  threat.  An  appropriate understanding  might be:

Risk is something that might happen which could have either negative (threats) or 
positive (opportunities) effects on the achievement of objectives.

When risk management within  an  organization  becomes primari ly a  threat-focused  
activity it tends to foster the development of special ists who focus on  specifc classes of 
threat (for example,  health  and  safety,  security,  legal  and  treasury staff).  This in  turn  can  
lead  to the creation  of organizational  si los in  which  the special ist develops a  position  
total ly disproportionate to their importance,  separated  from l ine management decision  
making,  rather than  one that i s ful ly integrated  into al l  management decision  processes.

It i s important to remember that resources for the management of risk are always l imited  
and  every organization  has to be wise in  the manner in  which  it deploys its resources to 
maximum effect.  Cost-effective approaches to creating  risk management capabi l ity within  
the organization  can  often  be achieved  by focused,  incremental  developments,  targeting  
the specifc areas where effective management of risk matters most and  where the 
improvement in  the decisions taken  by management can  have the greatest impact.

It wil l  be impossible for any organization to develop effective capabil ity in  risk management 
without involving the workforce and convincing it of the value of what is being put in  place.  
There have been many instances where poor operational  control  has led  to catastrophic 
fai lures.  In  many cases the risks had been identifed and control  measures implemented;  the 
fai lures were due,  at least in  part,  to a  poor culture within  the organization.

The role of culture in  the strategic management of organizations is important because:

the prevai l ing  culture is a  major infuence on  current strategies and  future  —
changes;  and
any decisions to make major strategic changes may require a  change in  the  —
culture.

Culture is,  therefore,  a  vital  element in  both  strategy creation  and  strategy 
implementation.  The model  in  Figure 4.4 demonstrates the infuence that culture and  
values have within  organizations.

When creating  a  cl imate for a  culture that values people for the contribution  they 
can  make to the business,  i t i s necessary to ensure that effective mechanisms exist for 
involvement of the workforce.  In  many areas of ‘risk management’ there is much evidence 
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to suggest that the involvement of the workforce in  a  meaningful  way can  have a  
positive impact upon risk even  at the lowest levels in  an  organization.  Each  organization  
is different and  there can  be no single model  for effective involvement of the workforce.  
However,  some general  principles that can  be adopted are outl ined  below.

Leadership —  – demonstrating  commitment,  and  setting  organizational  vision,  
objectives and  goals.
Provision of information —  – sharing  information  with  employees.  The provision  
and  exchange of information  and  instructions enables the organization  
to function  effciently and  employees to be properly informed about 
developments and  training.
Consultation —  – management and  workers or their representatives jointly 
consider issues of mutual  concern  with  a  view to identifying  risks and  seeking  
acceptable solutions to problems through  a  genuine exchange of views and  
information.
Involvement and participation of the workforce in joint problem solving —  – 
effective worker involvement is more than  provision  of information  and  
consultation  and  can  lead  to joint problem solving,  which  offers employers  
and  workers an  even  greater level  of involvement.

Style of
Decision  Making

Culture
and

Values

Objectives

Competitive
Advantage

Organizational
Structure

Management
Systems

Management of
People

Functional  Strategies
and Policies

Information
Systems

Figure 4.4 The infuence that culture and values have within organizations

Consultation  with  the workforce wi l l  enable the organization  to consider some areas 
in  which  risk should  be more appropriately managed  and,  working  with  the workforce,  
embed a  positive attitude towards risk management in  the organization  by incorporating  
it into each  individual ’s job description.  This wi l l  enable individuals at al l  levels within  
the organization  to understand  the risks that relate to their role and  activities and  how 
the management of them can  contribute both  individual  and  organizational  goals and  
objectives.  I t wi l l  further the development of an  appropriate risk management culture 
within  the organization  and  foster an  understanding  of how individuals can  contribute to 
continuous improvement of risk management.  Provision  should  be made for protecting  
those who raise issues of concern  where the individual  feels the organization  is not taking  
adequate precautions to mitigate the risk.
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However,  the involvement of the workforce at al l  
levels in  the organization  can  in  no way diminish  the 
accountabi l ity of top management for the management 
of risk.  In  addition  to using  the ‘eyes’  of the workforce 
in  improving  risk management throughout the 
organization,  management should  ensure that there 
are strong  and  effective processes for internal  control  
and  the management of risk.  These controls need  to be 
embedded within  the organization.

 Managing resources

 Identifying resources

The organization  should  clearly identify and  commit the 
resources necessary to del iver the pol icies,  objectives and  
targets i t has establ ished,  including:

people; —
infrastructure,  machinery,  plant,  etc; —
fnance,  investment,  etc. —

The organization  should  commit those resources 
that are essential  to the implementation,  control  and  
improvement of the risk management arrangements.

There wi l l  always be fnancial  l imitations and  possibly 
human resource factors (numbers,  time and  ski l l  sets)  that 
have to be taken into consideration.  These may affect the 
priority in  which  tasks are tackled.

 People

The organization  should  establ ish  whether people are 
committed  and  capable of managing  the risks that have 
been identifed and  where individual  personnel  are 
expected  to enforce controls.

However,  i t should  be recognized  that an  organization  
may be vulnerable to the inappropriate actions of an  
individual  employee who can  do untold  damage – 
consider the col lapse of Barings Bank.  For this reason,  
there needs to be recognition  of the importance of 
individuals and  the vulnerabi l ity of the organization  to 
those individuals.

  Establishing appropriate competencies  
and behaviours

Commonly,  organizations arrange training  without 
ful ly establ ishing  the needs of the organization  or the 
individual .  Fai lure can  occur through  one individual  
either being  incompetent or fai l ing  to demonstrate the 

Contractor problems

Small- and medium-sized enterprises 
(SMEs) have an equal need to apply 
governance principles to their organization,  
particularly when this is a requirement or 
expectation of contract tendering.

A local contractor working in a school 
failed to control the activities of an 
apprentice working under inadequate 
supervision.  Whilst unsupervised the 
apprentice was able to access the school IT 
network and used it to access the internet,  
communicating with indiscrete outside 
parties.  When the matter came to light 
the contractor was suspended from the 
approved contractors’ list and the member 
of staff responsible dismissed.
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appropriate behaviour.  Organizations should  ensure 
that those responsible for establ ishing,  implementing  
and  managing  governance have knowledge and  
understanding  of:

strategic planning; —
legal  requirements; —
agreements and  contracts; —
organization; —
communication  techniques and/or information   —
management;
involvement and  motivation; —
education  and  continual  professional   —
development;
continuous improvement and/or analytical   —
techniques;
evaluation  and  monitoring; —
delegation  and/or equal  opportunities; —
resource management. —

Organizations should  provide detai led  specifcations of 
the performance that employees are expected  to achieve,  
based  on  the knowledge and  understanding  required  to 
del iver positive task outcomes.

Organizations should  also establ ish  behavioural  standards 
to underpin  their competency framework.  An  example of 
management competency is shown in  Table 4.4.

Table 4.4 An example of management competency

Competency Behavioural  characteristic(s)

1 .  Acting  in  an  ethical  
manner

Shows integrity and  fairness 
in  decision  making

2.  Analysing  information  
and  taking  decisions

Defnes processes by task 
and  activity

Takes real istic decisions for a  
given  situation

Demonstrates an  abi l ity to 
identify patterns from events 
and  data  where there is no 
obvious relationship

  Performance – towards a  culture of  
good governance

Achieving  success in  an  ever more complex and  
competitive global  market-place is becoming  increasingly 
chal lenging.  The speed of change is accelerating,  there is 
a  consequent lack of organizational  history as a  reference 
point and  the boundaries between organizations are 

Safety and environmental incidents

A multinational oil exploration and refning 
organization,  which typically performed 
well on the fnancial market and attracted 
ethical investors,  experienced major failures 
with both safety and environmental 
incidents.  These incidents received global 
media exposure and adverse comment 
about the board and its commitment to 
the management of these operational risks.  
Investigators pointed to a lack of internal 
control and poor cultural issues as having 
a large part to play in the incidents and,  
at a time of escalating oil prices,  its stock 
market performance was poor.
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becoming  progressively more blurred.  I t i s important that organizations develop a  culture 
of performance and  this i s equal ly appl icable to a  commercial  organization,  a  hospital  or a  
charity,  and  the backbone in  achieving  the desired  performance is the workforce.

Clearly,  i f members of the workforce are to be enthused about their responsibi l ities 
for managing  risk within  their roles and  l inking  their activities directly to the overal l  
performance of the organization,  there has to be some sort of mechanism for providing  
appropriate reward.  This i s often  achieved  through a  performance management process 
that l inks individual  reward  to achievement of individual  objectives that support overal l  
organizational  objectives.

Performance management is a  process,  or set of processes,  which  should  enable 
organizations to achieve their objectives.  I t should  frst establ ish  shared  understanding  
between managers and  their staff about what is to be achieved.  Then  it should  encourage 
management and  development that increases the probabi l ity of achieving  short- and  
long-term goals.

Outputs from effective performance management should  be the communication  and  
reinforcement of organizational  strategies,  values and  norms.  Most importantly,  i t 
enables the integration  of individual  and  corporate objectives.  I t can  also be a  conduit to 
enable expression  of individuals’  views about achieving  current goals for their team or 
department.

Features of good performance management are:

that it i s a  continuous process,  not an  annual  event; —
the communication  of vision,  objectives and  strategy; —
that it i s subjected  to regular evaluation; —
that use is made of existing  processes for objective setting  and  work planning; —
top management commitment; —
l ine management understanding  and  commitment; —
cultural  commitment. —

 Managing other resources

A whole range of resources is required  for the effective running  of a  business.  Some 
considerations might be:

buildings,  workspace and associated utilities —
The provision  of infrastructure to meet needs is an  obvious requirement but 
it i s sometimes forgotten  that bui ldings,  work areas and  support faci l ities 
need  regular maintenance,  replacement,  cleaning,  etc.  You  need to provide 
for reviewing  the infrastructure in  the broadest sense,  bearing  in  mind  
technological  changes,  workplace expectations,  changes in  workload,  and  
rel iabi l ity,  consistency and  other qual ity aspects.
process equipment (both hardware and software) —
The point about infrastructure is particularly important in  respect of hardware 
and  software,  which  date very quickly.  Rel iance on  computers increases the risk 
of accidental  loss of data,  which  is a  serious danger.
supporting services (such as transport or communication hardware) —
Transport services are also sometimes not seen  as a  core issue.  However,  they 
can  impact on  the environment through poor environmental  specifcation   
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and there are occupational  health  and  safety issues related  to transport:   
driver hours,  carriage of dangerous loads,  training,  the type of vehicles used   
or poor maintenance.

 Documentation

I t i s important that the organization  has some way of documenting  or recording  its 
arrangements and  control l ing  its documents.  The organization  should  establ ish  and  
maintain  information  in  a  suitable medium,  which  describes the care arrangements and  
gives direction  on  related  documentation.

Any documentation  or electronic media  should  be so managed  that:

it can  be located; —
it i s periodical ly reviewed,  revised  as necessary and  approved for adequacy by  —
authorized  personnel ;
current versions of relevant documents and  data  are avai lable at al l  locations  —
where operations essential  to the effective functioning  of the system are 
performed;
obsolete documents and  data  are promptly removed from al l  points of i ssue  —
and points of use or otherwise assured  against unintended  use;  and
archival  documents and  data  retained  for legal  purposes or knowledge  —
preservation,  or both,  are suitably identifed.

 Communication

Communication  from stakeholders can  give an  early warning  of possible problems that 
could  adversely affect the reputation  of the organization.  Reputations are bui lt upon  
trust,  the trust that stakeholders,  particularly customers,  have in  the organization.  
Proactive communication  with  stakeholders can  do much to develop trust and  provide 
feedback on  areas of concern.

External  communication  to and  from stakeholders should  be integrated in  the 
organization’s framework.  This includes marketing  and  communication  with  national  
bodies,  investors,  the media  and  any other appropriate areas.  I t may be necessary to have 
an  appointed  person  who is tasked  with  coordinating  and  deal ing  with  media  enquiries.

Organizations should  consider the fol lowing.

Is internal  communication  seen  as essential  to the organization’s strategic  —
success?
Is the organization  wi l l ing  to change things when  this i s necessary to improve  —
internal  communication?
Is the organization  prepared  to invest in  resources for internal  communication,   —
for example,  in  training  people in  the use of new technology?
Does the organization  make sure that those responsible for internal   —
communication  have access to al l  the right information,  at the right time,  to 
enable them to play their part in  implementing  the business strategy?
Does the organization  value and  show that it values the views and  ideas of  —
people at al l  levels throughout the organization?
Is the organization’s col lective commitment to positive communication  self- —
generated such  that personnel  act on  it consistently even when unprompted?
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 Performance assessment

 Monitoring and measuring

Internal  control  i s a  requirement of corporate governance.  Audit i s one powerful  tool  
for assessing  the organization’s performance against the arrangements it has specifed,  
which  is described  below.  In  addition,  there are other ways of assessing  performance that 
are extremely valuable and  may be required  for a  number of reasons.  There are many 
activities undertaken  within  an  organization  on  a  dai ly basis that are essential  to ensuring  
the organization  manages its operational  risks,  e.g.  visitors,  site security,  del ivery of correct 
suppl ies and  safety.  The aim should  be to monitor,  check,  inspect and  measure those 
activities or parameters that could  have a  signifcant impact should  they fai l  in  some way.

The requirement to monitor what is happening  in  an  organization,  either at an  individual  
operating  unit or across the organization,  together with  effective systems for measuring  
results and  reporting  these at the appropriate level ,  i s particularly important.  Everyone 
wi l l  be famil iar with  the regular reporting  on  fnancial  matters (fundamental  in  the 
ongoing  sustainabi l ity of any organization)  but,  equal ly,  monitoring  activities that relate 
to other specifc organizational  objectives i s important in  effective internal  control .

For example,  local  government may have best-value performance indicators in  the 
fol lowing  areas:

corporate health; —
education; —
Social  Services; —
housing  and  homelessness; —
Housing  Beneft and  Counci l  Tax; —
waste; —
transport; —
planning; —
environment/environmental  health  and  trading  standards; —
cultural  services/l ibraries and  museums; —
community service and  wel l -being; —
fre; —
qual ity of services. —

In  a  commercial  organization  these could  refect differing  objectives and  might include:

return  to shareholders; —
dividend  per share and  dividend  cover; —
operating  proft before tax; —
customer satisfaction; —
waste management; —
emissions and  pol lution; —
transport; —
health  and  safety performance; —
employee satisfaction; —
qual ity. —

The selection  of indicators wi l l  depend  entirely upon  the organization,  i ts sector and  its 
stakeholders,  and  both  of the above l ists comprise high-level  strategic objectives for the 
organizations that wi l l  require monitoring.  There wi l l  a lso be many lower-level  monitoring  
activities that feed  into the organizational  objectives.  These might include the fol lowing:
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Managers demonstrating  genuine interest in  ‘shop foor’ activities wi l l   —
encourage buy-in  by employees and  help encourage feedback on  potential  
problems and  opportunities for improvement.
Regular checks to ensure waste is disposed of appropriately. —
Evaluating  the effciency and  cost of deal ing  with  planning  appl ications. —
Monitoring  the satisfaction  of householders with  counci l  services. —

In  any event,  the methods used  should  be proactive,  that i s,  seeking  information  on  what 
is happening  and  identifying  areas of possible concern  before they become an  issue.

 Evaluation of compliance

At various times the organization  needs to determine whether it i s compl iant with  any 
regulatory controls or requirements that apply to its operations.  This evaluation  may need  
to be against the requirements specifed  in  other countries if the organization  provides 
goods or services to other parts of the world.  The frequency of this evaluation  can  vary 
depending  on  the risk and  the controls that are appl ied.

A simi lar process i s also appropriate for evaluating  customer or stakeholder requirements.

 Internal audit

Many people are famil iar with  the concept of auditing  for fnancial  purposes.  The 
function  of fnancial  auditors i s quite different from that of a  systems auditor.  In  the case 
of risk management for corporate governance,  the internal  audit should  be focused  on  
the risk management systems and  their abi l ity to del iver the organization’s pol icies and  
objectives.  The auditor has a  responsibi l ity to make sure that the defned system is in  fact 
being  fol lowed.

Audit considerations at a  high  level  should  include:

board  pol icy objectives and  priorities; —
stakeholder requirements; —
statutory and  regulatory requirements; —
risks to the organization; —
systems and  operational  arrangements. —

The audit should  establ ish  that the fol lowing requirements have been met:

plans prepared,  documented  and  communicated; —
responsibi l ities designated; —
time-scales set to achieve objectives; —
plans reviewed at planned  regular intervals; —
documentation  of roles,  responsibi l ities,  and  authorities; —
a management representative has been appointed  as a  risk owner; —
resources (including  human resources,  special ized  ski l l s,  technology and   —
fnancial  resources);
roles,  responsibi l ities and  authorities defned  and  documented; —
effective procedures for ensuring  the competence of personnel  to carry out  —
their designated  functions.

Al l  internal  audit activities should  result in  a  formal  report deal ing  with  the specifc areas 
that have been  audited.  This report should  be confdential  and,  whi lst aspects of the 
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fndings may have been  discussed  with  appropriate levels of management,  i t should  be 
provided  directly to the top management responsible for risk management.

Personnel  chosen to undertake the internal  audit should  be selected  on  the basis of 
competence and  independence from the area  being  assessed.

 Improvement

 General

No system should  be static as the expectations of stakeholders continual ly change over 
time.  Moreover,  the abi l ity to manage risk may wel l  improve,  and  the system needs to take 
account of emerging  risks.

The processes of monitoring,  measurement and  audit provide valuable information  on  
where improvements to the system are necessary or can  be made.

 Analysis of nonconformity

I f the system is fai l ing  in  some way,  this i s often  termed as a  nonconformity and  
arrangements need  to be establ ished  for analysing  and  correcting  this.  The root cause for 
the nonconformity shal l  be determined and  the fai l ing  addressed.

The level  at which  responsibi l ity and  authority for any specifc action  to deal  with  
preventing  nonconformance wi l l  obviously depend  upon the nature of the risk.  This 
should  be dealt with  at a  suffciently senior level  to demonstrate commitment to the 
process.  There needs to be some process instigated  to check that action  has been  taken  
and  that it has been effective in  deal ing  with  the root cause of the nonconformance.  Any 
new arrangements put in  place should  be evaluated  before implementation  to determine 
that no new unacceptable risks wi l l  be created.

 Management review

Reviewing  risk management governance systems is a  fundamental  requirement in  any 
organization.  The review ensures that internal  controls are being  appl ied  effectively,  as 
intended,  and  del iver organizational  objectives.  Most importantly,  reviews provide the 
mechanism to drive the continual  improvement required  of any management system.

There are specifc inputs to the management review and what is expected in  the 
form of outputs.  This reinforces the vital  role of these reviews in  driving  the continual  
improvement cycle.

Results of audits —
The audit process should  be embraced as an  essential  activity and  top 
management should  view the outputs in  a  positive manner,  whether the 
results are positive or negative.  The results are one of the most important 
inputs to the review process.  They should  help to identify whether the existing  
arrangements are suffcient for del ivering  the pol icy and  objectives.
Feedback from stakeholders —
Any emerging  trends,  stakeholder requirements or information  from 
external  sources should  be dealt with  as they arise throughout the year.  
The management review needs to consider whether there is a  need  for new 
strategies or arrangements.
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Implementation of a risk management system

For the system to be effective there is a  need  to involve the workforce and  
encourage its contribution.  I ts concerns should  be considered  with  a  view to 
identifying  opportunities for continuing  and/or improved commitment to the 
organization  in  i ts management of the risks for good  governance.
Status of remedial actions —
The organization  should  review any actions it has taken  or i s taking  fol lowing  
any incidents.
Follow-up actions from previous management reviews —
The fol low-up actions should  be presented and  an  indication  given  where 
possible of the timel iness of the implementation  of new measures and  their 
effectiveness.
Changing circumstances,  including developments in legal and other  —
requirements
This includes both  internal  and  external  factors,  such  as takeovers or mergers,  
reorganizations,  new technology,  new projects and  any new legal  or regulatory 
impacts.
Data and information on organizational performance —
This i s where the overal l  performance of the organization  is reviewed to see 
how wel l  i t has been managing  its risks for governance and  whether the 
objectives have been  del ivered  within  the defned  schedule.
Recommendations for improvement —
A frequent misconception  is that the management review should  just 
be carried  out annual ly.  In  real ity,  the frequency should  be determined  
by circumstances.  To be truly effective,  the management review of the 
organization’s processes should  be structured around  areas of del ivery where 
uncertainty and  risk matter most.

The management review differs from the audit in  that it i s more strategic 
in  its focus.  For example,  the audit may conclude that everything  is in  place 
to meet the pol icy and  objectives,  but the management review may show,  for 
example,  that internal  or external  considerations justify a  change.

As wel l  as seeking  to remedy defciencies,  the management review 
offers the opportunity for a  more proactive approach:  to consider where 
the organization  wishes to be in  the governance of i ts risks and  how it can  
maximize the resulting  benefts.
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5.  Other management processes

There are many international  and  national  management system processes that can  
help an  organization  in  the implementation,  operation  and  maintenance of internal  
control  arrangements.  There may be individual  arrangements to deal  with  specifc risks 
that are very sound  in  themselves,  which  are external ly assessed  and  certifed.  These 
individual  arrangements may be useful  as a  framework for developing  overal l  internal  
control  and  risk management arrangements.  In  any event,  the use of external  parties 
to undertake independent audit should  give assurance to the board  that arrangements 
are sound and  can  meet reporting  requirements expected under corporate governance 
frameworks.  Additional ly,  the use of such  certifed  systems can  assist in  embedding  within  
the organization  arrangements for risk assessment and  internal  control ,  enabl ing  an  
organization  to demonstrate compl iance to interested  stakeholders.

The l ist below includes standards that relate to some areas that might be considered:

BS 25999–1 :2006,  Business continuity management — Part 1 : Code of practice

BS 25999–2:2007,  Business continuity management — Part 2: Specifcation

BS 31 1 00 (DPC)  (2008)  Code of practice for risk management

BS EN  ISO 1 4001 :2004,  Environmental management systems — Requirements with 
guidance for use

BS EN  ISO 22000:2005,  Food safety management systems — Requirements for any 
organization in the food chain

BS ISO/IEC 27001 :2005;  BS 7799-2:2005,  Information technology — Security techniques — 
Information security management systems — Requirements

BS OHSAS 1 8001 :2007,  Occupational health and safety management systems 
— Requirements

SA8000:2001 ,  Social Accountability

Please see Appendix B  for correspondence of the requirements between various 
management systems for qual ity,  environment,  health  and  safety and  information  security.

http://dx.doi.org/10.3403/BS25999
http://dx.doi.org/10.3403/BS25999
http://dx.doi.org/10.3403/30191339U
http://dx.doi.org/10.3403/03151977
http://dx.doi.org/10.3403/30075591
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6.  Self-assessment questionnaire

The simple questions set out below wil l  enable you  to establ ish  where your organization  is 
positioned with  respect to the basic elements it needs for control l ing  its risks.

Each  question  attracts a  score between 0 and  2.  Score 0 where the issue has not been  
addressed,  1  for partial  compl iance and  2  if your organization  ful ly satisfes the question.

0 1 2

I s top management committed  to effective risk 
management for good governance?

Is the risk management system based on  the best 
avai lable information?

Is risk management part of the process of 
decision  making  in  your operations?

Are your risk management systems and  pol icies 
appropriate for the size,  complexity and  nature 
of your organization?

Are your risk management system and pol icies 
appropriate for the nature of the risks your 
organization  faces,  refecting  best practice in  
your sector?

Does the organization  have a  process for 
identifcation  of risks?

Have you  identifed  the risks to the 
organization?

Have you  assessed  the l ikel ihood  and  
consequences of the signifcant risks being  
real ized?

Is the risk management system systematic and  
structured?

Does the risk identifcation  process take into 
account organizational  culture,  human factors 
and  behaviour?

Is your risk management system dynamic and  
responsive to change?

Have you  assessed  the risks that could  damage 
your organization’s reputation?

Have you  assessed  the risks that could  result in  
production  loss or service fai l ing?
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Self-assessment questionnaire

0 1 2

Have you  assessed  the risk that could  adversely 
affect your market position? 

Do you  have a  mechanism to identify and  assess 
risks on  an  ongoing  basis?

Have you  establ ished internal  control  
arrangements to deal  with  the identifed  risks?

Is top management up to date with  
developments in  regulatory frameworks,  
technological  i ssues and  pol itical  i ssues,  which  
may affect the organization’s market?

Is there a  process in  place to identify legal  and  
other requirements that the organization  needs 
to address?

Have you  identifed  your organization’s 
stakeholders and  their expectations?

Have you  establ ished a  contingency plan  and  
evaluated  its effectiveness?

Have you  establ ished continuity arrangements in  
the event of a  disaster or emergency?

Does top management have clear objectives for 
the organization  that have been  communicated  
to employees as appropriate?

Does management demonstrate the necessary 
competence and  integrity to create a  cl imate of 
trust?

Are the arrangements embedded  in  the culture 
of the organization?

Are management control  arrangements 
implemented  effectively throughout the 
organization? 

Does management ensure that people are 
adequately trained to manage the risks they are 
assigned  to control?

Do the people in  the organization  have the 
knowledge,  ski l l s,  tools and  resources to support 
the achievement of the company’s objectives?

Are arrangements in  place for documenting  
arrangements and  records kept where necessary?
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Self-assessment questionnaire

0 1 2

I s there effective communication  between top 
management and  the management team,  other 
employees and  others to ensure that al l  parties 
understand the company’s appetite for risk?

Are there establ ished  channels of communication  
for individuals to report suspected  breaches 
of law,  regulations,  etc.  – a  ‘whistle-blower’s 
charter’?

Are operational  controls monitored  on  a  regular 
basis to ensure continued effectiveness?

Do you  regularly review arrangements for 
complying  with  customer,  stakeholder and  
regulatory requirements?

Do you  regularly audit the risk management 
control  arrangements?

Do you  regularly seek to improve your 
arrangements?

Do the results of audits,  incidents and  
performance reports regularly form part of the 
review process?

Do you  report regularly upon your risk 
management processes?

 If your total score is:

less than 30:   your organization  has hardly made a  start on  the effective management 
of i ts risks for good governance and  needs to move forward  quickly

31  to 60:  your organization  has made a  start but needs to do more

more than 60:   provided you do not score less than  1  in  any area,  the organization  
should  be wel l  on  the way to effective control .
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Appendix A.  Summary of risk management tools

Table A.1  Summary of risk management tools

Tool Identifcation Assessment Response

Risk questionnaires ✓

Risk checkl ists/Prompt l ists ✓

Risk identifcation  workshop ✓ ✓

Nominal  group technique ✓ ✓

Risk breakdown structure ✓ ✓

Delphi  technique ✓ ✓

Process mapping ✓ ✓

Cause-and-Effect diagrams ✓ ✓

Risk mapping/Risk prof l ing ✓ ✓

Risk Indicators ✓

Brainstorming/ ‘thought shower’ events ✓

Interviews and  focus groups ✓

‘What if?’  workshops ✓

Scenario analysis/scenario planning/horizon  
scanning

✓ ✓ ✓

Hazard  and  operabi l ity study (HAZOPs) ✓ ✓

PEST (Pol itical ,  Economic,  Sociological ,  
Technological )  analysis

✓ ✓

SWOT (Strengths,  Weaknesses,  Opportunities 
and  Threats)  analysis

✓ ✓

Stakeholder engagement/Matrices ✓

Risk register/Database ✓ ✓ ✓

Project prof le model  (PPM) ✓

Risk taxonomy ✓

Gap analysis:  Pareto analysis ✓ ✓
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Tool Identifcation Assessment Response

Probabi l ity and  consequence grid/Diagrams 
(PIDs)/Boston  grid

✓ ✓

CRAMM ✓ ✓ ✓

Probabi l ity trees ✓

Expected  value method ✓

Risk model l ing/Risk simulation
(Monte Carlo/Latin  Hypercube):  

✓

Flow charts,  process maps and  documentation ✓

Fault and  event tree model l ing:
Fai lure Mode Effects Analysis (FMEA)

✓

Stress testing ✓ ✓

Critical  path  analysis (CPA) or Critical  path  
method (CPM)

✓

Sensitivity analysis ✓

Cash  fow analysis ✓

Portfol io analysis ✓

Cost-Beneft analysis ✓ ✓

Uti l ity theory ✓

Visual ization  techniques 
Heat maps,  RAG status reports,  Waterfal l  
charts,  Prof le graphs,  3D Graphs,  Radar charts,  
Scatter diagrams

✓ ✓

Source: Table A.1  is taken from DC BS 31100

http://dx.doi.org/10.3403/30191339U


40

Appendix B.  Comparative table – common 
elements of quality,  environmental  and OH&S 
Systems with PAS 99

Table B.1  Comparative table illustrating the common elements of quality,  
environmental  and OH&S Systems with PAS99:  specifcation of common 

management systems requirements as a framework for integration

Good Governance – Risk 
Management System

ISO 9001 ISO 
1 4001

ISO 
1 8001

ISO/IEC 
27001

Requirements 
of PAS 99

3.1  General  requirements 4.1
5.5

4.1 4.1 4.1
4.2

4.1

3.2 Policy 5.1
5.3

4.2 4.2 5.1 4.2

3.3 Planning for risk 
management

5.4 4.3 4.3 4.2 4.3

3.3  Risk identifcation,  
assessment and  control

5.2
5.4.2
7.2

4.3.1 4.3.1 4.2 4.3.1

3.3  Identifcation  of 
stakeholder requirements

5.3
7.2.1
7.2.1

4.3.2 4.3.2 4.2.1 (b2) 4.3.2

3.3  Contingency planning 5.4
8.3

4.4.7 4.4.7 4.3.3

3.3  Objectives and  
management programme

5.4.1
5.4.2
8.5.1

4.3.3 4.3.3 4.2.2 4.3.4

3.3  Organizational  structure,  
roles,  responsibi l ities,  
accountabi l ity and  authority

5.1
5.5

4.4.1 4.4.1 4.2.2 4.3.5

3.4 Implementation and 
operation

7 4.4 4.4 4.4

3.4 Operational  Control 7 4.4.6 4.4.6 4.2.2 4.4.1

3.4 Managing  resources 5.1
5.5.1
6

4.4.1
4.4.2

4.4.1
4.4.2

5.2.1
5.2.2

4.4.2

http://dx.doi.org/10.3403/30144033U
http://dx.doi.org/10.3403/00337555U
http://dx.doi.org/10.3403/00889097U
http://dx.doi.org/10.3403/30126472U
http://dx.doi.org/10.3403/30126472U
http://dx.doi.org/10.3403/30144033U
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Good Governance – Risk 
Management System

ISO 9001 ISO 
1 4001

ISO 
1 8001

ISO/IEC 
27001

Requirements 
of PAS 99

3.4 Documentation 4.2 4.4.4
4.4.5
4.5.4

4.4.4
4.4.5
4.5.4

4.3 4.4.3

3.4 Communication 5.3
5.5.1
5.5.3
7.2.3

4.4.3 4.4.3 4.2.4(c) 4.4.4

3.5 Performance assessment 8 4.5 4.5 4.5

3.5 Monitoring  and  
measuring

8
7.6

4.5.1 4.5.1 4.2.3 4.5.1

3.5 Evaluation  of compl iance 8.2 4.5.2 4.5.1
4.5.2

4.2.3 4.5.2

3.5 Internal  Audit 8.2.2 4.5.5 4.5.5 6 4.5.3

3.6 Improvement 8.5 4.5.3
4.6

4.6. 8 4.6.1

3.6 General 8.5 4.5.3
4.6

4.6 4.2.4
8.1

4.6.1

3.6 Analysis and  handl ing  of 
nonconformities

8.3
8.4
8.5

4.5.3 4.5.3 4.2.4
8.2
8.3

4.5.4
4.6.2

3.7  Review 5.6 4.6. 4.6. 7 4.7

3.7 Management review 
– general

5.6.1 4.6 7.1 4.7.1

3.7  Input 5.6.2 4.6 7.2 4.7.2

3.7  Output 5.6.3 4.6 7.3 4.7.3

3.7  Reporting 4.4.3

Note:  this Table should  be taken as a  guide only,  since correspondence between the clauses could  be imprecise

http://dx.doi.org/10.3403/00337555U
http://dx.doi.org/10.3403/00889097U
http://dx.doi.org/10.3403/30126472U
http://dx.doi.org/10.3403/30126472U
http://dx.doi.org/10.3403/30144033U
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