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Foreword

Evidential weight and legal admissibility of information stored electronically — Code of practice for the
implementation of BS 10008 (referred to i n this docum ent as ’the Code’) i s pri m ari l y concerned with
the authentici ty, integri ty and avai l abi l i ty of el ectronical l y stored inform ation, to the dem onstrabl e
l evel s of certainty requi red by an organizati on. I t i s particul arl y appl i cabl e where this stored
inform ation m ay be used as evi dence i n disputes insi de and outside the l egal system .

Thi s i s the fifth edition of the Code, which was fi rst publ ished by BSI in 1 996. This edi ti on i s an edi toria l
revision of the fourth editi on (BIP 0008-1 (2008)). I t i s techni cal l y si m i l ar, wi th an extension of i ts scope
to incl ude inform ati on stored i n databases and other el ectronic system s. It has al so been restructured in
recogni tion of the publ icati on of BS 1 0008:201 4, Evidential weight and legal admissibility of electronic
information — Specification and can be consi dered to be a gui de to the i m pl em entation of the Briti sh
Standard in rel ati on to inform ation stored el ectroni cal l y.

U sers of the previous edi tions shoul d consi der the advantages of assessi ng their inform ation
m anagem ent system s i n the l ight of this new editi on, and am end their system s and/or docum entation
where appropriate. G ui dance is given i n Annex A of thi s part of the Code on the m aj or differences
between this versi on and the previous versions.

Thi s publ i cation i s the first part of BIP 0008, whi ch i s m ade up of the fol l owing:

• BI P 0008-2 (201 4), Evidential weight and legal admissibility of information transferred electronically
— Code of practice for the implementation of BS 10008;

• BI P 0008-3 (201 4), Evidential weight and legal admissibility of linking electronic identity to
information — Code of practice for the implementation of BS 10008.

The Code i s publ i shed by BSI i n recogni ti on of the l arge num ber of i m pl em entati ons of el ectronic
inform ation m anagem ent system s, and of the conti nui ng uncertainty about the l egal acceptabi l i ty of
inform ation stored on these system s. It provides good practice gui dance for the el ectronic creati on,
storage and retrieval of i nform ati on.
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Introduction

Management summary

I t i s essenti al that organi zati ons are aware of the val ue of the inform ation that they store, and that
they execute thei r responsi bi l i ti es under the ‘duty of care’ pri nci pl e. This Code of Practi ce gives detai l ed
gui dance on the issues of i nform ati on m anagem ent, i nform ati on security m anagem ent and
l egal /regul atory requi rem ents. The Code is arranged based on BS 1 0008, Evidential weight and legal
admissibility of electronic information — Specification , and can thus be used as a gui de to the
im pl em entation of this Briti sh standard.

Inform ation securi ty i s si gnifi cant when discussing l egal adm i ssi bi l i ty i ssues. Where l egal adm i ssi bi l i ty is
bei ng assessed, the m ain discussion i s l ikel y to be rel ated to the authentici ty of the stored i nform ati on.
When the el ectroni c i nform ation was captured by the storage system , was the process secure? Was the
correct inform ati on captured, and was it com pl ete and accurate? During storage, was the i nform ation
changed in any way, either accidental l y or m al i ciousl y? When respondi ng to these questi ons,
inform ation securi ty i m pl em entation and m oni tori ng wil l be significant evi dence when asked to
dem onstrate authenti city.

Information as an asset

The board of directors (or other equi val ent group) of any organi zati on i s responsi bl e for the conduct of
that organizati on in every way – financial l y, operati onal l y, l egal l y and ethi cal l y. Specifi cal l y, it has
responsibi l i ty for i ts assets and their use. M any responsibi l i ties of a board of di rectors concern the
activi ti es and processes of the organizati on, for exam pl e investm ent for a new product, sel l ing in a new
m arket or bui l d i ng a new pl ant. But som e of the m ost i m portant responsi bi l i ti es are defined
functional l y by subject, for exam pl e financial affairs and hum an resources. One such subj ect i s
inform ation – not i nform ati on system s but the stored inform ation i tsel f. 1

Organizations operate by producing, transm i tti ng and di gesting i nform ati on. The ri ght inform ation at
the ri ght pl ace at the ri ght ti m e i s essential for effecti ve conduct of business. Equal l y, the m i suse,
copyi ng, theft, l oss and abuse of i nform ati on can be, and has very publ icl y been, the cause of scandal s
and busi ness fai l ures.

Inform ation is required i n every activi ty and every function, thus proper control of inform ation and
care i n its use has al ways been a subject of concern. M odern com puters and com m unicati ons system s
can store inform ati on, process it and m ake i t accessibl e in ways never before achi eved. Thi s can be of
great additi onal benefit to business but can al so enhance opportuniti es for m i suse, theft, l oss and
abuse and, in particul ar, indiscrim inate di ssem i nation of i nform ati on.

In som e organi zations, it i s accepted that som e types of business inform ation are assets, for exam pl e,
custom er and services inform ation and intel l ectual property such as patents and copyri ght. Al l
inform ation in an organization, regardl ess of i ts purpose, shoul d be properl y i denti fi ed, even i f
identificati on is not requi red for accounti ng purposes, for considerati on as an asset of the business. On
the other hand, the retention of inform ation past i ts retenti on peri od can al so be a business l i abi l i ty,
for exam pl e an increased cost of storage.

M ost organizati ons have extensi ve experience i n the subj ects and functi ons they address. Rel ati vel y few
organi zations have experi ence in the acqui sition, processing, storage and transm ission of i nform ati on
and fewer sti l l in the responsibi l i ti es that ari se when i nform ati on is consi dered a business asset.

1 In 1 995, with th e support of th e KPM G I M PACT team , the H awl ey Com m ittee prod uced a report, ‘Information as an Asset’, wi th

an objective of creati ng a set of g uid el ines for boards of di rectors on pol i ci es and procedures for m anagi ng i nformation .
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Purpose of the Code

U sers of el ectroni c inform ation m anagem ent system s are bei ng asked by their com pani es, governm ent
departm ents and other em pl oyers to com m i t key records and docum ents under their control to
el ectroni c m edia. The appl i cation of these system s is changing the way i n which m any aspects of
busi ness and organizati onal l ife are operated, and i s creating an el ectronic l egacy for their successors,
as paper docum ents are increasingl y repl aced by m any form s of el ectroni c inform ation storage.
Di fferent el ectroni c storage system s and devices have their own inherent advantages and l im i tati ons
and exi sti ng system s wil l , at som e l ater stage, be repl aced or becom e obsol ete. The purpose of the
Code i s to assi st organizations i n deal ing wi th the im pl icati ons, speci fi cal l y concerni ng evidential and
l egal issues, of this technol ogi cal evol ution.

The Code provi des a fram ework and guidel i nes, based on the provisi ons of BS 1 0008 that identi fy key
areas of good practi ce for the i m pl em entati on and operati on of such el ectronic storage system s,
whether or not any inform ation hel d therei n is ever requi red as evidence in the event of a di spute. As
such, com pl iance wi th the Code (and therefore wi th BS 1 0008) shoul d be regarded as a dem onstration
of responsibl e business m anagem ent.

A m ore detai l ed expl anati on i s provi ded in Annex B, to assist readers new to the subject or seeki ng
background rati onal e for the gui dance to good practice i n the rest of the docum ent.

Management framework

Chapters 1 to 7 of the Code are structured al ong the l i nes of the standardized structure of the ISO
M anagem ent System Standards, such that i ts i m pl em entation can be synchronized with other
m anagem ent system s such as BS I SO/IEC 27001 :201 3 Information technology — Security techniques —
Information security management systems — Requirements where appropriate.

Previous versions of the Code were structured accordi ng to the four phases of the Pl an-Do-Check-Act,
or PDCA for short, which had been adopted by the m aj ority of m anagem ent system s standards. Recent
changes to the structure of these m anagem ent system standards (such as those for qual ity m anagem ent
(BS EN ISO 9001 :2008, Quality management systems — Requirements) , environm ental m anagem ent
(BS EN ISO 1 4001 :2004, Environmental management systems — Requirements with guidance for use)
and inform ati on security m anagem ent (BS ISO/I EC 27001 )) have taken pl ace. The PDCA m odel
em phasizes how cri tical i t i s for effective risk m anagem ent that an ongoi ng m anagem ent process i s in
pl ace, and is exercised.

Introduction
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General

Scope

The Code descri bes the im pl em entation and operation of inform ation m anagem ent system s that store
inform ation el ectroni cal l y and where the issues of authenti city, i ntegrity and avai l abi l i ty as requi red by
l egal adm issibi l i ty and evidential wei ght are i m portant.

DEFINITIONS (see also Annex C)

Authentici ty – trustworthiness of ori gi n and evidential content

Integri ty – retention of the evidential content of the inform ation

Avai l abi l i ty – accessibi l i ty of the inform ati on as requi red

N OTE: Where the term ‘system’ is used in th is docu ment, it shou ld be taken as meanin g the ‘in form ation

manag ement system’ th at is bein g reviewed , u nl ess otherwise stated.

The Code i s for use wi th any i nform ati on m anagem ent system that stores inform ati on el ectroni cal l y,
using any type of el ectroni c storage m edi um i ncl uding wri te-once-read-m any (WORM ) and rewri tabl e
technol ogi es.

The Code i s al so for use wi th any type of database or other el ectronic system . Database fi l es m ay
potenti al l y contain any type of data: for exam pl e, coded-character data, form atted text, im ages,
com puter-ai ded desi gn (CAD) drawings, m oving and sti l l video i m ages or voi ce data, or any
com bi nation of these. Database fi l es m ay contain data of m ore than one type, and/or of m ore than
one i m age. Database fi l es m ay al so incl ude i nternal l y generated fi l es, such as l og fi l es and audi t trai l s.

Database fi l es m ay be created by the inform ation m anagem ent system i tsel f or by its users, or they m ay
be im ported i nto the system . The Code covers al l such database fi l es, whether created and/or i m ported
di rectl y or through a network, from the tim e at whi ch the system assum es control of the database fi l e.

The Code does not cover processes used to eval uate the authentici ty of i nform ati on prior to it being
im ported i nto the system . H owever, it can be used to dem onstrate that output from the inform ation
m anagem ent system i s a true record of what was im ported.

The Code i s al so for use in the identificati on and devel opm ent of pol i cies and procedures as speci fied i n
BS 1 0008, i n rel ation to the storage of el ectroni c inform ation. A com panion to the British Standard and
to the Code is the com pl i ance workbook, BI P 0009 (201 4), Evidential weight and legal admissibility of
electronic information — Compliance workbook for use with BS 10008. This workbook enabl es a
com prehensi ve assessm ent to be m ade of the user’s i nform ati on m anagem ent system for com pl iance
with the Bri tish standard. Com pl etion of a copy of BI P 0009 for each system and associ ated storage and
retri eval processes provi des one m eans of satisfying key el em ents of the audit trai l .

Voice, audio and video data

Data fi l es m ay contain voi ce, audio and/or video inform ation. Such fi l es can be m anaged i n accordance
with the Code.

For al l such fi l es, once the recording i s frozen, the fi l e needs to be treated in the sam e way as any
other data fi l e as far as the Code i s concerned.

Where the recordi ng of voice, audi o and/or vi deo data is not under the control of the i nform ati on
m anagem ent system , the recording system needs to have control of fi l e i ntegrity that i s at l east as
good as that i m posed by the Code for other types of i nform ati on capture.

Where voice, audi o and/or vi deo data is stored, procedures for authenti cation of the source of the data
need to be docum ented.

Evidential weight and legal admissibility of information stored electronically 5



Applicabil ity

The Code i s appl i cabl e to any system that stores inform ati on el ectroni cal l y. I t covers aspects of the
inform ation m anagem ent processes that affect the use of inform ati on in norm al business transactions,
even where l egal adm i ssi bi l i ty per se i s not an i ssue. Such aspects incl ude the l egibi l i ty, accuracy and
com pl eteness of the stored inform ation, and the transfer of the inform ati on to other system s.

Technology

I t i s im portant to uti l i ze rel iabl e and trustworthy technol ogy to store el ectroni c inform ation over a l ong
period of tim e, potential l y with the im pl em entati on of repl acem ent technol ogi es. Each part of the
system needs to be chosen with care, taki ng into account the possibl e need to dem onstrate ‘proper’
and ‘appropri ate’ worki ng of the system som etim e in the future. Thi s dem onstration m ay need to
encom pass both the technol ogy itsel f and the m ethods by which i t was configured and used. The
technol ogy secti ons cover parti cul ar aspects of technol ogy (e.g . the storage m edi a used) as wel l as
critical aspects of configurati on (e.g . how access to the system is m anaged).

The users

The Code i s i ntended for:

• end user organizati ons that wish to ensure that inform ati on created by, entered i nto and/or stored
withi n their i nform ation m anagem ent system s m ay be used with confidence as evi dence in any
di spute, withi n or outsi de a court of l aw;

• integrators and devel opers of inform ati on m anagem ent system s that provide faci l i ti es to m eet user
requi rem ents.

Objectives

The obj ectives of the Code are to:

• im prove rel i abi l i ty of, and confidence i n, stored inform ation;
• m axim ize the evidential wei ght that a court or other body m ay assi gn to presented i nform ati on;
• provi de confidence i n inter-com pany trading;
• provi de confidence to external i nspectors (e.g . regul ators and auditors) that the organization’s

inform ation and business practices are robust and rel i abl e.

The Code m ay be used as a com m on reference for business acti viti es withi n and between organi zations
and for subcontracti ng or procurem ent of I T services or products.

Compliance

Each chapter of the Code contai ns a general descripti on of the i ssues bei ng addressed, fol l owed by a
l i st of ‘key issues’. These key i ssues i ndi cate the cri tical com pl i ance poi nts that need to be taken i nto
considerati on, and acted upon where appropri ate, before com pl i ance wi th the recom m endations of the
Code can be cl aim ed. Com pl i ance is cl a i m ed on a vol untary basis, by sel f-certificati on.

A com pl iance workbook (BI P 0009) has been publ i shed by BSI to enabl e an assessm ent of com pl i ance
with BS 1 0008 to be dem onstrated. Where critical com pl i ance poi nts from the Code are not specifi cal l y
incl uded i n the British standard, these poi nts are incl uded as an opti onal com ponent in the com pl iance
workbook.

Where com pl i ance on a sel f-assessm ent basis is cl a i m ed, recom m ended com pl iance statem ents as shown
in 6.3.4 shoul d be used. See al so 6.3 for further i nform ati on on com pl iance audits.

Introduction
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I t shoul d be noted that, where com pl iance i s assessed by a third party, l iabi l i ty for com pl i ance wil l
norm al l y rem ai n the responsi bi l i ty of the organizati on.

General
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1 Context of the organization

1 .1 General

Thi s section of the Code rel ates to Cl ause 4 of BS 1 0008, ‘Context of the organizati on’.

Everything an organizati on does invol ves using i nform ati on i n som e way. The quanti ty of inform ation
can be vast, and there are m any different ways of representi ng and storing it. The val ue of i nform ati on
used and the m anner i n which i t i s appl i ed and m oved wi thin and between organizati ons m ay
determ i ne the success or fai l ure of those organizati ons.

In order to ensure that this inform ation is wel l m anaged, and to m eet its business needs, the
organi zation needs to define and im pl em ent good m anagem ent practi ces. Inform ation, l ike any other
asset, needs to be cl assifi ed, structured, val idated, val ued, secured, m oni tored, m easured, m anaged and
di sposed of when appropriate, effici entl y and effecti vel y.

1 .2 Issues

The organi zation needs to determ ine the external and internal issues that are rel evant to i ts purpose
and that m ay affect the authentici ty and i ntegrity of the i nform ati on that it uses.

Typical issues that m ay be rel evant i ncl ude:

a) the si ze and com pl exi ty of the organi zation;
b) the l evel of busi ness risk attached to being unabl e to dem onstrate authentici ty and i ntegrity of

stored i nform ati on;
c) drivers for busi ness effici ency im provem ents;
d) specifi c stakehol der requirem ents;
e) the existing technol ogy and infrastructure system s.

Pol icy statem ents as described i n 2.2 shoul d take i nto account those issues that are agreed to be
rel evant to the abi l i ty to dem onstrate authentici ty and i ntegrity of inform ation stored el ectroni cal l y.

When reviewi ng the rel evant issues, a ri sk m anagem ent process i s the m ost appropriate to use when
deci d ing upon actions to be undertaken. BS ISO 31 000:2009, Risk management — Principles and
guidelines provi des pri nci pl es, fram ework and a process for m anagi ng risk. I t can be used by any
organi zation regardl ess of its si ze, activi ty or sector. U sing BS I SO 31 000 can hel p organizati ons increase
the l i kel i hood of achi eving objecti ves, im prove the identi fication of opportuni ties and threats and
effectivel y al l ocate and use resources for risk treatm ent.

1 .3 Requirements

When establ i sh ing or reviewi ng the system s and/or processes that m anage the evi denti al weight of
inform ation stored el ectronical l y, the organi zation needs to determ ine:

a) stakehol ders that are rel evant to the authentici ty and i ntegrity of i nform ati on;
b) the requirem ents of these stakehol ders rel evant to that inform ation;
c) the requirem ents for inform ation stewardship withi n the organi zati on.

N OTE: The req uirem ents of stakehol ders may in cl u de l eg al an d reg ul atory req uirements and con tractu al obl igation s.
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Typical stakehol ders m ay i ncl ude:

• owners, m anagers and staff of the organizati on;
• third parties wi th contracts or si m i l ar agreem ents wi th the organi zation;
• cl i ents and custom ers i n receipt of services provi ded by the organizati on;
• the publ ic where publ ic servi ces are invol ved;
• regul atory bodies;
• governm ent bodi es;
• external audi t bodies;
• l egal advi sers.

The requirem ents of each stakehol der need to be taken i nto considerati on when produci ng pol i cy
statem ents (see 2.2).

Inform ation stewardship shoul d be m anaged by the identifi cati on of Inform ation Asset Owners (I AOs)
who wi l l typical l y be those responsi bl e for the processes that generate the inform ation asset in
question.

1 .4 Boundaries and applicabil ity

The organi zation needs to determ ine the boundaries and appl icabi l i ty of the authenti city and i ntegrity
of the i nform ati on it uses i n order to establ ish its scope.

When determ ini ng thi s scope, the organization needs to consider:

a) the external and internal issues referred to i n 1 .2;
b) the requirem ents referred to i n 1 .3; and
c) interfaces and dependencies between acti viti es perform ed by the organizati on, and those that are

perform ed by other organi zations.

The scope needs to be avai l abl e as part of the pol i cy docum ent.

In m any organizations, the authentici ty and i ntegrity of inform ation wi l l onl y be of im portance to part
of the overal l i nform ati on asset. As part of a proj ect to im pl em ent BS 1 0008 and the Code, i ndi vidual
inform ation assets need to be i denti fi ed and a decisi on taken as to whether each shoul d be i ncl uded
withi n the scope of the rel ated pol icy statem ent.

1 .4 Boundaries and applicability
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2 Leadership

2.1 Leadership and commitment

This section of the Code relates to Clause 5 of BS 1 0008, ‘Leadership’.

Top management needs to demonstrate leadership and commitment with respect to the management
of the information authenticity and integrity by:

a) ensuring the information management pol icies and objectives are establ i shed and are compatible
with the strategic direction of the organization;

b) ensuring the integration of the information management system requirements into the
organization’s processes;

c) ensuring that the resources needed for the information management system are avai lable;
d) communicating the importance of effective information management and of conforming to the

information management system requirements;
e) ensuring that the information management system achieves its intended outcome(s);
f) directing and supporting persons to contribute to the effectiveness of the information

management system;
g) promoting continual improvement; and
h) supporting other relevant management roles to demonstrate their leadership as it appl ies to their

areas of responsibi l i ty.

2.2 Policy statements

2.2.1 General

BS 1 0008 specifies the contents of an electronic storage pol icy statement, which covers the scope of the
pol icy, requirements for procedures and technology and the responsibi l i ties of the management of the
systems. The standard also specifies the requirement for the top management team to set a clear pol icy
direction and demonstrate support for, and commitment to, the management of the electronic
information through the issue and maintenance of an information management pol icy.

The standard also specifies the contents of an information security pol icy within which the information
management pol icy operates.

Pol icy documentation needs to be retained in compl iance with the retention schedule.

KEY ISSUE

> Retain approved pol icy documents in l ine with the retention schedule.

2.2.2 Information management policy statement

2.2.2. 1 Structure

This section describes documentation that states the organization’s information management pol icy.
Avai labi l i ty of this documentation should, when combined with appropriate proof of compl iance,
demonstrate (e.g . to a court of law) that responsible information management is part of the
organization’s normal business practice.
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An i nform ati on m anagem ent pol icy statem ent (the ‘pol icy statem ent’) shoul d be produced,
docum enti ng the organi zati on’s pol i cy on i nform ation m anagem ent and storage, as appl icabl e to the
inform ation m anagem ent system . Pol i cy objecti ves shoul d be cl earl y stated, such that they can be easi l y
interpreted and im pl em ented.

N OTE: A fu nd am ental recom mend ation of the Cod e is the formal ization, agreem ent an d impl ementation of a

reten tion sch edu l e for stored in form ation . Wh ere reference is mad e to th e pol icy docu ment in th e rest of th e Cod e,

th e retention sched ul e is incl u ded in such a referen ce.

The pol icy statem ent shoul d be approved by the top m anagem ent of the organi zation, and shoul d be
reviewed for rel evance and content at regul ar i nterval s. The frequency for revi ew shoul d be
appropri ate to the appl icati on. This period wil l typi cal l y be the sam e as the norm al procedural audit
cycl e withi n the organizati on (e.g . annual or i n the event of m ajor changes to the system ).

Annex D incl udes an exam pl e pol i cy statem ent, which m ay be used during the drafti ng of an
organi zation’s pol i cy statem ent. It contai ns som e ‘typi cal ’ statem ents that m ay be appropri ate in m any
pol icy statem ents.

The pol icy statem ent shoul d contain , as a m inim um , the fol l owing. Other secti ons m ay be added where
appropri ate.

Topic Content Secti on of BIP
0008-1

Scope Specifi es which i nform ati on ‘types’ are covered by
the pol i cy

2.2.2.2

I nform ati on
cl assi fication

States the pol i cy regarding i nform ati on
cl assificati on (where used)

2.2.2.3

Standards rel ated to
i nform ati on
m anagem ent

States the pol i cy regarding rel evant i nform ati on
m anagem ent standards

2.2.2.4

Retenti on and di sposal
schedul es

Defines retention peri ods and di sposal pol ici es 2.2.2.4.3.2

Legal and regul atory
consul tations

Defines the requi rem ents for consul tations with
appropri ate l egal and/or regul atory bodies, and
wi th others where necessary

2.2.2.5

Rol es and
responsi bi l i ti es

Defines rol es and responsi bi l i ti es for inform ation
m anagem ent functi ons and for com pl i ance

2.2.2.6

Storage technol ogy States the pol i cy regardi ng the type of
technol ogy to be used for storage

2.2.2.7

El ectronic fi l e form ats States the pol i cy regardi ng el ectronic inform ation
form ats and versi on control ; th is incl udes
el ectroni c fi l e form ats and database m anagem ent
system s and database schem as

2.2.2.8

Audi ting Defines requi rem ents for auditi ng rel ative to
parti cul ar docum ent types

2.2.2.9

Table 1 – Information management policy topics

2.2 Policy statements
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KEY ISSUES

> Devel op an i nform ation m anagem ent pol i cy statem ent and have i t approved by top
m anagem ent.

> Ensure i t is reviewed at regul ar interval s, as appropriate to the appl icati on.

2.2.2.2 Scope

The pol icy statem ents descri bed in 2.2.2.1 m ay not cover al l the different types of i nform ati on that the
organi zation uses. The i nform ati on to be incl uded i n its scope shoul d be i dentifi ed and grouped into
types, with the pol i cy for al l inform ation wi thin a type being consistent. Where a retention and
di sposal schedul e (see 2.2.2.4.3.2) exists, it m ay be appropriate to use the sam e i nform ati on type
groups.

N OTE: Where formal records manag ement proced ures are im pl emen ted, information types wi l l g eneral l y be used in

cl assification sch emes (fi l e pl ans) and /or taxon om ies. Where th is is th e case, the sam e fi l e grou pin g and namin g

con vention s sh ou l d be u sed.

EXAMPLES of information types

I nform ati on types speci fied by reference to appl i cati on (e.g . ‘financial projecti ons’, ‘i nvoi ces’
or ‘custom er address l ist’)

I nform ati on types speci fied by reference to generi c group (e.g . ‘accounting data’, ‘custom er
docum ents’ or ‘m anufacturing docum ents’)

The pol icy statem ent shoul d i ncl ude, as one or m ore i nform ati on types, al l docum ents produced i n
conformance to BS 1 0008, as wel l as system and appl icati on audi t trai l s (see 4.5.3).

KEY ISSUE

> Al l i nform ation types shoul d be incl uded i n the pol i cy statem ent.

An al ternati ve to thi s approach of i ncl uding onl y i dentifi ed inform ation types in the pol i cy scope can
be adopted, si nce there i s a risk that the organi zation m ay need to produce absol utel y any of its
inform ation assets i n the event of a dispute. The key consi deration i s whether the organizati on shoul d
have any inform ation that is total l y unm anaged, even the i nform ati on that i s regarded as of very l ow
val ue to the organi zati on.

In thi s case, it is worth consi deri ng whether the pol icy scope shoul d incl ude a ’defaul t’ i nform ati on type
(wi th associated pol i cy and pol icy im pl em entati on and com pl iance requirem ents) as wel l as the
expl icitl y i denti fi ed inform ation types. Inform ation outsi de the scope of the expl ici tl y identi fied types
shoul d be m anaged according to the defaul t.

2.2.2.3 Information classification

In som e appl ications, it is appropri ate to i m pl em ent an inform ation cl assi fication system , typical l y used
to i ndi cate the accessibi l i ty of particul ar docum ents to workers and other i ndi vidual s. I n governm ent
and other publ ic bodies, th i s i s often indicated by the use of security ‘l abel s’ such as ‘top secret’,
‘cl assi fied’ or ‘publ i cl y avai l abl e’. I n the private sector, security cl assificati on schem es m ay be al i gned to
departm ental requi rem ents (such as accounts, credi t control or custom er services).

2 Leadership
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I t i s im portant to ensure that the i nform ati on cl assifi cation system is sim pl e to understand, and thus
easy to im pl em ent. It shoul d be based on need, priori ty and degree of protection needed. Excessi ve
cl assifi cati on l evel s shoul d be avoided.

Where an i nform ation cl assi fication system i s i m pl em ented, the pol i cy statem ent shoul d i ncl ude wi th
each inform ation type the detai l s of i ts cl assifi cati on.

KEY ISSUES

> I ncl ude in the pol icy statem ent agai nst each i nform ati on type its i nform ati on cl assi fi cation
(where used).

> Keep the i nform ati on cl assi fi cation system sim pl e and understandabl e to al l users. 2

2.2.2.4 Standards related to information management

2.2.2.4.1 G eneral

Frequentl y, business benefi ts can be achi eved by com pl yi ng with rel evant national or internati onal
standards, codes of practi ce or other gui des. The pol icy docum ent shoul d state whether al l or speci fi c
parts of any such publ icati on(s) are to be com pl ied with.

KEY ISSUE

> Where busi ness benefits can be deri ved from com pl iance, the appropriate standard(s) (and other
gui des) shoul d be im pl em ented.

2.2.2.4.2 Qual ity m anagem ent

Where the organization operates a qual ity m anagem ent system (such as one in accordance with
BS EN ISO 9001 , Quality management systems — Requirements) , whose scope i ncl udes part or al l of the
inform ation m anagem ent system withi n the scope of com pl iance, then it is recom m ended that al l
docum entation that BS 1 0008 requi res shoul d be incl uded i n the qual ity m anagem ent system .

KEY ISSUE

> Where a BS EN ISO 9001 or other qual ity m anagem ent system i s i m pl em ented, it is recom m ended
that al l docum entati on and procedures requi red by BS 1 0008 shoul d be incl uded wi thin i ts scope.

2.2.2.4.3 Records m anagem ent

2.2.2.4.3.1 G eneral

A Briti sh Standard on the subj ect of records m anagem ent was ori gi nal l y publ ished i n 2001 . Thi s i s
BS ISO 1 5489-1 :2001 , Information and documentation — Records management — Part 1 : General, and
incl udes an internati onal standard and a rel ated techni cal report. At the ti m e of publ i cation of this
Code, BS ISO 1 5489-1 is undergoing a signifi cant revi si on. U sers shoul d ensure that the l atest versi on of
BS ISO 1 5489-1 is used.

M any of the docum ents stored wi thin the inform ation m anagem ent system wil l be records, and thus
shoul d be m anaged in accordance wi th the standard. Annex E contains a cross-reference l isting,

2 On e su ch sch em e used withi n governm ent is the G overnm ent Security Cl assifications. For i nformation, see

www.gov.uk/g overn m en t/publ ications/g overn ment-security-cl assification s

2.2 Policy statements
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detai l ing the various requi rem ents of BS ISO 1 5489-1 and thei r m appi ng to the Code. This wi l l a l l ow
users of the Code to i m pl em ent its recom m endati ons wi thin the requi rem ents of the records
m anagem ent regi m e.

DEFINITIONS from BS ISO 1 5489-1 :2001

Records – ‘inform ation created, recei ved and m aintai ned as evi dence and i nform ati on by an
organizati on or person, i n pursuance of l egal obl i gations or in the transacti on of busi ness’

Records m anagem ent – ‘fi el d of m anagem ent responsibl e for the effi cient and systematic control
of the creati on, recei pt, m aintenance, use and di spositi on of records, i ncl udi ng processes for
capturi ng and m ai ntain i ng evi dence of and inform ation about business activi ti es and transactions
i n the form of records’

2.2.2.4.3.2 Retention and di sposal schedul es

A retenti on schedul e shoul d be establ ished for each inform ation type i ncl uded in the pol icy statem ent
and agreed wi th al l rel evant departm ents and personnel wi thin the organi zation. They shoul d be
revi ewed at regul ar i nterval s. Where appropri ate, l egal advi ce m ay be required to ensure that
m i nim um l egal and/or regul atory retenti on peri ods, as wel l as business requi rem ents, are com pl i ed
wi th. For further inform ation and gui dance on retention schedul es, see:

• The N ational Archi ves (previ ousl y the Publ ic Record Office); 3

• The Inform ation and Records M anagem ent Society. 4

Al l docum entati on that BS 1 0008 and the Code require to be kept shoul d be covered by the retenti on
schedul e.

There shoul d al so be a disposal schedul e, stating the organizati on’s pol icy for the control l ed destruction
(or other process such as archival preservation) of inform ation at the end of its retention period. In
m any instances, the disposal process wi l l i nvol ve the physi cal destructi on of the inform ation (incl uding
al l copies). I n other cases, i nform ati on m ay be passed to archives (to al l ow it to be used for research
and/or statistical purposes), in whi ch case pol ici es are needed that detai l which docum ents (and m aybe
which i nform ati on in these docum ents) are to be archived.

These schedul es shoul d be incl uded in, or referenced by, the pol icy statem ent.

KEY ISSUE

> A retenti on schedul e and a disposal schedul e shoul d be establ i shed and incl uded in, or
referenced by, the pol i cy statem ent, covering al l i nform ati on types i ncl uded in the pol i cy
statem ent.

2.2.2.5 Legal and regulatory consultations

2.2.2.5.1 Consul tations

It is im portant to be aware of the various l egal and regul atory requirem ents that the organi zati on
needs to com pl y with. Som e (or m aybe al l ) of these requi re the keepi ng of i nform ation. Som e l egal
advi sers or regul ators m ay be unfam il iar wi th el ectroni c i nform ati on m anagem ent system s, and so wil l
need to seek consul tation before a ‘m ai nl y el ectronic’ process is im pl em ented.

Typical bodi es that m ay need to be consul ted are:

3 www.nation al arch ives.gov.uk/inform ation-m anagement/manage-in form ation /
4 www.irm s.org.u k
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• regul atory bodies;
• governm ent bodi es;
• external audi t bodies;
• l egal advi sers.

These consul tati ons m ay need to incl ude the fol l owing topics:

• l egal issues (ci vi l l aw and/or com pany l aw);
• governm ent regul ati ons;
• special regul ati ons (appl i cabl e to particul ar sectors).

These consul tati ons m ay be appropri ate at di fferent l evel s, which m ay i ncl ude:

• national and i nternational l aw;
• industry sector regul ation;
• com m unity by-l aws;
• organi zational pol ici es;
• departm ental procedures;
• indivi dual s’ rights.

The resul ts of al l consul tati ons, i ncl uding acti ons agreed, pl anned or i m pl em ented, shoul d be
referenced or incl uded in the pol icy statem ent.

KEY ISSUES

> Rel evant consul tati ons shoul d be m ade to ensure that the organization is aware of, and thus can
com pl y with, al l appropriate l egal and/or regul atory requi rem ents.

> The resul ts of al l consul tations shoul d be docum ented i n (or referenced by) the pol i cy statem ent.

2.2.2.5.2 U K l egal and regul atory bodi es

When operating wi thin the U K, particul ar bodi es m ay need to be contacted as part of the
organi zation’s consul tations. U K users of the Code m ay consider consul ting the fol l owi ng organi zations:

• Com pani es H ouse;
• H M Revenue & Custom s.

In speci al i zed industry sectors, organizati ons m ay need to com pl y wi th the requi rem ents of bodi es such
as:

• the Fi nanci al Conduct Authori ty (FCA);
• the Civi l Avi ation Authori ty;
• the Food Standards Agency (and possi bl y the U S Food and Drug Adm i ni stration);
• industry regul ators.

Where rel evant, it m ay al so be hel pful to consul t organi zations and i ndi vidual s such as:

• the com pany secretary;
• the records m anager;
• internal and external l egal advi sers;
• internal and external audi tors;
• other governm ent bodi es, for exam pl e:

– The N ational Archives;
– the Offi ce of G overnm ent Com m erce;
– the e-G overnm ent U ni t;
– the H eal th and Safety Executive;
– the N ational Audit Office (for publ i c organizati ons audi ted by the N AO);
– the I nform ati on Com m i ssi oner’s Office.

2.2 Policy statements
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2.2.2.5.3 Paper repl acem ent system s

H i stori cal l y, the m aj ority of i nform ation has been stored on paper. Organizati ons that carry out
audi ting activi ties, typi cal l y resul ting from a l egal or regul atory requi rem ent, antici pate i nspecting
these paper records. Typi cal exam pl es of such organi zati ons are H M Revenue & Custom s and the N AO.

Where a change to el ectronic working i s pl anned, pri or perm i ssi on wil l general l y be requi red from the
appropri ate authorities.

KEY ISSUE

> Ensure that prior perm i ssion to repl ace paper records wi th el ectronic records from al l external
bodi es that carry out audi t acti vities on the organi zation has been obtai ned.

2.2.2.6 Roles and responsibilities

There are a num ber of i nform ati on m anagem ent responsibi l i ti es that shoul d be i denti fi ed, to ensure
com pl iance with BS 1 0008 and the Code. For further guidance, see 2.3.

2.2.2.7 Storage technology

Di fferent types of storage technol ogy have different l ong-term storage characteri sti cs. M ost
organi zations wil l store i nform ati on on a variety of m edi a: paper, m i croform and/or el ectronic
(write-once and rewritabl e/erasabl e). In som e appl ications, specifi c pi eces of i nform ati on m ay,
throughout thei r retention periods, be stored on di fferent m edia at different ti m es, for exam pl e, where
hi erarchi cal storage m anagem ent (H SM ) system s are used (see 5.8).

In order to faci l i tate effecti ve storage, the organizati on wil l need to have pol ici es regardi ng the use of
specifi c types of m edi um for di fferent inform ation storage requi rem ents (e.g . access requirem ents,
retenti on peri ods and securi ty requirem ents). These pol i cies shoul d be used to deci de the m edium to be
used for the storage of each inform ati on type. These pol ici es shoul d be i ncl uded in the pol icy
statem ent.

KEY ISSUE

> I ncl ude the approved storage technol ogy m edium for each i nform ati on type in the pol icy
statem ent.

2.2.2.8 Electronic file formats

2.2.2.8.1 G eneral

Al l inform ati on stored on a com puter system requires software for retrieval and di spl ay. This software i s
subj ect to change, either by the i m pl em entation of new rel eases, or by changes to operating system s
and/or hardware. By i m pl em enti ng a pol icy of approved storage form ats, data m i gration procedures
can be im pl em ented to ensure l ong-term retri eval of the stored inform ation (see 5.8.7).

2.2.2.8.2 El ectroni c fi l e form ats

The pol icy statem ent shoul d contain detai l s of the approved el ectroni c fi l e form ats that m ay be used
for each i nform ati on type. Where the el ectroni c fi l e m ay be subj ected to com pression techniques (see
5.1 0.3.2), their use shoul d be docum ented.
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1 6 Evidential weight and legal admissibility of information stored electronically



KEY ISSUE

> I ncl ude the approved el ectronic fi l e form at and com pression pol icies for each i nform ati on type in
the pol i cy statem ent.

2.2.2.8.3 Database m anagem ent system s and schem as

The pol icy statem ent shoul d contain detai l s of the approved database m anagem ent system s (DBM S)
and database schem as. Changes to approved DBM S and database schem as shoul d be under an
approved version control system (see 5.7.1 .3).

In the event of the DBM S and schem a for a particul ar appl ication or service bei ng unavai l abl e or
unpubl i shed propri etary intel l ectual property of a third party, the organizati on wil l need to assess the
im pl ications of the unavai l abi l i ty of thi s i nform ati on and, if deem ed acceptabl e, docum ent withi n the
pol icy statem ent.

2.2.2.9 Auditing

Records shoul d be kept of i nform ati on m anagem ent system historical acti vities, changes,
confi gurations, events or decisi ons that m ay need to be accessed in the future, as addi ti onal evidence
to support stored inform ation.

Audit trai l s wi l l need to contain suffici ent and necessary inform ation to provide evi dence of the
authenti city of stored inform ation, incl uding detai l s of any changes to i t. The content of the audit trai l s
shoul d be agreed wi th al l rel evant departm ents wi thin the organization, i ncl uding audi t, com pl i ance
and l egal , and shoul d be docum ented or referenced i n the pol i cy statem ent.

KEY ISSUES

> Audi t trai l s shoul d contai n suffi cient inform ati on to be abl e to dem onstrate al l necessary
historical acti viti es rel ati ng to the system and to stored data.

> Detai l s of audi t trai l requirem ents shoul d be i ncl uded in the pol i cy statem ent.

2.2.3 Information security policy

2.2.3. 1 Security elements

To ful fi l the duty of care obj ective, the organizati on needs to acti on the fol l owing.

2.2 Policy statements
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Topic Content Section of BI P
0008-1

Scope Specifies the inform ation security pol icy 2.2.3.3

M anagem ent
objectives

States the objectives of the inform ation
security pol icy

2.2.3.4

Security cl assi fication States security requirem ents for di fferent
inform ation categories

2.2.3.5

Rol es and
responsibi l i ties

Detai l s rol es and responsibi l i ties in rel ation to
inform ation security m anagem ent

2.2.3.6

Segregation of rol es Detai l s requirem ents rel ated to the
segregation of rol es

2.2.3.7

Access rights Detai l s pol icy on staff access to inform ation
and on sharing inform ation with third parties

2.2.3.8

Security breach
m anagem ent

Detai l s pol icy for deal ing with actual or
suspected security breaches

2.2.3.9

I nform ation security
m anagem ent
standards

States pol icy for com pl iance with inform ation
security standards (such as BS I SO/I EC 27001 )

2.2.3.1 0

Table 2 – Information security topics

2.2.3.2 Information security management framework

Where an appropriate i nform ati on security m anagem ent fram ework does not al ready exi st, one shoul d
be establ i shed. I t shoul d control the i nform ati on security m anagem ent system as im pl em ented wi thin
the organi zati on. The fram ework shoul d have as its objecti ves:

• approval and review of the inform ation securi ty m anagem ent pol i cy;
• m oni tori ng of threats to i nform ati on security;
• m oni tori ng and review of securi ty breaches;
• approval of m ajor i n iti atives to enhance inform ation securi ty m anagem ent.

KEY ISSUE

> Pl an and im pl em ent an i nform ation security m anagem ent fram ework.

2.2.3.3 Scope

To docum ent the organizati on’s security requirem ents, the organi zation shoul d adopt an i nform ati on
security m anagem ent pol i cy, covering al l el em ents of the i nform ation m anagem ent system .

Where the organizati on has an i nform ati on security m anagem ent pol icy for other system s, then the use
of the i nform ati on m anagem ent system shoul d be i ncorporated withi n its scope.

The inform ation securi ty m anagem ent pol i cy docum ent shoul d contai n, as a m i ni m um :

2 Leadership
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• the scope of the inform ation securi ty pol i cy;
• a statem ent of the m anagem ent objecti ves i n respect to securi ty;
• specifi c pol i cy statem ents;
• requi rem ents for di fferent inform ation cl assi fication categories;
• the defi ni tion and al l ocati on of inform ation securi ty responsi bi l i ti es;
• a pol i cy for deal ing wi th breaches of security;
• a pol i cy regarding com pl i ance wi th rel evant standards;
• a pol i cy for updating the pol icy.

The inform ation securi ty m anagem ent pol icy docum ent shoul d be approved by the organizati on’s top
m anagem ent. The organization shoul d then agree and docum ent appropri ate l evel s of securi ty for
m anagi ng its i nform ation, in com pl iance wi th i ts stated i nform ati on security pol icy.

KEY ISSUES

> Devel op, authori ze and im pl em ent an i nform ati on security m anagem ent pol icy.

> Ensure that the pol i cy’s scope i ncl udes the i nform ati on m anagem ent and storage system s.

2.2.3.4 Management objectives

Al l i nform ati on, i rrespecti ve of the storage technol ogy, is vul nerabl e to l oss or change, whether
accidental or m al ici ous. To protect i nform ation stored el ectroni cal l y, security m easures need to be
devel oped and i m pl em ented to reduce the ri sk of a successful chal l enge to i ts authenti city. These
security m easures need to be al i gned to any inform ation cl assi fication categories (see 2.2.3.5) that are
used.

Traditi onal l y, i nform ati on security is considered a m atter of confidenti al i ty, to ensure that inform ation
is not avai l abl e for viewi ng outside the requi rem ents of the organization. H owever, whi l st thi s i s
im portant (in som e cases vital ) to the operati on of the organizati on, i t i s not the m ost i m portant
security issue rel evant to com pl iance requirem ents.

A key recom m endation of BS 1 0008 and the Code i s to protect the integri ty of stored i nform ati on.
When devel opi ng security m easures, i t i s necessary to com pare the ri sk of integrity being com prom i sed
with the cost of the i m pl em entation of such m easures. Security m easures need to incl ude backup and
other copies of stored i nform ati on, as their integri ty i s of im portance i n circum stances i n whi ch they
have been used as repl acem ents for ‘l ive’ data, or for use as ‘l egal ’ archi ves.

There is al so the im portant issue of avai l abi l i ty. In som e cases i t m ay be necessary to be abl e to
dem onstrate that al l i nform ati on on a specifi c topic is avai l abl e for review at any tim e. I n such
instances, i ssues such as i ndexi ng accuracy and busi ness conti nui ty pl anning are im portant.

Security is not si ngul arl y a concern with com puter system s. Security and avai l abi l i ty of the operating
envi ronm ent (i ncl uding bui l di ngs, tem perature control s, network l inks, physical m edia, etc. ) and the
audi tabl e i m pl em entation of procedures by al l staff are al l key el em ents.

A m anagem ent statem ent shoul d be produced, detai l ing the organization’s strategy for i nform ati on
security m anagem ent, upon whi ch the i nform ati on securi ty pol icy (see 2.2.3) i s based.

2.2 Policy statements
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EXAM PLE

An exam pl e of a m anagem ent statem ent i n rel ation to i nform ati on security m anagem ent i s
as fol l ows.

The m anagem ent objecti ves of this inform ation securi ty pol i cy are to:

• ensure that inform ation is accurate, com pl ete and avai l abl e as requi red;
• dem onstrate conti nui ty of inform ation m anagem ent services;
• m i ni m i ze business dam age by preventing or m inim izi ng the im pact of i nform ation

securi ty i ncidents.

2.2.3.5 Security classification

As discussed in 2.2.2.3, an i nform ati on cl assifi cation system m ay be i n use. Where this is the case, the
inform ation securi ty pol i cy shoul d reference the cl assi fication system , and shoul d al i gn security
m easures to that system .

KEY ISSUE

> Where an inform ati on cl assifi cati on system is in use, the i nform ati on security pol icy shoul d be
al i gned to that system .

2.2.3.6 Roles and responsibilities

There are a num ber of i nform ati on security responsibi l i ties that shoul d be i denti fi ed to ensure
com pl iance with BS 1 0008 and the Code. For further guidance, see 2.3.

2.2.3.7 Segregation of roles

The segregation of rol es is a fundam ental aspect of duty of care. It provi des a check on errors and on
the del i berate fal si fication of records (i n this respect, segregati on of rol es is particul arl y im portant in
system s where there i s risk of fraud or other m al i cious action).

There are several aspects of inform ation m anagem ent where a segregati on of rol es shoul d be
considered:

• input reconci l iation;
• qual ity control ;
• data entry;
• inform ation disposal ;
• inform ation securi ty.

I t is a l so im portant to ensure that the physical and m anagerial segregati on that exists around a system
is m irrored by the l ogi cal access control s withi n it.

In som e instances, segregati on of two rol es m ay not be feasibl e, due for exam pl e to the l ack of
avai l abi l i ty of al ternate workers. A justifi cati on needs to be docum ented.

2 Leadership
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EXAM PLE

Where the scanner operator checks the qual ity of i m ages during the scanni ng procedures, a
second qual ity control procedure shoul d be undertaken by personnel other than those
responsi bl e for the scanning. Thi s second qual i ty check m ay invol ve system atic sam pl i ng.

KEY ISSUES

> I denti fy any procedure that is sel f-checking, and where there i s a potential ri sk to the integri ty of
procedures.

> M odify procedures where necessary to ensure rel i abl e system s.

2.2.3.8 Access rights

I t i s im portant to control access to el ectroni c data fi l es, by the im pl em entati on of an access control
system . I n an inform ation m anagem ent system , typi cal access rights l evel s m ay be as fol l ows:

• system m anager;
• system adm ini strator;
• system m ai ntenance;
• authors or ori g inators;
• inform ation storage and i ndexi ng;
• inform ation retrieval .

The inform ation securi ty pol i cy shoul d state the requi rem ent for an access l evel m anagem ent system ,
based on job functions.

KEY ISSUE

> The i nform ati on security pol icy shoul d incl ude a pol icy for the m anagem ent of access to IT
system s, based on job rol e.

2.2.3.9 Security breach management

From ti m e to ti m e, security breaches, whether actual or suspected, ari se wi th i nform ati on m anagem ent
system s, and these breaches require em ergency procedures to be im pl em ented in order to recover from
them . Such procedures m ay i nvol ve the tem porary use of addi tional or third-party resources. I n order to
ensure that the integri ty of inform ati on is not com prom ised during recovery operati ons, an agreed and
approved i nform ati on security inci dent m anagem ent pl an shoul d be i m pl em ented.

In som e instances, the security breach m ay not appear to have affected the stored inform ati on.
H owever, checks shoul d be m ade to dem onstrate that the i ntegrity of the i nform ati on has not been
com prom ised.

In order to ensure that recovery from a security breach that resul ted i n m ajor equi pm ent,
envi ronm ental or personnel fai l ure has been successful , procedures shoul d be devel oped, tested,
im pl em ented and m aintai ned. Such procedures shoul d ensure that the i ntegrity of stored inform ati on is
not com prom ised duri ng their im pl em entation.

Where com pl ete recovery from the resul ts of a security breach cannot be assured, detai l s of al l actual
or potential com prom ise to the stored i nform ati on shoul d be docum ented.

2.2 Policy statements

Evidential weight and legal admissibility of information stored electronically 21



KEY ISSUE

> Securi ty breaches shoul d be m anaged i n a control l ed m anner, usi ng procedures that ensure (or
highl i ght any actual or potential issues concerning) the m aintenance of the integri ty of stored
inform ation, duri ng and after an incident.

2.2.3. 10 Information security management standards

BS ISO/I EC 27002:201 3, Information technology — Security techniques — Code of practice for
information security controls, i s the U K reference docum ent for i nform ati on security m anagem ent.
Proof of com pl iance wi th the recom m endations of this standard when im pl em ented wi thin the
boundaries covered by the Code m ay provi de hel pful , supporting evidence i n court or other dispute. It
wi l l indicate that the organi zation has exercised i ts duty of care, and it wi l l assi st the adjudicator in
assessing the authentici ty and i ntegrity of the i nform ati on.

BS ISO/I EC 27001 is an audi tabl e specifi cati on for use i n the certifi cati on of an inform ation securi ty
m anagem ent system against the standard.

Com pl iance with the recom m endations of BS ISO/I EC 27002 or certifi cati on agai nst BS I SO/IEC 27001
shoul d not be regarded as an al ternati ve to com pl iance with the recom m endations of the Code.

Com pl iance with the requi rem ents of BS I SO/IEC 27001 i s predi cated upon the proven qual i ty
m anagem ent approach of dem onstrabl y m eeting a stated requi rem ent, as defi ned by the organi zati on
in questi on. As such, this enabl es BS I SO/IEC 27001 to be appl ied to organi zations as vari ed as a
governm ent departm ent, a high street bank and a consul tancy em pl oying one or two peopl e. Cl earl y
the ri sks associated with these businesses are di fferent and the inform ation securi ty m easures adopted
wil l , therefore, al so be different.

The Code works on a different prem ise. When i nform ati on i s used as evidence i n the event of a
di spute, the m axi m um weight of evi dence is not affected by the si ze or shape of the organizati on and
its own vi ew of security ri sks. I t frequentl y depends upon the opi nion of an i ndependent arbiter. That
view m ay wel l be affected by the opposi ng party i n the dispute attem pti ng to discredi t the evidential
val ue. Therefore, the Code i s based upon m ore prescripti ve, l ess interpretative princi pl es, and
com pl iance with its recom m endati ons is significantl y m ore absol ute than com pl i ance wi th the
requi rem ents of BS I SO/IEC 27001 .

BI P 0071 –0074 gi ve gui dance on the im pl em entati on of BS ISO/I EC 27001 :

• BI P 0071 (201 3), Guidelines on requirements and preparation for ISMS certification based on
ISO/IEC 27001 ;

• BI P 0072 (201 3), Are you ready for an ISMS audit based on ISO/IEC 27001?
• BI P 0073 (201 3), Guide to the implementation and auditing of ISMS controls based on

ISO/IEC 27001 ;
• BI P 0074 (2006), Measuring the effectiveness of your ISMS implementations based on ISO/IEC 27001 .

Where IT servi ces are bei ng subcontracted to another organizati on (or another com pany wi thin the
sam e group), it woul d additi onal l y be appropri ate to im pl em ent BIP 0005 (201 1 ), A manager’s guide to
service management, which gives gui dance on servi ce m anagem ent.

KEY ISSUE

> I nform ati on security standards provi de audi tabl e system s that enabl e organizations to
dem onstrate a duty of care in rel ati on to stored i nform ati on.

2 Leadership
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2.3 Roles and responsibil ities of workers

Rol es and responsibi l i ties for i nform ati on m anagem ent and inform ation securi ty m anagem ent shoul d
be defined in the rel evant pol icy statem ents. These rol es and responsibi l i ti es m ay extend outside the
organi zation, where thi rd parti es have access to system s.

The responsibi l i ties in rel ati on to inform ation m anagem ent m ay be indicated with reference to a job
function (e.g . the IT m anager).

Responsi bi l i ti es shoul d be assigned for:

• pol icy statem ent content;
• pol icy statem ent approval (typi cal l y the seni or board m em ber);
• pol icy statem ent periodic review;
• inform ation content of each i nform ati on type defined;
• the inform ation m anagem ent system ;
• ensuring continued com pl i ance.

The responsibi l i ties in rel ati on to inform ation securi ty m anagem ent m ay al so be indicated with
reference to a job functi on (e.g . the i nform ati on security m anager).

Responsi bi l i ti es shoul d be assigned for:

• security pol icy content;
• security pol icy approval (typi cal l y the seni or board m em ber);
• security pol icy periodic review;
• security cl assificati on for each i nform ati on type defined;
• the inform ation securi ty m anagem ent system ;
• ensuring continued com pl i ance.

KEY ISSUES

> I denti fy responsi bi l i ti es for inform ation m anagem ent (by m eans of reference to the rel evant job
function) i n the pol i cy statem ent.

> I denti fy responsi bi l i ti es for inform ation securi ty m anagem ent (by m eans of reference to the
rel evant job functi on) in the inform ation securi ty pol i cy.

2.4 Legal and regulatory environment

Thi s topi c i s d iscussed in Annex H .

2.4 Legal and regulatory environment
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3 Pl anning

3.1 Actions to address risks and opportunities

3.1 .1 General

Thi s section of the Code rel ates to Cl ause 6 of BS 1 0008, ‘Pl anni ng’.

When pl anni ng for the m anagem ent of the authentici ty and i ntegrity of i nform ati on, the organizati on
needs to consider the issues referred to i n 1 .2 and the requirem ents referred to i n 1 .3 and determ ine
the ri sks and opportuni ti es that need to be addressed to:

a) ensure the i nform ati on m anagem ent system can achieve its intended outcom e(s);
b) prevent, or reduce, undesired effects; and
c) achi eve continual im provem ent.

The organi zation al so needs to pl an:

a) actions to address these ri sks and opportuni ties; and
b) how to:

1 . integrate and i m pl em ent the acti ons i nto its inform ation m anagem ent system processes; and
2. eval uate the effecti veness of these actions.

3.1 .2 Risk assessment

Inform ation m anagem ent procedures are often devel oped in an unstructured way, by reacti ng to user
requi rem ents, security incidents and/or to avai l abl e com puter software tool s. Thi s approach on its own
can easi l y l eave gaps in inform ation m anagem ent, which are onl y fi l l ed at som e l ater date, typical l y
after a securi ty breach. A m ore structured approach is to revi ew the i nform ati on assets of the
organi zation and assi gn ri sk factors (based on asset val ue, potential threats, system vul nerabi l i ty and
l i kel i hood of attack), on the basis of whi ch appropri ate, cost-effecti ve inform ation m anagem ent
procedures can be identi fied. An essential part of inform ation m anagem ent i s the im pl em entati on of
an appropri ate securi ty pol icy, whi ch shoul d be produced and approved, based on the ri sk assessm ent,
and agai nst whi ch securi ty m easures can be devel oped and im pl em ented.

N OTE: A review of th is type g eneral l y requ ires security expertise an d a ran ge of appropriate tech nical ski l l s.

The organi zation shoul d undertake an i nform ati on security ri sk assessm ent al ong these l ines, and
docum ent the resul ts obtai ned. Of parti cul ar i m portance are the securi ty m easures i m pl em ented to
control the inform ation storage m edi a, both the ‘l ive’ m edia and the ‘backup’ m edi a. The risk anal ysi s
needs to i ncl ude vul nerabi l i ty risk factors consistent wi th the type of m edium bei ng used (e.g. WORM
or rewritabl e).

On the basis of the resul ts of the risk assessm ent, exi sti ng security m easures shoul d be revi ewed for
effectiveness. Factors such as the bal ance between the cost of i m pl em entation and the securi ty
achi eved need to be taken i nto considerati on duri ng the revi ew process. Where the revi ew i ndi cates
that changes to security m easures are appropriate, an acti on pl an shoul d be drawn up with new or
am ended security m easures priori tized for im pl em entati on.

KEY ISSUE

> Perform a risk assessm ent of exi sti ng security m easures, and i m pl em ent cost-effecti ve technol ogy
and/or procedures to fi l l any gaps found.
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The ri sk assessm ent wil l l ead to the acqui si tion of i nform ati on and the creati on of ri sk reports. These
reports, backed up by the i nform ati on used to devel op the concl usi ons and recom m endations i n the
reports, m ay provide useful evidence i n rel ation to i nform ati on m anagem ent deci si ons m ade by the
business.

Consequentl y, i t i s thus im portant to retain i nform ati on rel ated to risk assessm ents in l ine wi th an
inform ation retention schedul e.

BS I SO 31 000 provi des princi pl es and generi c gui del i nes on risk m anagem ent. It can be used by any
publ ic, pri vate or com m uni ty enterpri se, associ ation, group or indivi dual . I t can be appl i ed throughout
the l ife of an organizati on, and to a wide range of activi ti es, incl uding strategies and deci si ons,
operations, processes, functi ons, proj ects, products, services and assets. I t can be appl ied to any type of
ri sk, whatever i ts nature, whether having positive or negati ve consequences.

KEY ISSUE

> Retai n records of risk assessm ent m ethods and resul ts in l ine with the retenti on schedul e.

3.1 .3 Risk treatment

The resul ts of the ri sk assessm ent shoul d be used to guide and determ i ne the appropriate m anagem ent
action and pri oriti es for m anaging inform ation ri sk and i m pl em enti ng control s sel ected to protect
agai nst those risks.

BS ISO/I EC 27005:201 1 , Information technology — Security techniques — Information security risk
management provides i nform ati on security ri sk m anagem ent guidance, incl uding advice on risk
assessm ent, risk treatm ent, risk acceptance, ri sk com m uni cati on, ri sk m onitoring and risk revi ew.

BS ISO/I EC 27005 descri bes the i nput to a ri sk treatm ent process as a l i st of i denti fied risks, pri oritized
accordi ng to the organization’s risk eval uati on criteria. Risk treatm ent incl udes the i denti fication and
im pl em entation of control s to reduce, retain , avoid or share the i denti fi ed risks.

Ri sk treatm ent can be im pl em ented by one or m ore of the fol l owi ng non-excl usive processes:

• risk m odifi cati on;
• risk retenti on;
• risk avoidance;
• risk shari ng.

Ri sk m odi fication invol ves the additi on, rem oval or m odi fi cation of exi sti ng control s such that the
resi dual ri sks can be re-eval uated.

Ri sk retention i s the process of retain i ng an i dentifi ed ri sk wi thout further action. This is acceptabl e
where the i dentifi ed ri sk i s within the agreed ri sk cri teri a.

Ri sk avoi dance i nvol ves the rem oval of processes rel ated to the risk, such that the ri sk i s no l onger
present. Thi s m ay be used where the cost of other form s of risk treatm ent are too costl y to im pl em ent.

Ri sk sharing invol ves the shari ng of the i dentifi ed ri sks with other parties, such as by i nsurance or by
subcontracting parti cul ar processes.

3.2 Objectives and achievements

The organi zation needs to establ i sh inform ation m anagem ent objectives at rel evant functi ons and
l evel s.

3.2 Objectives and achievements

Evidential weight and legal admissibility of information stored electronically 25



The information management objectives need to:

a) be consistent with the information management pol icy;
b) be measurable (if practicable);
c) take into account appl icable information management requirements, and results from risk

assessment and risk treatment;
d) be communicated; and
e) be updated as appropriate.

The organization should retain information on the information management objectives.

When planning how to achieve its information management objectives, the organization needs to
determine:

a) what wi l l be done;
b) what resources wi l l be required;
c) who wil l be responsible;
d) when it wi l l be completed; and
e) how the results wi l l be evaluated.

3 Planning
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4 Support

4.1 Resources

Thi s section of the Code rel ates to Cl ause 7 of BS 1 0008, ‘Support’.
The organi zation needs to determ ine and provi de the resources needed for the establ ishm ent,
im pl em entation, m aintenance and continual im provem ent of the i nform ati on m anagem ent system .

4.2 Competence

The organi zation needs to:

a) determ i ne the necessary com petence of person(s) doi ng work under i ts control that affects its
inform ation m anagem ent perform ance;

b) ensure that these persons are com petent on the basi s of appropriate education, train i ng or
experience;

c) where appl i cabl e, take acti ons to acquire the necessary com petence, and eval uate the effectiveness
of the actions taken; and

d) retai n appropri ate docum ented inform ation as evi dence of com petence.

N OTE: Appl icabl e actions m ay in cl ud e, for exampl e: the provision of train ing to, the men toring of, or th e

reassign ment of cu rrent workers; or th e h iring or con tracting of competent person s.

4.3 Awareness

Workers doi ng work under the organizati on’s control shoul d be aware of:

a) the inform ation m anagem ent pol i cy;
b) their contribution to the effectiveness of the i nform ati on m anagem ent system , i ncl uding the

benefi ts of im proved inform ati on m anagem ent perform ance; and
c) the im pl ications of not conform ing to the inform ation m anagem ent system requi rem ents.

4.4 Reporting and communications

I t i s im portant when devel oping pol ici es and procedures to ensure that:

• inform ation rel ated to the pol i cies and procedures is m ade avai l abl e to those that are or m ay be
affected by them ;

• there i s a m echani sm for feedback from the i m pl em enters of the pol ici es and procedures;
• there i s a m echani sm for revi ewing risks rel ated to the pol i cies and procedures;
• detai l s of any chal l enges to the authentici ty and/or i ntegrity of stored inform ation i s fed back to

those responsibl e for com pl iance with BS 1 0008 and the Code;
• the m ethods used for these com m uni cations are regul arl y assessed for effecti veness, and updated

where necessary.

KEY ISSUE

> Ensure that a reporti ng and com m uni cati ons m echani sm is in pl ace, to ensure that new or
updated pol i cies and procedures are i m pl em ented by al l appropri ate workers.

This docum entati on shoul d be retai ned in com pl i ance wi th the retention schedul e.
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KEY ISSUE

> Retai n docum entati on rel ated to reporti ng and com m uni cations procedures in l ine wi th the
retenti on schedul e.

4.5 Documented information

4.5.1 General

Docum ented i nform ation (al so known as records) rel ated to the process of m anaging i nform ation
stored el ectronical l y needs to be created and retained for as l ong as necessary. Secti on 4.5.2 detai l s
procedural docum entation that needs to be created and retained. Thi s section al so incl udes inform ation
rel ated to the m anagem ent of this inform ation, incl uding the requi rem ent for versi on control and
appropri ate retention periods.

4.5.2 Procedural documentation

4.5.2. 1 General

Com pl iance with BS 1 0008 and the Code requires the avai l abi l i ty and use of specifi ed docum entation.
Thi s docum entati on consi sts of the:

• inform ation m anagem ent pol i cy statem ent (see 2.2.2);
• inform ation retenti on schedul e (see 2.2.2.4.3.2);
• inform ation securi ty pol i cy docum ent (see 2.2.3);
• procedures m anual (see 4.5.2.2);
• system descri ption m anual (see 4.5.2.3).

The avai l abi l i ty of these docum ents, and dem onstrabl e adherence to the procedures they descri be,
shoul d, i f effecti vel y constructed, provi de the audi t trai l that m ay be used to dem onstrate the
authenti city of i nform ati on stored, and so enhance i ts evidential wei ght.

N ote that each of the docum ents m enti oned above m ay actual l y be m aintai ned as m ul tipl e docum ents,
or these docum ents m ay be com bi ned. The key recom m endati on is that the docum entati on exi sts, i s
m aintai ned and i s readi l y accessi bl e to those authorized wi thin the organi zation to access i t and to any
authori zed third party who m ay require access.

Al l docum entati on needs to be m ai ntained in l ine with existing worki ng practices, and so shoul d be
m aintai ned under a versi on control system (see 5.7).

Additi onal docum entation m ay be required to support the dai l y operati on of the system , for exam pl e:

• the qual ity control l og (see 5.2.3.7);
• the system m ai ntenance l og (see 5.1 5);
• an audi t trai l (see 4.5.3);
• com pl iance statem ents (see 6.3.4).

The content of the docum entati on described above can easi l y becom e unrel iabl e where there are no
procedures in pl ace to ensure that they keep pace with both organizati onal and system changes.
U nrel iabl e docum entati on m ay adversel y affect l egal argum ents rel ating to the correct operati on of an
inform ation m anagem ent system . It is therefore im portant to ensure that the defi ni ti ve versi ons of
system docum ents are brought under configurati on m anagem ent control , and are fi rm l y l inked to the
organi zation’s change m anagem ent procedures.

Where com pl i ance wi th BS 1 0008 and the Code is cl a i m ed over a period of tim e duri ng which di fferent
edi ti ons of the above docum entation were appropri ate, then al l editions of this docum entati on shoul d
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be kept, in com pl i ance wi th the pol i cy docum ent. Thi s i s to ensure that, where i nform ati on regarding
the system at a point i n the past is required, it can be obtained from this docum ent store.

KEY ISSUE

> Docum entation is essenti al evidence for the pol ici es, procedures and technol ogy used. I t i s part of
the system audit trai l .

4.5.2.2 Information management system procedures

4.5.2.2.1 G eneral

The organi zation shoul d m ai ntain docum entati on (a procedures m anual ) for each inform ati on
m anagem ent system conform i ng to BS 1 0008 and the Code, descri bing al l procedures rel ated to the
operation and use of the system , i ncl uding input to, operati on of and output from the system . This
m anual m ay incl ude references to other control l ed docum entati on as appropriate.

For conveni ence the procedures m anual m ay be m ai ntained as a num ber of separate physical
docum ents, rel ati ng to different i nform ati on m anagem ent areas. Where the organizati on has m ul tipl e
inform ation m anagem ent system s, the docum entati on m ay com prise a singl e procedures m anual or
m ul ti pl e procedures m anual s.

Thi s procedures m anual shoul d be readi l y accessibl e to al l appropriate users of the system .

KEY ISSUE

> A procedures m anual shoul d be m ade avai l abl e, contain ing detai l s of (or reference to) other
rel evant docum entation concerni ng al l procedures rel evant to the inform ation m anagem ent
system .

4.5.2.2.2 Content

The procedures m anual shoul d i ncl ude the topi cs l i sted bel ow.

Topic Content Section of BI P
0008-1

I nform ati on capture I m porting or creating inform ation to be
stored

5.2

Sel f-m odifying fi l es M anaging fi l es that can autom atical l y m odify
them sel ves

5.3

Com pound docum ents M anaging m ul ti -fi l e docum ents 5.4

I nform ati on in
structured databases

M anaging inform ation stored in structured
databases or other el ectronic system s

5.5

Big data
considerations

M anaging very l arge am ounts of data in
m ul tipl e com puter system s

5.6

Version control M anaging m ul tipl e versions of a docum ent 5.7
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Storage system s Technol ogy used to store el ectronic
inform ation

5.8

I nform ation retention I m pl em enting the retention schedul e 5.9.1

I nform ation di sposal I m pl em enting the retention schedul e and
m anaging the inform ation disposal procedures

5.9.2

I nform ation transfer M anaging integrity during fi l e
transm ission/transportation

5.1 0

I ndexing Creating index entries for captured
inform ation

5.1 1

Output Creating authenticated output from the
system

5.1 2

I denti ty M anaging the identity of individual s and
system s

5.1 3

I nform ation security
procedures

M anaging the security of inform ation and
system s

5.1 4

System m aintenance M aintain ing physical equipm ent 5.1 5

External service
provision

U sing third parties for outsourcing 5.1 6

I nform ation
m anagem ent testing

Ensuring system s m eet business needs 5.1 7

Table 3 – Procedures manual topics

4.5.2.3 Key technology components

4.5.2.3.1 G eneral

A descripti on of hardware, software and network el em ents that com pri se the system and how they
interact, i ncl uding detai l s of system configurati on, i s needed. I t shoul d be structured so that detai l s of
the system at any ti m e during the peri od of i ts use m ay be readi l y accessed. Thi s m ay be achieved by
creati ng a new version of the m anual every tim e there i s a change, or by i ncl udi ng a ‘change control ’
secti on in the m anual . What is im portant is that there is a cl ear descri ption of the system as it was at a
particul ar ti m e i n the past.

For system s al ready i n operation, inform ati on stored on the system prior to the i ntroducti on of
BS 1 0008 and the Code cannot be consi dered as m eeting i ts provi sions unl ess the control s and
procedures described i n BS 1 0008 and the Code have been in pl ace from the tim e of storing that
inform ation.

Where the i nform ati on m anagem ent pol icy requi res com pl iance with particul ar national and/or
internati onal standards (see 2.2.2.4), the system descripti on m anual shoul d incl ude a secti on
dem onstrati ng com pl iance with those standards. Thi s enabl es system auditors to check the perform ance
and rel i abi l i ty of the system against these standards.
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KEY ISSUES

> A system description m anual shoul d be m ade avai l abl e, contain i ng detai l s of (or reference to
other rel evant docum entation that contai ns detai l s of) al l technol ogy-rel ated i ssues rel evant to the
inform ation m anagem ent system at any point i n ti m e.

> Docum ent any com pl i ance to standards m ethodol ogy i m pl em ented.

4.5.2.3.2 Content

The system descri ption m anual shoul d incl ude the topi cs l i sted bel ow.

Topic Content Section of BI P 0008-1

I m age processing U se of im age processing technol ogy 5.2.4

Form s U se of form overl ays and el ectronic
form s system s

5.2.4.6/5.2.4.7

Storage system s Types of storage m edium and form at in
use

5.8

Environm ental
considerati ons

Environm ent of technol ogy instal l ations 5.8.5

M edia m igration M oving stored inform ation between
storage system s

5.8.7

Form at conversion Changing stored inform ation from one
fi l e form at to another

5.8.8

Com pressi on
techniques

U se of com pression techniques 5.1 0.3.2

Business process
m anagem ent and
workfl ow system s

M anaging workfl ow system s 5.1 0.5

Access rights Configuration of user access
m anagem ent tool s

5.1 4.2

Encryption U se of encryption technol ogy 5.1 4.3

Digita l signatures U se of digital signatures 5.1 4.4

Other authentication
techniques

U se of other authentication techniques 5.1 4.5

Audit trai l s Detai l s of avai l abl e audit trai l
inform ation

4.5.3

Date and tim e
stam ps

Accuracy of date and tim e 4.5.3.9

Table 4 – System description manual topics
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4.5.2.4 Maintenance of documentation

Com pl iance with BS 1 0008 and the Code requires the avai l abi l i ty and use of specifi ed docum entation.
M aintenance of thi s docum entati on shoul d be in accordance wi th the requi rem ents of BS 1 0008 and
the recom m endati ons of the Code, i ncl uding the keeping of records of this m aintenance. Thi s
docum entati on shoul d be subject to records m anagem ent disci pl i nes that are at l east as good as those
appl ied to the organi zation’s other vital business records.

M aintenance is required because, over tim e, requirem ents wi l l evol ve and technol ogi es and l egi sl ation
wil l change. In som e cases, i t wi l l suffice for m ai ntenance efforts to be dri ven by recogniti on of
changes, on an ad hoc basis. Addi ti onal l y, typi cal l y for m ore im portant docum ents, a routine regul ar
review wi l l be appropriate. In m ost cases i t wi l l be desi rabl e for changes to be docum ented in a way
that al l ows a stakehol der to track the changes between versions. Thi s can be im pl em ented by recording
a si m pl e change history for each part of the docum entation.

Docum entati on m ay be stored el ectroni cal l y in the inform ation m anagem ent system , subject to the
sam e control s as incl uded i n BS 1 0008 and the Code, as paper or m i croform in secure l ocati ons, or as
any com bination of these.

KEY ISSUES

> There shoul d be docum ented procedures for ensuring that docum entati on is up to date.

> Ensure that the version appropriate at a particul ar poi nt i n tim e in the past can be identifi ed and
accessed.

4.5.2.5 Updating and reviews

I t i s im portant to ensure that the procedures i m pl em ented at any ti m e duri ng the storage l ife of any
specifi c pi ece of i nform ati on can be determ ined. Thi s is achi eved by ensuring that the procedures
m anual (see 4.5.2.2) is kept up to date, and that al l previous versions are kept in com pl iance with the
pol icy docum ent (see 2.2.2).

KEY ISSUES

> Al l changes to operati onal procedures shoul d be m anaged by a change control procedure, and
incl ude updating the procedures m anual .

> Superseded versi ons of the procedures m anual shoul d be kept in com pl i ance wi th the retention
schedul e, together wi th the dates during which they were in operati on.

> The procedures m anual shoul d be regul arl y revi ewed, to ensure that it is up to date.

> Al l changes shoul d be revi ewed to ensure that com pl i ance wi th BS 1 0008 and the Code is not
com prom ised.

4.5.3 Audit trails

4.5.3. 1 General

When prepari ng inform ation for use as evi dence, i t i s often necessary to provi de further supporti ng
inform ation. Thi s i nform ati on m ay incl ude detai l s such as date of storage of the i nform ati on, detai l s of
m ovem ent of the inform ation from m edium to m edium , and evi dence of the control l ed operation of
the system . These detai l s are known as ‘audi t trai l ’ inform ati on.

4 Support

32 Evidential weight and legal admissibility of information stored electronically



Thi s audi t trai l inform ation i s needed to enabl e the working of the system to be dem onstrated, as wel l
as the progress of i nform ati on through the system , from recei pt to final del eti on. Audi t trai l s need to
be com prehensive and properl y l ooked after, as wi thout them the integri ty and authentici ty, and thus
the evi denti al weight, of the i nform ati on stored i n the system coul d be cal l ed into questi on.

Audit trai l s m ay be but do not need to be autom atical l y produced. They need to be designed so that
an independent party (such as an audi tor) is abl e to trace the hi story of an i ndi vidual docum ent, or the
operation and m anagem ent of the technol ogy.

4.5.3.2 Purpose

The audi t trai l as defi ned for BS 1 0008 and the Code consists of the aggregate of the inform ation
necessary to provi de a hi stori cal record of al l si gni fi cant events associated with the stored i nform ati on
and the inform ation m anagem ent system . As such i t covers the answers to al l the cl assic questions
concerni ng the provenance of any piece of inform ation stored withi n the i nform ation m anagem ent
system :

• Who?
• What?
• Where?
• When?
• Why?
• H ow?

These audi t trai l detai l s can be spl i t i nto two categori es:

1 . system (i ncl udi ng the hardware pl atform (s), appl i cations and operati ng software, configurati on,
and processes and procedures);

2. stored i nform ati on.

In m ost organizati ons, the audi t trai l wi l l consist of a col l ection of system - and operator-generated l ogs.

I t is essenti al that system cl ocks be synchronized wi th an accurate ti m e source5 to ensure that tim es
recorded in audit trai l s are consi stent and rel iabl e.

For further advi ce on audit trai l s and on bui l d ing inform ation m anagem ent system s ‘fi t for audit’, see
PD 001 8:2001 , Information management systems — Building systems fit for audit.

4.5.3.3 Generation

Audit trai l data shoul d, as far as practi cabl e, be generated autom ati cal l y by the system , and the system
descripti on m anual (see 4.5.2.3) shoul d descri be the processes. I n this case, the data shoul d be created
and stored im m ediatel y fol l owi ng the event that is bei ng audi ted.

Where audi t trai l data are not generated autom ati cal l y by the system , procedures for their m anual (or
other) generati on shoul d be im pl em ented. I n this case, the data shoul d be created as soon as possibl e
after the event that is bei ng docum ented. For exam pl e, i f the record i s of when an operator started
work, the ti m e shoul d be recorded before work actual l y starts. I f the record i s of when preparation of
a parti cul ar batch of docum ents was started, the tim e shoul d be recorded just before the preparation
of that batch com m ences.

I t shoul d not be possibl e to m ake any changes to the system or the i nform ati on withi n the system
without creation of an audi t trai l entry.

I t shoul d not be possibl e to am end audit trai l data. Del eti on shoul d onl y be possi bl e i n accordance with
the organi zati on’s retention pol i cy.

5 See section on ’Trusted Tim e’ in BIP 0008-3 (201 4).
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KEY ISSUES

> Audi t trai l data shoul d be generated autom atical l y wherever possi bl e, and shoul d i ncl ude entri es
for al l system and data changes.

> I t shoul d not be possibl e to al ter audit trai l s.

4.5.3.4 Content

4.5.3.4.1 G eneral

The audi t trai l content i s cri ti cal , as i t can be used to determ i ne the rel evance and im portance of
particul ar docum ent types. Audi t trai l s m ay al so be needed to audit such acti viti es as creati on, access
and del etion. Thus, the audi t trai l needs to i ncl ude a record of al l rel evant occurrences. If any
significant occurrence is not audi ted, then the whol e audit trai l can be discredi ted and, as a direct
resul t, a l l or any i nform ation hel d withi n the system wil l a l so be abl e to be di scredited.

Thus, technol ogies for el ectronic inform ation storage shoul d be chosen with audit trai l requi rem ents in
m ind. Thi s m ay resul t i n technol ogi es bei ng rejected that m ay otherwise have appeared sui tabl e for a
particul ar appl i cation.

KEY ISSUE

> When choosing el ectroni c i nform ati on storage system s, consider suitabl e audi t trai l functi onal i ty
as a basic system requirem ent.

Audit trai l s shoul d i ncl ude detai l s rel ated to the fol l owing procedures:

• inform ation capture (see 5.2);
• batch processi ng (see 5.2.3.9);
• indexing (see 5.1 1 ) ;
• versi on control (see 5.7);
• disposal of i nform ati on (see 5.9.2).

Al l audi t trai l s shoul d i ncl ude detai l s of who the i ndi vidual was or what appl ication/system com ponent
was responsibl e for the audi ted event.

4.5.3.4.2 Inform ation capture

Audit trai l data about the i nform ation capture process provides inval uabl e inform ation to assist in the
authenticati on of stored inform ati on. Detai l s such as capture tim e, operator and capture devi ce m ay
prove vital when authenti city is chal l enged.

Inform ation that m ay be stored in the audi t trai l wi l l typical l y incl ude:

• docum ent or fi l e identificati on;
• process date and tim e stam p;
• batch reference (for batch input);
• num ber of pages (for docum ent scanning) or data records (data capture);
• qual ity control check approval ;
• an identi fier for each docum ent or fi l e that was indexed;
• worker and workstati on identifier;
• fi nal write to storage.

The choi ce of actual data to be stored in the audit trai l wi l l depend upon the appl icati on and the
system .
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KEY ISSUE

> Records shoul d be kept in the audit trai l of key i nform ati on concerni ng inform ati on captured by
or i m ported into the system .

Inform ation m ay be captured by the system on a fi l e-by-fi l e basi s. This is particul arl y rel evant where
data fi l es are i m ported i nto the system . In thi s case, the fol l owing audi t trai l i nform ati on m ay be
stored:

• a unique fi l e i dentifi er;
• num ber of docum ents/pages/data records withi n the fi l e;
• si ze of the fi l e (e.g. ki l obytes);
• fi l e form at.

Where com pound fi l es are captured, audit trai l data shoul d incl ude the rel ati onshi p between the parts.

KEY ISSUE

> Where i ndi vidual fi l es are captured, audit trai l data shoul d be kept on a fi l e-by-fi l e basi s.

4.5.3.4.3 Batch processi ng

Where batch processes are i nvol ved, i t is com m on to use batch control docum ents to record and
reconci l e batch content and process com pl etion. These form an integral part of the overal l audit trai l .

Where data are captured on a batch basi s, particul arl y in docum ent scanning appl i cations, the
fol l owing audit trai l i nform ati on shoul d be stored:

• uni que batch identifier;
• operator i denti fi er;
• type of m ateri al scanned (e.g . paper docum ents, rol l m icrofi l m and/or aperture cards);
• quanti ty of m ateri al in the batch (e.g . num ber of docum ents, num ber of pages

(si ngl e/doubl e-si ded) or num ber of m icrofi l m fram es);
• detai l s of im age processing perform ed duri ng the scanning process, where this is di fferent from

any defaul t im age processing descri bed i n the system descripti on m anual .

Audit trai l data shoul d be stored so that i t is easy to confi rm that:

• al l required activi ty has been perform ed for that batch;
• detai l s of any anom al ies or discrepanci es that have been encountered (e.g . num ber of pages

wri tten to storage not agreei ng with num ber of pages scanned) have been recorded and deal t
wi th;

• qual ity control procedures have been com pl eted;
• required excepti on processing has been com pl eted.

KEY ISSUE

> When worki ng in batches, audi t trai l data shoul d i ncl ude rel evant inform ation about batch
reconci l iati on.

4.5.3.4.4 Indexing

Indexing i nform ati on i s vi tal to the inform ati on retri eval process, and so its accuracy is key to
establ i sh ing the authenti city of stored inform ation. Audi t trai l i nform ati on detai l i ng the creati on and
m odifi cati on of indexes can be used to dem onstrate that indexing procedures have been correctl y
fol l owed.
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I t m ay be appropriate, dependi ng upon the appl i cation, to keep ‘before’ and ‘after’ records of index
entries that are am ended or del eted.

Where an index i tem rel ates to del eted inform ation, this fact shoul d be docum ented.

KEY ISSUES

> A record shoul d be kept in the audi t trai l of the date and tim e of the creation, am endm ent and
del eti on of every i ndex fi l e.

> Audi t trai l data shoul d i ncl ude an identi fier for each docum ent or data fi l e that i s i ndexed.

4.5.3.4.5 Versi on control

Where a change is m ade to a data fi l e, audit trai l data shoul d be created and stored, i denti fyi ng the
nature and detai l s of the change. Such changes coul d have been m ade by an i ndi vidual , or
autom ati cal l y by the system .

Where appropriate, previ ous versi ons of data fi l es shoul d be referenced in the audit trai l data, to
identi fy the nature of the change.

KEY ISSUES

> Where changes are m ade to stored inform ation, audi t trai l data shoul d be stored detai l ing the
change.

> I t m ay be appropri ate to keep a copy of the i nform ati on before the change, to docum ent the
process that has been carried out.

4.5.3.4.6 Di sposal of i nform ation

Records shoul d be kept i n an audi t trai l of the disposal of i nform ati on at the end of the rel evant
retenti on period. Thi s i s parti cul arl y si gni fi cant if i t i s necessary to dem onstrate that i nform ati on
disposal was in accordance wi th the retention and disposal pol i cy and was not undertaken to hi de
inform ation that coul d have been incri m inati ng evidence.

Where ori gi nal docum ents are destroyed fol l owi ng a scanning process, records shoul d be kept in an
audit trai l of the destructi on of the ori gi nal docum ents.

KEY ISSUE

> Keep records of any inform ation disposal procedures carried out.

4.5.3.5 Security of audit trails

I f the authentici ty of stored i nform ati on i s questi oned, the i ntegrity of the audit trai l m ay be
fundam ental i n establ i sh ing the authenti city, and thus the evidential weight, of the stored inform ation.
If the possi bi l i ty exi sts that the audi t trai l data coul d be m odi fied, this wi l l reduce the evi denti al weight
of any i nform ati on to which these records appl y.

The audi t trai l shoul d be kept at the l evel of security appropriate to preventing any change to any data
withi n i t, and i n accordance wi th the organizati on’s inform ation securi ty pol i cy (as wel l as the retention
pol icy).

The audi t trai l shoul d be subject to i nternal records m anagem ent pol i cies and procedures that are at
l east as good as other ‘vi tal records’ of the organizati on.

4 Support

36 Evidential weight and legal admissibility of information stored electronically



Secure backup copi es of the audi t trai l shoul d be kept, incl udi ng autom ated and m anual audit trai l
data.

Where fi l e recovery procedures have been im pl em ented, suffi cient audit trai l data shoul d be stored to
dem onstrate that the recovery did not affect i nform ati on authenti city.

For l east risk, store audi t trai l data on WORM m edia. If a rewri tabl e m edi um i s used, then addi tional
procedures need to be im pl em ented to reduce the ri sk of changes being m ade. The use of m agnetic
tape wi l l m ake it rel ati vel y di fficu l t to m odify data, as m agneti c tape i s norm al l y a seri a l l y written
m edium .

If audi t trai l data has been m odi fied, then any such m odificati on shoul d be audi ted.

Paper docum ents used for audi t trai l data shoul d be frequentl y rem oved from the pl ace of use and
stored securel y. The l onger a docum ent used for audit trai l data (e.g . operator l ogs) is l eft i n a
rel ativel y insecure pl ace, for exam pl e, at a workstati on, the hi gher the ri sk of tam pering. U sers need to
assess such ri sk when usi ng paper for audit trai l records. Where paper docum ents are used, storing
copi es of them on the i nform ati on m anagem ent system i s recom m ended.

KEY ISSUES

> Wherever possibl e, store audi t trai l data i n an unm odi fi abl e form .

> Where thi s i s not possibl e, use security m easures to ensure that it is not m odifi ed.

4.5.3.6 Management

Audit trai l i nform ati on needs to be properl y m anaged, as i t m ay be of criti cal im portance to the
organi zation. Al l cl a im s of com pl iance with organizational pol i cies m ay be di scredited if the audit trai l
i s not treated correctl y and cannot be interpreted unam biguousl y.

Where audi t trai l data are stored m anual l y by an operator, it m ay be i m practi cal and unnecessary to
create audit trai l data on a per docum ent basi s. For exam pl e, when undertaking docum ent preparati on
for scanning, it m ay be suffi cient to docum ent the date and, where appropri ate, ti m e at which
preparation of a batch of docum ents started and ended. I t m ay suffi ce to docum ent si m pl y when the
operator started and ended work, provi ded i t i s possi bl e to identify subsequentl y whi ch operator
prepared which docum ents.

KEY ISSUES

> Ensure that the audit trai l data are authentic, accessibl e, suffici entl y com prehensi ve and
understandabl e.

> Audi t trai l data shoul d i ncl ude a date and (where appropriate) ti m e stam p.

> I t m ay be appropri ate to audi t at the batch l evel rather than the i ndi vidual docum ent l evel , i n
som e parts of the capture and storage processes.

4.5.3.7 Storage and retention

The storage of audit trai l data is a topi c often not i ncl uded in an organizati on’s inform ation
m anagem ent pol ici es. As they are frequentl y created autom ati cal l y, and i nfrequentl y accessed, they are
usual l y forgotten, and thus not subj ect to adequate control .

4.5 Documented information
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To ensure that al l rel evant audi t trai l data are stored, ‘audit trai l data’ shoul d be i ncl uded as a specifi c
document type in the pol icy docum ent. It shoul d be stored for at l east as l ong as the i nform ati on to
which it refers.

Som e system s control the size of audi t trai l data fi l es by the use of ‘l oopi ng’, whi ch sets the m axim um
size for the data fi l e, and when this size is reached new data overwrite the ol dest data i n the fi l e. Thus,
ol d audi t trai l data are l ost. Thi s process m ay not be i n conform ance to requi red retenti on periods.

There shoul d be procedures that identify circum stances when an audit trai l data fi l e becom es ful l , and
action i s taken to retai n data as requi red by the retention pol i cy.

Where an organi zati on i s working wi thin a BS EN ISO 9001 environm ent, typical l y audi t trai l data
rel ati ng to com pl i ance wi th the qual i ty m anagem ent system are destroyed after a short peri od of ti m e.
Thi s i s not the case with audit trai l data from inform ation m anagem ent system s, whi ch shoul d be
stored for the sam e period as that of the data to whi ch it rel ates.

KEY ISSUE

> Ensure that audi t trai l data are retai ned for at l east the sam e peri od as that of the data to which
they rel ate.

4.5.3.8 Format

The form at of audit trai l data is a topic often not incl uded i n an organi zati on’s i nform ati on
m anagem ent pol ici es.

Frequentl y, when an organi zati on wants to autom ate i ts com puter operations environm ent, i t m akes
use of operati ng system l ogs to m onitor the system for specifi c events or error condi tions.

At an appl ication l evel , ensuring that the appl icati on provi der uses standard error m essages, typi cal l y
agreed with the organizati on duri ng the design stage, al so enabl es appl i cati on status conditions to be
m oni tored.

For exam pl e, i f an appl i cation reads inval id data from a fi l e, rather than j ust aborti ng the program
with nobody aware of what has happened (unti l the users rai se a support cal l ) , i f the program wri tes a
status m essage to an error/system l og, in an agreed form at, the m onitoring software wil l detect this
and noti fy the user and/or support staff.

These notifi cati ons are an i m portant trigger to investi gate the conti nued, proper operation of the
system . The entries into the error/system l og that caused the m onitori ng software to raise the al ert
shoul d be part of the audi t trai l and shoul d be control l ed i n accordance with BS 1 0008 and the Code.

KEY ISSUE

> U se audit trai l form ats that enabl e easy i nterpretati on, both by system users and by autom ated
m onitori ng tool s.

4.5.3.9 Date and time stamps

Bei ng abl e to determ ine the date and/or tim e of an event (such as the capture of a docum ent by the
system ) can be an i m portant pi ece of evi dence. Thus, al l appropri ate events shoul d be date- and/or
tim e-stam ped. Depending on its i m portance, date and tim e inform ation m ay be stored on a batch or
indivi dual event basi s.

4 Support
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Where accuracy of date and/or tim e cl ocks i s i m portant, regul ar checki ng of system cl ocks shoul d be
carri ed out. Any errors shoul d be corrected and any actions taken docum ented. Onl y authori zed
personnel shoul d be abl e to change system cl ocks.

Where cl ocks are changed on a seasonal basis, for exam pl e ‘sum m er ti m e’, then procedures to be
fol l owed shoul d be docum ented. Cl ock changes m ay be autom ated, but it is im portant to check that
the appropriate action has been com pl eted at the right tim e.

In som e appl ications, the cl ock m ay be confused by m ul tipl e ti m e zones. Where this m ay be an issue,
rel evant procedures shoul d be im pl em ented to ensure that the appropriate ti m e i nform ati on i s
accessed.

Where there is a parti cul ar need to dem onstrate the accuracy of date and ti m e stam ps, the use of
trusted third-party servi ces for this m ay be consi dered. Such services can al so be used to dem onstrate
that system cl ocks have not been tam pered wi th. Where Trusted Ti m e i s used, procedures for
dem onstrati ng the integri ty and authentici ty of a ti m e stam p and its binding to a parti cul ar pi ece of
inform ation shoul d be docum ented.

KEY ISSUES

> M ark al l appropri ate events wi th date and/or tim e stam ps. Check system cl ock accuracy from ti m e
to ti m e.

> Where m ul ti pl e ti m e zones are in use, rel evant control s need to be i m pl em ented to m anage tim e
stam ps/cl ocks in an appropriate m anner.

> Assess the val ue of Trusted Tim e, and use where appropri ate.

4.5.3. 10 Access and interpretation

Access to the audi t trai l inform ation needs to be control l ed. In som e appl ications, access m ay onl y be
needed i nfrequentl y, and thus it is i m portant that the interpretation procedures are docum ented. As
audi t trai l data m ay be inspected by authori zed external personnel (such as audi tors) who have l i ttl e or
no fam il iarity with the system , interpretation procedures shoul d be understandabl e by non-technical
users.

There are frequentl y a num ber of departm ents (or i ndi vidual s) wi thin an organizati on (or external to
the organi zati on), i ncl udi ng those representi ng user, audit and l egal functi ons, that m ay need access to
specifi c parts of audit trai l inform ation. Thi s access shoul d be control l ed, to reduce the possi bi l i ty of
com prom ise.

Access to the audi t trai l shoul d itsel f be recorded i n the audi t trai l .

KEY ISSUES

> Rel evant personnel shoul d have access to audit trai l data com m ensurate to their rol e.

> There shoul d be docum ented procedures that are fol l owed when audit trai l data needs to be
accessed and i nterpreted.

4.5 Documented information
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5 Operation

5.1 Management overview

Thi s section of the Code rel ates to Cl ause 8 of BS 1 0008, ‘Operati on’.

When responding to questions about the authenticity of stored i nform ati on, one of the m ajor issues
that wi l l need to be resol ved i s ‘Was the system operated correctl y at al l rel evant ti m es?’ In order to be
abl e to deal confidentl y wi th this issue, al l rel evant procedural and technol ogy issues wi l l need to be
wel l thought out, be com pl ete i n their scope, and be operated by com petent indivi dual s. I t is a l so
essenti al that, because of the l ong ti m e i nterval s i nvol ved, al l rel evant procedures are docum ented. This
docum entati on is descri bed i n BS 1 0008 and the Code as the procedures m anual and the system
descripti on m anual , which docum ent al l the operating procedures and technol ogy that the
organi zation needs, where appropriate, to im pl em ent.

5.2 Information capture

5.2.1 Information loss

Whenever inform ation is ‘copi ed’, ‘converted’, ‘m oved’, ’updated’ or ‘captured’ withi n a process, there
is the potential for l oss of som e of the i nform ati on. For exam pl e, when a paper docum ent is scanned or
photocopied, resol uti on m ay be l ost, resul ting in the i l l egibi l i ty of sm al l pri nt. Or when an el ectroni c
docum ent is converted from one form at to another, som e m etadata m ay be l ost.

In som e appl ications, where ori gi nal paper docum ents are scanned as part of an el ectronic storage
system , there m ay be a process to destroy the orig inal docum ent. This process wi l l al so resul t in
inform ation l oss. In thi s case, the i nform ati on m ay be the type of paper used, the i nk in the pen used
to si gn the docum ent or a fingerprint on the page.

In al l these cases, the organi zation shoul d revi ew the inform ation l oss (potenti al or actual ) resul ting
from each type of transform ati on process, and m ake a deci sion as to whether the l oss is ‘acceptabl e’,
and that no ‘m ateri al ’ inform ation i s l ost. Thi s deci sion wi l l need to be based on a risk assessm ent,
reviewing the i m pact of the potential l oss of evi dence agai nst the cost of retain i ng that evidence.

KEY ISSUE

> Review any i nform ation l oss by each transform ation process, and m ake a busi ness deci sion on the
acceptabi l i ty of the resul tant docum ents, based on a ri sk assessm ent.

5.2.2 Creation and importing

Docum ents contai n ing inform ation m ay be created by the inform ation m anagem ent system , or
im ported i nto i t. The authenti city of docum ents at the ti m e they are i m ported is of criti cal im portance
when they are l ater cal l ed upon and their authentici ty and i ntegrity are subject to scrutiny.

Docum ents can be stored i n two form s, in ei ther im age or data form at. I n either form , they can be
im ported i nto the i nform ati on m anagem ent system i n a vari ety of form ats.
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Im age form ats are typi cal l y obtained from :

• paper docum ents (ori gi nal s, photocopies and faxes);
• autom atic facsi m i l e entry (vi a a fax server);
• m icrofi l m and m i crofi che.

Im age form ats are typi cal l y bitm aps of an ori g inal docum ent. Im age form ats can al so be obtained from
docum ents in data form at. Detai l s of procedures for capturi ng docum ents in i m age form at are
discussed in 5.2.3.

Data form ats store inform ation i n the orig i nal form at, typical l y requi ring the orig inal software to
retri eve the i nform ati on. There are a num ber of ‘standard’ form ats that can be retri eved by m any
software packages (e.g. text fi l es or com m a separated del i m i ted fi l es). Exam pl es of data form ats are:

• offi ce system s such as word processors and spreadsheets;
• ’standard’ fi l e form ats such as PDF;
• CAD drawi ngs;
• em ai l m essages;
• el ectroni c data i nterchange (EDI ) fi l es;
• H TM L and web pages (i ntranet and internet);
• instant and SM S m essages;
• Extensibl e M arkup Language (XM L) m essages;
• databases and other data stores;
• program to program data fi l es.

In al l cases, the i nform ati on contai ned i n the data can be di rectl y accessed by the read software. Detai l s
of procedures for capturing docum ents i n data form at are di scussed i n 5.2.5.

N OTE: I t i s a l so possibl e to have electronic d ocu men ts in m ixed image and data form ats (e.g . a l etter in a text

form at with an embed ded bitm apped sig natu re).

Where an im age or data fi l e orig inates from outside the boundaries of control of the organizati on
em pl oying the i nform ati on m anagem ent system , there m ay be l i ttl e or no control over, or knowl edge
of, the procedures or processes invol ved i n the production or authori zation of the im age or data fi l e. I n
these ci rcum stances, the organization wi l l need to take care that the docum ent is what i t purports to
be, that it has not been tam pered with and that the i denti ty of the orig i nator is genui ne. The l evel of
checki ng of these criteria wi l l depend upon the nature of the particul ar docum ent in questi on.

Such boundary si tuations can al so exi st withi n an organi zati on. In these circum stances, the part of the
organi zation wi th the inform ati on m anagem ent system shoul d not assum e that an im age or a data fi l e
is what i t purports to be, sim pl y because i t cam e from another part of the sam e organization.

KEY ISSUES

> There shoul d be docum ented procedures for the creati on or i m portati on of im age or data fi l es
into the system .

> There shoul d be docum ented procedures for the confirm ation of the integri ty and authentici ty of
im age or data fi l es that are created by or im ported into the system , at the ti m e of creati on or
im portation.

5.2 Information capture
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5.2.3 Document image capture

5.2.3. 1 Introduction

Docum ent i m ages m ay be obtained from orig inal (or copy) docum ents stored on m any di fferent m edia
types. Paper or m icroform docum ents are com m on, but i m ages can be i m ported i nto the inform ation
m anagem ent system i n a wi de variety of ways (e.g . facsim i l e, m icroform , em ai l , em ai l attachm ent or
fi l e transfer).

I f the i nform ation m anagem ent system is used for storing docum ent i m ages, the procedures invol ved i n
the capture of those im ages shoul d be docum ented. This secti on contai ns recom m endati ons rel ating to
the procedures rel evant to docum ent i m age capture usi ng scanni ng system s.

Where paper docum ent input i s concerned, these procedures m ay i ncl ude:

• docum ent preparation;
• docum ent batchi ng;
• photocopying;
• scanni ng;
• im age qual i ty control .

5.2.3.2 Preparation of paper documents

Al l paper docum ents need to be exam ined pri or to the scanni ng process, to ensure that as hi gh a
qual ity im age as possibl e is obtained. Attributes such as thei r physical state (thin paper, creased or
stapl ed, etc. ), attri butes of the inform ation (bl ack and white, col our or tonal range, etc. ), paper si ze,
weight and bi ndi ng, and print col our can al l affect the physi cal scanning process.

Where docum ents are found that are unl i kel y to be accepted by the scanner, there are a num ber of
techni ques that can be used. For exam pl e, the ori gi nal coul d be photocopi ed (see 5.2.3.1 0) or
transparent wal l ets coul d be used.

When rem oving stapl es, cl i ps or other docum ent bi ndi ngs, ensure that no dam age is caused to the
orig inal that m ay affect the capture of the i nform ati on from the docum ent.

Where an ori gi nal docum ent has physi cal attachm ents, for exam pl e, sti ck-on notes, a procedure for
handl i ng these, m aking sure that al l rel evant i nform ati on is captured, shoul d be i m pl em ented. This
m ight be achi eved, for exam pl e, by capturi ng a separate i m age of the attachm ent, wi th appropriate
index data to associate it wi th the source page. If onl y a singl e im age i s captured with the attachm ent
in pl ace, the index data m i ght record the fact that there i s an attachm ent. Where there i s a ri sk that an
attachm ent m ight obscure or be considered to obscure i nform ati on on the orig i nal docum ent, i t m ight
be preferabl e to ensure that an im age of the ori gi nal docum ent without the attachm ent i s captured.

Where an ori gi nal docum ent has physi cal am endm ents, for exam pl e where correction fl u id has been
used, the inform ati on m anagem ent system shoul d ensure that the presence of such am endm ents is
noted.

Where it i s evi dent that the docum ent being prepared for scanning is a photocopy, and this fact m ay
be im portant in the future, it shoul d be cl ear to a user on any subsequent retri eval of the scanned
im age that this was the case. This is frequentl y the case when procedure woul d norm al l y require
receipt of or access to the orig i nal docum ent (e.g. a bi rth certificate), but i n a parti cul ar case a
photocopy was accepted.

There shoul d be procedures i n pl ace to ensure that al l pages of a m ul ti -page docum ent are kept
together and in the appropri ate order before, during and after scanning.

5 Operation
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KEY ISSUES

> There shoul d be docum ented procedures for the exam i nation of paper docum ents pri or to
scanning.

> There shoul d be docum ented procedures for the handl ing of paper docum ents that m ay cause
scanning difficu l ties.

> There shoul d be docum ented procedures for the rem oval of stapl es and other bi ndi ng m ethods.

> There shoul d be docum ented procedures for deal ing with stick-on notes or other attachm ents.

> There shoul d be docum ented procedures for deal ing with paper docum ents that have been
physical l y am ended.

> There shoul d be docum ented procedures for m arki ng docum ents that are evidentl y photocopi es.

> There shoul d be docum ented procedures for ensuring that the integri ty of m ul ti -page docum ents
is m ai ntained.

5.2.3.3 Paper document formats

5.2.3.3.1 Line drawi ngs/art

For l i ne drawi ngs/art that form part of otherwi se text-oriented docum ents, the scanni ng resol uti ons
appl icabl e to text are typi cal l y al so sati sfactory for the drawings. With printed m aterial , where fi ne
l i nes are used i n the artwork, 200 dots per inch (dpi) m ay be too l ow, but thi s can onl y be determ i ned
via tests on sam pl e docum ents.

5.2.3.3.2 H andwri tten m aterial

With m ateri al where a m odern bal l -point pen or penci l was used, often 200 or 300 dpi wi l l be
adequate, but l ower resol utions m ay be acceptabl e. But for ol der m aterial where a steel -n ibbed pen
was used (e.g . to produce ‘copperpl ate’ handwriti ng), the thinness of the upstrokes m ay often be such
that higher resol uti ons (such as 400 dpi ) wi l l be the m i ni m um that wi l l sati sfactori l y capture the text
without fine detai l i n the upstrokes being l ost.

H andwri ting (or hand drawing) usi ng penci l s can be faint, and difficu l t to reproduce. Care shoul d be
taken when scanning to ensure that i m age brightness and contrast are appropri ate for these i m ages.

5.2.3.3.3 Pl ans and drawi ngs

For hand-drawn architectural and engineeri ng drawings, there m ay be fi ner l i nes present than woul d
be the case with a typical ‘fu l l -si zed’ CAD drawing and, al though 200 dpi wi l l usual l y be a sati sfactory
resol uti on, tests shoul d be done to ensure that the finest detai l i s captured. It m ay prove necessary to
use 300 or even 400 dpi .

With pl ans and drawi ngs, l ine thi ckness wi l l vary depending on the si ze of the output. Wi th the l arger
form ats, A0 or A1 (or U S or i m perial equival ents), l i ne thickness tends not to be as fi ne as with som e
hand-drawn m ateri al . Tests shoul d be undertaken to determ ine the appropriate param eters for
scanni ng, with the appropri ate dpi chosen to ensure a satisfactory reproduction of the drawi ng. Often
it wi l l be sati sfactory to scan at 200 dpi ; however, wi th sm al l er pl ans and drawings, hi gher resol utions
m ay be required.

If the scanning i s to be done from l ow qual ity copi es of the orig i nal s, and if these copies have been
reduced from the orig inal s (whi ch is quite com m on), then a higher resol ution m ay be requi red than
woul d otherwi se have been satisfactory.

5.2 Information capture
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With drawings, di m ensi onal accuracy m ay be im portant. Because drawings are often l arge, the paper or
fi l m m ay undergo dim ensional change (due m ai nl y to variations i n m oisture content). For worki ng
drawings i t i s often a requirem ent when scanning that dim ensi onal inaccuraci es are corrected, that i s
the scanned im age m ay be post-processed to correct scal e inaccuraci es, skew or l ack of orthogonal i ty.
Such corrections m ean that the subsequent i m age i s not a true facsim i l e of the ori gi nal . In cases where
the l egal adm issibi l i ty of such im ages m ight be cal l ed i nto question, it woul d be prudent to preserve an
uncorrected versi on of the scanned im age as wel l as the corrected version.

5.2.3.3.4 M aps

With m aps, a m ini m um resol ution of 400 dpi wi l l often be requi red, but m uch hi gher resol utions (e.g .
up to 1 ,000 dpi) m ay be requi red wi th som e m ateri al . Tests shoul d be perform ed to i denti fy the
appropri ate resol ution that wil l produce the appropri ate qual ity resul ts.

As with drawi ngs, scanned im ages of m aps are frequentl y corrected for scal e i naccuraci es and l ack of
orthogonal i ty after scanning.

Where col oured m aps are being scanned, and the col our is to be preserved, the scanner shoul d be
capabl e of capturi ng individual col ours with the required di scri m inati on. Whi l e the num ber of col ours
subj ecti vel y present m ay be quite sm al l , 8-bi t col our (256 col ours) m ay be inadequate and i t m ay be
necessary to scan wi th 24-bi t col our i n order to provi de the required col our discrim inati on. Tests shoul d
be done to determ ine how m any ‘bi ts’ of col our are required.

5.2.3.3.5 H al f-tone m aterial

Where hal f-tone m ateri al (bl ack and whi te or col our separated) is present on a page al ong wi th text
and/or l i ne art, the objectives of the scanni ng shoul d be addressed.

If the obj ecti ve is to produce a scanned i m age that i s com parabl e in qual i ty to a ‘norm al ’ bl ack-
and-whi te photocopy, then a scanner that produces a di g ital i m age in bl ack and white wi l l suffi ce. The
resol uti on m ay have to be hi gher than that whi ch woul d be acceptabl e for text onl y: where 200 dpi
produces a poor qual ity im age of the hal f-tone m ateri al ; 300 dpi wi l l g i ve a better qual i ty i m age; whi l st
in som e appl icati ons 400 dpi m ay be appropriate.

M ost scanners have different settings for text or l ine art orig i nal s and for orig inal s wi th hal f-tones. The
scanner settings that are optim al for text or l ine art orig i nal s are far from opti m al for those with
hal f-tones, and vice versa. Where i t i s i m portant to reproduce hal f-tones, the hal f-tone scanner settings
shoul d be used. Where hal f-tone content has ‘cosm etic’ val ue onl y and does not contribute to the
essential i nform ati on content of the ori gi nal , then the text or l ine art scanner setti ngs shoul d be used.

If the hal f-tone m ateri al is to be captured to a qual ity l evel com parabl e to that of a typical (good
qual ity) photocopy, then there are two opti ons. One opti on is to scan the docum ent with the scanner
setti ngs set at ‘norm al ’, at a higher resol uti on than woul d be necessary for the text al one. The other
opti on is to scan the docum ent twi ce, to create two i m ages, one where the text/l ine art is captured to
sati sfactory qual ity and the other where the hal f-tone m ateri al i s satisfactori l y captured. In the l atter
case a record shoul d be kept that the production of the two i m ages i nvol ved di fferent scanner settings
(affecting the processing perform ed on the im ages).

I f the hal f-tone m ateri al is to be reproduced to a qual i ty com parabl e to that of the ori gi nal , then i t
shoul d be processed according to the recom m endations for photographs.

5.2.3.3.6 Conti nuous-tone i m ages

Conti nuous-tone i m ages i ncl ude photographs, m edical and industri a l radi ographs (X-rays) and im ages
generated by com puter as photographi c styl e i m ages, incl udi ng ul trasound, com puted tom ography (CT)
and m agneti c resonance (M R) im ages.

5 Operation
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With m ateri al contai ni ng continuous-tone areas (grey scal e or col our), where the tonal inform ation
shoul d be preserved, scanning shoul d be perform ed with a scanner capabl e of capturing the requi red
num ber of grey l evel s and/or col our. The num ber of l evel s that is appropri ate shoul d be determ ined by
benchm ark tests on the sam pl e set of docum ents.

For im ages from photographic m ateri al , the num ber of grey l evel s wi l l typi cal l y be 1 6, 64 or 256 (i .e. 4,
6 or 8 bi ts per pixel ). For very hi gh qual ity im ages, 256 l evel s are norm al l y used, and for X-rays, up to
1 ,024 l evel s of grey (i .e. 1 0 bi ts per pixel ) m ay be necessary.

For col our photographs, 24 bi ts per pixel of col our i nform ati on is used in m ost appl i cations, but for
very high qual i ty i m ages, up to 36 bits per pi xel m ay be necessary. Typi cal l y, 1 5 or 1 6 bi ts of col our are
used; for source m aterial contain ing onl y a sm al l pal ette of col ours, 256 l evel s m ay suffice. Tests shoul d
be perform ed to determ ine how m any col our l evel s are required.

With conti nuous-tone col our, m ost scanners capture 8 bi ts of col our i nform ati on i n three di fferent
regions of the col our spectrum : red, green and bl ue (‘RG B’), resul ting in 24 bits per pixel , or the abi l i ty
to reproduce over 1 6 m il l i on col our variations. With onl y 8 bits of col our inform ation (256 l evel s),
however, there m ay be a noticeabl e ‘bl ocki ness’ in the im age i f the orig inal contains a broad range of
col ours.

Scanni ng resol uti on requi rem ents for docum ents contai ni ng col our are norm al l y si m i l ar to those for
bl ack-and-white m aterial , particu l arl y i f there is text present on the ori g inal . Thus scanning m ay be
perform ed at 1 00 to 400 dpi . I f there is no text present on the ori gi nal , sati sfactory im ages m ay be
achi eved at l ower resol uti ons, down to tel evi sion qual i ty l evel s (about 350 l i nes per i m age fram e); th is
woul d typi cal l y be sati sfactory for i dentity photographs and si m i l ar appl i cations.

To assess i m age qual ity, i n general it is sati sfactory to com pare the screen i m age wi th the ori gi nal . I f
there i s l ikel y to be use of high qual ity hard copy im ages then the com pari son shoul d be m ade
between hard copies of the i m ages, produced on a high qual i ty col our printer, and the orig inal s.

Care shoul d be taken when com pari ng screen col ours wi th an orig i nal that the col ours were correctl y
bal anced at the tim e of i m age capture, and that the displ ay system has al so been cal ibrated correctl y.
Otherwise the displ ayed col ours m ay be different from the col ours on the ori gi nal . Care shoul d al so be
taken that the col ours were correctl y bal anced at the ti m e of im age capture, when com pari ng the
orig inal wi th hard copies of the captured i m age.

Where col our accuracy is im portant, a standard col our gam ut test chart shoul d be scanned at the sam e
tim e as the orig inal (or batch of ori gi nal s scanned at the sam e ti m e), and the im age of thi s chart stored
al ong with the ori gi nal . 6

5.2.3.3.7 M ixed m ode docum ents

M ixed m ode docum ents com pri se m ore than one docum ent type insi de a singl e docum ent (e.g .
photograph and text). From a scanning perspecti ve, docum ents contai n ing hal f-tone m ateri al are
essenti al l y of thi s type, even though the orig inal has been created i n a singl e pri nt operati on. As
described i n 5.2.3.3.5, the use of scanner setti ngs optim i zed for one type of m ateri al can resul t i n the
l oss of i nform ation i n m aterial of other types. As previ ousl y suggested, one sol uti on is to capture
m ul ti pl e i m ages, wi th scanner settings (or even scanner type) sel ected to opti m ize the im age qual ity for
each m ateri al type.

One option i s to use a scanning system that can scan m ixed m ode docum ents autom atical l y, wi th
autom atic detection of each type of m aterial and autom ati c optim i zati on of the settings for each type.
These system s can al so be set to sel ect the m ost appropri ate com pression al gori thm for each type of
m ateri al . Benchm ark testing shoul d be done to ensure that the resul ts are acceptabl e.

6 Rochester In stitute of Technol ogy, Process Ink G am ut Chart. Avai l abl e from Rochester In stitu te of Techn ol ogy, T & E Cen ter, One

Lom b M em ori al Drive, Rochester, N ew York 1 4623, U SA
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5.2.3.3.8 Docum ents with note sheets attached

Som e docum ents m ay have note sheets or notel ets attached. Care shoul d be taken when scanni ng such
docum ents. I t m ay be necessary to rem ove the attachm ent where, for exam pl e, i t obscures inform ation
on the docum ent. I f rem oval i s requi red, the note shoul d be m arked or stam ped as bei ng a part or
page of the docum ent to whi ch i t was attached, and scanned and i ndexed separatel y. The orig i nal
page shoul d al so be indexed to indicate that i t has an attachm ent.

Where a system has a faci l i ty to indicate that a docum ent has a rel ated im age, thi s faci l i ty shoul d be
used.

5.2.3.3.9 M icroform docum ents

M icroform s shoul d be exam ined careful l y prior to deci d ing upon the scanni ng approach.

Withi n m ul ti -fram e m icrofi l m m edia (rol l fi l m , m icrofi che, m icrofi che j ackets and m ul ti -fram e aperture
cards), unl ess the i nter-fram e gap can be detected unam biguousl y, autom ated fram e detection shoul d
not be used.

If the gap is not detected, m ul tipl e fram es m ay m erge into one i m age. Dependi ng on the physi cal
characteri sti cs of the scanning system i t i s possi bl e that som e part(s) of the di gi ti zed image m ay be l ost.

With jacketed fi l m , fi l m stri ps m ay overl ap. The processing procedures shoul d ensure that such overl aps
are detected and corrected before scanning, otherwi se som e page i m ages wil l be m issing or i l l egi bl e, in
whol e or in part.

Where a rotary cam era has been used, i m ages on the fi l m m ay not have a one-to-one correspondence
wi th the ori gi nal docum ents. For exam pl e, two pages m ay have been fed at once, so that on the fi l m ,
part or al l of an ori g inal page m ay be m i ssi ng.

5.2.3.4 Scanning processes

Detai l s of procedures used i n docum ent scanning shoul d be i ncl uded i n the procedures m anual .

Where scanning procedures m ay be varied for parti cul ar docum ents, there shoul d be m ethods for
ensuring that the appropri ate scanner setti ngs are used for each docum ent. Exam pl es of docum ent
attri butes that m ay require different scanner setti ngs are:

• doubl e-sided vs. si ngl e-si ded;
• col our scanning vs. bl ack-and-white scanni ng;
• various text and/or background col ours.

In m any appl icati ons, i t i s i m portant that al l ori gi nal docum ents in a particul ar batch are scanned. This
m ay be achi eved by com paring a count of i m ages created wi th the num ber of docum ents in the batch.
Al ternati vel y, each ori gi nal docum ent coul d be m arked during the scanning process. These m arks need
to be checked to ensure they are present on every docum ent. Where batchi ng is not used, al ternati ve
procedures for ensuri ng that al l docum ents are scanned m ay be needed.

When using the count of i m ages created, take into consi deration any bl ank pages that m ay be
rem oved by autom ated processes (see 5.2.4). I t is preferabl e to use a count of im ages before the bl ank
pages are rem oved.

M any scanners have autom atic docum ent feeders (ADF) that can rel i abl y detect docum ent m is-feeds, so
m ini m izi ng the ri sk that a docum ent m ay pass through the scanner without being scanned. I f such
devi ces are not used, procedures are required to ensure that the scanner operator m anual l y handl es
every docum ent i n order to reduce the probabi l ity of speci fic docum ents not being scanned.

Where si m pl ex scanners (i .e. ones that scan onl y one si de of a docum ent at a ti m e) are used to scan
doubl e-sided docum ents, care shoul d be taken to ensure that every doubl e-si ded docum ent i s reversed
and the other side scanned.
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EXAM PLE

An organi zation has deci ded to scan i ncom ing post. One of the characteri sti cs requi red of the
scanning process is to be abl e to dem onstrate that al l post has been scanned.

H ence, a process of opening each envel ope careful l y, batching the docum ents with the
rel evant separators inserted, and counting the pages to be scanned was used. This count was
then com pared wi th the im age count from the scanners. I n order to reduce the ri sk of
m anual counti ng errors, and to ease the identi fication of speci fic errors, a sm al l batch size
was used (about 50 sheets).

I n practice, i t was determ i ned that the m anual count was m ore l ikel y to be i ncorrect when a
m i sm atch occurred. H owever, the i m portance of the requirem ent to be abl e to dem onstrate
that al l docum ents had been scanned m eant that the process of counti ng pages was
continued.

Where l arge orig inal docum ents are scanned i n secti ons so that m ul tipl e im ages are captured, these
secti ons shoul d be overl apped to ensure there i s no l oss of i nform ati on at the edges between adj oin ing
im ages.

The scanning system shoul d enabl e each docum ent to be uni quel y i denti fied, in such a way that i ts
identity cannot be changed or rem oved, except as perm i tted i n the section of the Code on
expungem ent (see 5.9.2). This uni que identity coul d be a system -generated sequence num ber, whi ch
m ay be used for internal control purposes onl y.

EXAM PLE

Doubl e-sided appl i cation form s were being scanned by a fi nanci al insti tuti on, on a
doubl e-si ded scanner. To avoi d capturing ‘bl ank’ pages, a process was put into pl ace to check
the reverse side of every form m anual l y prior to scanning and to separate those out wi thout
anything entered. The form s were then scanned either singl e- or doubl e-si ded as appropri ate.

On investi gating thi s process, i t was discovered that the occasional reverse si de of a form with
a sm al l am ount of added i nform ation was being put i nto the si ngl e-si ded sel ection. Thus, th is
i nform ati on was l ost on the el ectronic copy. I t was al so noted that a l ot of resource was
being used i n the spl itting exerci se. I t was deci ded to scan al l form s doubl e-si ded, to ensure
that al l appropri ate evi dence was captured. The el ectroni c storage overhead was consi dered
to be acceptabl e in this case.

KEY ISSUES

> There shoul d be docum ented procedures for scanni ng, i ncl uding where scanner setti ngs are
vari ed for different docum ent attributes.

> Checks shoul d be m ade to ensure that every docum ent i s scanned, i ncl uding when scanning
doubl e-sided docum ents with sim pl ex scanners.

> There shoul d be docum ented procedures for scanni ng l arge docum ents, so that no inform ation i s
l ost.

> There shoul d be docum ented procedures that al l ocate a unique unal terabl e reference (e.g . a
sequence num ber) to each scanned i m age.
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5.2.3.5 Scanner resolution

Scanner resol uti on is typical l y m easured i n dpi . The hi gher the resol ution, the fi ner the detai l captured
(i .e. the sm al l er the character that can be captured). H owever, the hi gher the resol ution, the l arger the
im age fi l e si ze wi l l be. When choosing the scanner resol ution, a bal ance wi l l need to be achieved
between l evel s of detai l and fi l e size.

Where autom ated data capture is used (see 5.2.6), hi gher resol ution im ages wi l l typical l y l ead to hi gher
accuracy l evel s. So, when deci d ing upon the resol uti on that i s required, one of the factors to take into
account is the accuracy l evel s obtainabl e.

The resol uti on requi red for accurate opti cal character recogniti on (OCR) m ay need to be hi gher for
col our or grey scal e im ages than that for bl ack-and-whi te text onl y docum ents. Al so, the required
resol uti on wil l depend upon the font styl e and font size used in pri nted text. Where l ossy com pression
is used (see 5.1 0.3.2) the com pressi on ratio used wil l need to be taken i nto account.

EXAM PLE

An organi zation decided to scan al l docum ents at 300 dpi , in order to obtain hi gh accuracy
l evel s with its OCR technol ogy. Before storage to the docum ent repository, the im ages were
‘degraded’ to 200 dpi , to reduce fi l e sizes. Tests of the degradation process (whi ch were kept)
dem onstrated that no l oss of hum an readabi l ity occurred.

KEY ISSUES

> Choose the scanner resol uti on (dpi ) to be used with care, bal ancing fi ne detai l capture with fi l e
si ze. Run tests on typi cal docum ents to identi fy the appropriate resol ution setting.

> Where techni ques such as OCR are used, increasi ng the scanner resol uti on wil l usual l y i m prove
recogni ti on rates. U sing grey scal e or col our scanning m ay al so i m prove resul ts.

5.2.3.6 Text

Typical l y, a scanner resol uti on of l ess than 1 00 dpi wi l l not produce an im age of acceptabl e qual i ty.
Detai l m ay be m i ssi ng from som e characters, particul arl y if they contain thi n el em ents, incl uding serifs.
Fonts under 6 point on the orig inal m ay not be adequatel y reproduced.

With m ateri al contai ni ng particul arl y sm al l type sizes (e.g . superscripts and subscripts), a resol ution of
200 dpi , 300 dpi or hi gher m ay be necessary.

For m aterial that m ay be processed usi ng opti cal (or ‘intel l i gent’) character recognition (OCR/ICR), it
m ay be beneficia l to scan at a higher resol uti on than woul d be sati sfactory for visual l egi bi l i ty. For
exam pl e, whi l e for m uch m aterial , 200 dpi woul d be satisfactory for visual representation, i t m ay be
preferabl e to use 300 dpi resol uti on if OCR/I CR is to be used; sim i l arl y, where 300 dpi m ay be visual l y
sati sfactory, 400 dpi m ay be better for OCR.

N o deci sions shoul d be m ade regarding choice or resol uti on wi thout conducting tests.

Dependi ng on the scanner, the i m age qual ity achieved from scanning at 1 00 dpi m ay not be greatl y
inferi or to the qual ity at 200 dpi or 300 dpi .

I t is im portant to bear i n m i nd that a typi cal screen used for viewing docum ent im ages has an effective
resol uti on of about 1 00 dpi , or even l ess. This is norm al l y adequate for m uch typed m ateri al , but
‘zoom ing’ m ay be requi red when viewing im ages wi th sm al l print, and this in turn requires that the
scanni ng resol uti on shoul d be substanti al l y greater than the basic displ ay resol uti on.
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Whil e post-scan i m age enhancem ent m ay i m prove the subj ective im age qual i ty and l egi bi l i ty, thi s
shoul d onl y be perform ed after careful tests to ensure that the resul ti ng im age rem ains an effecti vel y
‘true’ facsim i l e of the ori g inal .

These tests shoul d use a sam pl e set of docum ents, and hard copies shoul d be m ade of scanned im ages
wi th and without im age enhancem ent being used.

There shoul d be no anom al i es i ntroduced i nto the enhanced i m age that are vi sibl e under norm al office
l i ghti ng condi tions.

As it m ay be necessary to refer back to the test resul ts in the future, the resul ts shoul d be stored i n an
appropri ate m anner.

5.2.3.7 Quality control

5.2.3.7.1 G eneral

Procedures are requi red that reduce the risk of scanned i m ages being of unsati sfactory qual ity. The
evidential wei ght of scanned i m ages wi l l be i ncreased if it can be dem onstrated that the i m ages are of
good qual ity, and that the scanner was working to agreed standards at the tim e of scanning. This can
be achi eved by:

• ensuring that the scanner i s worki ng properl y, by using test m ethods;
• checki ng the qual ity of every scanned im age.

5.2.3.7.2 Scanner testi ng

Docum ent scanners can be tested by using speci fic orig inal docum ents, and exam i ning vari ous
attri butes on the scanned i m age. These ori g inal docum ents can be either ‘typi cal ’ docum ents i dentifi ed
by the organizati on, or can be speci fi c test targets designed for the purpose.

Qual i ty control cri teri a m ay cover:

• overal l l egi bi l i ty;
• sm al l est detai l l egi bi l i ty (e.g . sm al l est type size for text; cl arity of punctuation m arks, incl uding

deci m al poi nts);
• com pl eteness of detai l (e.g . acceptabi l i ty of broken characters, m i ssing segm ents of l ines);
• di m ensi onal accuracy com pared with the orig inal , and scanner-generated speckl e (i .e. speckl e not

present on the ori g inal ) ;
• com pl eteness of overal l i m age area (i .e. m issing inform ation at the edges of the im age area);
• densi ty of sol i d ‘bl ack’ areas;
• col our fi del ity.

Qual i ty control cri teri a shoul d be docum ented and agreed by al l parti es whose use of im ages is l ikel y to
be affected by im age qual i ty, i ncl udi ng internal and external users. The agreed cri teri a shoul d be
real i sti c g iven the nature of the orig inal docum ents and the characteri sti cs of the scanning equipm ent.

Where the qual i ty control procedures invol ve sam pl i ng of the scanned i m ages, the proportion sam pl ed
need not be fixed but m ay vary from tim e to ti m e dependi ng on the frequency of probl em s
encountered or the nature of the orig inal docum ents. The proporti on sam pl ed shoul d be identifi ed
based on a ri sk assessm ent. For exam pl e, when starti ng scanning in i tia l l y a rel ativel y l arge sam pl e m ay
be sel ected (e.g . 1 0 per cent), which m ay be reduced (e.g . to 5 per cent or even l ower) once the
consi stency of m eeti ng the required qual i ty standards has been dem onstrated.

Scanner qual ity control checks shoul d be used regul arl y to check that output im age qual ity is
acceptabl e. The frequency of scanner qual i ty control checks shoul d be dependent upon system usage,
and rel ated to expected deterioration in system perform ance. Thi s m ay require recom m endations from
the system suppl i er and al so experience i n the use of the scanning system . In i tia l l y, i t m ay be
appropri ate to scan a test target after every few thousand pages scanned.
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5.2.3.7.3 Eval uati ng i m age qual i ty

Procedures for the eval uati on of im age qual i ty on a day-to-day basis shoul d be docum ented. These
procedures shoul d incl ude detai l s of the eval uation and docum entation of resul ts. Where appropriate,
resul ts of qual i ty control checks coul d be stored i n a qual ity control l og.

Care shoul d be taken when assessi ng the qual ity of an i m age, as the vi ewing m ethod (screen or pri nt)
can significantl y affect the resul ts obtained. When desi gni ng qual i ty assessm ent procedures, standard
viewi ng conditions shoul d be used for qual ity assessm ent.

If a printer is to be used for qual ity control procedures, the pri nter resol uti on shoul d be equal to or
greater than the resol uti on of the scanned i m ages. It shoul d be capabl e of accurate reproduction of
grey scal e or col our in appl i cations where this i s rel evant.

Where dim ensi onal accuracy i s i m portant, procedures shoul d be docum ented for checki ng that
di m ensi onal inform ation i s reproduced withi n acceptabl e tol erances. This m ay i nvol ve, for exam pl e,
checki ng that the nom i nal resol ution of the scanner i s accurate, so that the di m ensions i n the di gi tal
im age m ay be determ i ned by counti ng the num ber of pi xel s between specific points in the im age.

Where batching is used i n the scanning process, there are advantages in rel ati ng qual ity control
procedures to the batchi ng process, enabl i ng acceptance or rej ection of one batch independentl y of
any other batch.

In workfl ow envi ronm ents, where every docum ent is viewed withi n a workfl ow process and activi ti es
im pl ici tl y check im ages for qual i ty and rej ect unacceptabl e ones, these activi ties m ay be consi dered to
be a qual ity control process.

5.2.3.7.4 Sam pl e set

A sam pl e set of orig inal docum ents, or of docum ents equival ent in characteristics to the orig inal
documents, shoul d be assem bl ed for the purposes of eval uating scanner resul ts against agreed qual ity
control cri teri a. The chosen docum ents shoul d be representati ve of the operational docum ents to be
scanned. They shoul d incl ude exam pl es of orig i nal docum ents whose qual i ty is poor rel ati ve to those of
the m aj ority of the docum ents.

Im age qual i ty criteria when usi ng a sam pl e set of docum ents wi l l m ai n l y rel y upon a subjective
assessm ent of readabi l ity. Test docum ents with a range of character si zes typi cal of operational
documents shoul d be used wherever possibl e.

5.2.3.7.5 Scanner test targets

Scanner test targets have an advantage over sam pl e orig inal docum ents when checking qual i ty, as they
are desi gned to be objective rather than subj ective. I t i s thus possi bl e to agree speci fic attri butes of a
test image that wi l l resul t i n good qual i ty scanned im ages from operational docum ents.

If doubl e-sided (dupl ex) scanners are used, doubl e-si ded test targets shoul d preferabl y be used.
Singl e-sided test targets shoul d onl y be used with dupl ex scanners i f doubl e-si ded test targets cannot
be obtai ned.

Test targets wi l l not be representati ve of the docum ents actual l y being scanned and are not to be
regarded as a substitute for the sam pl e set of docum ents.

Regul ar use of test targets can show whether the scanner i s perform ing consistentl y and i n accordance
with its specificati on. The frequency of testi ng wil l depend upon the vol um e of docum ents bei ng
scanned, the type and physi cal state of the orig i nal docum ents, and the type of scanner being used. For
hi gh vol um e appl i cations, dai l y or m ore frequent testing shoul d be used. Testi ng frequency shoul d be
increased i f perform ance and/or qual i ty i ssues are found. By storing the test target im ages, taken at
specifi c dates and tim es, on the inform ation m anagem ent system , qual ity cri teria can be reassessed at
any tim e in the future, shoul d the need ari se.
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An exam pl e of a scanner test target is gi ven in BS ISO 1 2653 seri es, Electronic imaging — Test target for
the black-and-white scanning of office documents. BS I SO 1 2653-1 specifies how a target is to be
m anufactured. BS I SO 1 2653-2 detai l s the scanner attributes anal ysed by the target. BS ISO 1 2653-3
detai l s a test target for use wi th scanning system s used at 300 dpi or l ower.

These incl ude:

• l egibi l i ty;
• resol uti on;
• thin l ine detecti on;
• coverage of an A4 page;
• grey scal e reproduction;
• di m ensi onal accuracy.

H ard copy pri nts m ay be m ade of the scanned im ages of the test targets and com pared wi th the test
targets them sel ves to determ ine whether the qual i ty cri teri a are m et.

KEY ISSUES

> Qual ity control procedures shoul d be used to ensure good qual ity scanned im ages.

> Agree qual ity control criteria with al l rel evant peopl e. U se sam pl e docum ents or scanner test
targets.

> Record resul ts of qual ity tests (or store i m ages of test targets).

> Take care wi th vi ewing conditi ons of test i m ages, as these can significantl y affect the resul ts
obtained.

5.2.3.8 Rescanning

Som e scanned im ages wil l need to be repl aced, typical l y due to poor qual ity. Procedures for rescanni ng
docum ents shoul d be devel oped that ensure that im ages resul ting from rescanning repl ace the ori g inal
scanned i m age, and that batch num bering and audi t trai l procedures are not com prom ised.

KEY ISSUE

> Devel op rescanning procedures to ensure that the audi t trai l i s not com prom i sed.

5.2.3.9 Document batching

There m ay be advantages i n m anaging the scanni ng of paper docum ents using a batchi ng process. Thi s
m ay m ake it easier to control indivi dual docum ents, and to be abl e to perform qual i ty control and
other procedures on a sam pl ing basi s. Docum ent batchi ng can al so be used for checking procedures,
for exam pl e, to check that the num ber of i m ages obtained from a batch equal s the num ber of ori g inal
docum ents scanned (see 5.2.3.4).

The num ber of docum ents i n a batch wi l l be appl i cation dependent. For exam pl e, i f the docum ents are
in fi l e covers, and the average num ber of docum ents per fi l e cover is rel ativel y l arge, say 1 00 pages,
then the docum ents i n a si ngl e fi l e cover m ay consti tute a batch. I f the fi l e covers contai n rel ativel y few
docum ents, say on average 1 0 pages, then a batch m ay consi st of docum ents from m ore than one fi l e
cover. Choose the batch size so that it is not bigger than can be easi l y m anaged, nor sm al l er so that
checki ng qual ity by sam pl ing on a batch basi s woul d resul t in signifi cant process ineffi cienci es.
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For some appl i cati ons, however, the size of a batch m ay not be easi l y defi nabl e. In these cases, a batch
m ay be defi ned i n term s of how m any docum ents have been scanned duri ng a speci fied tim e period.
Thus, for exam pl e, one batch coul d consist of al l docum ents input during an hour or a day.

For some appl i cati ons (especial l y where a workfl ow is im pl em ented), where batchi ng cannot be
appl ied, al ternati ve m ethods for control l ing the scanni ng processes shoul d be establ i shed. I n these
cases, every docum ent m ay have to be control l ed separatel y, to ensure that it is scanned to acceptabl e
qual ity standards.

EXAM PLE

When scanning m ai l received, to ensure that al l recei ved docum ents were scanned, a
docum ent batching process was i ntroduced, wi th a ‘batch’ size of approxi m atel y 50 sheets of
paper. A separator sheet (contain i ng a ‘new docum ent’ bar code) was i nserted at the
begi nni ng of the contents of each docum ent (where in thi s case a docum ent was al l the
contents of an envel ope). The num ber of sheets of paper in each batch was counted, and
wri tten on a batch header sheet, together wi th operator nam e and date/tim e inform ation.
This val ue was used l ater to check that the correct num ber of im ages was obtai ned duri ng
scanning.

KEY ISSUE

> Paper docum ents shoul d be grouped i nto batches of a known batch size (size to be assessed by
experim entation).

5.2.3. 10 Photocopying

I t m ay be hel pful for som e docum ents to be photocopied, and the photocopy to be scanned. Where
this has been done, users of the scanned i m age shoul d be m ade aware that the im age was obtai ned
from a photocopy of an ori g inal docum ent. This is to ensure that an im age m ay be correctl y identified
as a true facsim i l e of an orig i nal docum ent, even if an interm edi ate photocopy has been taken as part
of the preparati on procedures, and to di sti nguish such im ages from im ages of photocopies m ade under
unknown condi ti ons. Stam pi ng or m arki ng the docum ent as a ‘photocopy’ before i t i s scanned m ay
achi eve thi s, for exam pl e.

Exam pl es of docum ents that m ight benefi t from being photocopied before scanni ng incl ude:

• docum ents that m ay be adversel y affected by the scanning process, such as dam aged or del i cate
docum ents (a fl at-bed scanner rather than an ADF m ay hel p in thi s situati on);

• docum ents where there are substantial contrast or density variations over the area of the orig i nal ,
and where photocopying dem onstrabl y im proves the i m age qual ity;

• docum ents contain ing paper or i nk col ours that do not produce l egibl e scanned im ages
(photocopiers and scanners m ay respond differentl y to different col ours, and i t i s onl y in
exceptional cases that the technique of photocopyi ng prior to scanning does not produce
sati sfactory resul ts);

• docum ents that are too l arge to be scanned as a singl e ful l -si zed im age (photo reducti ons m ay be
m ade which are then scanned, and/or m ul ti pl e scanned i m ages m ay be captured from the ori gi nal ).

Photocopies shoul d be exam i ned before scanni ng to ensure that there i s no si gni fi cant l oss of
inform ation (see 5.2.1 ) com pared with the orig inal docum ent.

Where photo reductions are m ade, checks shoul d be m ade to ensure that there is no significant l oss of
detai l (see 5.2.1 ) i n the scanned im ages com pared wi th the ori gi nal , caused by the effecti ve resol ution
of the i m age (com pared with the orig i nal ) bei ng reduced.
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Where m ul tipl e im ages are captured from l arge docum ents, the im ages shoul d be overl apped to ensure
that there is no significant l oss of inform ation (see 5.2.1 ) at the edges between adj oi n ing im ages.

EXAM PLE

A stam p contai n ing the word ‘PH OTOCOPY’ was purchased and pl aced near each
photocopier. Procedures were introduced to ensure that al l photocopi es m ade were stam ped
as soon as the photocopi es were m ade, and checked for good qual i ty.

KEY ISSUES

> There shoul d be docum ented procedures for the photocopying of paper docum ents prior to the
scanning process.

> Where photocopyi ng has been done, subsequent users shoul d be m ade aware of this fact.

> There shoul d be docum ented procedures for checki ng the qual i ty of photocopi es.

> Where a l arge docum ent i s scanned as m ul ti pl e i m ages, there shoul d be docum ented procedures
to ensure that the whol e docum ent is captured.

5.2.3. 1 1 Fax input

Faxes can be recei ved by an organizati on either in paper form at (using a conventional fax m achine) or
in el ectronic form (via a fax server hardware/software sol ution). The effecti ve scanning resol uti on of a
fax wi l l be dependent on the capabi l i ties of both the sendi ng and the receivi ng fax system s. Effective
resol uti on wil l norm al l y be either the l owest com m on denom i nator between the two system s or l ower,
depending on the settings of either system . Thi s can dram atical l y affect im age qual i ty.

When paper faxes are invol ved, al l the i ssues regardi ng paper orig i nal s i n BS 1 0008 and the Code need
to be taken i nto account when devel opi ng and im pl em enting scanning system s.

Where fax i nput is entirel y el ectronic, then the i ssues regarding data fi l e input shoul d be taken i nto
account (see 5.2.6). I n som e appl i cati ons, where the orig i n of the fax input i s i m portant, security
m easures shoul d be introduced to check the source.

It m ay be i m portant, at a l ater date, to be abl e to ascertai n whether a particul ar docum ent was
received by fax. Thus, a sui tabl e indicator of this fact shoul d be created and stored.

KEY ISSUES

> Where paper faxes are input into an inform ation m anagem ent system , take i nto account orig inal
paper docum ent handl i ng procedures.

> Where el ectronic faxes can be received, check their authentici ty pri or to them being im ported
into the system .

> Keep a record of which docum ents were received by fax.
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5.2.4 Image processing

5.2.4. 1 General

Im age processing techniques are often used to i m prove the qual ity of an im age. Their use shoul d be
careful l y control l ed, as they can affect the qual ity of the i m age produced, and therefore the evidenti al
weight of the stored im ages. Wi th m any m odern scanni ng system s, a significant am ount of im age
processing m ay be autom ated wi thin the scanner. Where operator control l ed i m age processi ng faci l i ti es
are avai l abl e for use withi n the scanning system , detai l s of which faci l i ti es are to be used for a
particul ar docum ent shoul d be stored and m ade avai l abl e to users on request.

The term ‘post-scanni ng processes’ is used to describe vari ous im age enhancem ent techni ques using
hardware and/or software that can singul arl y or i ndependentl y have an effect on the presentation of
im age output and the size of the stored fi l e. They can be instal l ed and used ei ther on a scanner
workstation or on a separate device.

The m ore com m on techni ques incl ude:

• de-skew;
• despeckl e/background cl ean-up;
• bl ack border rem oval ;
• form rem oval .

To provide optim um i m age output, or to im prove recogni tion rates for an autom ated data capture
process, post-scanning processes m ay be perform ed.

Im age processing faci l i ties shoul d onl y be used with care, as they can have a negati ve effect on the
inform ation content of an i m age. Any processing perform ed on the di gi ti zed im age shoul d not affect
the integri ty of the i m age as a true facsim i l e of the ori g inal . For each di fferent process, the effect on
the im age shoul d be recorded. Thi s check shoul d be perform ed on a sam pl e set of docum ents, which
shoul d be scanned with the i m age processi ng turned on. Resul ti ng im ages shoul d be com pared with
the orig i nal docum ents, and any di fferences docum ented.

The effect of processi ng perform ed on a grey scal e im age pri or to conversion to a bl ack-and-white
im age shoul d be checked to ensure that inform ati on content is not com prom i sed.

Where im age processing techni ques are used, consi derati on shoul d be gi ven to storing im ages of the
sam pl e set of docum ents wi th and wi thout im age processing.

Where it i s i m portant that there shoul d be no l oss of i nform ati on in the scanned i m age, other than
that due to the scanni ng resol uti on, there shoul d be no im age processing subsequent to the i niti a l
creati on of the i m age fi l e.

KEY ISSUES

> There shoul d be a descri ption of how i m age processi ng affects i nform ation content.

> For each di fferent im age processing process that m ay be used, the effect on an im age shoul d be
recorded.

> I m age processi ng techni ques can affect evi denti al weight.

5.2.4.2 Document skew

Docum ent skew i s a term used to descri be the phenom enon of poor docum ent al i gnm ent (rotati on)
duri ng the scanning processes. I n i ts m ost pronounced form , i m ages can appear on a viewi ng screen as
crooked or sl anted. Even a sm al l angl e of skew i s l ikel y to affect data capture processes and thus
reduce data recogniti on rates.
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Passi ng im ages through de-skewing processes m ay correct thi s probl em .

5.2.4.3 Speckle, noise and background marks

Random bl ack m arks (speckl es) that appear on an im age m ay have been generated duri ng the scanning
process or m ay be present on the orig i nal docum ent. These speckl es m ay be rem oved by system s
invol vi ng speci al a l gorithm s. These al gori thm s assum e that sm al l i sol ated cl usters of pi xel s contain no
inform ation, and m ay be del eted.

Care shoul d be taken when scanni ng a poor qual ity orig inal to avoid an incom pl ete character bei ng
m istakenl y treated as speckl e.

In m ore sophi sti cated processes, pi xel patterns are anal ysed for size and presentation i n a fi l tering
process.

5.2.4.4 Speckle removal

Speckl e rem oval shoul d onl y be used with care, as i t resul ts in the el i m inati on of si ngl e pixel s or sm al l
groups of pixel s from a digi tal im age, givi ng a subjecti vel y ‘cl eaner’ i m age, but it cannot be rel i ed upon
just to rem ove ‘noise’ from the i m age. Wi th som e kinds of docum ent there is a high risk that
inform ation m ay be rem oved, for exam pl e parts of al ready broken characters, punctuati on m arks or
parts of fine detai l in drawings.

EXAM PLE

A despeckl e process is shown random l y to rem ove deci m al poi nts, thus al tering the val ue of
num bers withi n an im age.

If speckl e rem oval is used routinel y on im ages, then without expl i cit inform ation on the
identi ty of im ages to which it has been appl ied, it m ay be assum ed subsequentl y that al l
im ages have had speckl e rem oval appl i ed. Thi s coul d affect the subsequent evidential wei ght
of these im ages, i f any doubt was raised about the com pl eteness of the i m ages.

Where speckl e rem oval is used onl y on parti cul ar i m ages, th is fact m ay be docum ented in an operator
l og, or el sewhere in the audi t trai l , or by using i ndex data for the rel evant im age.

KEY ISSUE

> U se the despeckl e process with care, and onl y after extensive tests, to ensure im age integri ty.

5.2.4.5 Black border removal

When scanni ng docum ents of m i xed sizes using certain scanner types (such as rotary scanners), bl ack
borders m ay be l eft around the edges of sm al l er docum ents. Bl ack border rem oval entai l s the del eti on
of these l arge areas of bl ack pixel s.

5.2.4.6 Physical forms

The scanni ng of textual i nform ation on a pre-printed form i s com m on when autom ated data capture
processes such as OCR and optical m ark recogniti on (OM R) repl ace a l arge keyboarding operati on. To
increase the accuracy of the recogni ti on rate, im ages can be passed through a post-scanni ng process
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that wi l l rem ove boxes, l ines and pre-printed text. System set-up procedures are used to establ i sh the
size and posi tion of boxes and l ines that are intended to be rem oved.

In other appl i cati ons, these form s are hel d separatel y prior to the constructi on of an i m age of an
orig inal docum ent. Where these techniques are used, the form fi l e shoul d be control l ed as i f i t was
part of the data fi l e.

In m any appl i cati ons, form design varies with tim e, as form s are i m proved and m odifi ed. Where this is
the case, form designs shoul d be kept of al l versions of the form rel evant to the data fi l es being stored.

Where form rem oval software is used, a record shoul d be m ade that the resul ti ng im age (the ‘stri pped
form ’) has been the subj ect of form rem oval and an i dentifi er of the tem pl ate used for that rem oval
shoul d al so be kept. This i nform ation shoul d be stored in conj uncti on with the resul ting i m age. A copy
of the tem pl ate shoul d al so be stored.

A facsim i l e m ade by m ergi ng the tem pl ate with the ‘stripped’ form m ay not be a true facsi m i l e of the
orig inal , a l though i t m ay be suffi cientl y accurate for appl i cation use.

It m ay be appropriate to retai n true facsim i l es of the orig i nal form s, by retai ni ng the orig i nal s, m aki ng
a m i crofi l m copy or retai ni ng a com pl ete im age of the form .

KEY ISSUE

> Ensure that the rel evant version of a form i s used when reconstructi ng a docum ent with a
‘stri pped’ form .

5.2.4.7 Electronic forms

El ectroni c equi val ents of paper form s i ncl ude H TM L form s and other, m ore functi onal l y rich types; these
can be regarded as el ectronic form s (e-form s).

An H TM L form is a section of a docum ent contai n ing norm al content, m ark-up, speci al el em ents cal l ed
control s (checkboxes, radi o buttons, m enus, etc. ), and l abel s on those control s. U sers general l y
’com pl ete’ an H TM L form by m odi fying i ts control s (entering text, sel ecti ng m enu item s, etc. ) , before
subm itting the form to an agent for processi ng (e.g . to a web server or m ai l server, etc. ).

N OTE: For fu rth er information, see www.w3.org /TR/html 401 /interact/forms.h tm l

M ore functi onal l y rich e-form s provi de a user interface to data and services, typi cal l y through a
browser-based interface. E-form s enabl e users to interact wi th enterpri se appl i cati ons and the back-end
system s l inked to them .

N OTE: For fu rth er information, see www.gartn er.com/it-g lossary/el ectron ic-forms-e-form s/

These e-form s support richer and m ore dynam i c i nteracti ons than H TM L form s.

Such advanced e-form appl i cations i ncl ude:

• XM L content identi fication;
• m ul ti pl e data cal l outs;
• fiel d-l evel val idati on;
• em bedded process l ogic.

When e-form s are used, it is im portant that:

• inform ation from al l the rel evant sections of the form is processed;
• inform ation from al l the rel evant sections of the form were correctl y m i grated to other system s;
• processing and l ogi c uti l ized i n com pl etion of the form i s docum ented;
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• information accessed from other data sources during the completion of the form is documented
(this may include information in constrained value selection l ists, textual guidance for form
completion, etc. ).

These need to be within the scope of the organizational version control as the e-form, the information
captured and external data sources are l ikely to change during the l ifetime of usage and information
retention.

5.2.5 Data fi le capture

5.2.5. 1 Authenticity

When importing data fi les into an information management system, the authenticity of the data fi le
should be establ i shed. Procedures for this should be documented. Where authenticity cannot be
establ i shed with sufficient assurance, al l appropriate information should be stored.

KEY ISSUE

> The authenticity of data fi les should be establ ished prior to (or as part of) the importing process.

5.2.5.2 Format conversion

Data fi les are typical ly imported directly into information management systems, either without format
conversion or including a conversion to a ‘standard’ format. Detai l s of this importation process should
be documented, along with detai l s of any format conversions undertaken.

When importing without conversion, detai l s of the orig inating software, including software name and
version, should be stored. This information may be stored within the data fi le or external to it. Where
it is stored internal ly, detai l s of how the information can be accessed should be stored.

When importing with conversion, the conversion process should be reviewed for potential loss or
addition of information. The conversion process may, for example, lose metadata stored in the orig inal
fi le. This may happen when converting from an office software product to (say) a text fi le format.

Conversion processes may also add data, for example, to document aspects of the conversion process.

KEY ISSUE

> When importing data fi les into an information management system, detai l s of the conversion
processes, including descriptions of any loss or addition of information, should be documented.

5.2.5.3 Dynamic data files

There are a number of data fi les which store data that changes from time to time. The frequency of
change wil l depend upon the appl ication, and can range from constant update (e.g . databases) to
occasional update (e.g . web pages).

Where dynamic data fi les are captured, the frequency and timing of the capture operation should be
chosen so that it ensures that al l appropriate evidence is stored. This could be either at set time
intervals or prior to a change of data.
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EXAM PLE

A m ajor superm arket offers internet-based shoppi ng. Its websi te contai ns detai l s of products
on sal e and offer pri ces. Pri or to any change of pri ce or product descripti on, a copy of the
rel evant web page (or part of the page) is captured al ong wi th the tim e of update. This
al l ows the superm arket to dem onstrate its offer detai l s shoul d there be a dispute.

KEY ISSUE

> Choose the frequency and ti m ing of data capture wi th care, to m eet the requi rem ents of the
appl ication in questi on.

5.2.6 Data capture

5.2.6. 1 Data extraction

Data m ay be extracted from docum ents al ready stored on the system (or i n the process of being stored)
and entered into a com puter in a num ber of ways, i ncl uding m anual system s (i .e. d irect keyboard
entry) and autom ated processes (e.g . bar code and/or QR (qui ck response) code reading, OM R and
OCR/I CR. For m ore inform ation on OCR, see 5.2.6.2).

Data capture can al so be sem i -autom ated (e.g . where data captured autom atical l y, for exam pl e by OCR,
is confirm ed by m anual scrutiny and editing). In each case, the issue is to convey confidence that the
correct data have been captured. I n practice, 1 00 per cent accuracy i n captured data usi ng OCR or I CR
technol ogy cannot be guaranteed. As it is not uncom m on for OCR technol ogy to m isread perfectl y
val i d data or even to add non-existent data, som e l evel of m anual accuracy checking m ay be necessary
in evi denti al appl icati ons.

The user has to assess the risk associated with the existence of errors. Al though the accuracy of OCR/ICR
engi nes has i m proved si gni ficantl y i n recent years and 1 00 per cent accuracy m ay often be cl ai m ed by
system suppl iers, it is sti l l recom m ended that al ternati ve ai ds to ensure the required accuracy l evel s are
im pl em ented.

The sam e procedures for checking accuracy shoul d be used when bar code, QR code or OM R techniques
are used for data entry.

The acceptabl e accuracy l evel s m ay vary dependi ng on the appl icati on and the im portance of each
particul ar data i tem . I m proving accuracy l evel s wi l l inevi tabl y l ead to i ncreased costs, whi ch m ay be
justi fi abl e dependi ng upon the appl i cation. Where im age-m ani pul ati ng processes are used to i m prove
the accuracy of extracted data, thei r use and effect on accuracy shoul d be docum ented. Im age
m anipul ati on m ay require addi ng inform ation to, or del eting inform ation from , the scanned im age.

Thi s m ay not be evi denti al l y acceptabl e in al l cases – such m anipul ati on m ight be consi dered as i m age
‘tam pering’. In thi s case, the im age before m anipul ati on shoul d be retai ned and any m ani pul ati on
shoul d be perform ed on another copy of the im age.

Accuracy checki ng procedures wi l l typical l y be based on random or quasi-random sam pl i ng of batches
of captured data, wi th com parison agai nst the orig inal m ateri al . I n som e appl i cations, it m ay be
necessary to assess the statistical ‘confidence l evel ’ of such checking. Batches that fai l to m eet the
requi red accuracy l evel s shoul d general l y be reprocessed and the resul ts checked again to ensure that
the required accuracy l evel s are m et.

In al l cases where data are captured from a stored docum ent, the orig i nal data fi l e or scanned i m age
shoul d be retai ned.
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KEY ISSUES

> Where external data are captured for entry i nto the system , required accuracy l evel s shoul d be
specified.

> Accuracy checking procedures shoul d be used to achieve the requi red l evel s.

> M anual checki ng of extracted data m ay be requi red to i m prove accuracy l evel s.

5.2.6.2 Optical recognition

The fundam ental pri nci pl e of character recogni tion i s the abi l i ty to di fferentiate the contours of a
character from the background. I t i s therefore im portant to distinguish the differences between a
random form , a speci fied form and a sem i-specifi ed form . The random form has no pre-speci fi ed shape
or descri ption. A recognition engi ne is required to identi fy the exi stence or nonexistence of an
unspeci fied shape or m ark withi n a speci fied boundary, and thi s i s often referred to as OM R.

EXAM PLE of OM R

The recogniti on of the choice of l ottery num bers from the hand-com pl eted form : in thi s case,
the exi stence of m arks at pre-speci fi ed boundaries indicates the pl ayer’s choi ce of num bers.

OCR is the process of i denti fyi ng the contours of characters and m atchi ng them to that of a specifi ed
form or pre-stored bi tm aps. The characters that have been extracted are com pared with bitm aps that
have specifi c characteristics such as font type and font si ze. Thi s enabl es the process of autom ati cal l y
entering pri nted text i nto a com puter system wi thout the need to key the data m anual l y. A typi cal use
is the conversion of an im age fi l e contain ing pri nted text into i ts ASCI I text form that can then be
edi ted usi ng a standard word processor. In pri ncipl e, th i s i s a two-stage process, first acquiring an im age
with the use of a scanner or cam era, and secondl y processi ng the im age through OCR software, the
resul t of whi ch is an editabl e, searchabl e com puter data fi l e.

EXAM PLE of OCR

Scanning purchase invoices recei ved and extracti ng the data for autom ated entry i nto an
accounting system .

The term ICR is frequentl y used wi th reference to techniques where som e degree of ‘i ntel l igence’ i s
used in the conversion software, to determ i ne, on the basi s of vari ous characteri sti cs of the ‘bitm apped’
im age, which characters are present. ICR i s often associated with recogni zing handwritten characters
that can be cl assi fied as sem i-speci fied form , si nce it fol l ows no speci fic font. H owever, al gorithm s based
on advanced neural networks can recognize patterns associated with ‘typical ’ handwritten text. In the
case of ICR, i t i s therefore i m portant to use m ul ti pl e ai ds to im prove the recogni tion rate. A typi cal
exam pl e i s where it is often i m possi bl e to consi stentl y distingui sh between the handwritten cursive
characters ‘m ’ and ‘nn’. An aid to this woul d be to provi de indivi dual boxes for each character, whi ch
enforces a separati on of characters.
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EXAM PLE of ICR

Readi ng the handwritten text from the N ati onal Census 2001 , and converting this i nto
m achine-readabl e text.

Som e newer form s of data capture are being devel oped, based on arti fi cia l intel l i gence (AI ) and on the
autom ated drawi ng of inferences, for use wi thin i nform ati on m anagem ent system s. U se of such system s
shoul d fol l ow the procedures di scussed i n conj unction wi th the ol der technol ogi es detai l ed i n this
secti on.

5.2.6.3 Operational considerations

I t i s parti cul arl y im portant to ensure that the qual i ty of input is optim al and is free from any
uni ntended data or m ark. For exam pl e, it is crucial to ensure that the scanned i m ages or photocopi es
do not contai n any m ark due to the presence of dirt on the scanner or photocopi er panel , especi al l y in
the areas where the recogni tion engine i s to be used.

To perform at i ts best, OCR software shoul d be presented with a good qual i ty i m age free from skew,
with the characters separated from each other and com pl ete i n outl i ne. The i m age shoul d be of a hi gh
enough resol uti on to provide suffi cient detai l for accurate recogni tion, but not so great that an
excessi ve am ount of com puter power is required to handl e it. As a rul e of thum b, the size of the text
m easured i n poi nts (pt) m ul tipl ied by the resol uti on in dpi shoul d equal 2,400 or greater, that is 300 dpi
is general l y sati sfactory for type sizes down to 8 pt, whi l e for type sizes down to 6 pt, 400 dpi i s m ore
appropri ate.

M ost OCR engi nes are based on the anal ysis of bi tonal (or, in som e cases, grey scal e) data. M ost engi nes
are al so optim i zed for 200 dpi . Therefore, m ost col our im ages are threshol ded before anal ysi s. As the
font col our agai nst the paper col our affects the OCR data qual i ty, it is a l so im portant to keep in m ind
the com pressi on rati o and font si ze.

Al though som e OCR engi nes have been avai l abl e for a l ong tim e, the technol ogy has becom e accurate
and tim e-effi cient enough to be a val uabl e additi on for autom ati c i ndexi ng. H owever, the parti cul ar
technol ogy used needs to be assessed prior to i ts use to ensure that the appropriate accuracy can be
achi eved.

In the case of I CR, constrai nt boxes are used to separate characters, and users are often asked to pri nt
in upper case l etters and num bers. The boxes are often cal l ed ‘drop out boxes’, pri nted in an
appropri ate col our that i s autom ati cal l y fi l tered by the scanning system . The scanning system fi l ters the
boxes out and l eaves onl y the text entered vi sibl e to the recogni tion engine. ‘Registration’ and ‘anchor
poi nts’ are used to al i gn and i denti fy form s. In som e cases, these are al so used to de-skew the form s.
The identified fi el ds often have som e constraints added to interpret the correct character. Dependi ng
on the software used, it is al so possibl e to attach di ctionari es to i m prove accuracy. Al so, som e fiel d
inputs are cross-verified against data from other system s to ascertain data val id i ty.

M ost scanners on the m arket today are m ore than capabl e of producing an i m age of usabl e qual ity for
the purpose of OCR, but there are som e poi nts that shoul d be considered i n scanner sel ection.

• I f it is intended to scan and use OCR on l arge vol um es of text, then a scanner with an ADF – a
m ul ti -page sheet feeder – m i ght be appropriate.

• I f the OCR vol um e is l ow, then a hand scanner m ight be suffi cient, but i t shoul d be noted that it
takes a steady, practi sed hand to give an even i m age. An A4 page wi l l often take two or three
passes whi ch wi l l require ‘stitchi ng’ together before recogni tion can take pl ace.

• There are m any sm al l er sheet feed scanners appearing on the m arket that are ideal l y sui ted to OCR
use. They provi de very acceptabl e im age qual ity, and are sm al l . Often they are equi pped wi th a 1 0-
or 20-page sheet feeder for l ow to m edium vol um e j obs.
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• The use of col our scanners m ay im prove the accuracy of the OCR process, particul arl y where it is
possibl e to sel ect the col our of the l am p (or the fi l ter over the im age sensor). I f th is i s possi bl e then
it can be an advantage in situati ons wi th text on col oured backgrounds. Scanning with a red l am p
or fi l ter wi l l ‘drop out’ or reduce a red or pi nk background to whi te, gi ving a better differenti al
between the text and its background. These resul ts m ay al so be achieved by the use of i m age
processi ng system s as part of the scanni ng software.

The resul t of an OCR process i s unl i kel y to be 1 00 per cent accurate. Therefore, it is appropri ate to use
this technol ogy for capturi ng index data onl y, i n appl icati ons that use m ul ti pl e index keys. The use of
this technol ogy is becom i ng com m on as a data capture m ethod for ‘free text retrieval ’ system s.

The text fi l e that resul ts from the OCR process output is an unform atted textual copy of the ori gi nal . In
term s of i ts weight as l egal evidence, it is m ost l i kel y to be inadm issibl e. Thi s technol ogy is therefore
appropri ate onl y as a m ethod for faci l i tati ng the search of docum ents.

Where OCR technol ogy i s used to assi st i ndexi ng and searching, the im age input fi l e shoul d be the
entity that i s retri eved and used as ’the docum ent’. Any text fi l e produced is l i kel y to be of reduced
evidential val ue com pared with that of the orig i nal i m age fi l e. This caveat wi l l appl y even to si tuations
in whi ch the conversi on software l eaves parts of the output as im ages, where the software cannot
identify wi th confidence what the characters shoul d be. In such cases, there m ay sti l l be som e doubt
about the accuracy of those parts of the docum ent that have been converted to character (as opposed
to i m age) form at.

Where evidenti al val ue is im portant, i t is advi sabl e to keep digitized i m ages of docum ents, rather than
to assum e that versions converted to ful l or partia l text wi l l be sati sfactory when presented in a court
of l aw. This does not m ean that such versi ons shoul d not be used wi thin an appl i cati on, onl y that the
orig inal scanned im ages shoul d al so be preserved.

5.2.7 Metadata capture

DEFINITION

M etadata – data about data

For exam pl e, m etadata m ay be inform ation about context and/or the rel ati onshi p wi th other data.
M etadata m ay render the data understandabl e and m eani ngful

When data fi l es and docum ents are created or im ported, care shoul d be taken to ensure that al l the
rel evant m etadata are al so transferred. Care shoul d be taken to ensure that al l necessary m etadata are
captured, to ensure that the data fi l es and docum ents have the correct interpretation pl aced on them .

The content of m etadata inform ation m ay need to be revi ewed for com pl eteness and appropriateness.
The avai l abi l i ty of a ful l m etadata set, with an appropriate content, wi l l increase the evidential val ue of
the inform ati on to which i t pertains. The use of an appropri ate m etadata schem a shoul d be consi dered.

EXAM PLE

A defin i tion of ‘paym ent due date’ coul d be a speci fi ed num ber of days after an order is
pl aced, as opposed to a speci fi ed num ber of days after an invoice is i ssued.
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KEY ISSUES

> M etadata content shoul d be appropri ate withi n the context of the inform ation to which i t
rel ates, wi thin the appl i cati on bei ng processed.

> There shoul d be docum ented procedures desi gned to ensure and prove that al l rel evant
m etadata are captured at the appropri ate tim e.

5.3 Self-modifying files

5.3.1 Data fi les

Som e data fi l es, particul arl y those generated by word processor, presentation or spreadsheet program s,
m ay contain autom atical l y executabl e code (often referred to as ‘m acros’), which can have the effect of
m odi fyi ng the fi l e each tim e it is retri eved, vi ewed or pri nted out.

EXAM PLE

A word-processed fi l e contain ing a ‘current date’ fiel d is sel f-m odifyi ng. Whenever the
docum ent is displ ayed and/or printed, ‘today’s date’ wi l l be di spl ayed, thus the evi dence of
the date on the docum ent that was sent out of the organizati on wil l be l ost.

The existence of such code wi thin a fi l e m eans that the fi l e cannot be frozen i n the sense used in
BS 1 0008 and the Code. Each ti m e the fi l e i s retrieved, it m ay appear to be different, even if the stored
fi l e has not been changed in any way. Thi s i s potenti al l y probl em ati c, in that it m ay be very difficu l t to
determ i ne what changes are actual l y being m ade i n the retrieved fi l e or what the orig i nal data fi l e
contai ned.

It m ay be di ffi cul t to assess what evidential wei ght wi l l be attached to such a fi l e. I t is a l so possibl e that
an action m ay be taken on the basi s of the inform ation displ ayed when a fi l e is retrieved on one
occasion, but that i nform ati on coul d appear to be different on another occasi on.

Where the use of such faci l i ties is unavoi dabl e, procedures need to be in pl ace to ensure that authentic
copi es of the orig i nal i nform ati on can be produced.

Where a data fi l e that contai ns sel f-m odi fying code coul d be distri buted to other parti es, or stored for
archival purposes, a m echanism that rem oves the code shoul d be i m pl em ented before distribution or
archivi ng.

KEY ISSUES

> Take care wi th fi l es contain ing sel f-m odi fying code.

> Wherever possibl e, avoid usi ng these faci l i ti es.

5.3.2 Databases

The equi val ent use of m acros on structured inform ati on hel d i n databases i s l ess com m on than for
executabl es withi n unstructured or sem i-structured i nform ati on l i ke spreadsheets, presentati ons etc.
H owever, since a structured database can contain any of these fi l e types care shoul d be exercised in the
event of these being present.
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I t i s m ore usual wi thin databases to create new fi el d i nform ati on content as a resul t of an autom ated
procedure than to si m pl y change the vi sual i zation at the point of rendering as with the executabl e i n
the spreadsheet, presentati on etc. As such, i t i s m ore appropriatel y addressed under the category of
versi on control (see 5.7.1 .3) rather than as a sel f-m odi fi cation.

Care shoul d be taken to ensure that the procedures, ei ther sel f-m odi fication or version control s, are
cl ear, understood, docum ented and appl ied.

5.4 Compound documents

5.4.1 Compound data fi les

Inform ation m ay be constructed from a num ber of separate, stored data fi l es, to create a com pound
data fi l e.

EXAM PLES

A word processi ng docum ent incl uding a l inked (i .e. not i ncorporated) spreadsheet.

Linked voice recording and video cl ip.

The im portant issue in these cases is to be abl e to reconstruct a specific pi ece of com pound inform ati on
at som e tim e in the future. Such a reconstruction wi l l require knowl edge of the status of al l parts of
the com pound docum ent at any gi ven poi nt i n its history.

It is im portant that al l parts of a com pound data fi l e are stored in com pl iance with BS 1 0008 and the
Code.

KEY ISSUE

> Where com pound data fi l es are used, audi t trai l s shoul d be such that the historical content of
the data fi l e can be assessed at any rel evant tim e.

5.4.2 Compound image files

Where an im age is captured as an i ndi vidual fi l e on a scanni ng system , and parts are el ectronical l y
separated to be processed in di fferent ways, these parts shoul d be stored after processi ng, al ong wi th
inform ation identi fying thei r respective l ocations withi n the ori gi nal i m age, to al l ow accurate and
unam bi guous reconsti tuti on of an authentic facsim i l e of the com pl ete i m age. Thi s separation into parts
m ay be done under operator control (i .e. on screen) or via software desi gned to separate out parts of
an im age.

EXAM PLE

An im age contai ns photographic m ateri al and text. These are separated by an operator. The
photographic part i s kept as a ful l col our im age, whi l e the text part i s stored as a
bl ack-and-whi te i m age.
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KEY ISSUE

> There shoul d be a descri ption of how com pound im age docum ents are m anaged by the system ,
which coul d be achieved by l inking shared m etadata rel ated to the rel evant transacti on.

5.4.3 Hybrid compound documents

Where a com pound docum ent consi sts of one or m ore data fi l es and one or m ore paper fi l es, a
com bination of the gui dance from 5.4.1 and 5.4.2 needs to be i m pl em ented.

EXAM PLE

A heal th trust hol ds its pati ent records as a com binati on of records in dig i tal form at
(database records, word processed l etters etc. ) and paper/fi l m fi l es (paper based records,
paper based charts, X-rays etc. ). Care i s taken to ensure that the appropri ate physi cal records
are appropri atel y m atched (and referenced) by the digital system s.

5.5 Information in structured databases

5.5.1 Introduction

Appl i cation system s and inform ation are the transacti onal l ifebl ood of m ost organizati ons. Thi s
inform ation is typi cal l y m anaged in structured databases and i s at the centre of the appl i cation system s
that operati onal l y power the organizati on on a day-to-day basis. The range of these system s m anaging
inform ation in structured databases is wi de and i ncl udes, am ongst others, enterpri se resource pl anni ng
(ERP), finance and accounting, hum an resources, custom er rel ati onshi p m anagem ent (CRM ) etc.

5.5.2 Similarities of structured and unstructured information

Whi l st m any industry com m entators have observed that the unstructured, docum ent centri c,
inform ation in an organi zation m ay be four or five tim es l arger than the structured inform ation, the
im portance to the organizati on and the l i kel i hood that thi s inform ati on wi l l need to be used i n di spute
resol uti on cannot be underestim ated.

In order that structured inform ation hel d i n databases can be rel i ed upon i n the event of di sputes
there are m any si m i l ari ties wi th the i ntegrity and authenti city aspects of unstructured i nform ati on.

The pol icy, duty of care, processes and procedures, enabl ing technol ogy and audi t of the m anagem ent
system are equal l y i m portant.

Where inform ation stored in structured databases is withi n the scope of the inform ation m anagem ent
system , the pol ici es, processes, procedures, enabl i ng technol ogy and audit shoul d each speci fical l y
reference thi s i nform ati on.

5.5.3 Key areas

5.5.3. 1 General

In spi te of m any si m i l ari ties, there are a num ber of areas that need to be consi dered specifi cal l y as they
are not di rectl y anal ogous to the i ntegrity and authenti city issues of unstructured, docum ent-centri c,
inform ation.
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5.5.3.2 Extract, Transform and Load

Extract, Transform and Load (ETL) refers to a process i n database usage and especial l y i n data
warehousing that i nvol ves:

• extracti ng data from outside sources:
– an intri nsic part of the extraction invol ves the parsi ng of extracted data, resul ting in a check of

whether the data m eets an expected pattern or structure. I f not, the data m ay be rej ected
entirel y or i n part. I f i nform ation i s rejected without adequate reason and record then the
integri ty or authenti city of the com pl ete data set m ay be com prom ised.

• transform ing it to fit operational needs, which can resul t in signifi cant changes to the inform ati on.
Any such change, from any of the fol l owing actions, shoul d be abl e to be expl ained and justifi ed:

o sel ecting onl y certain col um ns to l oad (or sel ecti ng nul l col um ns not to l oad). For
exam pl e, if the source data has three col um ns, then the extraction m ay take onl y two
of them and not the third. Si m i l arl y, the extracti on m echani sm m ay i gnore al l those
records where one fiel d is not present or zero;

o transl ating coded val ues (e.g . if the source system stores 1 = m al e and 2 = fem al e, but
the target is M = m al e and F = fem al e);

o encoding free-form val ues (e.g . m apping ’M al e’ to ’M ’);
o derivi ng a new cal cul ated val ue (e.g . sal e_am ount = qty * uni t_price);
o join i ng data from m ul ti pl e sources and de-dupl i cati ng the data;
o aggregati on (e.g . sum m arizi ng m ul ti pl e rows of data);
o transposing or pi voting (turni ng m ul ti pl e col um ns i nto m ul ti pl e rows or vice versa);
o spl i tti ng a col um n i nto m ul ti pl e col um ns (e.g . converti ng a l i st, speci fied as a string i n

one col um n, i nto indivi dual val ues in di fferent col um ns);
o di saggregation of repeating col um ns into a separate detai l tabl e (e.g. m ovi ng a seri es

of addresses in one record i nto si ngl e addresses in a set of records i n a l inked address
tabl e);

o l ookup and val idate the rel evant data from tabl es or referential fi l es for sl owl y
changing di m ensions;

o appl ying any form of si m pl e or com pl ex data val i dation. If val idati on fai l s it m ay resul t
in a ful l , partia l or no rej ection of the data and so none, som e or al l the data is
handed over to the next step, dependi ng on the rul e desi gn and excepti on handl ing.

– m any of the above transform ati ons m ay resul t in excepti ons, for exam pl e, when a code
transl ation parses an unknown code i n the extracted data;

– it is not parti cul arl y com m on to have a com pl ete audit trai l of the changes m ade to
inform ation during operational transform . Frequentl y it is onl y test data through the transform
process that wi l l be ri gorousl y checked; i f thi s i s the case then the test pl an and test resul ts
shoul d be retai ned to be abl e to justi fy or expl ain inform ati on changes in operati onal use;

• l oading it into the end target (another database, data m art or data warehouse).

I t is im portant to note that ETL processes can invol ve consi derabl e com pl exity, and si gni fi cant
operational probl em s can occur with i m properl y designed ETL system s.

Where ETL has been depl oyed, al l processes shoul d be ful l y docum ented, as the source and target
databases m ay have, as a consequence of the ETL process, what appears to be the sam e i nform ati on
that i s not the sam e i n the different databases invol ved.

Where ETL techniques are em pl oyed for inform ation stored in structured databases withi n the scope of
the inform ation m anagem ent system then:

• changes or l oss of i nform ati on caused by extracti on, transl ati on or l oad shoul d be eval uated and
accepted by the organizati on;

• processes and acceptance criteria shoul d be docum ented;
• test pl ans, scri pts and resul ts shoul d be retai ned;
• where audit trai l s of ETL operati ons are generated, these shoul d be retained for as l ong as the

inform ation itsel f.
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5.5.3.3 Database schema

For a database, the schem a defines the tabl es, fiel ds and rel ati onshi ps of the database i tsel f. Thi s g i ves
context to the data hel d i n these tabl es and fi el ds enabl i ng it to be i nform ati on.

A fiel d in a database m ay contai n a num ber whi ch coul d be a quantity of an i tem , a tel ephone num ber
or a product code; the schem a shoul d describe whi ch of these (or others) the num ber actual l y m eans. In
this respect the schem a can be regarded as m etadata that gives context to the fi el d enabl i ng i t to be
regarded as i nform ati on rather than sim pl y data.

Som etim es organizati ons wi l l use a fiel d for a di fferent purpose to that intended and this can be a
cause of confusi on i f not properl y considered and docum ented. I n this event, the contents of a fi el d
and the schem a expectation m ay be com pl etel y di fferent. Such usage i s often because the organizati on
does not wi sh to undertake a costl y bespoke m odi fication to a packaged appl ication system . Thi s type
of fi el d m isuse shoul d be avoi ded; i f i t i s em pl oyed it shoul d be ful l y considered, approved and
docum ented.

Another area of concern, especi al l y wi th packaged appl icati on system s, is bespoke extension of the
standardized schem as. Thi s wi l l frequentl y generate custom i zed tabl es and fiel ds with organization
specifi c rel ati onshi ps to the standard appl ication system . Al l such custom schem a and appl i cati on
com ponents shoul d be properl y consi dered, j ustifi ed and docum ented. This type of custom izati on is
frequentl y the cause of consi derabl e cost and di ffi cu l ty when the standard appl i cati on i s upgraded to a
newer version and can resul t i n com prom ise to the i ntegrity or authentici ty of the i nform ati on withi n
the database.

Speci al care needs to be taken when any schem a is m odi fi ed that the changes are justi fi ed and
docum ented and that data m i gration during the change process is properl y tested and resul ts recorded.

When a schem a i s changed, i t i s quite com m on for addi tional checks to the contents of fi el ds to be
appl ied. H owever, in practi ce, the effort to retrospecti vel y appl y these additi onal checks to histori c data
can l ead to a si tuation where the m i grated data i s not val idated against the new rul es but m igrated ’as
is’ when the new schem a version i s i ntroduced. This can l ead to situations where ol d data i s i n a
di fferent form at or does not m atch the val idati on rul es of newer data in the sam e fiel ds. Such
situations need to be abl e to be expl ai ned sati sfactori l y in the event of a chal l enge to i nform ati on
authenti city or i ntegrity.

5.5.3.4 CRUD

A com m on approach to four basic functions i m pl em ented for i nform ati on i n DBM S are covered by the
term ’CRU D’; th i s acronym expands to:

• Create;
• Read;
• U pdate;
• Del ete.

There is com m onal i ty of the issues surrounding creati on, readi ng and destruction between unstructured
and structured i nform ati on. H owever, updati ng is si gni ficantl y different for structured inform ation i n
databases from unstructured i nform ati on.

When unstructured inform ation i s updated, a new versi on is created (see 5.7 on version control ) and
the inform ation m anagem ent pol i cy wi l l i ndi cate how superseded versions shoul d be m anaged. In
databases, the update wil l change the contents of a particul ar piece of data i n the database.

The transacti on that resul ted i n the update to a particul ar fi el d in situ m ay or m ay not be retained and
this is an area that shoul d be considered and the resul ts of that considerati on docum ented.
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I f the updating transaction and the content before the update are not retai ned then it m ay be
necessary that the ’before’ and ’after’ contents of the fi el d are abl e to be re-created in the event of a
chal l enge to integri ty or authenti city; th i s coul d be withi n the audit trai l .

The audi t trai l and/or the defin ition of the process/procedure shoul d i ndi cate who or what was
responsibl e for the creati on, updati ng, readi ng or del eti on of inform ation i n the database. It is worth
noting that thi s responsi bi l i ty coul d be a person, a device or an appl ication com ponent/servi ce.

5.5.3.5 Master Data Management

A chal l enge faci ng m any organi zati ons is m aster data m anagem ent (M DM ) or a l ack of it.

M DM aspires to ensure there is a ’singl e versi on of the truth’ across the system s used by an
organi zation as opposed to m ul ti pl e, inconsistent versi ons of the sam e thi ng hel d in si l o’ed separate
system s.

EXAM PLE

Custom er records are hel d separatel y i n a fi nanci al system , a CRM system , and a service or
warranty system . The custom er detai l s are updated separatel y i n each system and they often
get out of sync wi th each other.

M DM aim s to avoid the need for separate updati ng of system s by keepi ng a singl e m aster that is used
by the different system s and is, as a resul t, consistent.

Where M DM is depl oyed the responsibi l i ties for the m aster need to be cl earl y docum ented.

Where M DM is not, or onl y parti a l l y, depl oyed, the di fferent versi ons of the sam e inform ation shoul d
be understood and docum ented so that a chal l enge attem pting to di scredi t on the basi s of di fferences
between what appears to be the sam e i nform ati on can be rebutted.

5.5.3.6 ACID

ACID (Atom i city, Consi stency, Isol ation, Durabi l i ty) are properties that ensure database transacti ons are
processed rel iabl y; the l ong establ i shed rel ational database m anagem ent system s (RDBM S) achieve
these autom ati cal l y but i t shoul d be noted that a num ber of N oSQL databases that have been
introduced to m eet the dem ands of bi g data do not incl ude ACID transaction support.

A DBM S that does not incl ude ACID transaction support m i ght not be updated with every transaction
posted to i t; th is m ay not be a probl em for an organi zation usi ng such a DBM S (e.g . in a high vel oci ty
data gathering si tuati on the fact that an i ndi vidual transacti on from a sensor reading the tem perature
of a com ponent every second m i ght be l ost because the DBM S did not confi rm the update process m ay
not be cri tical si nce the next readi ng is onl y one second l ater).

I f the database i s not desi gned to be ACID then the rel i abi l i ty and trustworthi ness of the inform ation
content in the database m ay be questi onabl e.

If the DBM S depl oyed i s not ACID then the organization shoul d eval uate the i m pact and form al l y
record eval uati ons and decisi ons. I t shoul d be noted that suitabl e appl ication design m ay m eet the
ACID transaction support criteria even i f the DBM S does not.
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5.5.3.7 Data quality

Data is of good qual i ty i f it is fit for purpose and correctl y represents the real worl d construct they
refer to. Aspects of data qual i ty i ncl ude:

• accuracy;
• com pl eteness;
• consistency;
• integri ty;
• rel i abi l i ty;
• uni form i ty;
• val i di ty.

Data, as hel d i n databases, wi l l often suffer data qual i ty degradation over tim e because it norm al l y
represents a ’point in tim e’ record that was val i dated at capture but has not been re-val idated
subsequentl y.

M aintai ni ng data qual ity requires goi ng through the data periodical l y and cl eansing i t. Cl eansing i s
norm al l y the detecti on and rem oval of anom al i es or dupl i cates through a workfl ow process.

Care needs to be exercised to verify correctness of the resul ts of cl eansing as it natural l y m eans data
has been either changed or di scarded. Therefore any process that addresses and im proves data qual ity
shoul d be properl y docum ented and audi ted.

5.5.3.8 Transaction records vs. updated fields

I s there a need to be abl e to show, hi stori cal l y, what the database was at a speci fi c poi nt i n ti m e or
not?

In m any system s uti l i zing a DBM S there are requi rem ents to be abl e to show what the i nform ati on
contents of a fiel d were before and after an update or del eti on, to avoi d or resol ve a di spute, whi l st i n
other si tuations this m ay be superfl uous.

The organi zation shoul d eval uate and record decisions taken i n this regard.

When the before and after update inform ation is needed then thi s m ay be achieved by ei ther retain i ng
the before and after update content or by retain ing the transacti on and bei ng abl e to deduce the
database state preceding the update (thi s l atter procedure m ay not be feasibl e for parti cul ar updates).

Taking thi s to the next l ogi cal stage, there m ay be ci rcum stances in which i t i s necessary to be abl e to
show what the inform ation state of the whol e database was at a parti cul ar poi nt in tim e, rather than
sim pl y the contents of a particul ar fi el d or tabl e. This is m ost l ikel y to be i n si tuations where
inform ation from the database i s routi nel y requi red to be used as evidence.

5.6 Big data considerations

5.6.1 Definition

Key poi nt – j ust what is ’bi g data’?

Bi g data i s a term that can have m ul tipl e i nterpretati ons as to m eani ng; there are about as m any
defin itions as there are pl ayers prom oting benefits of adopting i t as an approach. There are a few
com m on aspects of the varyi ng defin itions; am ongst the com m on aspects are ’3 Vs’ – Vol um e, Vel ocity
and Variety.

The first, Vol um e, is about scal e and is inextri cabl y tied to the keyword ’bi g’, Vel ocity norm al l y m eans
that the data is both captured and needs to be accessed/anal ysed rapi dl y and Variety frequentl y m eans
that the data is not consistentl y structured.
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In m any situations referred to i n the context of big data the variety is very wide and the content is
qui te unstructured (e.g . social m edi a m essages), yet i n others the content is hi ghl y structured even i f
there i s a l arge variety of structures (e.g . sm art m eter readings, process or incident event l ogs etc. ).

H owever, there i s a growi ng recogni ti on that these three attributes are not suffici ent. There is a cl ue to
the fact that there needs to be a wider defin ition from the Rom an num eral ’V’: there shoul d be a
group of five ’Vs’ rather than three. The two additional ’Vs’ bei ng Val ue and Veracity.

5.6.2 Value and Veracity of ’big data’

The first three term s, Vol um e, Vel ocity and Variety, do not si gni fi cantl y i m pact evi dential wei ght
consi derati ons; however, there is l i ttl e point i n an organi zati on capturi ng or retain ing big (or, for that
m atter, sm al l ) data unl ess it has Val ue that is recognized by the organization.

If the Veracity of data are questi onabl e then it’s Val ue, and the val ue of any i nterpretati on of it, wi l l
be reduced. The val ue of big data i s dependent on its veraci ty; therefore, it is im portant to protect the
evidential val ue from actual or potenti al com prom ise.

5.6.3 Actions resulting from ’big data’

Deci sion m aki ng with big data wil l be based on the anal ysi s, interpretation and inference using the
data; and consequentl y i t i s that use that the big data is put to, rather than the data itsel f, that is the
reason to capture and retain i t.

Where anal ysi s i s perform ed then the output of the anal ysi s shoul d be treated as new inform ation and
the cri teri a by whi ch it was extracted from the ori g inal data shoul d be retai ned with the output itsel f.
Otherwise the output, and any subsequent acti ons based on it, wi l l be subject to j usti fiabl e cri tique.

5.6.4 Key difference

Bi g data wil l norm al l y be retained i n a database; however, there are si gni ficant di fferences between
the m anagem ent of bi g data and the i nform ati on i n ’l ine of business’ structured databases.

I t is extrem el y com m on for som e of the data i n structured databases to be updated as a resul t of a
specifi c transaction or process.

Thi s i s not the case with bi g data i m pl em entati ons which norm al l y contain the l arge vol um e of
transacti ons as the bi g data i tsel f. These transactions are rapid l y ingested i nto the m anagem ent system
but are not subsequentl y updated in situ. Consequentl y, there are m any sim i l arities regarding the
authenti city and integri ty of these big data transacti ons wi th docum ents (as descri bed el sewhere in thi s
publ i cati on); i n fact, they coul d real i sti cal l y be regarded as speci fi c docum ents (usi ng the ful l scope of
that term as used in thi s publ i cation).

Where big data i s withi n the scope of the inform ation m anagem ent system then:

• pol ici es, processes, procedures, enabl i ng technol ogy and audit shoul d each speci fical l y reference
this inform ation;

• inform ation generated from the big data shoul d be addressed separatel y from the big data withi n
the inform ation m anagem ent system .

5.6.5 Retention of ’big data’

Like any other inform ation big data shoul d be retai ned for no l onger than i s necessary; therefore, it
shoul d be incl uded wi thin the organi zation’s i nform ati on m anagem ent pol icy and retention schedul e.
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An organizati on m ay have m ul tipl e sets of bi g data and each m ay have di fferent inform ation
m anagem ent pol icy and retention attributes.

5.6.6 ’Big data’ from third parties

I t i s increasingl y com m on for data sets categori zed as bi g data to i ncl ude inform ation proprietary to
the using organization com bined wi th data sets owned and provided by thi rd parti es.

A typical exam pl e of this is the use of data that is ’overl aid’ onto m appi ng data to ai d understandi ng
and interpretation. The m ap is norm al l y not owned or l icensed and hosted by the organi zation but i s a
third-party data set, often provided as a cl oud servi ce.

Where big data incl udes thi rd-party data sets, i t m ay be necessary to access each third-party data set as
it was at a particul ar poi nt i n ti m e to be abl e to reproduce the com pl ete data set for the purposes of
di spute resol ution.

Long-term access to a poi nt i n tim e versi on of a thi rd-party data set m ay be outsi de the scope of the
servi ce provider’s term s and conditions and, i n this case, the organization shoul d im pl em ent a pl an to
accom m odate the non-avai l abi l i ty of that data set.

5.7 Version control

5.7.1 Information

5.7. 1 . 1 Unstructured and semi-structured documents

In som e appl ications, docum ents m ay be subject to change. Typi cal of such appl i cations are those
im pl em ented for control l i ng techni cal drawings i n drawi ng offices. Several d i fferent versi ons of a
docum ent m ay devel op over a period of tim e, each docum ent being al l ocated a version num ber. It is
im portant in such appl i cati ons to m ai ntain each version as a separate docum ent, and al so to m aintai n
the l i nk between the versions. There shoul d al so be a procedure for authorizi ng and i m pl em enti ng new
versi ons.

In som e appl ications, it m ight be necessary i n the future to access particul ar versions or to be abl e to
trace the revisions of the docum ent. I n these appl i cations, each version shoul d be treated as a new
‘ori gi nal ’ docum ent for the purposes of BS 1 0008 and the Code.

It is im portant to real ise that di fferent versi ons of a docum ent m ay have di fferent retenti on and
di sposal schedul es; for exam pl e, final , approved versi ons m ay need to be retained for l onger than
interm edi ate drafts.

I N FORM ATION – Websi tes

M any organizati ons need to be abl e to evidence the state of their website at the ti m e of a
parti cul ar transacti on or inform ation request; th i s i s a form of versi on control .

Versi on control of indivi dual docum ents and of database schem as and inform ation fi el ds have
been addressed; in thi s context, social m edi a m essages, em ai l s, etc. are addressed under the wider
cl assificati on of docum ents wi thin the specificati on (BS 1 0008).

H owever, it is im portant to recognize that the i nform ati on content and representati on of
websi tes m ay have different evi dential usage and retenti on requi rem ents from the indivi dual
docum ents accessibl e on that websi te; th is is frequentl y as a resul t of the dynam ic nature of a
websi te m eani ng di fferent versi ons m ay be generated with increasi ng frequency, even
dynam ical l y as contents of databases change.
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Addi tional l y, there m ay al so be di ffering versi on control processes and procedures from those
appl i ed to the docum ents publ i shed on the website or of the inform ation i n databases accessed
vi a the websi te.

Consequentl y, organi zations need to consi der incl usion of thei r i nternal and external facing
websi tes withi n their inform ation m anagem ent pol i cy and associ ated procedures, audi t, etc. and
consider whether the organization’s versi on control procedures need to recognize the differi ng
evi denti al requi rem ents of these websites.

An aspect of such procedures is that the visi bl e representation of a websi te m ay di ffer
dram atical l y dependi ng on the network and the hardware and software capabi l i ti es of the devi ce
accessing the websi te.

KEY ISSUE

> Where various versions of a docum ent can exist, m echani sm s for version control (incl udi ng
retai ni ng access to previous versions where necessary) need to be i m pl em ented.

5.7. 1 .2 Information content of structured databases

As has been discussed el sewhere (see 5.5.3.4), structured database content i s frequentl y updated in situ.

Where this is routine it is outside the scope of versi on control but, as noted previ ousl y, there m ay be
circum stances where it is im portant to be abl e to ascertain the contents of a particul ar record or fiel d
before and after update.

5.7. 1 .3 Databases

5.7.1 .3.1 G eneral

Whi l st unstructured and sem i-structured i nform ati on wil l have significant structure (e.g . fi l e type) and
m etadata associated or contai ned with the i nform ation i tsel f thi s tends not to be the case wi th
structured databases.

Therefore parti cul ar attention needs to be appl ied to version control of the database schem a and the
DBM S i tsel f.

I t shoul d be noted that sui tabl e docum entati on of schem a or DBM S m ay be dependent on third-party
software or service provi ders.

5.7.1 .3.2 Schem a

When a database schem a i s changed there are m any aspects that shoul d be addressed in order that the
schem a change is not the cause of uni ntended com prom i se to database content authentici ty or
integri ty.

Al l database schem as produced in order to com pl y with BS 1 0008 and the Code shoul d be m aintai ned
under a versi on control system .

Previous schem a versi ons wi l l need to be stored for at l east the sam e l ength of tim e as that for which
the rel evant database content i s m ai ntained. Thi s wi l l ensure that the rel evant version can be i dentifi ed
any tim e in the l i fe of the stored i nform ati on.
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Access to previ ous schem a versions m ay be required so that, for exam pl e, if a database record or fiel d is
presented in court as evi dence, the database schem as that were in force at the tim e of i ts capture and
since that ti m e can be described and attested to. I f thi s is not done, there i s a risk that the integri ty of
the inform ation m i ght be successful l y chal l enged.

5.7.1 .3.3 DBM S

When a DBM S or DBM S version i s changed there are m any aspects that shoul d be addressed i n order
that the DBM S or DBM S version change i s not the cause of unintended com prom i se to database
content authenti city or i ntegrity.

In order to com pl y with BS 1 0008 and the Code al l DBM S and DBM S versi on changes shoul d be under a
versi on control system . Transi tion test pl ans and resul ts shoul d be retained as i t wi l l not norm al l y be
real i sti c to retain a superseded DBM S or DBM S version for a si gni ficant tim e.

5.7.2 Documentation

Al l docum entati on produced in order to com pl y wi th BS 1 0008 and the Code needs to be m ai ntained
under a versi on control system .

Previous versions wil l need to be stored for at l east the sam e l ength of ti m e as that for whi ch the
rel evant inform ation is m ai ntained. Thi s wi l l ensure that the rel evant version can be i denti fi ed any tim e
in the l i fe of the stored i nform ati on.

Access to previ ous versi ons m ay be requi red so that, for exam pl e, i f a data fi l e i s presented i n court as
evidence, the pol ici es and procedures that were i n force at the tim e of its capture and since that tim e
can be descri bed and attested to. If this i s not done, there is a ri sk that the i ntegrity of the i nform ati on
m ight be successful l y chal l enged.

EXAM PLE

Where i t i s not possi bl e to be certai n of the scanni ng procedures used to capture a particul ar
docum ent im age that i s several years ol d , and of the storage procedures fol l owed in the
years si nce its capture, then it m ay be di ffi cul t or im possibl e to refute a chal l enge concerning
the authenti city and i ntegrity of the inform ati on.

KEY ISSUE

> M ai ntain com pl iance docum entation under a version control system , and i n accordance with the
retenti on schedul e.

5.7.3 Procedures and processes

Al l changes to procedures and/or processes shoul d be im pl em ented i n accordance with an approved
change control procedure.

KEY ISSUE

> U se a form al change control procedure for m anagi ng changes to system s and procedures.
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5.8 Storage systems

5.8.1 System integrity

Faci l i ti es shoul d be provi ded withi n the system to ensure that the integri ty of data is preserved
throughout the system , i ncl udi ng duri ng the transfer of this data to and from the storage m edia.
Regardl ess of the storage m edi um chosen, or the system envi ronm ent in which the m edi um i s used,
these procedures shoul d detect and/or prevent m odi fications being m ade to stored i nform ati on from
the ti m e of capture to the tim e of disposal .

5.8.2 Use of checksum

A com m on approach to m anagi ng system integri ty i s to uti l ize a checksum cal cul ated i m m ediatel y after
the data fi l e has been captured. This technique ensures that any errors i n data fi l e transfer between
subsystem s m ay be detected autom atical l y and with certai nty.

Such a m ethod on its own does not necessari l y cover al l the possibi l i ties for m al i cious m ani pul ation of
the data between the tim e of capture and the eventual ti m e of retri eval from the storage m edi a. Such
m anipul ati on coul d be accom pani ed by the cal cul ati on of a new checksum if the checksum al gorithm
were known. To deal with this eventual ity, other procedures are requi red. A si m pl e m ethod is to write
each checksum to the audi t trai l after cal cul ation, but in thi s case considerati on shoul d al so be gi ven to
protection of the audi t trai l from tam peri ng.

KEY ISSUE

> Where appropriate, use a checksum to check for data fi l e changes during storage.

5.8.3 Software systems

Inform ation is typical l y m anaged by com puter software. Such software m ay be a faci l i ty avai l abl e i n the
operating system (such as i ndi vidual or shared drives), or m ay be a form al el ectronic docum ent
m anagem ent system (EDM S) or el ectroni c docum ent and records m anagem ent system (EDRM S).

Irrespective of the software bei ng used, i t i s i m portant to retain records of the software used and how
it has been configured.

Docum entati on shoul d be produced and updated where necessary to ensure that a record of the
software used to m anage the storage of i nform ati on over ti m e i s retained. Thi s docum entation shoul d
incl ude detai l s of the operati ng system and addi tional software where used. Detai l s of the versi on
num bers and configuration detai l s shoul d al so be retai ned.

KEY ISSUE

> U se a form al change control procedure for m anaging changes to system s and procedures.

5.8.4 WORM vs. non-WORM systems

The risk of stored data being m odified i nadvertentl y or m al i ciousl y vari es wi th the type of storage
subsystem and m edi um . The abi l i ty to detect any such m odi fications al so vari es. For exam pl e, where
wri te-once m edia are used, it is not norm al l y possi bl e to m odi fy data once i t has been stored, as any
such m odifi cation woul d have the effect of destroying at l east som e data, resul ting i n fi l es bei ng
corrupted, i f not m ade total l y i rretrievabl e.
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Data stored on m agnetic disk and other random access rewri tabl e m edi a m ay in pri ncipl e be m odi fi ed.
With such m edia, the ri sk of data being m odifi ed is l ess to do with the m edium itsel f than with the
control s that are i m pl em ented by the storage subsystem and by the access software. The abi l ity to al ter
data requires ‘read-wri te’ access. Wel l -desi gned system s have control s to prevent unauthori zed
read-wri te access. U sers wi th ‘read onl y’ access are unabl e to m odi fy the data. Thus, the system shoul d
m aintai n a secure record of al l read-wri te accesses m ade.

In a system where there are very frequent fi l e m odi fications, there m ay be a substanti al overhead to
record m odifi cati ons m ade, but if a record i s not kept it m ight prove im possi bl e to detect any
unauthorized al terati ons, whether by a ski l l ed ‘hacker’ or by anyone with the appropri ate access
privi l ege.

In the case of rewri tabl e seria l m edia, such as m agnetic tape, unauthorized tam pering can be m ore
di ffi cu lt to detect than with random access m edia, si nce if the fi l e that i s m odified i s not the l ast fi l e
stored on the m edi um , then al l fol l owing fi l es need to be copied and rewritten. I f the storage m edium
is ‘offl ine’, i t coul d be tam pered wi th m ore easi l y i f an ‘attacker’ were abl e to gain access to i t. The
issues of physical securi ty of the offl ine m edi a and access control whi l e it is onl ine are im portant.

WORM system s are avai l abl e based on opti cal d i sk, m agnetic di sk or tape technol ogy that som etim es
use software/firm ware control s. Com pared with rewri tabl e m agneti c disk technol ogy, such as used
withi n RAI D (redundant array of i ndependent/i nexpensive disks) storage system s, WORM system s m ay
be m ore costl y per m egabyte of storage and m ay have sl ower access ti m es. Thus, there m ay be
significant financial and perform ance benefits to non-WORM system s. These have to be rel ated to the
potenti al benefi t of WORM storage from an evidential wei ght perspecti ve, because of the ease of
dem onstration of authenti city.

There are a num ber of issues with the use of m agneti c tape i n al l i ts various form s as a l ong-term
storage m edi a which need to be consi dered, for exam pl e a characteri sti c term ed ‘resistivi ty’. To avoi d
this probl em , procedures such as the frequent copyi ng of the i nform ati on to other tapes is advisabl e.

Thi s feature i s frequentl y autom ated i n m odern tape si l o system s.

In any i nstance where data fi l es are copied from one m edium to another, a successful bit-for-bi t
com parison shoul d be perform ed before the ol d m edium i s reused or destroyed.

The BS 4783 seri es, Storage, transportation and maintenance of media for use in data processing and
information storage, g i ves recom m endations for the storage, transportation and m ai ntenance of m edia
used in data processing and inform ation storage.

KEY ISSUE

> Review the advantages and disadvantages of wri te-once vs. rewritabl e storage m edia, and use
appropri ate system s accordingl y.

5.8.5 Environmental considerations

Al l types of storage m edium have a fi ni te l ife. M anufacturers’ gui del ines shoul d be fol l owed to reduce
the ri sk of l osi ng data because of inappropriate storage.

Storage m edia shoul d be checked on a regul ar basis, and in accordance with m anufacturers’
recom m endations where avai l abl e, to detect any degradati on of the m edi a. M edi a handl ing and
storage recom m endati ons shoul d al so be fol l owed.

System hardware shoul d be i nstal l ed i n l ocati ons that can be envi ronm ental l y m anaged to
m anufacturers’ recom m endati ons. Thi s m ay incl ude som e or al l of the fol l owi ng consi derations:

• tem perature stabi l i ty;
• hum i dity m anagem ent;
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• safeguards against power fl uctuati ons or l oss;
• security m easures;
• protecti on from physical threats.

BS 7083:1 996, Guide to the accommodation and operating environment for information technology (IT)
equipment gives gui dance on the accom m odation and operating environm ent for I T equi pm ent. It
covers construction and accessi bi l i ty, environm ental condi ti ons, el ectri cal power requirem ents, and
operational safety and securi ty.

KEY ISSUE

> H ardware m anufacturers’ recom m endati ons for the operati onal environm ent of al l com ponents
of the system and the storage m edi a used shoul d be fol l owed.

5.8.6 Write to media process

I t i s im portant to ensure that the el ectronic data fi l e i s protected at al l tim es, i ncl uding the ti m e
between capture and write to fi nal storage. The data fi l e wi l l often be parti cul arl y vul nerabl e at thi s
tim e. Thus, the point in the appl i cati on processes at which data are written to storage shoul d be as
soon as possi bl e.

In som e system s, m ul ti pl e storage m edia are used, and data fi l es are transferred by the system on an
autom ated basis. The actual storage m edia wil l m ain l y depend upon access requirem ents. Such system s
are term ed ‘hi erarchical storage system s’, and incl ude hi gh-cost rapi d access m edi a and al so l ow-cost
sl ow access m edia (pl us som e interm edi ate types where appropriate). In these system s, the integri ty of
data fi l es duri ng transfer from m edium to m edium shoul d be dem onstrabl y unaffected (see al so 5.8.7).

KEY ISSUE

> Ensure data fi l es are protected from ti m e of capture, by writing to final storage as soon as
possibl e.

5.8.7 Media migration

Inform ation m ay be stored for a considerabl e l ength of ti m e and, im portantl y, for l onger than the
l i feti m e of the current technol ogy. Thus, to ensure the i ntegrity of stored inform ati on, i t i s i m portant
to pl an from the outset that i t m ay be subject to m i grati on processes. Such processes m ay invol ve a
change of:

• m edia; and/or
• com puter hardware.

As a rul e of thum b, a storage m edi a m i grati on process wi l l occur approxim atel y every fi ve years.

Where inform ation i s m oved from one storage devi ce to another, as part of a data fi l e m igrati on
process, detai l s of the m ove shoul d be stored in the audi t trai l .

Procedures for m edi a m i grati on shoul d incl ude m ethods by which i t can be dem onstrated that any
rel ated data (such as m etadata) are al so m i grated, where this i s necessary.

In the case of H SM system s and storage area networks (SAN s), where data are routi nel y and
autom atical l y m oved between storage devi ces, without user i ntervention, i t m ay not be necessary to
generate audi t trai l data on these m ovem ents of inform ation. H owever, i t wi l l be necessary to
dem onstrate that the H SM or SAN was working norm al l y when data were transferred. I n practice, thi s
wi l l m ean throughout the period from initia l capture of the inform ation to i ts final storage.
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See also 5.8.6.

KEY ISSUES

> Where data wil l be stored for longer than five years, plan for storage media migration by using
industry standard systems.

> Keep records of migration processes, to demonstrate that integrity was not compromised during
the process.

5.8.8 Format conversion

5.8.8. 1 General

The same issues related to media l i fe (see 5.8.7) al so apply to fi le format l ife. Where new versions of
software used to create information are implemented, i ssues with backward (and in some cases
forward) fi le format compatibi l i ty may occur.

Thus, to ensure the accessibi l i ty of stored information, i t is important to plan from the outset that it
may be subject to format conversion processes.

KEY ISSUE

> Where data wil l be stored for longer than 1 0 years, plan for storage format conversion, or guard
against this requirement by using industry standard information archiving formats (see 5.8.8.3).

5.8.8.2 Conversion

Where information has been converted from one fi le format to another, detai l s of the conversion
should be stored in the audit trai l . For example, a document created with one word processor program
may be converted to another word processor format without changing the text within the document.
From one perspective this might be considered not very different from copying a fi le, but if formatting
is relevant to the information content, there is the possibi l i ty that the information content of the
converted fi le may be considered to have changed.

When making provisions for converting data fi les, i t is important to include al l relevant metadata,
including index data and audit trai l s. This additional data should also be migrated to the new
technology without loss of integrity.

Records, including audit trai l s, should be kept of any conversion processes that stored data have been
subjected to, to al low the integrity of the data to be demonstrated beyond any reasonable doubt at
any time in the future.

The conversion of stored data from one fi le format to another can be a complex task, as it can involve:

• simultaneous migration to new storage media;
• change of data format;
• security of conversion processes;
• i ssues surrounding the deletion of information during conversion, for example, as part of an

information retention pol icy;
• confirmation that al l data that needs to be converted have been converted;
• assurance that authenticity and integrity are not compromised;
• inclusion of appropriate metadata;
• addition of metadata detai l ing the conversion process.
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Where a data m igrati on process i s i m pl em ented, procedures and processes to m anage these issues
shoul d be im pl em ented. Where data are bei ng received from another i nform ati on m anagem ent system
(or part of a system ) whi ch conform s to BS 1 0008 and the Code, as part of a system m i gration process,
then procedures and processes need to be establ i shed, i m pl em ented and docum ented for thi s process.

Som e m i gration processes m ay need a form at change, to enabl e the data to be accepted i nto the
receivi ng system .

KEY ISSUES

> M i gration processes shoul d be i m pl em ented with care, to ensure that evi dential val ue i s not
com prom ised.

> Where data fi l es and any associ ated m etadata are bei ng received from a system that conform s to
BS 1 0008 and the Code as part of a m igrati on process, the m i gration procedures and processes
shoul d be docum ented.

5.8.8.3 Standard formats

A rel i abl e m ethodol ogy for deal ing wi th software l ife is to ensure that data fi l es are stored i n an
industry standard form at, or that vi ewers for each stored form at are m ai ntained. It is al so
recom m ended that a restri cted num ber of form ats are used for l ong-term storage, to reduce future
form at m igration issues.

One such fi l e form at is that defi ned by BS ISO 1 9005-1 :2005, Document management — Electronic
document file format for long-term preservation — Part 1 : Use of PDF 1 .4 (PDF/A- 1 ). 7

KEY ISSUE

> The use of standard fi l e form ats protects agai nst l ong-term access i ssues.

5.8.8.4 Alternative technology

Where l ong-term storage (i .e. greater than 1 0 years) i s requi red, and where access l evel s are very l ow
(i .e. l ess than 1 per cent), the use of m icrofi l m storage shoul d be considered, uti l i zing i ts
technol ogy-i ndependent functional i ty to el i m inate the need for m igrati on processes.

KEY ISSUE

> M i crofi l m shoul d not be di scounted where very l ong-term storage i s requi red, and access
requirem ents are negl i g ibl e.

5.9 Information retention and disposal

5.9.1 Information retention

Where orig i nal docum ents are scanned and the pol icy docum ent states that i t i s general pol icy to
destroy a speci fi c type of orig inal docum ent after scanning, there are som e instances in whi ch an
exception appl ies and the ori gi nal docum ent shoul d be retained.

7 N OTE: The PDF/A fi l e form at wi l l evol ve over tim e, speci fi ed by future parts of BS I SO 1 9005. Thi s stan dard shou l d be u sed in

conju nction with BS ISO 32000-1 , Document management — Portable document format — Part 1 : PDF 1 .7.
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Ci rcum stances where thi s m ay be required incl ude:

• where the ori g inal docum ent is of poor qual ity, so that a l egibl e im age cannot be obtai ned;
• where the ori g inal docum ent contai ns physical am endm ents or annotations that cannot be

identified as such on the scanned im age;
• where fraud or other m i sdem eanour is suspected or has been identifi ed or where l i ti gati on is

envi saged or i s pendi ng.

Where the ori gi nal docum ent i s of poor qual i ty, i t m ay be necessary to keep the ori gi nal , to reduce the
possibi l i ty of i t being suggested that the i m age was del iberatel y m ade i l l egibl e. This al so avoi ds any risk
of rej ection of an im age on the grounds that it is not a facsim i l e of the ori gi nal docum ent.
Al ternati vel y, a note m ay be stored whi ch states that the ori gi nal document was of poor qual i ty and
which i ncl udes detai l s of any visibl e inform ation that needs to be stored.

Where an orig i nal docum ent contains physi cal am endm ents or annotati ons that cannot be i denti fi ed as
such on the scanned im age, a separate record that ‘physical am endm ents or annotations were present
on the orig inal docum ent’, pl us detai l s of what the physical am endm ents were, m ay be sufficient for
l egal adm issibi l i ty.

Procedures for the identificati on of i nform ation for which fraud or other m isdem eanour i s suspected or
has been identified, or for which l iti gation i s envisaged or is pendi ng, shoul d be docum ented. Such
procedures shoul d incl ude the suspension of docum ent destruction pol icies for thi s i nform ati on, as
destructi on i n these circum stances i s a crim i nal offence.

KEY ISSUES

> There shoul d be docum ented procedures that identify specific orig inal docum ents that need to
be retai ned after scanni ng.

> Do not destroy any docum ents where fraud or other m i sdem eanour is suspected or has been
identi fied, or l iti gation i s envisaged or is pendi ng.

5.9.2 Information disposal

Procedures for the disposal of i nform ati on (which m ay invol ve destructi on of the i nform ati on or the
transfer to archi val storage) at the end of the retention peri od shoul d be docum ented. These
procedures shoul d ensure that al l copi es of the i nform ati on are disposed of, incl udi ng those hel d on
backup system s or as ‘personal ’ copies.

Di sposal procedures shoul d incorporate securi ty precauti ons appropriate to the sensi tivity of the
inform ation being disposed of or destroyed.

Where orig i nal docum ents are destroyed after scanning, they shoul d be kept for at l east as l ong as is
necessary to ensure that their el ectroni c fi l es have been successful l y written to storage and the
appropri ate backup procedures have been com pl eted.

Di sposal processes shoul d be auditabl e, such that (for exam pl e) the di sposal of a parti cul ar docum ent
can be proven. I t i s al so i m portant that any necessary authori zation for such processes be obtai ned
before disposal .

Where data are stored on WORM m edia, d isposal of speci fic inform ation i s not possi bl e (unl ess a
control l ed process of sel ecti ve copying to new m edia i s i m pl em ented). I n som e appl i cati ons, i t m ay be
accepted that rem oval of al l index references to the inform ation being disposed of is, i n practical
term s, d i sposal of the i nform ation i tsel f. Organizations need to check that this procedure is acceptabl e.

Care shoul d be taken when del eting i nform ati on on m agneti c m edia. Typi cal l y, sim pl e ‘fi l e del eti on’
actions can be reversed, and so m ay not be appropri ate i n som e appl i cations. In these ci rcum stances,
the use of degaussers and/or shredders shoul d be considered.
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When posi ti ve rem oval of i nform ati on from the system is required, identificati on and del etion of al l
copi es of the inform ation (incl uding i n the backup m edia) wi l l ensure that the necessary action is
taken.

Where expungem ent (e.g . rem oval wi thout any trace of the i nform ati on ever existing) i s requi red,
procedures for the di sposal of the i nform ati on shoul d be enhanced to rem ove any trace that the
orig inal i nform ation exi sted. The repl acem ent of the i nform ati on with a docum ent stati ng ‘expunged
inform ation’ m ay be suffici ent.

KEY ISSUES

> There shoul d be docum ented procedures for the secure destructi on, or transfer to archive, of
stored i nform ati on.

> These procedures shoul d deal wi th al l copies of a particul ar docum ent.

5.9.3 Legal holds

Standard di sposal of inform ation i n accordance with the schedul es needs to be suspended where the
inform ation m ay be requi red as evi dence. This i s because thi s i nform ati on coul d be cal l ed as evi dence,
even if its end-of-retenti on period has been reached.

Thi s suspensi on of standard di sposal i s com m onl y known as a ’l egal hol d’.

In m ost j urisd ictions, organi zations have a duty to preserve rel evant inform ation when they l earn, or
reasonabl y shoul d have l earned, of l itigati on com m encing or of a regul atory investi gation. I n som e
juri sd icti ons, the l egal hol d needs to be appl i ed when l i tigati on or regul atory investi gation i s
reasonabl y anti cipated but has yet to be form al l y i ni ti ated.

In order to com pl y with these preservation obl igati ons, the organi zation wil l need to i nform
inform ation stewards and custodians of their duty to preserve rel evant inform ation.

If this suspension of di sposal i s not enforced, and dem onstrabl y so, there m ay be potenti al or actual
destructi on of rel evant evidence or spol iati on, whi ch m ay be i nterpreted as m al i cious rather than
inadvertent and consequentl y negativel y affect the outcom e of the l itigation or even the burden of
proof from bei ng innocent unti l proven gui l ty to being required to prove innocence.

KEY ISSUE

> Fai l ure to appl y effective l egal hol ds can prejudice a tria l and di sposal of inform ation that m ay
be required as evidence can be a crim inal offence.

5.1 0 Information transfer

5.1 0.1 General

Typical l y data fi l es and docum ents wi l l be transferred to the i nform ati on m anagem ent system from
outside the organization or another part of the organization by:

• intra-system el ectroni c transm ission;
• external el ectroni c transm ission;
• physi cal transfer (of el ectronic or other m edi a).
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5.1 0.2 Intra-system data file transfer

Intra-system inform ation transfers are those that take pl ace wi thin the system as defi ned in Chapter 4.
Intra-system data fi l e transfers i ncl ude:

• l ocal area network transm i ssi ons or those withi n an organi zati on’s pri vate network or vi rtual
private network (VPN );

• transfer between structured databases as a resul t of an ETL (see 5.5.3.2) process;
• m ovem ent between storage subsystem s under system control (e.g. i n an H SM system , between

cache and m agnetic di sk, withi n a SAN , or between network attached storage (N AS) devices);
• transfer between storage subsystem s under operator control .

In such transfers, the procedures, both el ectroni c and m anual , are under the control of the
organi zation.

Data fi l e transfers withi n an organizati on shoul d be control l ed by the appl ication software, which
shoul d incl ude processes that ensure that the integri ty of data fi l es transferred is not com prom ised.
Di gi tal si gnature technol ogy is an exam pl e of such a process.

N OTE: This section is not appl icabl e to the req uirem ent for d ata fi l e migration (see 5.8.7), wh ere th e m ed ia type

and /or format of th e d ata fi l e m ay ch ang e for techn ol ogy mig ration reason s.

KEY ISSUE

> Procedures shoul d be im pl em ented to ensure that the i ntegrity of any data fi l es transferred
between system s is not com prom ised.

It shoul d be noted that system integrati on using an enterpri se service bus or the expl oi tati on of M DM
do not general l y resul t i n an intra-system transfer si nce a speci fic piece of inform ation is accessed by
m ul tipl e appl icati ons or services in a com m on database l ocati on; as such access control shoul d be a
considerati on.

5.1 0.3 External transmission of data files

5.10.3. 1 General

Thi s section deal s wi th data fi l es transm itted between one system and another via external , wi de area,
com m unicati ons system s. Such system s are external to the system described i n Chapter 4. The ‘sending’
and ‘recei ving’ system s are rem ote from each other and m ay be wi thin the sam e or di fferent
organi zations; in ei ther case another party provi des the transm i ssi on service. For further detai l ed
inform ation about the m ai ntenance of authentici ty and integri ty of inform ation during external
transfers, see BIP 0008-2.

El ectroni c m essages (e.g. em ai l , i nstant m essaging or EDI) are assum ed here to be equival ent to data
fi l es. The com m unicati ons system m ay invol ve real -tim e transm i ssi on or deferred (‘store and forward’)
transm i ssi on such as occurs in m ost em ai l system s.

If there i s a di spute over the authenti city of a received fi l e, and the sender’s procedures conform to
those of BS 1 0008 and the Code, but the recei ver’s procedures do not, l ess rel iance m ay possibl y be
pl aced on the contents of the recei ver’s fi l e. Conversel y, i f the receiver’s procedures conform to
BS 1 0008 and the Code but the sender’s procedures do not, l ess rel iance m ay possibl y be pl aced on the
contents of the sender’s fi l e.

N OTE: Ad ditional proced ures may be adopted for con fid ential i ty (e.g. to preven t un authorized d iscl osure of th e

information contain ed within a d ata fi l e) or oth er reasons (e.g. to check th at th e d ata fi l e or d ocu men t does not

incl u de mal icious software, su ch as viru ses).
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The l evel of security risk being taken during an external data fi l e transfer shoul d be assessed, to ensure
conform ity to the requi rem ents of the i nform ati on security pol icy.

5.10.3.2 Compression techniques

Com pression techniques m ay be used to reduce the si ze of data fi l es, to reduce the am ount of storage
requi red, and to reduce the am ount of network traffi c, to im prove system perform ance. Such
techni ques m ay be appl i ed to data fi l es by the system prior to or duri ng storage. Inform ati on about the
com pressi on ratio achi eved m ay be stored as part of the data fi l e or its rel ated index data, or vi a a
separate l og. I n the case of im age fi l es stored in Tagged I m age Fi l e form at (TI FF), the com pression
m ethod is autom atical l y stored within the im age fi l e.

The com pressi on techni que used is typical l y appl i cati on dependent, though som e system s m ay have
bui l t-in com pression that the organi zati on has no al ternati ve but to im pl em ent.

Where com pressi on is used, the system shoul d provide adequate faci l i ties, preferabl y vi a autom ated
m eans, to ensure that the requirem ents for qual ity control (e.g . checki ng of i m age qual ity after
scanni ng, with abi l i ty to rescan if necessary; control over i ndex data accuracy; control over data
integri ty or pl ayback of audio or vi deo recordings) of the com pressed data fi l e can be m et.

Com pression techniques can use vari ous m athem ati cal approaches, but al l m ay useful l y be cl assified
into two cl asses, nam el y ‘l ossy’ or ‘l ossl ess’. Wi th l ossl ess com pression, the decom pressed data fi l e is
absol utel y identical to the orig inal uncom pressed one – thi s i s not the case with l ossy com pression.

KEY ISSUE

> Com pressi on techni ques shoul d onl y be used in accordance wi th the pol i cy docum ent.

5.10.3.3 Lossy compression

Lossy com pression techniques shoul d be used with care. By defin ition, l ossy techni ques m ean that
inform ation is rem oved from the data fi l e during the com pression process, so that the decom pressed
data fi l e m ay not be the sam e as the orig i nal data fi l e. Thi s m ay reduce the evidenti al weight of such
data fi l es: for exam pl e, in an i m age fi l e, parts of text or drawings m ay be rem oved, bei ng repl aced by
arti fici a l l y generated data. Therefore, there m ay be risk in using l ossy com pressi on on data fi l es
contai n ing prim ari l y text (i ncl uding handwriti ng) or l ine drawings.

Lossy com pression m ay be suitabl e for photographi c or other conti nuous-tone m ateri al , grey scal e or
col oured docum ents, where it can be shown that there i s no si gni fi cant l oss of i nform ati on in the
scanned i m age. Sim i l arl y, m ost audi o and video data fi l e form ats uti l ize l ossy com pressi on techni ques,
al beit different ones, to m eet data fi l e size constraints and thus need to be considered from an
evidential perspecti ve.

Where l ossy com pressi on is used, a sam pl e set of decom pressed data fi l es shoul d be com pared wi th the
orig inal s to check that there is no signifi cant l oss of inform ation.

Com pression ratios shoul d be chosen where possibl e such that no signifi cant i nform ati on is l ost due to
the technique used. The m axim um acceptabl e com pression ratio m ay be determ i ned vi a the sam pl e set
of orig i nal s, and m ay vary between docum ents i n the sam pl e set. I t m ay be necessary to decide
whether to use different com pression rati os for different docum ents or to use a singl e ratio for al l
docum ents. I f the l atter approach is adopted thi s wi l l usual l y m ean that the average im age, audi o or
video fi l e size wil l be l arger but the speed of processi ng wi l l be higher because of reduced operator
interventi on.

Where it is im portant that there shoul d be no l oss of i nform ati on in a scanned i m age other than that
due to the scanni ng resol ution, l ossy com pressi on shoul d not be used.

5.10 Information transfer
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EXAM PLE

Lossy com pression shoul d not be used on radi ographs (i .e. m edical and engi neering X-ray
im ages), where no l oss of detai l i s acceptabl e.

5.10.3.4 File integrity

BS 1 0008 and the Code are concerned with the i ntegrity of data that has been transm i tted to another
party, and with the i ntegrity of data recei ved from another party. BS 1 0008 and the Code are not
di rectl y concerned wi th the transm ission service. In order to com pl y wi th BS 1 0008 and the Code, i t
shoul d be possibl e to dem onstrate that a data fi l e that was transm itted to another party has not been
al tered since i t was transm itted. It shoul d al so be possi bl e to dem onstrate that a data fi l e recei ved via
transm i ssi on from another party has not been al tered si nce the ti m e of recei pt. Som e of the techniques
em pl oyed to dem onstrate that no changes have been m ade to a data fi l e in thi s way can al so be used
to dem onstrate that no changes were m ade during the transm i ssion.

Di fferences between sent and received data m ight be caused by errors i n transm ission or by del iberate
al teration of one fi l e or another. Dem onstrati ng that a recei ved and a sent fi l e contain i dentical data i s
no di fferent from dem onstrati ng that any two copi es of a paper docum ent are equival ent. The pri m ary
need i s to show whi ch fi l e i s the source, and whi ch fi l e i s the copy, that is which fi l e exi sted fi rst.

In som e instances, thi s requi rem ent can be m et by com pari ng the ti m es at which the two copi es of the
data fi l e were stored. I f system tim e cl ocks are accurate, a received fi l e shoul d have been stored l ater
than that at which the source fi l e was transm i tted. Particul ar care needs to be taken to ensure that
di fferences i n setti ngs of the tim e cl ocks of different system s and di fferences in tim e zones are
considered and accounted for. A key issue becom es that of being abl e to dem onstrate the rel iabi l i ty
and accuracy of the tim i ngs of the two events.

5.10.3.5 Data added during transmission

I t i s com m on, particul arl y with em ai l system s, to add additi onal data to data fi l es (m essages in the case
of em ai l ) after they l eave the sender but before receipt. This m ay be, for exam pl e, to add either a
form al discl a im er or confi rm ati on that the m essage has been checked for the absence of m al i cious
software (e.g. vi ruses).

Where the possi bi l i ty exi sts that there m i ght be a chal l enge to the authenticity of a docum ent or data
fi l e that has been m odifi ed during the transfer process, the sender shoul d be abl e to reconstruct the
com m unicated docum ent. In order to be abl e to do this, the ori g inal skel eton of the docum ent shoul d
be stored, together wi th i nform ati on regardi ng the addi ti ons used for any particul ar transm itted
docum ent. A si m i l ar approach m ay be taken when correspondence i s drafted from standard form
com ponents (tem pl ates) pl us possi bl e custom i zati on.

5.10.3.6 Use of digital signatures

Di gi tal si gnatures (see 5.1 4.4) m ay be used to perm i t confi rm ati on that a received data fi l e is exactl y
the sam e as was sent, and where appropriate to confirm the identity of the sender. Thi s m ay be an
identity that has been val idated by a third party. For further inform ation, see BIP 0008-3.

5.10.3.7 Proof of delivery

Where it i s i m portant to be abl e to dem onstrate that a data fi l e has been del ivered, the sender m ay
requi re that the recei ving system transm i ts back to the sender a confirm ation of receipt, which shoul d
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incl ude the transm i ssi on identifier and the date and tim e of receipt. Where these procedures are
fol l owed, then the risk that a data fi l e has been m odi fied, or has been sent from som eone other than
the i denti fied sender, is reduced.

KEY ISSUES

> Data fi l e transfers from one devi ce to another shoul d be control l ed by the appl ication software.

> I ncorporate a transfer checking m echani sm . H ave al l fi l es that were sent been recei ved, and were
they recei ved wi thout change?

> I ncl ude in audit trai l s the date and ti m e of transm i ssi on.

> I ncorporate a m echanism to ensure that fi l es cannot be accepted from unauthorized l ocations.

> Encrypt fi l es during transfer where confidenti al ity i s an i ssue.

5.1 0.4 Physical transfer of media

When data fi l es or docum ents are transferred on physi cal m edi a, there m ay be other ri sks to their
integri ty or authenti city than wi th el ectroni c transm ission. For instance, the carrier m ay have l ost or
interfered wi th the i nform ati on bei ng transferred. I t i s therefore im portant to docum ent how the
transfer is m ade and how com prom i ses to data qual ity or com pl eteness are to be avoided. Thi s m ay
incl ude checks carri ed out at the point of despatch and the point of recei pt. When the check at recei pt
indicates that i nform ati on m ay have been interfered wi th, the acti ons to be taken shoul d be
docum ented.

EXAM PLE

M any organizati ons use l ocked pouches or boxes to house docum ents or other m edi a during
transportation. Thi s prevents the carri er from i nterferi ng wi th the contents, either m al ici ousl y
or i nadvertentl y. The box is si gned for at despatch, and l ogged in on recei pt to form part of
the audit trai l .

5.1 0.5 Business process mangement and workflow systems

Som e inform ation m anagem ent system s incorporate busi ness process m anagem ent (BPM ) and/or
workfl ow capabi l i ti es. Such system s provide the procedural autom ati on of business processes, by the
m anagem ent of the sequence of work acti vities and the invocation of appropri ate hum an and system
resources associated with the acti vity step. Each particul ar process wi l l have a rel ated process defin iti on
l i fe cycl e, which m ay incl ude:

• defin ition;
• devel opm ent;
• im pl em entation;
• withdrawal ;
• m odi fi cation.

Al though BPM i ni ti a l l y focuses on the autom ation of busi ness processes wi th the use of inform ation
technol ogy, i t can al so i ncl ude hum an-dri ven processes in whi ch hum an interaction takes pl ace i n seri es
or paral l el with the use of technol ogy.
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EXAM PLE

A BPM or workfl ow m anagem ent system can assign indivi dual steps requiri ng depl oyi ng
hum an intuition or j udgm ent to rel evant peopl e and other tasks i n the workfl ow to a
rel evant autom ated system .

In m ost workfl ow system s, an audit trai l poi nt exists at each step in the workfl ow. H owever, for
com pl iance with BS 1 0008 and the Code, audi t trai l i nform ati on m ay not need to be kept for every
audi t trai l poi nt for the sam e retenti on peri od. The organizati on shoul d decide whi ch audi t trai l points
are rel evant wi th regard to the potential evidenti al i m portance of the data wi thin the workfl ow. It m ay
be appropri ate, for exam pl e, to keep audi t data where every autom ated or m anual deci sion point is
reached. These audit trai l poi nts shoul d be sel ected for the generati on of audi t trai l data.

Where ad hoc workfl ow i s i m pl em ented (i .e. one i n which the rul es m ay be m odi fied or created during
the operation of the process), a ful l audi t trai l of the process shoul d be kept, together with the
identificati on of personnel who perform ed the changes to the standard workfl ow procedures.

EXAM PLE

A l eading retai l fund and investm ent organi zati on used to retai n audi t records of every step
of a workfl ow task. These records were never del eted. The vol um e of workfl ow audit data
soon exceeded the vol um e of inform ation to whi ch it rel ated.

After a risk assessm ent exercise, and the recogniti on that al l appropri ate audit trai l data that
coul d be needed at a l ater date were stored on another system , it was deci ded to discard al l
workfl ow audit data after a three-m onth period.

A record shoul d be created, for audit trai l purposes, each tim e a new business process is defined or an
existing defin i tion i s changed. The sel ected audi t trai l points m ay change as the workfl ow processes are
changed.

The system shoul d perm i t an authorized user to sel ect and/or de-sel ect the audit trai l poi nts for which
audi t trai l data are generated. Any changes to workfl ow audit trai l content shoul d be audi ted.

KEY ISSUES

> Where workfl ow system s are im pl em ented, operati onal detai l s (such as fl ow di agram s, process
defin i tion cl assi fications, process defi ni ti on l ife cycl es and change m anagem ent) shoul d be
docum ented.

> Review the evi denti al val ue of data (databases, audi t trai l s, etc. ) hel d on the workfl ow system .

> Where workfl ow system s are in use, rel evant steps in the workfl ow shoul d be defi ned as audi t
poi nts. Audit trai l data shoul d be generated at these points.

> Records of changes to the workfl ows shoul d be kept.
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5.1 1 Indexing and other metadata

5.1 1 .1 General

Indexing is a vi tal part of the process of stori ng inform ation on el ectroni c m edi a. The i ndex inform ation
al l ows for retri eval of el ectroni c i nform ati on. Where i ndexi ng inform ati on is l ost, then the stored
inform ation m ay al so be l ost, or be unabl e to be found wi thout excessi ve effort.

Indexing can be ei ther autom ati c (i .e. perform ed by the system without operator i ntervention) or
m anual . I f m anual i ndexi ng i s perform ed, i t is im portant to ensure that the docum ented procedures are
fol l owed.

Search tool s and techni ques can be a useful adjunct to m anual or autom atic indexing to support
retri eval of structured or unstructured i nform ati on. Whi l st search tool s and techniques can reduce the
effort required to generate m etadata by identifyi ng sets of data to which m etadata can then be
associated, i t i s i m portant to note that where indexes and other m etadata exist before a search i s
appl ied then the use of that index or m etadata to refine the search wi l l i m prove the search
perform ance. Therefore, search tool s and techni ques shoul d not be regarded as an al ternative to
indexing or i nform ati on cl assifi cation.

Som e system s al l ow partia l i ndex i nform ati on to be stored when the i nform ation i s captured. This m ay
then be com bined wi th addi ti onal m anual i ndex entries at a l ater ti m e.

KEY ISSUE

> Procedures and rul es for indexing stored inform ation shoul d be docum ented.

5.1 1 .2 Manual indexing

M anual indexing i nvol ves the visual exam inati on of i nform ation bei ng captured by the system , either
prior to its capture or as part of post-capture processes.

Indexing processes m ay i ncl ude the detecti on of m i ssi ng or inaccurate indexes. M anual indexing system s
(e.g . keying from displ ayed inform ation) wi l l not detect inaccurate indexes unl ess the di spl ayed
inform ation is checked agai nst the orig i nal s (m aybe by doubl e keying), or there is a defined sequence
of inform ation (e.g . by sequenti al num beri ng).

KEY ISSUES

> Staff i nvol ved in m anual indexing shoul d recei ve speci al i st train i ng, to m axim i ze accuracy.

> Consider the use of accuracy-im provi ng m ethods such as doubl e keyi ng.

5.1 1 .3 Automatic indexing

Autom ati c i ndexi ng m ay be achieved by, for exam pl e, the readi ng of bar codes or the use of OCR/ICR
techni ques (see 5.2.6.2).

KEY ISSUE

> Where autom atic i ndexi ng is used, procedures to check and am end inaccurate i ndex data shoul d
be docum ented.

5.11 Indexing and other metadata
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5.1 1 .4 Index storage

In order to retai n access to stored inform ati on, rel evant i ndex data shoul d be retai ned for at l east as
l ong as the stored i nform ati on to which i t refers.

Som e system s requi re database i ndexes to be rebui l t periodical l y, typical l y to i m prove database
perform ance. Procedures for rebui l d ing i ndexes shoul d be docum ented.

KEY ISSUE

> Where i ndexes are rebui l t, rel evant procedures shoul d be docum ented.

5.1 1 .5 Index amendments

Where an i ndex entry has been determ i ned to be inaccurate or m i ssi ng, then a procedure for its
correcti on wil l need to be fol l owed.

When an index entry has been am ended, there m ay be an advantage in retai n ing detai l s of the i ndex
content before and after the change.

Where an i ndex entry rel ates to del eted or expunged i nform ati on, the fact that it rel ates to such
inform ation shoul d be stored.

Where the di sposal or expungem ent of stored inform ation, by the am endm ent or del eti on of index
entries, i s undertaken to com pl y wi th l egal or regul atory requirem ents, procedures to be fol l owed
shoul d be docum ented.

KEY ISSUE

> Procedures for the am endm ent of indexing data shoul d be docum ented.

5.1 1 .6 Index accuracy

Index data, whether for scanned im ages or any other types of data, m ay be i naccurate. Whi l e accurate
indexing wi l l faci l i tate the retri eval of stored inform ati on to be discl osed i n court, the evidenti al weight
of that inform ation m ay be i ncreased i f i ts rel evance and com pl eteness can be dem onstrated from the
accuracy of the rel evant index data. Conversel y, inaccurate index data m ay resul t in the user bei ng
unabl e to retrieve rel evant i nform ati on or, al ternativel y, irrel evant i nform ati on m ay be retrieved.

Index data accuracy criteria m ay vary depending upon the appl icati on. I n som e cases the accuracy m ay
be defined as the m axi m um acceptabl e num ber of characters in error per 1 ,000 characters captured (or
percentage equi val ent). I n other cases the accuracy m ay be defined as the m axi m um acceptabl e
num ber of words (or sim i l ar cl uster of characters, for exam pl e, a custom er or part num ber) contain ing
any error (whether of one or m ore characters).

Criteria for index data accuracy l evel s shoul d be real i sti c g iven the m ethod used for i ndex data capture,
the typical random error rates achieved by data entry personnel and the l egibi l i ty of the source
m ateri al . These accuracy l evel s m ay vary dependi ng upon the type of inform ation being i ndexed.

KEY ISSUE

> Accuracy l evel s shoul d be agreed and docum ented.

5 Operation

86 Evidential weight and legal admissibility of information stored electronically



5.1 2 Output

5.1 2.1 Authenticated output procedures

Output, typical l y i n the form of paper or el ectroni c copies, m ay need to be produced for use i n court.
G eneral l y, these copi es need to be authenticated as true copi es of the orig i nal , to reduce the l ikel ihood
of rej ection by the court.

Such procedures m ay, for exam pl e, requi re the use of standard system features for the creation of a
copy, pl us wri tten confi rm ati on by an authori zed person that the output process has been conducted
correctl y. The procedures m ay speci fy how authenti cated copi es are subsequentl y to be handl ed. The
procedures m ay refer to audi t trai l data as a confirm ation of the processes that occurred during output.

Authenticated output procedures can be enhanced by the i ncl usi on of a statem ent such as ‘created
from a system in com pl iance with BS 1 0008:201 4, Speci fication: Evidential wei ght and l egal adm issi bi l i ty
of el ectroni c i nform ati on’.

I t is im portant that the nature and extent of any changes i ntroduced by the retrieval faci l i ties are
understood and their rel evance assessed. What i s acceptabl e in norm al usage m ay be unacceptabl e in
other circum stances, incl udi ng in a court of l aw. For exam pl e:

• rendering a col oured i m age i n m onochrom e m ay be acceptabl e in si tuati ons where the col our is
irrel evant; but in other situations the col our m ay be vi tal , necessitating a different retri eval faci l i ty;

• viewi ng an im age at a l ower resol uti on than that used i n scanni ng the orig i nal docum ent m ay be
acceptabl e i n routine retrieval s, but the fine detai l that is thereby l ost m ay be im portant in other
situations where, for exam pl e, it m i ght have forensic si gni ficance;

• where there is not an exact m atch between the resol uti on of a scanned im age and that obtained
by the retrieval device, the dim ensional accuracy of the reproducti on m ay be l ost;

• where a stored data fi l e is norm al l y converted to another form at for displ ay or pri nting,
inform ation m ay be l ost or presented i n a different form , because of l oss of detai l or l ayout
di fferences. These di fferences m ay be unacceptabl e for l egal d iscl osure, and different retrieval
faci l i ties m ay be required that do not i nvol ve conversion.

KEY ISSUES

> Procedures for the creation of authenti cated copi es shoul d be docum ented.

> I f the system faci l i ties used to retrieve, d ispl ay and/or pri nt stored inform ation do not m ai ntai n
the l ayout (e.g . font and/or pagi nation) of the orig inal , i nform ati on retri eval characteri sti cs shoul d
be agreed and docum ented.

5.1 2.2 Authentication of copies of data fi les

In som e appl icati ons, for exam pl e, i nvol ving contractual docum ents, several parties m ay each hol d
copi es of a data fi l e. I n this case, a dispute coul d arise as to which copy i s a true copy of the orig inal .

In the case of a scanned ori g inal docum ent, the di gi ti zed im age fi l e is a facsim i l e ‘copy’ of the ori gi nal
docum ent. Subsequent copi es of the im age fi l e m ay be di sti nguished by recording the dates of ori gi nal
storage i n each case. Thus, checki ng a copy of any data fi l e agai nst earl i er copies al l ows a trace to be
created back to the earl i est fi l e and, in the case of a di giti zed im age, to the orig inal l y captured data
fi l e.

As an exam pl e of such a procedure, a dig ital signature coul d be produced, and stored securel y with a
trusted thi rd party (e.g . a di gi tal notary). In the event of any di spute, the di gital si gnature coul d then
be used to dem onstrate whether a fi l e i s a true copy of the ori g inal fi l e.
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KEY ISSUES

> Procedures for authenticati ng copi es of data fi l es shoul d be docum ented.

> The use of dig ital signatures and/or trusted thi rd-party authenti cati on m ay be advantageous i n
som e appl i cati ons.

5.1 2.3 E-discovery

E-discovery is concerned with finding what m ay be rel evant to a case and then discl osi ng it to the
opposing party in the di spute.

E-discovery is a si gni fi cant focus for the l egal profession because the techniques of fi ndi ng el ectronic
inform ation and then discl osing i t are m arkedl y di fferent from non-el ectronic inform ation and so are
the costs. H owever, the ways i n which chal l enges to the authentici ty and integri ty of el ectroni c
inform ation can be resisted are i ndependent of the ways in which i t has been di scovered and di scl osed.

A key issue wi th e-discovery and e-discl osure i s bei ng abl e to j ustify that the inform ation set is
com pl ete. This m ay be because:

• e-discovery tool s have m issed im portant, rel evant i nform ati on because of inadequate sel ection
criteria;

• e-discovery tool s have not had access to a com prehensive i nform ati on source;
• rel evant inform ation m ay have been disposed of either in com pl iance with or outside the term s of

the organi zati onal retenti on and di sposal schedul e.

5.1 3 Identity

Where the i denti ty of those i nvol ved in i nform ati on capture is si gni ficant, procedures whi ch
authenti cate the identity of the person, organizati on or other enti ty need to be establ i shed.

These procedures shoul d be desi gned and im pl em ented to ensure that:

• the authenticated i dentity is bound to the el ectronic inform ation;
• the proofs used to associate physical to el ectronic identity are approved by the organizati on;
• the processes used for proof of identi ty are retained, al ong wi th their resul ts.

N OTE: Proof of iden tity is d iscu ssed in more detai l in BI P 0008-3.

5.1 4 Information security procedures

5.1 4.1 Security procedures

I t i s prudent to adopt rel evant security guidel i nes that are appl icabl e to the organi zation concerned.
Such gui del ines m ight exi st in com pany pol i cies or practi ce, sector-speci fi c gui dance (e.g . fi nanci al or
m edical ), national or internati onal standards, or as l egal requirem ents.

In the absence of internal guidel i nes, publ i shed docum ents (see Annex G ) m ay provide a com prehensi ve
set of inform ation securi ty guidel ines that can be designed to m eet the organization’s needs. They
m ight provi de an adequate basis for the creation of internal gui del ines that woul d m eet the
organi zation’s requirem ents. Som e organizati ons m ay consi der the adoption of external l y accredited
security schem es as additional confi rm ati on of com pl i ance wi th their inform ation securi ty pol i cy.

To control access to the vari ous l evel s of the system (e.g. m anager, data input and retri eval ) , a secure
access control system i s advi sabl e.
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Where appropriate, the accom m odati on and operati ng envi ronm ent for inform ation m anagem ent
system s and for the storage, l abel l i ng, handl ing, transportati on and m ai ntenance of data storage m edia
shoul d be in accordance with the suppl ier’s recom m endations and/or rel evant national or internati onal
standards.

The central part of the system (e.g. i ncl uding the fi l e servers and data storage) shoul d be i nstal l ed in
physical l y and environm ental l y secure areas, with restri cted access. These restricti ons shoul d be
docum ented.

KEY ISSUE

> There shoul d be docum ented procedures i n accordance with the organi zati on’s i nform ati on
securi ty pol i cy (see 2.2.3).

5.1 4.2 Access rights

Access to i nform ati on system s and servi ces can ei ther be by workers or by system s and services.

Onl y workers with the rel evant access ri ghts shoul d be perm i tted to enter data or am end stored data.
There shoul d be an effective segregation of rol es to ensure that a si ngl e person cannot com pl ete al l
aspects of transacti on authorizati on, data entry or am endm ent, and review. It is al so i m portant to
ensure a sui tabl y detai l ed l evel of autom ati c l ogging i s appl i ed to the process to record those invol ved,
the acti viti es perform ed, and ti m es and dates.

System access rights shoul d be granted onl y after the worker has successful l y proved their com petence.

EXAM PLE

A network attached scanner has autom ated access to a network l ocation whi ch enabl es
scanned docum ents to be di rectl y l oaded into a workfl ow process. I n this case i t i s i m portant
to i dentify the identi ty of the worker scanni ng the docum ent in the audi t trai l .

System s and servi ces access shoul d be control l ed to ensure that onl y approved, authori zed and
authenti cated system s and services are granted access to create, read, update or destroy stored
inform ation.

It is al so im portant to ensure a sui tabl y detai l ed l evel of autom ati c auditi ng is appl ied to the process to
record the system s and servi ces being granted and uti l izi ng these access ri ghts.

EXAM PLE

An appl icati on is requi red to update di fferent database tabl es autom atical l y and
autonom ousl y when a threshol d is m et as a resul t of cum ul ative transacti on detai l s. The
appl ication i n questi on m ay onl y need access ri ghts for when the threshol d is m et.
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EXAM PLE

For any extraction or l oad during ETL (see 5.5.3.2), the ETL subsystem wi l l need authorized
access to the object or target database; sim i l arl y authori zed access rights are essential for
system i ntegration usi ng an enterprise servi ce bus.

EXAM PLE

A system accessing M DM data (see 5.5.3.5) has not been granted access to an upgraded M DM
data set and continues to access obsol ete inform ation creati ng inconsistent resul ts that woul d
not be abl e to be either justifi ed or recreated in the future.

These access rights shoul d be incl uded wi thin the scope of the system access control system and
m anaged appropriatel y.

Al l access ri ghts granted and revoked are significant i nform ati on that shoul d be retained under the
scope of BS 1 0008 and the Code in accordance with the pol ici es of the organi zati on.

KEY ISSUE

> I m pl em ent a m anaged system access control system .

5.1 4.3 Encryption

Cryptographic techniques m ay be used to i m prove the securi ty and i ntegrity of stored data. A com pl ete
data fi l e or a part thereof m ay be encrypted so that the inform ation i t contains cannot be retri eved
without the use of an encryption key.

Di gi tal si gnatures (see 5.1 4.4) consist of data (keys) which, when appended to a data fi l e, enabl e the
user of the data fi l e to authenticate its orig i nator and/or i ts integrity. The di gital si gnature data can be
appl ied and checked by the appropriate use of secret keys or pri vate and publ ic cryptographi c keys. The
use of a di gital si gnature does not im pl y that the fi l e itsel f has to be encrypted. In m any cases the fi l e
m ay be unencrypted; the di gital si gnature serves to dem onstrate whether the fi l e contents have been
tam pered wi th and whether the fi l e was si gned by the purported signatory. I t m ay be necessary to
check that the identity of the purported signatory has been confirm ed by another trusted party. This
wi l l typical l y be done by checki ng with the certi fying authority (or its agent) that issued the digital
certi ficate to the purported signatory. This di g ital certifi cate wil l norm al l y be incl uded as a part of the
di gital si gnature and wi l l incl ude the Publ ic Key of the si gnatory.

Where encryption and/or di g ital si gnatures are used, keys shoul d be kept securel y and shoul d not be
avai l abl e except to those authorized as responsibl e for activi ties requiri ng access to the keys. Encryption
key al l ocation and m anagem ent, and certificate m anagem ent where di gi tal si gnatures are used, shoul d
be incl uded wi thin these processes. I t m ay be appropri ate to consi der the use of thi rd-party key
m anagem ent and recovery or key escrow servi ces.

The person who orig i nal l y was responsi bl e for m anaging the keys and certi ficates securel y wi thin the
organi zation m ay have been redepl oyed, be unavai l abl e or m ay no l onger be em pl oyed at the
organi zation, so procedures shoul d be i m pl em ented to ensure the tim el y access to and continued
avai l abi l i ty of the keys and certifi cates.

In som e countries, the use of encrypti on techni ques m ay be restri cted or i l l egal . In these cases, i t i s
usual that dig ital signatures m ay be perm i tted.
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EXAM PLE

Certi fyi ng authori ties are exam pl es of com m erci al trust services.

‘tSchem e8 i s the independent U K, i ndustry l ed, sel f-regul atory schem e set up to create stri ct
assessm ent criteria agai nst whi ch i t wi l l approve trust servi ces. tSchem e have recentl y
publ i shed approval profi l es desi gned for IdP Services that are based on non-PKI credential s,
whi ch woul d i ncl ude PIN /Password, Chi p & PI N sm artcards, etc. As a resul t the inform ation on
the approval profi l e i s spl it into two sets – those for PKI-rel ated Services and those for I dP
Servi ces. ’

KEY ISSUES

> Keep encryption keys secure and m ake them avai l abl e onl y to authorized personnel .

> Check that encryption can be used l egal l y withi n any appropri ate countri es.

5.1 4.4 Digital signatures and electronic signatures

DEFINITION

El ectroni c si gnatures are defined in the El ectroni c Com m unicati ons Act 2000, s.7(2)9 as:

‘… so m uch of anything in el ectronic form as —

(a) i s incorporated into or otherwise l ogical l y associated with any el ectroni c com m unication or
el ectroni c data; and

(b) purports to be so i ncorporated or associ ated for the purpose of being used i n establ i sh ing the
authenti city of the com m uni cati on or data, the integri ty of the com m unicati on or data, or both’

The El ectroni c Com m uni cati ons Act 2000 deal s, am ongst other topics, wi th the use of el ectronic
signatures and rel ated certificates in l egal proceedings.

In practi ce, there are two general types of el ectroni c si gnature – see the fol l owing defi ni ti ons.

DEFINITIONS

Di gi tal si gnature – data appended to a data fi l e that al l ow the recipi ent of the data fi l e to
authenti cate the source and the i ntegri ty of the data fi l e

El ectroni c si gnature – com puter data com pi l ation of any sym bol or series of sym bol s executed,
adopted or authori zed by an indivi dual to be the l egal l y bi ndi ng equival ent of the indivi dual ’s
handwri tten signature

As wel l as bei ng abl e to be used in l egal proceedings, d ig ital and el ectronic signatures offer the
possibi l i ty of dem onstrating that retri eved data is exactl y what was stored, and of confi rm i ng the
identity of the peopl e and/or organi zations invol ved wi th the storage.

El ectroni c si gnatures are typi cal l y created with digiti zing devices. Di gi tal si gnatures use pri vate and
Publ ic Keys, frequentl y hel d wi thin a dig ital certificate.

8 www.tsch eme.org /profi l es/ind ex.html
9 www.l egi sl ation.g ov.uk/ukpg a/2000/7/section /7
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Both el ectroni c and digi tal signatures are fundam ental l y cryptographic checksum s. I f an attem pt at
m al ici ous m anipul ation is to succeed, access to the ori g inal signature di gi tizing device or Private Key
woul d be requi red (i n addi ti on to knowl edge as to the parti cul ar cryptographic al gori thm s uti l i zed).

The authorized retri ever of a di g ital l y signed data fi l e m ay use the si gnature and the rel evant Publ ic
Key to verify the i denti ty of the orig i nal si gnatory and the i ntegrity of the data fi l e. Thi s appl i es to
storage, workfl ow or transm issi on, whether real -tim e or store-and-forward transm i ssi on system s are
used. Di gi tal si gnatures shoul d be used i n appl icati ons where it is im portant to be abl e to confirm the
i ntegrity of a data fi l e and/or the identity of the signatory.

I n som e i nstances, the i tem signed coul d be part of a data fi l e (e.g . the body of an em ai l , but not i ts
transm ission headers) and i n other ci rcum stances the i tem signed coul d be the enti re data fi l e.

El ectronic signatures are usual l y stored withi n the fi l es to whi ch they are bound. Digital signatures
need not necessari l y be stored with the fi l es to which they pertain , but i t shoul d al ways be possi bl e to
i denti fy whi ch fi l e a parti cul ar di gi tal si gnature is associated with, and vice versa.

Si gnature m anagem ent wi thin the organization is a key issue. Before a key is issued, the true identi ty
of the person prior to that individual being enrol l ed as a docum ent si gnatory shoul d be checked.
Whi l st this is typical l y not an issue wi th workers, such checks m ay be necessary wi th tem porary staff
and contractors. Si gnatures shoul d be stored securel y, and access to Private Keys and al gorithm s shoul d
onl y be al l owed by authori zed personnel .

Dig ital signatures are useful techni ques for integrity and binding inform ation to a specific enti ty
(frequentl y an i ndi vidual ). Care does, however, need to be exerci sed over pl acing too m uch rel i ance on
a di gi tal si gnature without understanding the underl ying technol ogy and the ri sks associated with i t. I f
access to Private Keys is insecure and the al gorithm s are known, it m ay not be possibl e to distinguish
between a val i d signature and a m al i cious one, as there can be nothi ng to distingui sh them . Ri gorous
securi ty m easures are needed i n order to prevent a val id but fal se di gi tal si gnature bei ng generated.
Al so, where l ong-term storage of data fi l es i s envi saged, com puter technology avai l abl e in the future
m ay be abl e to com prom ise current dig i tal signatures without detection.

I t shoul d be noted that di fferent si gnature al gorithm s and key l engths can have different strengths.
Organi zati ons shoul d consider the opti ons and sel ect al gori thm s and key l engths that have strengths
appropriate to the parti cul ar docum ent or data fi l e.

I f a query is raised about the authenti city of a data fi l e, si gnatures m ay be used as evidence i n
dem onstrating that any data fi l e stored or recei ved by transm ission contains the sam e inform ati on as
the ori g inal data fi l e.

Where appropriate, system s shoul d use el ectronic/di g ital si gnatures and/or security copi es that are
stored in di fferent l ocati ons, possi bl y i nvol ving trusted third parties (see 5.1 6.9), as i ntegri ty
m ai ntenance m ethods.

For further i nform ati on on el ectronic identity m anagem ent, see BIP 0008-3.

KEY ISSUES

> El ectronic and/or dig ital signatures shoul d be used where i t i s i m portant to be abl e to confi rm
the i ntegrity of a stored or transm itted data fi l e and, where appropriate, the identity of the party
concerned.

> There shoul d be secure processes for the generation and issue of dig i tal keys.
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5.1 4.5 Other authentication techniques

As wel l as dig ital signatures, as di scussed i n 5.1 4.4, whi ch are m ore cl osel y associated with asym m etri c
cryptographi c techniques, there are other authenticati on technol ogi es bei ng devel oped, typical l y based
on sym m etric techni ques. Exam pl es of such technol ogi es are m essage authenti cation codes (M ACs).

Where these technol ogies are used, procedures that ensure their appropri ate use shoul d be devel oped.
Reference to the control s recom m ended for dig ital signatures shoul d be m ade as a gui de to the
control s recom m ended for these technol ogi es.

KEY ISSUE

> Where other authenti cati on techni ques are used, procedures for thei r appropriate use shoul d be
im pl em ented.

5.1 4.6 Email

Di gi tal si gnatures are often added to em ai l m essages as a security m easure.

Where a digi tal signature i s added to an em ai l , the signature al gorithm s shoul d typical l y be appl ied to
the m essage body, incl udi ng the m essage itsel f and any attachm ents appended. Additional i nform ati on
m ay be added to the m essage (e.g . the organi zation’s discl a i m er). This wi l l not be wi thin the signed
m essage. H owever, the reci pi ent wi l l sti l l be abl e to access and confirm the di gi tal si gnature and so
ensure that the m essage has not been tam pered wi th during transit.

N OTE: There are stand ards on h ow an d where d igital sig natures are to be appl ied to em ai l messag es. Wh ere

interoperabi l i ty is a req uiremen t, th e u se of recog nized stan dards such as th e s-M I M E v3.1 specification is of val u e. 1 0

Th ese stand ards can break emai l m essag es into compon ent g roups, th us al l owin g th e sign atu res to be appl ied in

specific ways to meet d ifferen t req uirem ents.

Where em ai l archi ves are used, i t i s key to be abl e to dem onstrate that the whol e of the m essage has
been stored and retri eved wi thout change. In thi s case the di gi tal si gnature shoul d encom pass the
whol e of the m essage.

KEY ISSUE

> Digital signatures shoul d be used as an em ai l security m easure where appropriate.

5.1 4.7 Malicious software

To protect stored data from m al ici ous software, appropri ate protecti on software shoul d be instal l ed
and kept up to date.

Where appropri ate, hardware to protect the system from power fai l ure (e.g . an uni nterruptabl e power
suppl y) shoul d be i nstal l ed.

In system s that do not i ncl ude faci l i ties which, in the course of norm al operati ons, woul d autom atical l y
detect unauthori zed al terati on to or rem oval of fi l es, users shoul d conduct random checks to veri fy that
fi l es that have been frozen have not been al tered or rem oved.

1 0 Secure/M ul tipurpose Internet M ai l Exten si ons (S/M IM E) Version 3.1 M essage Speci fication . Avai l abl e at:

www.ietf.org/rfc/rfc3851 .txt
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EXAM PLE

M al ware, short for m al i cious software, is software used to di srupt com puter operation,
gather sensitive i nform ati on, or gai n access to private com puter system s.

M al ware incl udes com puter viruses, ransom ware, worm s, Trojan H orses, rootki ts, keyl oggers,
di a l ers, spyware, adware, m al i cious Browser H el per Objects (BH Os), rogue securi ty software
and other m al i cious program s. Detecti on and recovery from m al ware attack and
contam ination with associated i nform ati on destructi on or m odifi cation can be very ti m e
consum i ng and expensi ve.

KEY ISSUES

> Review the possi bi l i ty of accidental or del i berate m odi fication to data fi l es during storage, and
put m echanism s i n pl ace to detect and/or rectify these issues.

> U se anti -virus (and other) system s to prevent m al i cious al teration of stored data fi l es.

> U se power fai l ure protecti on m echani sm s to prevent corruption of stored data fi l es.

5.1 4.8 Backup and system recovery

Effective procedures for the backup of el ectronic fi l es provide suffi cient up-to-date copi es of data to be
used in the event of l oss or corruption of part or al l of the ‘l ive’ data. It i s vi tal that backup data
incl ude al l associated inform ati on (such as index fi l es and audi t trai l s), so that a com pl ete repl i ca system
can be bui l t in the event of a total l oss of the ori g inal system . Backup system s shoul d al so ensure that
software required to view stored i nform ati on shoul d be avai l abl e as necessary.

System recovery procedures al so need to be docum ented, to dem onstrate that they are control l ed and
tested for rel iabi l i ty.

I ssues surroundi ng the securi ty of backup data m ay be i m portant i n the event of a dispute over
authenti city. I t m ay be argued that backup m edi a were com prom ised, and then used to recover from
an inform ation l oss, thus affecting the authenticity of stored i nform ati on. I n som e cases, the avai l abi l i ty
of backup data that has been i n secure storage, to be used onl y i n the event of a chal l enge to the
authenti city of the ‘l ive’ data, can be used to enhance the evidenti al weight of the stored i nform ati on.

System audi t trai l s shoul d be kept of al l backup acti vity, whi ch shoul d incl ude detai l s of any probl em s
incurred duri ng the procedure. These audit trai l s (see 4.5.3) shoul d al so detai l a l l data fi l e recovery
activi ti es, incl uding a descripti on of any probl em s experienced during the recovery procedures.

Backup m edi a shoul d be hel d i n a secure and envi ronm ental l y sui tabl e off-si te l ocation, as part of the
organi zation’s business continuity pl an (see 5.1 4.9). I t shoul d be transferred to the off-site l ocati on i n a
secure and m anaged m anner (see 5.1 0.4).

Where the structure of the data fi l es hel d on backup m edia i s d i fferent from that of the orig inal s, the
structure of the backup fi l es shoul d be detai l ed in the system descri ption m anual .

Procedures for checki ng that data fi l e integri ty has not been com prom ised duri ng a recovery from
system fai l ure shoul d be docum ented.

M edi a used for system and data backup are not necessari l y sui tabl e for l ong-term storage. M edia
suppl iers usual l y provide i nform ati on regardi ng recom m endations for l ong-term storage, i ncl udi ng
testi ng regim es. Al ternativel y, if such specific i nform ati on is not avai l abl e, general recom m endati ons
can often be found in nati onal or i nternati onal standards, such as BS 4783-2.
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Testi ng m edia on the sam e hardware each ti m e i s no guarantee that the m edia can be read on other
devi ces, even of the sam e suppl i er and m odel type. Backups are of no val ue if the onl y hardware that
can read them has been rem oved, i s l ost or is non-operati onal .

Backup m edi a shoul d be tested at regul ar i nterval s, usi ng a vari ety of hardware to read the m edia.

KEY ISSUES

> Back up and veri fy al l el ectronic fi l es and associ ated i nform ati on, incl udi ng m etadata and audit
trai l s, at regul ar interval s.

> Store backup m edi a in a secure and environm ental l y suitabl e off-site l ocati on, wi th secure
transfers.

> Test the vi abi l i ty and readabi l ity of backup m edia regul arl y, as part of a business continuity (or
other) pl an.

> Retenti on of inform ation on backups shoul d not be al l owed to com prom i se the effecti ve, tim el y,
control l ed di sposal of inform ation under the term s of the retention and disposal procedures and
retenti on schedul es.

5.1 4.9 Business continuity planning

From ti m e to ti m e, probl em s arise with inform ation m anagem ent system s that require em ergency
procedures to be i m pl em ented i n order to recover from them . Such procedures m ay i nvol ve the
tem porary use of addi ti onal or thi rd-party resources. In order to ensure that the i ntegrity of
inform ation is not com prom i sed during these operati ons, an agreed and approved business conti nui ty
pl an (som etim es known as a di saster recovery pl an) shoul d be i m pl em ented.

Procedures to be used i n cases of m aj or equipm ent, envi ronm ental or personnel fai l ure shoul d be
devel oped, tested, m ai ntained and im pl em ented. Such procedures shoul d ensure that the integri ty of
stored i nform ati on i s not com prom ised duri ng thei r im pl em entation.

KEY ISSUE

> Business continuity pl ans shoul d i ncl ude procedures that ensure (or hi ghl ight any actual or
potential issues concerning) the m aintenance of the integri ty of stored inform ation, duri ng and
after an inci dent.

5.1 5 System maintenance

5.1 5.1 General

The inform ation m anagem ent system shoul d be m aintai ned and corrective m aintenance carri ed out
onl y by qual i fied personnel , to ensure that i ts perform ance does not deteri orate to such an extent that
the integri ty of the data captured, created by or stored withi n it is affected.

Preventive m aintenance shoul d be carried out regul arl y, i n accordance with the suppl ier’s
recom m endations. These procedures m ay be perform ed by system operators or by speci al i zed servi ce
personnel .

A m aintenance l og shoul d be kept, stating the preventi ve and correcti ve m ai ntenance procedures
com pl eted. The l og shoul d i ncl ude inform ation regarding system downti m e and detai l s of acti on taken.

5.15 System maintenance
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Where system access control s can be bypassed during m ai ntenance of hardware and/or software,
personnel perform i ng such processes shoul d be stri ctl y control l ed, m oni tored and audi ted.

KEY ISSUE

> There shoul d be docum ented procedures used for regul ar preventive and corrective m aintenance
(i ncl udi ng appropri ate securi ty issues).

5.1 5.2 Scanning systems

I t i s of speci fic im portance i n a docum ent scanning system that docum ent scanners are m ai ntained in
accordance with the m anufacturer’s specifi cati ons, i n order that im age qual i ty i s m aintained. Thi s
m aintenance wi l l a l so im prove the rel iabi l i ty of docum ent feed system s, thus reduci ng the ri sk of
‘doubl e feeds’.

Where docum ent scanning is im pl em ented, procedures described under ‘Qual i ty control ’ (see 5.2.3.7)
shoul d be used to check that a scanning system conti nues to produce the output qual ity required of
the system after the m aintenance procedures have been com pl eted. These test resul ts m ay be used to
confirm , at any l ater date, that any poor qual i ty i m ages were not due to m al function of the system . If
there i s, however, any deteri oration i n the output qual ity, the im pl em entati on of appropri ate corrective
m aintenance procedures wi l l be necessary.

KEY ISSUE

> Regul ar m aintenance, particul arl y of scanners, wi l l im prove system qual ity and perform ance.

5.1 6 External service provision

5.1 6.1 General

DEFINITIONS

Outsource – where part of an organization’s function i s gi ven to a thi rd-party service provider to
run on its behal f

N OTE: This often inclu d es a transfer of workers to the th ird party.

Insource – where functi ons are brought i nto a com pany from a third-party service provi der. Thi s
coul d be the reversal of a previ ous outsource deal or where there is a benefit from a com bined
operation

Co-source – where two or m ore organizations form a partnershi p, j oint venture or si m i l ar al l i ance
for m utual benefit

M any organi zati ons have found i t cost-effective to subcontract non-core parts of thei r busi ness to thi rd
parties that handl e these functi ons for m any organi zations. Exam pl es of such ventures incl ude bui l d ing
securi ty, bui l d i ng m aintenance, catering, com puter appl ication support, com puter m ai ntenance and
basic busi ness operati ons such as opening post and scanni ng docum ents, i ndexing, data conversi on and
si m i l ar services.

M any com panies have transform ed them sel ves into organizations that l ook to grow by taki ng on these
functions. The term com m onl y used to define this transfer of business function i s ‘outsourcing’.
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When considering outsourci ng, the requirem ent for the use of, and com pl i ance wi th BS 1 0008, shoul d
be com m unicated to the thi rd party as part of the due di l igence process and conti nued com pl iance
wi th BS 1 0008 stated as a requirem ent, and thus i ncl uded in service contracts.

Where the contract does not require that the third party m ust com pl y with al l rel evant requirem ents of
BS 1 0008 and recom m endati ons of the Code, the organi zation’s i nspection procedures on servi ces
provided shoul d be such that no assum pti ons are m ade regardi ng the com pl eteness, qual i ty and
accuracy of the servi ces. Shoul d this be the case, non-com pl i ant third-party procedures shoul d be
identi fied. Internal procedures for the i nspection of the output from the thi rd party shoul d be used to
ensure that such non-com pl iances do not resul t in potential or actual com prom i se to the authentici ty,
integri ty and/or avai l abi l i ty of the el ectroni c i nform ati on.

The procedures and recom m endations in thi s section cover any type of servi ce, incl udi ng those provi ded
on a faci l i ties m anagem ent basi s, and are intended to ensure that:

• where work i s carried out by a third-party servi ce provider, the resul ting inform ation stored by the
cl i ent wi l l be equal l y adm i ssibl e l egal l y, as if the work had been done whol l y wi thin the
organi zati on;

• the organizati on can dem onstrate com pl iance, m any years after the event, even if the thi rd-party
servi ce provider has ceased to trade.

Where work is undertaken off-si te, detai l s of the procedures used i n the transfer of i nform ati on and/or
m edia from the cl i ent to the servi ce provider, and from the service provi der to the cl i ent, shoul d be
docum ented (see 5.1 0).

Where the third-party servi ce provider uses procedures that com pl y with BS 1 0008, the organization
shoul d hol d a copy of, or have access to when requi red, the third-party service provi der’s com pl i ance
docum entation.

Where the organization is al ready operating in com pl iance with BS 1 0008, al l processes to be
transferred to the third-party servi ce provi der wi l l need to be re-eval uated and the outsource com pany
wi l l need to dem onstrate com pl i ance. The basi c processes, such as securi ty and staff references, shoul d
al ready have been com pl eted as part of the di scussi ons l eadi ng up to the business proposal . The
com pl i ance workbook, BIP 0009, shoul d be used to assess the com pl ete changed envi ronm ent.

Depending on the organizati on’s audi t and com pl i ance rul es, new com pl iance i ssues coul d arise just by
using a third-party servi ce provider. These coul d incl ude the requi rem ent for greater l evel s of security,
encryption of data l i nks and staff vetting procedures.

When working with thi rd-party servi ce providers, i t i s i m portant to pay particul ar attention to the
m anagem ent i nterface between the parti es and to the resol uti on processes for issues and probl em s
ari sing between the parties, particul arl y where com pl i ance wi th BS 1 0008 m ay be com prom ised.

Where I T-rel ated servi ces are being subcontracted, it m ay be appropriate to use the provi si ons
contained in BS ISO/I EC 20000-1 :201 1 , Information technology — Service management — Part 1 : Service
management system requirements. This standard specifies the best practice requi rem ents for a set of
interrel ated m anagem ent processes and form s the basis of an audit-m anaged service. Advi ce on
im pl em enti ng thi s standard can be found i n BS I SO/IEC 20000-2:201 2, Information technology — Service
management — Part 2: Guidance on the application of service management systems , whi ch provides
advice and guidance on Part 1 and offers assi stance to organi zations that are pl anni ng service
im provem ents or to be audi ted against BS ISO/I EC 20000-1 . BSI has al so publ i shed BI P 0005 and BIP
001 5 (201 2), IT service management self-assessment workbook.

I t i s a l so im portant to ensure that al l com pl i ance docum entation i s updated to refl ect the changed
procedures. I deal l y, these revi sions shoul d be com pl eted as part of the design process and before the
operation i s transferred.

5.16 External service provision
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KEY ISSUES

> I ncl ude com pl i ance with BS 1 0008 in contracts with appropriate third-party service provi ders.

> I ncl ude the ri ght to audit the thi rd-party service provi der’s procedures to verify com pl iance with
BS 1 0008 i n contracts with appropri ate thi rd-party service provi ders.

5.1 6.2 Cloud services

An i m portant del ivery m ethod for external l y provi ded servi ces i s l everaging internet technol ogi es i n
what i s cal l ed ’the cl oud’.

DEFINITION

The phrase ’i n the cl oud’ is com m onl y used to refer to software, pl atform s, infrastructure, etc. that
are sol d ’as a service’ and accessed by the user connected to the service provi der’s faci l i ties and
com puting assets rem otel y through a network, com m onl y the i nternet.

The N ati onal I nstitute of Standards and Technol ogy (N IST) www.ni st.gov/itl /cl oud/index.cfm
publ i cati ons regarding cl oud com puting i dentify five essential characteristics of cl oud com puting:

• on-dem and sel f-service;
• broad network access;
• resource pool i ng;
• rapid el asti city;
• m easured service.

Thi s use of the term ’as a servi ce’ has l ed to a num ber of service m odel s, the fi rst three featuring i n
the N IST publ i cations (the l i st wi l l grow i n l i ne with im agi nation of m arketing professional s) :

• SaaS Software as a Servi ce;
• IaaS Infrastructure as a Servi ce;
• PaaS Pl atform as a Service;
• N aaS N etwork as a Servi ce;
• DRaaS Di saster Recovery as a Servi ce.

N I ST have i denti fied four depl oym ent m odel s:

• private cl oud, operated sol el y for a singl e organization;
• publ i c cl oud, over a publ i c network, such as the i nternet;
• com m unity cl oud, shared between a com m unity of organizati ons wi th com m on concerns for

security, juri sd icti on, com pl i ance, etc. ;
• hybri d cl oud, servi ce provisi on uti l izi ng a com binati on of two or m ore cl ouds (private,

com m unity or publ ic).

N OTE: M an y cl oud service provid ers Term s of Service im pl icitl y or expl icitl y acq uire righ ts to th e in form ation on th e

service provid er’s in frastru ctu re. Th is and th e rig hts of th e cu stom er organ ization to this in formation at the

term ination of th e business rel ationship, eith er pl an ned or un pl an ned , shoul d be con sidered.

5.1 6.3 Procedural considerations

Where the thi rd-party service provider can dem onstrate the i m pl em entation of procedures that
conform to BS 1 0008, the services contract need onl y confi rm this si tuation, and contai n agreed
procedures for checki ng conti nui ng com pl iance.
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Independent certifi cati on of com pl i ance to BS 1 0008 or, for inform ation securi ty m anagem ent,
BS ISO/I EC 27001 m ay assist i n m eeti ng these requirem ents but i t shoul d be noted that such
certi fication m ay not incl ude any l iabi l i ty on behal f of the servi ce provider.

Where the service provi der does not share inform ation regarding thei r processes and procedures or
com pl i ance with them , the organi zati on m ay need to rel y upon com m itm ents m ade withi n the service
provider’s contractual term s and servi ce l evel agreem ents.

The fol l owing l ist defines procedures and processes that need to be revi ewed and incl uded wi thin the
agreed procedures as appropriate:

• the abi l i ty to produce output and authenti cated output to agreed acceptabl e qual i ty standards;
• the abi l i ty to process a sam pl e of i nput m ateri al (e.g . data fi l es or paper docum ents for scanning)

to produce output on the proposed m edi a and in the proposed form at and whi ch can be
successful l y l oaded on the cl i ent’s target system . Thi s sam pl e shoul d be retained;

• the abi l i ty to provide, in a readabl e form , a copy of the audit trai l s of the processing undertaken;
• the abi l i ty to create indexing data accuratel y (where i ndexi ng services are provi ded);
• that the proposed l ocation for the work i s acceptabl e and m eets security cri teri a appropriate to

requi rem ents;
• that there is no significant i ncrease i n the risk of dam age to transported m edia (e.g . paper

docum ents to be scanned);
• that effecti ve fi re (and other dangers) detecti on and preventi on system s are i m pl em ented;
• that appropriate security i s m ai ntained, incl uding the trustworthi ness of the i ntended operati onal

staff;
• that, where appropriate, i nform ati on sent for processing shoul d be accessibl e at al l rel evant tim es.

KEY ISSUE

> Where the servi ce provider operates in com pl iance with BS 1 0008, i ncl ude in the service contract
a statem ent m aki ng this com pl i ance status a condi tion of contract, together wi th appropriate
audi ti ng requi rem ents.

5.1 6.4 Transportation of documents

Where docum ents are physi cal l y m oved from the organizati on to the thi rd-party servi ce provider’s
prem ises, opportuniti es exi st for thei r l oss or dam age. Procedures need to be agreed to ensure that this
risk is acceptabl e. Al l m ateri al bei ng shipped shoul d be adequatel y packed to avoid risk of dam age, and
be accom pani ed by a control docum ent stati ng the identi ty and num ber of i tem s incl uded.

The third-party servi ce provider shoul d prom ptl y check received m ateri al agai nst the despatch
docum ent and advi se the sender of discrepanci es as soon as practi cal l y possi bl e.

Transportati on services m ay be provi ded by the user’s own organi zation, by the third party or by an
independent courier. Thi rd parti es provi di ng transportati on servi ces shoul d be organizations
dem onstrabl y m eeting the qual i ty and rel iabi l i ty cri teri a of the organi zation.

Records shoul d be taken of the date and ti m e at which the m ateri al was handed over to the
transportati on servi ce and the date and ti m e at which i t was received by the thi rd-party servi ce
provi der, and of the signing by the persons handing over and receiving the m ateri al , respecti vel y. The
sam e process shoul d be i m pl em ented on receipt of returned m ateri al .

5.16 External service provision
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KEY ISSUES

> I m pl em ent control procedures to track the m ovem ent of docum ents between the organizati on
and the third-party service provi der.

> Ensure that securi ty arrangem ents during transportation are appropri ate.

5.1 6.5 Overseas outsourcing

Where operations are to be outsourced overseas, the rem ote site l ocati on and i ts abi l i ty to perform
sati sfactory di saster recovery coul d im pact on com pl iance with BS 1 0008. I t i s possi bl e that an i ndustry
regul atory body m ay restrict the total percentage of an operati on that can be outsourced overseas. I n
the event of probl em s i n the l ocation of the outsource organi zation (e.g . earthquake or war) m aki ng
the third-party system s unavai l abl e, the busi ness m ay need to perform m ore processi ng l ocal l y. I t shoul d
be noted that good thi rd-party disaster recovery and conti ngency pl anni ng wil l m anage this concern
and ai d com pl i ance wi th BS 1 0008.

Speci fy in the contract the l egal j urisd i ction under whi ch contract di sputes are to be resol ved (e.g.
Engl ish l aw), and the l ocation of any hearing (e.g. i n London).

For exam pl e, i f personal data are incl uded in the inform ation being processed overseas, com pl iance
with the Data Protection Act 1 998 (DPA) coul d be com prom i sed by the transfer of data outsi de the
European Econom ic Area (EEA) if appropri ate safeguards are not i n pl ace, i ncl udi ng:

• ensuring com pl i ance wi th l egi sl ation and/or regul ation, and i n particul ar with the DPA, is not in
jeopardy through transfer of functi ons offshore, by incl udi ng rel evant cl auses in the service
contract; 1 1

• where necessary, seeking l egal advice (incl udi ng where data protection is concerned), and i nvol ving
the Inform ation Com m i ssi oner earl y in the outsource process defi ni ti on.

KEY ISSUE

> Take addi tional care wi th overseas outsource contracts, when com pared with U K- or EEA-based
contracts.

5.1 6.6 Regulatory issues

Organizations shoul d check to see whether their industry regul atory authorities have rul es on what
busi ness functions can and cannot be outsourced. Concern m ay al so be expressed if a regul atory body
considers it cannot exercise its powers com pl etel y when a parti cul ar outsourci ng contract i s i n pl ace.

EXAM PLE

The FCA1 2 woul d be concerned if a fi nanci al i nsti tution outsourced parti cul ar functions and
the FCA consi dered that doubt coul d be expressed about the service provider’s abi l i ty to
em pl oy adequate system s and control s.

1 1 Where th e processi ng of personal data is carried ou t i n the U SA, con si deration shou l d be g iven by th e U S org an izati on to si gni ng

up to the ‘safe harbor’ pri nci pl e (see www.export.g ov/safeh arbor/).
1 2 www.fca.org.uk
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I t i s thus i m portant to invol ve your i ndustry regul atory body as earl y i n an outsourcing process as
possibl e. Further, ensure that the regul atory body is kept i nform ed about the proposed l ocati on of the
servi ce provider and where the work wi l l be processed.

KEY ISSUE

> I denti fy any regul atory i ssues with overseas outsource contracts, and deal wi th them as
appropri ate, seeking l egal advice where necessary.

5.1 6.7 Data integrity and long-term availabil ity

Where data are stored rem otel y, especi al l y overseas, adequate control procedures and processes wi l l
need to be im pl em ented and audi ted. These procedures shoul d incl ude the abi l i ty to recover the
inform ation if the outsource arrangem ent is term inated for any reason. I n order to rem ain com pl iant
with BS 1 0008, m igrati on paths for data wi l l need to dem onstrate that the content coul d not have
been al tered at any stage. The outsource partner or agent wi l l have to dem onstrate com pl i ance in thi s
area.

KEY ISSUES

> Ensure that the thi rd-party service provider has sati sfactory control s over docum ents sent to it
and over the storage m edia used in the processing of them .

> The thi rd-party service provi der shoul d have a cl ear m edia m igrati on strategy.

> There shoul d be adequate conti ngency and disaster recovery processes, i ncl udi ng the veri fication
that agreed service l evel s wi l l be m ai ntained unti l norm al servi ce i s restored.

5.1 6.8 Competitors

N ote that a thi rd-party servi ce provider m ay have outsourcing deal s wi th your organi zati on’s
com petitors. Processes and procedures wi l l need to be provi ded to ensure that ‘Chinese wal l s’ are i n
pl ace and that data confidential ity and integri ty cannot be unknowi ngl y com prom i sed by the
third-party servi ce provider.

I t m ay al so be i m portant to confi rm that the i ndustry regul ator is sati sfi ed that there are no breaches
of rul es and gui del ines.

KEY ISSUE

> Ensure that the thi rd-party service provider has sati sfactory control s over inform ation
confidential ity, particul arl y where they are al so processing work for your com peti tors.

5.1 6.9 Use of trusted storage facil ities

A secure m eans for detecti ng any tam peri ng with a data fi l e, or for veri fying the contents of a data
fi l e, is to store a copy of the data fi l e with a trusted thi rd party. Where such an approach i s taken, an
authenti cated copy of the el ectroni c fi l e shoul d be m ade and del ivered either physi cal l y or
el ectroni cal l y to the thi rd party, usi ng secure m eans.

5.16 External service provision
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The third party shoul d fol l ow the rel evant procedures for the storage of i nform ati on as required by
BS 1 0008, and shoul d be abl e and prepared to dem onstrate, i n the sam e m anner as the owner, the
effecti veness and securi ty of its services to the satisfaction of a court of l aw.

Where digital signatures are used for authenti cation, instead of stori ng di gital si gnatures in its own
system , the organi zation m ay transm i t the di gital si gnature of a fi l e to a trusted thi rd party. That third
party wi l l store the digi tal signature i n secure conditions, such that i t m ay be retrieved l ater.

KEY ISSUES

> Where trusted storage is used, i m pl em ent processes to ensure that the third party receives true
copi es.

> Where trusted storage is used, review the third party’s system s for com pl i ance wi th BS 1 0008.

5.1 7 Information management testing

I t i s im portant that system s are tested pri or to thei r i ntroduction, and routi nel y throughout their l i fe.
Such tests shoul d be designed to ensure that the i nform ati on storage system m eets the requi rem ents of
the organi zati on in an effective and effi cient m anner.

To achieve thi s objective, tests need to be devel oped that test the vari ous functions and features of the
system . These tests shoul d be consistent wi th the scope of the i nform ati on storage system . Each test
shoul d have a defi ned objective, which m ay be to test a specifi c system function, or m ay i nvol ve a
seri es of functions.

Test data shoul d be careful l y chosen, parti cul arl y where i nform ati on about i ndi vidual s is incl uded. Such
processing wil l need to be i n com pl i ance wi th the DPA. For further i nform ati on about the use of
personal data i n system testing, see BI P 0002 (2009), Data protection: Guidelines for the use of personal
data in system testing.

Testi ng shoul d be designed in such a way that any ri sk of affecti ng l i ve system s shoul d be avoi ded. This
is often achieved by the use of a separate test system , m aybe m anaged under a ‘m odel offi ce’ system .
Such system s shoul d be ‘ring fenced’, such that any output from the system that woul d norm al l y be
sent to organi zations or indivi dual s not i nvol ved in the testi ng is intercepted and retained wi thin the
testi ng envi ronm ent.

Test resul ts shoul d be revi ewed i n l i ne wi th the stated test obj ecti ves, and a concl usion reached as to
whether the test resul ts were acceptabl e or not.

Resul ts of tests shoul d be retained i n l i ne with the retention schedul e.

KEY ISSUE

> System testing shoul d be used to verify that the business requi rem ents of the system are m et.
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6 Perform ance eval uation

6.1 Monitoring, measurement, analysis and evaluation

Thi s section of the Code rel ates to Cl ause 9 of BS 1 0008, ‘Perform ance eval uation’.

In order to be abl e to dem onstrate the effectiveness of the m anagem ent of stored el ectronic
inform ation over ti m e, the system used wil l need to be m onitored and revi ewed from ti m e to tim e.

Thus, audits of the system shoul d be undertaken at pl anned interval s. Such audits m ay:

• fol l ow a regul ar pattern (such as on an annual basi s);
• be based on significant changes to the system ;
• be as a resul t of a m ajor system fai l ure; and/or
• be ‘wi thout warni ng’.

6.2 Internal audit

6.2.1 Audit requirements

The essenti al characteristics of an audit shoul d be borne in m ind when devel oping an audi t pl an for a
procedure or system . The essential features of an audit are that i t:

• has a cl earl y defined purpose;
• i s based on cl earl y defi ned and m easurabl e cri teri a;
• i s pl anned and undertaken com petentl y;
• reaches a fair and obj ective concl usion;
• i s docum ented i n each of these respects.

The resul ts of an audi t wi l l be an audit opi nion. Such an opini on shoul d not m isl ead. The resul ts shoul d
incl ude a cl ear expl anation of the purpose of the audit, i denti fy the criteria on whi ch the audit was
based and describe the key features of the audit approach (e.g . sources of audi t evi dence, the extent of
rel i ance on internal control s, use of sam pl ing techniques and any si gni fi cant assum pti ons). They shoul d
al so describe the auditor’s qual ificati ons for undertaki ng the work.

KEY ISSUE

> Audi ts shoul d be defined, pl anned and undertaken agai nst agreed criteria to enabl e a sui tabl e
audi t opini on to be reached.

6.2.2 Audit planning

The initia l stage for the pl anning of an audi t i s to determ ine the purpose for the audit. Such a purpose
m ay be to identify any nonconform ance to procedures, or m ay be to confi rm conform ance to
procedures.

Once the purpose has been establ i shed, the scope of the audit shoul d be identified and recorded. Such
a scope m ay encom pass the whol e organi zation, a parti cul ar part of the organi zation or a particul ar
process being undertaken wi thin the organi zation.

It m ay al so be appropriate to define audit cri teri a. Such a defi n iti on wi l l provide a benchm ark agai nst
which to assess a process, wi th the obj ective of establ ish i ng the extent to which the audited process
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com pl ies wi th the criteri a. Audit cri teri a take m any form s, such as internal standards or procedures,
specifi cati ons, codes of practice, i ndustry sector standards, or contractual or statutory requirem ents.

Audit criteria m ay be i nternal l y or external l y defined, and m ay be vol untari l y, contractual l y or
statutori l y im posed. An audit m ay al so aim to provi de assurance that the cri teri a them sel ves adequatel y
m eet the requi rem ents of the stakehol ders i n the audited process.

In practi ce, it is general l y unnecessary to obtai n a very hi gh degree of assurance that audi t criteria are
m et. It is typical l y suffi cient for the audit to provi de ‘reasonabl e’ assurance that the activi ty i s free from
‘m aterial ’ error or nonconform ance. H owever, thi s i s not al ways the case. The eval uati on and
certi fication of system s for use in highl y secure or safety critical system s i s one exam pl e of a form of
audi t that aim s to provide a high degree of assurance that audit cri teria are m et.

Thi s l evel of assurance can onl y be provided on the basi s of rigorous and ti m e-consum ing testing at
com m ensurate cost.

An audit shoul d be based on a qual ity pl an, incorporati ng the rel evant criteria, to provi de a fram ework
withi n which to work. This hel ps to ensure that al l the acti viti es that are necessary to m eet the audit
obj ectives take pl ace in a l ogical sequence, are al l ocated to sui tabl y ski l l ed and experienced m em bers
of the audit team and are given appropriate weight i n rel ation to thei r i m portance i n form i ng an audi t
opi ni on. An audi t pl an al so underpins di scussi ons wi th the audited organization prior to the
assi gnment, supports the agenda for the audit cl osure m eeting and, together with the rel ated audi t
reports and evi dence, form s a perm anent record of what has taken pl ace.

KEY ISSUES

> Pl an audi ts agai nst an agreed purpose.

> The l evel of assurance obtained wil l depend upon good pl anni ng and adequate resource.

6.2.3 Audit procedures

Where a ful l system audi t i s undertaken, there shoul d be procedures that review the fol l owi ng:

• that al l appl i cabl e pol i cies are bei ng im pl em ented in an appropriate m anner;
• that establ ished procedures are being fol l owed;
• that appropriate technol ogy has been im pl em ented;
• that the technol ogy i s confi gured and m aintained i n accordance with requirem ents.

Where parti a l audits are undertaken, the procedures to be adopted shoul d be such that the scope of
the audi t is fol l owed.

There shoul d be procedures for the recording of the audi t resul ts and of any appropriate anal ysi s. Such
resul ts and anal ysi s wi l l l ead to the audi t opinion.

There shoul d al so be a procedure for the retenti on of evidence that an audi t has taken pl ace. It m ay be
benefi cia l , or even necessary, to provi de external bodi es with evi dence that com petentl y pl anned and
conducted audits have taken pl ace.

KEY ISSUES

> Audi ts m ay be undertaken of the whol e or of part of a system .

> Retai n evidence of audits.

6 Performance evaluation
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6.2.4 Selection of auditors

N um erous i ndi vidual s or bodies undertake audits. Each wi l l have parti cul ar reasons for doing so and
particul ar objecti ves to be m et. For exam pl e:

• internal audi tors provi de top m anagem ent wi th assurances that pol ici es and procedures are bei ng
com pl ied with;

• external audi tors are used where an i nternal audi t functi on is not avai l abl e, or where an external
opi ni on is required by the organi zation;

• certi fication bodi es are used to certify agai nst external standards, such as BS EN ISO 9001 and
BS ISO/I EC 27001 ;

• industry regul ators such as the Fi nanci al Services Authori ty (FSA) wil l verify com pl i ance wi th
regul atory requi rem ents;

• governm ent departm ents wi l l assess and report on com pl i ance with l egal requi rem ents, particul arl y
in the accounts and taxes fi el ds;

• custom ers wi l l m onitor the acti viti es of organi zations with whom they trade.

Inform al audits are al so carried out routi nel y by l ine m anagers who revi ew the procedures under thei r
control , and assess these procedures for conform ance to pol i cy.

The im portant issue with the sel ection of audi tors i s that the audits are conducted in an obj ective
m anner, m eet the audi t requirem ents and produce im partia l resul ts.

KEY ISSUE

> Sel ect the auditor wi th care, taki ng into consideration the required com petency and
independence.

6.3 Management review

6.3.1 General

In order to dem onstrate that the system , i ncl udi ng the rel ated procedures, i s conti nui ng to provide the
effecti ve m anagem ent of stored i nform ati on, regul ar m anagem ent revi ews shoul d be undertaken.
Further, these reviews shoul d be undertaken whenever si gni ficant changes to procedures and/or
technol ogy are being pl anned and/or have been im pl em ented.

KEY ISSUE

> M anagem ent revi ews determ i ne whether the objectives of the system are being m et.

6.3.2 Basis for review

M anagem ent reviews shoul d be based on:

• general and specific feedback from system users;
• resul ts of the various audi ts (see 6.2);
• records of procedural revi ews;
• records of technol ogy m odi fications.

6.3 Management review
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6.3.3 Results

The m anagem ent revi ew shoul d be used to assess whether com pl iance with BS 1 0008 is m aintai ned.
Where a risk is identifi ed that com pl iance i s or m ay be com prom i sed, then a ful l revi ew of com pl i ance
(see 6.3.4) shoul d be undertaken.

KEY ISSUE

> U se the resul ts of the m anagem ent revi ew to determ ine whether com pl i ance with BS 1 0008 i s
m ai ntained.

6.3.4 Demonstrating compliance

6.3.4. 1 General

Inform ation m anagem ent system s shoul d be audi ted on a regul ar basis to ensure that the provi sions of
BS 1 0008 and (where appropri ate) the Code are bei ng m et and that the approved procedures are being
adhered to. This audit shoul d review audi t trai l data that are produced on a regul ar basis for evi dence
of ongoi ng, continuous com pl i ance.

The com pl iance workbook, BIP 0009, m ay be used to enabl e a com prehensi ve assessm ent to be m ade of
the user’s system for conform i ty to BS 1 0008, and subsequentl y to the Code, and to hel p identify which
parts of the standard and Code are rel evant to a system .

Com pl iance with BS 1 0008 and the Code shoul d be cl aim ed onl y if al l recom m endati ons, as stated in
the workbook, have been m et, or justi fi cations for any non-appl icabl e recom m endations docum ented.
Com pl iance with BS 1 0008 and the Code shoul d be cl aim ed via an authori zed statem ent, exam pl es of
which are shown in 6.3.4.2.

The person identified i n 2.3 as being responsi bl e for m aintai n ing com pl i ance with the standard and the
Code shoul d review the resul ts of each audi t and docum ent/i m pl em ent a pl an to address any
non-com pl iances, which shoul d be re-audited.

A record of com pl iance wi th BS 1 0008 and the Code shoul d be m ai ntained, as part of the audit trai l .
Thi s record shoul d incl ude detai l s of whi ch recom m endati ons are not consi dered rel evant, and
justi fi cations for these deci sions.

Where com pl i ance wi th previous edi tions of BS 1 0008 and the Code has been cl ai m ed, copi es of those
edi ti ons shoul d be retai ned as part of the com pl iance audit trai l .

Where any change is m ade to the inform ati on m anagem ent system , or to rel evant procedures, which
affects com pl i ance wi th BS 1 0008 and the Code, a new audi t of com pl i ance shoul d be undertaken.

Auditi ng m ay be carried out by authori zed and trai ned i n-house staff or by suitabl e third parties.

KEY ISSUES

> U se BI P 0009 to audit and docum ent com pl iance with BS 1 0008 and the Code.

> Re-audit on a regul ar basis, and during m aj or system changes.

6 Performance evaluation
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6.3.4.2 Statement of compliance

6.3.4.2.1 G eneral

Com pl iance wi th BS 1 0008 and the Code shoul d be cl aim ed using statem ents, which di ffer depending
upon whether:

• the end user organizati on is cl a i m i ng com pl iance;
• the system suppl i er i s cl a im i ng that a system can be used i n a com pl i ant m anner;
• a third party, acti ng as auditor, i s confi rm i ng a com pl i ance status.

Recom m ended text for use in com pl iance statem ents is gi ven bel ow. Al ternative text m ay be used, but
l egal advi ce shoul d be sought to ensure its sui tabi l i ty.

6.3.4.2.2 End user organizati ons

Indivi dual s or organizations that conduct audits of their own inform ation m anagem ent system s m ay
certi fy com pl i ance via the fol l owi ng statem ent:

‘[i nsert nam e of organizati on] confirm s that the [i nsert nam e or other identificati on for the system ]
inform ation m anagem ent system i s operated i n com pl i ance wi th BS 1 0008:201 4. ’

The statem ent shoul d be si gned by an officer of the organization, stati ng hi s or her positi on.

N OTE: The pol icy d ocum en t shoul d id entify the ind ividu al or position with in th e org anization au th orized to sig n

statements of com pl ian ce with BS 1 0008.

6.3.4.2.3 System integrators and devel opers

Indivi dual s or organizations that integrate/devel op/suppl y i nform ati on m anagem ent system s m ay certi fy
that thei r system s m ay be used i n a com pl i ant m anner vi a the fol l owing statem ent:

‘The [i nsert nam e or other identifi cati on for the system ] inform ation m anagem ent system suppl ied by
[insert nam e of integrator/devel oper/suppl i er] provi des al l faci l i ti es necessary for a user of this system
for i m pl em entation in com pl iance with BS 1 0008:201 4. ’

The statem ent shoul d be si gned by an officer of the suppl i er organization, stati ng hi s or her positi on.

6.3.4.2.4 System audi tors

Indivi dual s or organizations that conduct audits of inform ati on m anagem ent system s m ay certi fy
com pl iance vi a the fol l owing statem ent:

‘[i nsert nam e of auditi ng organi zation or indivi dual ] has assessed the [insert nam e or other
identificati on for the system ] i nform ation m anagem ent system operated by [i nsert nam e of
organi zation] for com pl i ance wi th BS 1 0008:201 4 and hereby certifi es its com pl i ance. ’

The statem ent shoul d be si gned by an officer of the auditing organi zati on, stating his or her posi tion.

KEY ISSUE

> Cl ai m com pl iance usi ng an authori zed statem ent.

6.3 Management review
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7 I m provem ent

7.1 General

Thi s section of the Code rel ates to Cl ause 1 0 of BS 1 0008, ‘Im provem ent’.

I t is im portant to i m prove procedures and system s wherever appropriate. Such im provem ents m ay be to
ensure that an identifi ed issue i s resol ved wi thout com prom ise to the stored inform ation, and that the
risk of a reappearance of the i ssue i s m i nim i zed. The i m provem ents m ay al so rel ate to updated
techni ques and/or technol ogy that wil l im prove perform ance or reduce operati onal costs.

KEY ISSUE

> Ensure that procedures and system s are being m ai ntained and im proved by assessi ng the
concl usions of audi ts.

7.2 Nonconformity and corrective actions

7.2.1 General

Any proposed im provem ent in procedures and/or technol ogy shoul d be assessed prior to its
im pl em entati on to ensure that com pl iance with the inform ation m anagem ent and inform ation securi ty
pol ici es i s not com prom i sed.

Where m aj or changes are i m pl em ented, an audi t trai l of the change m anagem ent procedure shoul d be
produced and retai ned in l ine wi th the retention schedul e. This audi t shoul d be com pl eted as soon as
possibl e after changes have been m ade.

Where m i gration and/or conversion procedures are actioned, the guidance i n 5.8.7 and 5.8.8 shoul d be
fol l owed.

7.2.2 Nonconformity

Actions shoul d be undertaken to reduce the risk of nonconform iti es i n rel ation to com pl iance wi th the
inform ation m anagem ent and inform ation securi ty pol ici es.

The audi t procedures i dentifi ed in 6.2.3 shoul d be fol l owed at regul ar interval s to identi fy any
nonconform i ty at an earl y stage.

Where nonconform i ty i s found, the cause of the nonconform i ty shoul d be i denti fi ed. An eval uati on of
the cause shoul d then be com pl eted, to identi fy the l ikel ihood of the nonconform ity reoccurring.
Where the i denti fi ed risk is si gni ficant, procedures and/or technol ogy shoul d be reviewed to identi fy
ways of reducing this ri sk. Any i dentifi ed acti ons from thi s review shoul d be im pl em ented.

The resul ts of the revi ew and detai l s of the preventive actions taken shoul d be docum ented and
retai ned i n accordance wi th the retention schedul e.

KEY ISSUE

> Take action to reduce the ri sk of nonconform iti es occurring.
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7.2.3 Corrective

From ti m e to ti m e, issues wi l l ari se that wi l l or m ay resul t in a nonconform ity occurri ng. There m ay, for
exam pl e, be an actual or a suspected security breach. I n these instances, corrective action shoul d be
taken to:

• assess and docum ent any com prom ise to the authentici ty, i ntegrity and/or avai l abi l i ty of the
inform ation affected;

• identify and action procedures for recovery from any com prom i se (m aybe by a restore from
backup);

• reassess the stored inform ation once recovery procedures have been i m pl em ented;
• docum ent any residual issues found by the reassessm ent;
• review the acti ons taken and i denti fy (see 7.2.2) actions to be taken to prevent a reoccurrence of

the issue.

KEY ISSUE

> Take correcti ve acti on to recover from nonconform i ti es.

7.3 Continual improvement

7.3.1 General

There shoul d be a m echanism for consideri ng and acting on the fi ndi ngs of an audit. Al though the
audi tor m ay recom m end the general nature of any rem edial acti on to correct probl em s uncovered by
the audi t, and m ay subsequentl y undertake further work to assess the extent to which rem edi al action
has been successful , i t is not the auditor’s rol e to specify or im pose particul ar sol utions.

Organizations shoul d revi ew the resul ts of al l form s of audits (see 6.2.3) wi th an objective of
conti nual l y im provi ng the system . Such i m provem ents can take m any form s:

• system effi ciency;
• system effectiveness;
• ease of operati on;
• speed of operation;
• reduced risk of com prom i se to stored inform ation;
• reduced risk of procedures not being fol l owed.

KEY ISSUE

> Continual i m provem ent shoul d be an obj ective of the system .

7.3.2 Training

In order to be abl e to ensure that the procedures detai l ed in the procedures m anual (see 4.5.2) are
fol l owed, staff need to be aware of them , and have the abi l ity to fol l ow them . Thi s si tuation i s
frequentl y achi eved by trai ni ng, ei ther by speci fi c courses or during day-to-day worki ng.

Train i ng shoul d be gi ven to staff prior to them bei ng gi ven access to the appropriate parts of the
system . Ongoing train i ng shoul d then be used to identify i m provem ents wi thin the system .

7.3 Continual improvement
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EXAMPLE

After specific train ing, the organization’s group audit function took on the role of checking
that procedures for the operation of al l aspects of the information management system were
being fol lowed. Checks, including spot checks and scheduled reviews, were made at the same
time as other audit checks were being made.

KEY ISSUE

> Train ing is needed to ensure that al l staff who have access to the information management
system adhere to agreed procedures.

7 Improvement
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Annex A Changes between the 2008 and 201 4
versions

A.1 General

Thi s annex contains a descri ption of the m ain changes between the 2008 and 201 4 versi ons of the
Code.

In general term s, thi s version of BI P 0008-1 is the resul t of an overal l review of the text and technical
updates where appropriate. The scope of the Code has been extended to m atch the new scope of the
revision of BS 1 0008, which incl udes the fol l owing additi ons and changes:

• recogni tion of the si gni ficant changes i n recent years of how inform ation is m anaged as an asset i n
organi zations;

• incl usi on of structured data wi thin the scope;
• incl usi on of the i m portance of stewardshi p of el ectronic i nform ati on as an organizati onal acti vity;
• restructured to enabl e al ignm ent wi th the ISO M anagem ent System Standards structure as defined

in Annex SL of the ISO/IEC Directives, Part 1 .

A.2 Editorial changes

BSI have publ ished a docum ent to assi st wi th im pl em entati on of the I SO/IEC Directives, Annex SL
entitl ed BIP 01 40 (201 3), Understanding the new ISO management system requirements which states
(on page 1 5) ’fam i l iar concepts such as PLAN -DO-CH ECK-ACT and preventive actions have di sappeared
and repl aced by new ones’.

H owever, PDCA is typical l y i ncorporated into new and revised m anagem ent system standards, onl y now
the PDCA cycl e is not expl i citl y addressed in the standard as was the case in ol der versi ons.

There is a m apping of the PDCA cycl e in the structure of m anagem ent system standards that com pl y
with Annex SL:

Secti on on Annex SL com pl iant
standard

Topic PDCA phase

Cl ause 4 Context of the organi zati on Pl an

Cl ause 5 Leadershi p Pl an

Cl ause 6 Pl anni ng Pl an

Cl ause 7 Support Pl an

Cl ause 8 Operations Do

Cl ause 9 Perform ance eval uati on Check

Cl ause 1 0 I m provem ent Act

Table 5 – PDCA to ISO/IEC Annex SL mapping

I t i s therefore suggested that PDCA shoul d not be i gnored; its val ue is sti l l recogni zed and appreciated.
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The m ain edi toria l change from the 2008 editi on of the Code is the restructuri ng to enabl e i t to be
used in conjuncti on with m anagem ent system standards such as BS EN ISO 9001 and BS I SO/IEC 27001 .

A.3 Technical changes

The m ain techni cal change from the 2008 version i s the addition of data stored i n structured databases
and bi g data considerations.

The techni cal content of the sections on scanni ng system s has al so been revi ewed. Scanning software,
and in parti cul ar faci l i ties for extracting data from i m age fi l es (Opti cal Character Recogni tion, OCR) has
been updated i n the l i ght of i m proved recogni ti on rates.

Al so updated are the sections rel ati ng to wri te-once-read-m any (WORM ) technol ogy. Si nce the first
edi ti on of the Code (publ ished i n 1 996), WORM technol ogy has progressed from opti cal m edia with a
wri te-once capabi l ity (optical WORM ) to system s that are control l ed (by software/fi rm ware) to operate
in a WORM m ode. Som e juri sd ictions have bui l t a requi rem ent for WORM technol ogy to be used for
the storage of inform ation that m ay be required as evi dence. H ence this capabi l i ty rem ai ns an
im portant part of this Code.

Annex A Changes between the 2008 and 2014 versions
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Annex B Devel opm ent history

Version 1 – Publ ished 1 996

The idea for a code of practi ce was i ni ti al l y tri ggered by the concerns about the acceptabi l i ty of
el ectroni c inform ation (whether ori gi nal s or copi es of paper docum ents) expressed by m anufacturers of
com puter-based i nform ation m anagem ent system s and users of such system s from a wide range of
industry sectors. The form ation i n 1 993 of the Legal Im ages In i tiative (LI I ) consorti um of organizati ons
gave di recti on and focus, but the greatest encouragem ent cam e from the users and m anagers of
im age-based el ectronic inform ation m anagem ent system s, who had a real and pressing need to
understand and to resol ve the issues that are the subj ect of the Code. Work was focused and directed
at an earl y stage by the concl usi ons reached at an open m eeti ng hel d in Septem ber 1 993, which
identified the requi rem ent for a vol untary code of practi ce.

In paral l el to the work of the LI I , a group under the sponsorshi p of the Com puting Suppl i ers Federati on
(CSF) and the U K Associati on for I nform ati on and I m age M anagem ent (U KAI IM ) produced a draft for
consul tati on, which brought together the work of over 30 organizati ons (system suppl i ers and users).
The draft focused upon the practi cal requi rem ents of system s and operati onal procedures that woul d
be requi red for a code of practi ce.

These two proj ects were am al gam ated under the editorship of the U KAII M Standards Com m i ttee, using
the Five Princi pl es devel oped by the Inform ation and Docum ent M anagem ent Associ ation (I DM A) for
the LI I as the underl yi ng structure1 3 and practi cal requi rem ents identified by the CSF/U KAI IM group as
the detai l ed el em ents.

Versi on 2 – Publ i shed 1 999

The 1 996 edition 1 4 of the Code covered inform ation stored on WORM optical storage system s. The
second, and re-ti tl ed, editi on extended the Code to cover any type of el ectronic storage m edi um ,
i ncl uding those that are rewritabl e, and i ncorporated num erous im provem ents stem m ing from the
experi ences of and com m ents from users who had been appl yi ng the 1 996 editi on of the Code.

Versi on 3 – Publ i shed 2004

The thi rd editi on incorporated a m ajor edi toria l revi si on of the text, and the i ncl usi on of practical
exam pl es and case studies on i m pl em entation techniques. Som e m i nor technical changes were m ade,
parti cul arl y i n the fol l owi ng sections:

• optical character recogniti on;
• outsourci ng consi derations;
• digi tal signatures and cryptography;
• fi l e transfer (m edi a transfer and el ectroni c transm ission).

This editi on al so recogni zed the publ icati on of I SO/TR 1 5801 , whi ch was based on the second edi ti on of
the Code.

Versi on 4 – Publ i shed 2008

This editi on was publ i shed in conjuncti on with the publ icati on of BS 1 0008:2008.

This revi sion did not m ateri al l y change the requirem ents for com pl iance with the Code. The revi sion
was undertaken to update the structure of the Code to conform to the ‘Pl an-Do-Check-Act’ m odel used
by the Briti sh standard.

1 3 Publ ished as PD 001 0:1 998, Principles of good practice for information management – now wi th drawn .
1 4 PD 0008:1 996, Code of practice for legal admissibility of information stored on electronic document management systems
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Version 5 – Current version

Thi s edi tion was publ ished i n conj unction wi th the publ i cation of BS 1 0008:201 4.

Thi s revisi on di d not m aterial l y change the requirem ents for com pl i ance wi th the Code. H owever, the
Code now has an increased scope, incl udi ng the use of cl oud servi ces for servi ce del i very, and the issues
rel ated to the m anagem ent of bi g data.

The revision was undertaken to update the structure of the Code to conform to the requi rem ents of
Annex SL of the ISO/I EC Di recti ves. This al i gns the structure of the Code wi th that of the standard,
which itsel f has a structure al i gned to m any of the ISO m anagem ent system standards.

Annex B Development history
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Annex C Defin itions

For the purposes of this docum ent, the defi n iti ons in BS ISO 1 2651 -1 :201 2, Electronic document
management — Vocabulary — Part 1 : Electronic document imaging, m arked (*), and those i n this
annex appl y.

For other term s, reference can be m ade to the Dictionary of Computer Science (a com pi l ation of the
m ul i tpl e parts contained i n BS ISO/I EC 2382 (series), Information technology — Vocabulary) .

audit

system atic, i ndependent and docum ented process for obtain i ng audit evidence and eval uati ng it
obj ectivel y to determ ine the extent to which the audit cri teri a are ful fi l l ed

N OTE 1 : An aud it can be an intern al aud it (first party) or an external au dit (secon d party or third party), an d it can

be a combined au dit (combin ing two or more d iscipl ines).

N OTE 2: ’Au dit evid ence’ an d ’aud it criteria’ are d efin ed in I SO 1 901 1 .

[BS I SO/I EC 27000:201 4, Information technology — Security techniques — Information security
management systems — Overview and vocabulary]

audit trail

data that al l ow the reconstruction of a previ ous acti vity, i n i ts correct chronol ogical pl ace, or whi ch
enabl es the attri butes of a change (such as date/tim e or operator) to be recorded

N OTE: The l ist can be g enerated by a com pu ter system (for computer system transactions) or manu al ly (usual l y for

manu al activities).

audit trail data

inform ation stored i n the audit trai l (see defi n iti on)

authenticity

property that an enti ty is what i t i s cl a im s to be

[BS I SO/I EC 27000:201 4]

availabil ity

property of being accessibl e and usabl e upon dem and by an authori zed entity

[BS I SO/I EC 27000:201 4]

big data

col l ection of data sets so l arge and com pl ex that it becom es difficu l t to process using conventional
database m anagem ent tool s or data processing appl ications

N OTE: There is cu rren tl y a lack of recogn ized in ternation al stand ards defin ition of th e term ’big d ata’.

bitmap

di giti zed im age where each pixel i s represented by one bi t, representi ng bl ack or white
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bit-mapped image (*)

’i m age derived from a bi t-m ap’

black border removal

rem oval of contiguous areas of bl ack pi xel s that surround the edges of docum ent i m ages, and which
have been created by a scanni ng process

cloud

m odel for enabl ing ubi qui tous, conveni ent, on-dem and network access to a shared pool of
confi gurabl e com puting resources (e.g . networks, servers, storage, appl i cations and services) that can be
rapidl y provi si oned and rel eased wi th m i ni m al m anagem ent effort or service provider i nteracti on

[N I ST Special Publ i cation 800-1 45 entitl ed ’The N IST Defi n iti on of Cl oud Com puti ng’
http://csrc.n ist.gov/publ i cations/ni stpubs/800-1 45/SP800-1 45.pdf]

N OTE: There is a BSI docum ent that ad dresses this area BIP 01 1 7 (201 0), Cloud computing: A practical introduction to

the legal issues.

compliance

conform ing to a rul e; such as a specificati on, pol i cy, standard or l aw

compression

process of reduci ng the si ze of a data fi l e (usual l y an im age), by the use of a com puterized al gori thm
that encodes redundant inform ation into a m ore com pact form

compression ratio (*)

‘ratio between the num ber of bits i n an el ectroni c i m age before and after com pressi on’

co-source

where two or m ore organi zations form a partnership, joint venture or sim i l ar al l iance for m utual
benefi t

data

seri es of di g ital or anal ogue si gnal s or encoded characters stored or transm itted el ectronical l y, or m arks
(e.g . writi ng, pri nted characters or graphi cs) on paper or m i croform , that are i ntended to convey
inform ation

N OTE: The essen tia l distinction between data an d information is that d ata d o n ot n eed to h ave an y m ean ing

attach ed to th em . Data becom e in form ation via context; the sam e d ata fi l e (see defin ition) may be con sid ered as

con tain ing d ifferen t information d epend ing on the con text: the data in the same fi l e may be con sid ered as

con tain ing ASCI I characters as far as on e computer prog ram is concerned ; an other may reg ard the same d ata as a

set of nam es an d add resses; th e user m ay kn ow th at these are cu stom er names an d add resses.

data fi le (*)

‘rel ated data handl ed as a discrete unit’

data record

i tem of data in a speci fi ed form at as part of a data fi l e

database

1 . col l ection of i nterrel ated data stored together i n one or m ore com puteri zed fi l es
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2. col l ection of data organi zed according to a conceptual structure describi ng the characteri sti cs of
the data and the rel ati onshi ps am ong their correspondi ng entiti es, supporting one or m ore
appl icati on areas

[BS I SO/IEC 2382-1 :1 993]

3. col l ection of data describi ng a specific target area that i s used and updated by one or m ore
appl icati ons

[BS I SO/IEC 29881 :201 0, Information technology — Systems and software engineering — FiSMA 1 .1
functional size measurement method]

[BS I SO/IEC I EEE 24765:201 0, Systems and software engineering — Vocabulary]

database management system (DBMS)

software system desi gned for the defi ni ti on, creati on, querying, update, and adm inistrati on of
databases

decompression

process of reconstituting a fi l e that has been com pressed (see ‘com pression’) back to i ts ori g inal form ,
or to a cl ose approxi m ation thereof (see ‘l ossy com pression’)

deletion

process of l ogical l y rem oving a docum ent from a system , often by del eting an i ndex reference

N OTE: I n th is case, it i s (tech nical l y) possibl e to u n del ete th e d ocu men t (see al so ‘expun gem en t’).

digital/digitized image

im age consi sti ng of pixel s usi ng ranges of discrete val ues

digital signature

data appended to a data fi l e that al l ow the recipient of the data fi l e to authenti cate the source and
the integri ty of the data fi l e

N OTE 1 : A d igital sig nature can al so store th e date and /or time of sign ing .

N OTE 2: A d igital sig nature can al so be used to d emonstrate that the data fi l e coul d onl y have origin ated from the

pu rported sen der.

document

inform ation stored on m edi a

dpi

dots per i nch, a m easure of resol uti on

edge enhancement (*)

‘on an el ectroni c i m age, a technique for sharpeni ng the appearance of l i ne edges’

N OTE: I n d ocu men t imagin g appl ications, this techn iqu e g en eral l y appl ies to bl ack-and -white im ag es.

electronic signature

com puter data com pi l ati on of any sym bol or series of sym bol s executed, adopted or authorized by an
indivi dual to be the l egal l y binding equival ent of the i ndi vidual ’s handwri tten signature
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N OTE: These u su al l y contain in form ation reg ardin g sig nature biom etrics. A scann ed bitmap is n ot an el ectron ic

sig natu re.

electronic storage

storage m edi um or devi ce used by an i nform ation m anagem ent system to store inform ation

N OTE: El ectron ic storag e specifical l y incl u des m agn etic disks, m agn etic tapes, storag e area networks (SAN s), n etwork

attach ed storage (N AS), hierarchical storag e manag em ent (H SM ) systems an d optical disks of al l sorts.

encryption

reversi bl e process of converti ng a data fi l e into a secret code under the control of a key

expungement (*)

‘process of rem ovi ng a docum ent from a system and l eavi ng no evi dence of the docum ent ever havi ng
appeared on the system ’

file (in respect of computerized data)

see ‘data fi l e’

file (in respect of microform media)

m icrofi l m rol l s or sets of m icrofi che or fi l m j ackets contai ned withi n a si ngl e envel ope

file (in respect of paper documents)

devi ces for hol ding docum ents, incl udi ng i nter al ia , envel opes, box fi l es and ri ng or other types of
bi nder

forms removal (*)

‘system (usual l y software) whi ch rem oves a “ fi xed” overl ay from a di gi ti zed im age, l eavi ng onl y the
variabl e data’

freeze

defines a specifi c point in ti m e at whi ch no change to the contents of a specifi ed data fi l e are
subsequentl y perm i tted to occur

N OTE: This is a fu nd amen tal con cept in the Code. After a fi l e h as been ‘frozen ’ an y copies m ade of this fi l e shoul d

con tain exactly the same data.

frozen

see ‘freeze’

governance

set of princi pl es and processes by whi ch an organi zation provides directi on and oversight of business
rel ated activi ti es

[adapted from BS ISO/I EC 27000:201 4]

grey scale image (*)

‘i m age form ed of picture el em ents [pixel s] contai n ing grey scal e i nform ati on’
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hierarchical storage management (HSM) (*)

’data storage technique that invol ves using a num ber of el ectroni c storage devi ces, from fast access to
sl ow access, wi thin which data fi l es can be m oved under system control from one devi ce to another’

hierarchical storage system (*)

’data fi l e storage system using a num ber of el ectroni c storage devi ces, from fast access to sl ow access,
wi thin whi ch data fi l es can be m oved under system control from one device to another’

N OTE: Storag e d evices can ran ge from h igh cost, fast access d evices to l ow cost, sl ow access d evices. Th ey are u sed to

optim ize th e performan ce an d cost ch aracteristics of th e storag e and retrieval system .

information

data interpreted in an appl i cati on context (see al so ‘data’)

N OTE: For exam pl e, a strin g of characters m ay be referred to general l y as d ata; but if these ch aracters are

un derstood by a person or a com pu ter program as someon e’s n am e, then the characters con vey in form ation .

I nformation al ways in vol ves th e presence of d ata in some form at, on som e m edium , wh ich coul d be, for exampl e, a

ph ysical docum ent, a docum ent im age on a screen or the conten ts of an el ectron ic fi l e.

information management system

any com puter or other el ectroni c system that stores and/or processes inform ation i n di g ital or anal ogue
form

insource

where functi ons are brought into a com pany from a third-party servi ce provi der. Thi s coul d be the
reversal of a previous outsource deal or where there i s a benefi t from a com bi ned operati on

integrity

property of accuracy and com pl eteness

[BS I SO/I EC 27000:201 4]

intel l igent character recognition (ICR)

techni que for OCR where som e degree of ‘i ntel l igence’ is used in the conversion software, to
determ i ne, on the basi s of other characteri sti cs i n the ‘bi tm apped’ i m age, the actual character bei ng
read

key escrow service

function provided by an organizati on to keep secure copi es of encrypti on keys, in a m anner that
requi res consent from the key owner before the key i s di scl osed

lossless compression (*)

‘data fi l e com pressi on techni que where the decom pressed im age is identical to the orig inal
uncom pressed im age

N OTE: N o in formation is l ost d u ring th e compression an d d ecom pression process. ’

lossy compression (*)

‘data fi l e com pressi on techni que where the decom pressed im age m ay not be i denti cal to the ori g inal
uncom pressed im age

N OTE 1 : I n form ation may be l ost du rin g th e compression process. ’
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N OTE 2: With imag e fi les, h igh com pression ratios (e.g. aroun d 50:1 ) can be obtain ed with l ittl e observabl e im age

deg radation .

master data management (MDM)

pol ici es, processes, tool s and governance to consi stentl y define and m anage signifi cant data of an
organi zation and to provi de a si ngl e poi nt of reference for that data

metadata

data about data

N OTE: For exam pl e, th e context an d rel ation sh ips of data with oth er data that is n ecessary to ren der that d ata m ore

un derstan dabl e.

multi-functional drive system (*)

‘optical d isk dri ve which can use both wri te-once read-m any and rewri tabl e opti cal m edi a’

network attached storage (NAS)

server that i s dedicated to nothi ng m ore than fi l e sharing

N OTE: N AS does not provid e an y of the activities that a server in a server-cen tric system typical l y provid es, su ch as

emai l , au th en tication or fi l e man ag emen t.

NoSQL

database providing a m echani sm for storage and retri eval of data that m ay be m odel l ed in m eans
other than the tabul ar rel ationships used in rel ati onal databases

N OTE 1 : Th e term N oSQL is short for ’N ot onl y SQL’ in that they may su pport SQL-l ike qu ery l an gu ages in ad dition

to oth er methods.

N OTE 2: M an y N oSQL databases l ack fu l l ACI D tran saction support.

objective

resul t to be achi eved

N OTE 1 : An objective can be strateg ic, tactical or operation al .

N OTE 2: Objectives can relate to different discipl ines (su ch as financial , heal th an d safety, an d environ mental g oal s)

and can appl y at different level s (su ch as strateg ic, organization -wide, project, produ ct and process. )

N OTE 3: An objective can be expressed in oth er ways, for exam pl e as an in ten ded outcome, a pu rpose, an

operational criterion , as an in form ation secu rity objective or by th e u se of oth er word s with simi l ar mean in g (e.g.

aim , g oal or targ et).

N OTE 4: I n th e context of in form ation secu rity man agemen t system s, in form ation secu rity objectives are set by th e

organ ization , con sistent with th e in form ation secu rity pol icy, to ach ieve specific resul ts.

[BS I SO/IEC 27000:201 4]

optical character recognition (OCR)

techni que for the recogni tion of characters from a di gital i m age

optical disk (*)

‘d isk that wi l l accept and retai n inform ation in the form of m arks in a recording l ayer that can be read
with an optical beam ’
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optical mark recognition (OMR)

technique for el ectronic detection of m arks in speci fied l ocations on a di gital i m age

organization

person or group of peopl e that has its own functi ons wi th responsi bi l i ties, authori ties and rel ationships
to achieve its obj ecti ves

N OTE: The con cept of org anization inclu des but is not l imited to sol e-trad er, com pan y, corporation , firm , en terprise,

au th ority, partnersh ip, charity or in stitution , or part or com bin ation th ereof, wh ether in corporated or n ot, publ ic or

private.

[BS I SO/I EC 27000:201 4]

original document

docum ent from whi ch a copy i s m ade or from which an i m age i s captured

outsource

m ake an arrangem ent where an external organizati on perform s part of an organization’s function or
process

N OTE 1 : Th is often in cl ud es a tran sfer of workers to th e th ird party.

N OTE 2: An extern al org an ization is ou tside th e scope of the manag ement system, althoug h the ou tsou rced fun ction

or process is with in th e scope.

[BS I SO/I EC 27000:201 4]

overlay

see ‘form s rem oval ’

page

singl e im age enti ty, such as one side of a sheet of paper, a drawi ng or pl an, m ap, photograph,
transparency; or a m i croform ‘fram e’

pixel

sm al l est two-di m ensional el em ent of a digi tal im age that can independentl y be assi gned attri butes
such as col our and intensity

N OTE: The word is derived from ‘picture el emen t’.

record (noun)

‘i nform ati on created, received and m ai ntained as evi dence and i nform ati on by an organi zation or
person, i n pursuance of l egal obl igati ons or i n the transaction of busi ness’

[BS I SO 1 5489-1 :2001 ]

N OTE: This m ay be d ata stored in el ectronic form , in a d ata fi l e (see defin ition) or on a paper or microform

docum ent.

records management

‘fi el d of m anagem ent responsibl e for the effi cient and system atic control of the creati on, recei pt,
m aintenance, use and di sposition of records, i ncl uding processes for capturi ng and m aintai ni ng
evidence of and i nform ation about business acti viti es and transactions i n the form of records’
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[BS ISO 1 5489-1 :2001 ]

resolution (*)

‘abi l i ty of a scanner or i m age generation device to reproduce the detai l s of an im age’

scanning

operation that converts the i m age of a docum ent i nto a di gi tal form , by detecti ng the am ount of l ight
refl ected from el em ents of a docum ent

schema

l ogical pl an showi ng the rel ationships between m etadata el em ents

N OTE: The rel ationships are normal l y th roug h establ ish ing ru les for the u se an d m an agemen t of metad ata

specifical l y as regard s the seman tics, the syn tax an d the optional ity (obl ig ation l evel ) of val ues.

[ISO 23081 -1 :2006, Information and documentation — Records management processes — Metadata for
records — Part 1 : Principles]

skew

poor docum ent al ignm ent (rotati on) during scanning

speckle

random , or quasi -random , bl ack m arks (speckl es) on an im age, either generated duri ng the scanning
process, or present on the orig inal docum ent

stewardship

responsibi l i ty for inform ati on assets wi thin the organi zation

N OTE: Defin ition based on I SO 201 21 :201 2, Event sustainability management systems — Requirements with guidance

for use.

storage area network (SAN)

sub-network (typical l y hi gh speed) of shared storage devices

N OTE: A storag e d evice is a mach ine th at con tain s noth ing bu t a d isk or d isks for storing data and th e n ecessary

con trol mech anisms for storin g th at data. A SAN ’s architectu re works in a way th at makes al l storage devices

avai l able to al l servers on a l ocal area network (LAN ) or a wide area n etwork (WAN ).

system

in the Code, this al ways m eans i nform ati on m anagem ent system (see ‘i nform ati on m anagem ent
system ’), unl ess specifical l y noted

system files (*)

‘fi l es hel d i n a com puter for use i n the control and operati on of the system ’

Trusted Time

tim e stam pi ng of i nform ation perform ed by, or wi th the di rect i nvol vem ent of, a party underwriting
the accuracy and consistency of that ti m e stam p

N OTE: Trusted Time stamps are used to en hance the integ rity or authen ticity of information to wh ich they rel ate.

They are often used in conju nction with cryptographic d igital sig natures.
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vital records

records that are fundamental to the functioning of the organization

workflow

‘automation of a business process, in whole or in part, during which documents, information or tasks
are passed from one participant to another for action, according to a set of procedural ru les’

NOTE: This defin ition is taken from the Workflow Management Coal ition’s ‘Terminology and Glossary’ document,

WFMC-TC-1 01 1 , with permission.

write-once-read-many (WORM)

form of electronic storage medium that permits data to be stored once, read many times, but not
altered
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Annex D Exam pl e inform ation m anagem ent pol icy
statem ent

Thi s annex contai ns an exam pl e ‘i nform ation m anagem ent pol icy statem ent’. I t can be used as a draft
upon whi ch an organi zation’s pol i cy can be based.

XYZABC Limited

ABC project

Pol i cy docum ent for com pl iance with the requi rem ents of BS 1 0008:201 4 Specifi cation: Evidential
wei ght and l egal adm issibi l i ty of el ectronic i nform ati on.

Approved by:

N am e:

Positi on:

Date:
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1 . Scope

This docum ent covers the inform ation m anagem ent pol i cies im pl em ented wi thin the ABC project,
supported by the H IJ el ectroni c i nform ati on storage system . Thi s pol i cy conform s to the
requirem ents of BS 1 0008:201 4 Specificati on: Evi denti al weight and l egal adm i ssi bi l i ty of
el ectronic i nform ati on. The H IJ el ectroni c i nform ation storage system i s descri bed in a system
descri ption m anual (Ref: SD01 ). Procedures for the use of the system are descri bed in a
procedures m anual (Ref: PM 01 ).

2. Information covered

Stored i nform ati on covered by this pol icy docum ent rel ates to that used in rel ati on to al l aspects
of the ABC project. Docum ents i ncl uded withi n the scope of this pol icy are detai l ed in the
i nform ati on retention pol i cy (see Appendi x A).

XYZABC Lim ited does not operate an inform ation cl assificati on system , as al l i nform ati on is
regarded as havi ng the sam e security l evel .

3. Storage media and file formats

Al l stored i nform ati on as detai l ed above is hel d i n a form at and on m edia as descri bed in
Appendix A.

4. Standards

Al l el ectroni c i nform ati on withi n XYZABC Lim i ted i s stored in conform ance to BS 1 0008:201 4,
together with any referenced national and/or international standards.

5. Document retention

5.1 Electronic documents

This secti on deal s with el ectronic docum ents stored on the H I J el ectronic i nform ati on storage
system . In the case where an orig i nal docum ent has been retai ned, i ts destruction pol i cy i s al so
i ncl uded withi n this secti on.

The i nform ati on retention pol i cy is defined i n Appendi x A of thi s pol i cy docum ent. The retention
peri ods gi ven in Appendi x A have been agreed withi n XYZABC Lim i ted to cover l egal and
operati onal requirem ents consistent wi th the status of bei ng a publ ic l i m ited com pany.

5.2 Paper documents

This secti on deal s with orig inal docum ents that are recei ved in paper form . Al l ori g inal docum ents
are securel y and confi denti al l y destroyed, in accordance with procedures docum ented i n the
procedures m anual – after internal qual i ty control procedures have been successful l y com pl eted,
wi th the fol l owi ng exceptions:

1 . orig i nal docum ents i n the fol l owi ng categori es are kept for the rel evant retenti on period:
• poor qual ity docum ents for which a sati sfactory im age has not been obtai ned (see

PM 01 /Im age qual i ty), or whi ch required signifi cant enhancem ent;
• docum ents wi th physi cal am endm ents that have not been captured;
• docum ents where fraud i s suspected;

2. orig i nal docum ents not owned by XYZABC Li m ited are returned to the orig i nator;
3. orig i nal docum ents shoul d be retained where necessary for l egal reasons (e.g . contracts).

6. Destruction policy

The procedure for the destructi on of paper and el ectroni c docum ents i s detai l ed i n the
procedures m anual . Al l orig i nal docum ents covered by thi s pol icy docum ent are destroyed using
these procedures.
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N o paper orig inal docum ents are destroyed unti l the el ectronic version has been qual i ty checked.

El ectroni c docum ents are onl y routi nel y destroyed duri ng m edia m igrati on procedures. A
certifi cate of destructi on i s produced to record the reason for the destructi on of the ori g inal
docum ent, to m eet statutory and regul atory requirem ents.

Paper or el ectroni c docum ents are not destroyed where l itigation i s pending or i n progress.
Where data protection l egi sl ation i s appl i cabl e, audi tabl e procedures for access to and destructi on
of personal inform ation subject to the requi rem ents of the l egisl ation wil l be docum ented.

7. Responsibi l ities

This pol icy docum ent shoul d be reviewed annual l y under the control of the Com pany Secretary.
Where changes are agreed, they are to be i m pl em ented usi ng the change control procedures
(Ref: CC01 ).

This pol icy, and any revi si ons, shoul d be approved by the Board of Directors of XYZABC Lim i ted
pri or to i ts i m pl em entation.

The m ai ntenance of com pl i ance with BS 1 0008 is the responsi bi l i ty of the H ead of I nternal Audi t.

8. Legal advice sought

XYZABC Lim ited has sought and obtained agreem ent for the inform ation retenti on pol icy
detai l ed in Appendi x A of thi s docum ent.

9. Duty of care

XYZABC Lim ited has a duty to keep secure and accurate ori gi nal docum entati on, or authentic
copies of them . This is achieved by:

• i m pl em enti ng this pol icy docum ent;
• i m pl em enti ng an inform ati on securi ty pol i cy (Ref: I SP01 );
• ensuri ng that onl y trained staff have access to the system ;
• ensuri ng that acceptabl e qual i ty control procedures are im pl em ented;
• ensuri ng that XYZABC Lim i ted’s l egal advisers are consul ted, and appropriate acti ons taken;
• ensuri ng that appropri ate audit trai l s are created and retai ned.

Appendix A Information retention policy

This pol icy rel ates to XYZABC Li m ited’s H I J el ectronic i nform ati on storage system onl y.

The retenti on and destructi on pol i cies are i n accordance wi th XYZABC Lim i ted’s archi ving strategy
(Ref: ARC01 ).

This pol i cy i s revi ewed annual l y, as part of the XYZABC Li m i ted’s ri sk assessm ent program m e.
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Docu men t type M ed ia type* Form at Reten tion period** Respon sibi l i ty

Fin ancial reports Rewritabl e
optical d isk

TI FF 7 years Com pan y
Secretary

Su ppl ier
docum entation

CD/Paper*** PDF Lon ger of:

1 . l i fe of eq uipmen t + 1 0 years,
or
2. l on gest rel ated in form ation
storag e

Arch ivist

In ternal l y prod uced
docum ents

M ag netic tape ASCI I
text

En d of project + 1 0 years Origin ator

Letters, in comin g
an d outgoing

1 . Paper
2. WORM

1 . Paper
2. TIFF

1 . 1 mon th after post scan nin g
qu al ity con trol
2. End of project + 1 0 years

Arch ivist

Pu rch ase orders 3. Paper
4. WORM

3. Paper
4. TIFF

3. 1 mon th after post-scan nin g
qu al ity con trol
4. End of project + 1 0 years

Arch ivist

Proced ures WORM PDF Lon gest rel ated Operations

Aud it reports WORM PDF Lon gest rel ated Au dit

* Paper orig in al s th at are arch ived to WORM an d/or CD m ed ia are rou tin el y destroyed (un der the control
of the scan nin g departm ent) after su ccessfu l compl etion of q ual ity control procedu res (see 5.2).

** Docum en ts on CD an d WORM m edia are onl y d estroyed d uring a med ia m igration process; m agn etic
an d paper record s are destroyed ann ual l y as appropriate.

*** These docu ments both paper (two copies) and CD form . Th e retention period rel ates to th e CD
version on l y, which is th e control l ed version .

Appendix B Legal advice sought

Advi ce has been sought from :

• XYZABC Lim ited’s l egal departm ent;
• external audi tors;
• external l egal advisers;
• i ndustry regul ators;
• H M Revenue & Custom s.

Annex D Example information management policy statement
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Annex E Records m anagem ent

BS ISO 1 5489 i s the Briti sh Standard on records m anagem ent. I t deal s wi th the i ssues surroundi ng the
standardizati on of records m anagem ent pol ici es and procedures, to ensure that appropri ate attention
is given to al l records stored by an organi zati on. The fol l owing tabl e l i sts the general contents of
BS ISO 1 5489-1 :2001 , and m aps them across to the Code.

BS I SO 1 5489-1 :2001 BI P 0008-1 (201 4)

4 Benefits of records
m anagem ent

– I ntroduction

5 Regul atory environm ent Annex H Legal issues

6 Pol icy and responsibi l i ties 1 I nform ation m anagem ent
pl anning

7.1 Principl es of records
m anagem ent program m es

1 I nform ation m anagem ent
pl anning

7.2 Characteristics of a record – G eneral

8 Design and im pl em entation
of a records system

2 I m pl em enting and
operating

9 Records m anagem ent
processes and control s

2 I m pl em enting and
operating

1 0 M onitoring and auditing 3 M onitoring and reviewing

1 1 Traini ng 4 M aintain ing and im proving

Table 6 – Mapping BS ISO 1 5489-1 to the Code
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Annex F Appl ication of control s

Thi s annex contains detai l s of specifi c appl i cations that can be m anaged under the control of this Code
of Practi ce, and indicates which sections of the Code are rel evant and which m ay not be rel evant.

Use Cases

In-H ouse Scanni ng

• Scanni ng of inform ation from physical docum ents addressed by com pl iance scope withi n the
enterprise

Outsourced Scanning

• Scanni ng of inform ation from physical docum ents addressed by com pl iance scope as a service
provi ded by a thi rd-party organization outside the enterprise.

Service Provider – Scanni ng

• Thi rd party provi ding scanning service to an organi zation. Whi l st these servi ce providers m ay have
their own pol ici es (etc. ) , the inform ation m anagem ent pol i cies (etc. ) are those of the inform ation
owni ng organi zation not the servi ce provider.

Structured Databases

• Inform ation addressed by com pl iance scope wi thin the enterprise hel d i n structured database(s);
th is inform ation itsel f m ay be structured or unstructured.

Bi g Data U ser

• Inform ation addressed by com pl iance scope wi thin the enterprise regarded as ’big data’; thi s
inform ation itsel f m ay be structured or unstructured.

In-H ouse Storage

• Storage of i nform ati on addressed by com pl i ance scope withi n the enterprise.

Outsourced Storage

• Storage of i nform ati on addressed by com pl i ance scope as a service provided by a thi rd-party
organi zation outsi de the enterpri se.

Service Provider – Storage

• Thi rd party provi ding storage services to an organization; usi ng cl oud or other com m uni cati ons
m ethods; storage m ay al so be of physi cal m edia.
Whi l st these servi ce providers m ay have thei r own pol i cies (etc. ), the i nform ati on m anagem ent
pol ici es (etc. ) are those of the inform ation owni ng organizati on not the service provider.
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Table 7 - Applicabil ity Matrix
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4 Context of the organ izati on ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

4.1 G eneral ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

4.2 I ssues ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

4.3 Req uirements ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

4.4 Bound ari es and appl i cabi l i ty ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

5 Leadershi p ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

5.1 Leadershi p and com m itment ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

5.2 Pol icy statem en ts ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

5.2.1 G eneral ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

5.2.2 El ectroni c storage pol i cy statement ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

5.2.3 El ectroni c transfer pol i cy statement ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

5.2.4 I nformation secu ri ty pol icy ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

5.3 Rol es an d responsibi l i ti es of workers ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

5.4 Legal and reg ul atory en viron ment ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

6 Pl ann ing ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

6.1 Action s to ad dress risks and
opportun ities

ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

6.1 .1 G eneral ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

6.1 .2 Ri sk assessment ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

6.1 .3 Ri sk treatm en t ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

6.2 Objectives and ach ievem ents ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

7 Support ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

7.1 Resou rces ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

7.2 Com petence ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

7.3 Awareness ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ
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7 .4 Reporti ng and com m uni cati on ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

7.5 Docu mented i nformation ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

7.5.1 G en eral ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

7.5.2 Procedu ral d ocu mentation ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

7.5.3 Audi t trai l s ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8 Operation ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 In form ation capture ߜ ߜ ߜ ߜ ߜ ✘ ✘ ✘

8.1 .1 G en eral ߜ ߜ ߜ ߜ ߜ ✘ ✘ ✘

8.1 .2 Im porti ng ✘ ✘ ✘ ߜ ߜ ✘ ✘ ✘

8.1 .3 Docu ment scann ing ߜ ߜ ߜ ✘ ✘ ✘ ✘ ✘

8.1 .4 Data extraction ߜ ߜ ߜ ߜ ߜ ✘ ✘ ✘

8.1 .5 M etadata capture ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.2 Sel f-m odi fyi ng fi l es ✘ ✘ ✘ ߜ ߜ ߜ ߜ ✘

8.3 Compoun d docum ents ✘ ✘ ✘ ߜ ߜ ߜ ߜ ✘

8.4 In formation in structured databases ✘ ✘ ✘ ߜ ߜ ߜ ߜ ߜ

8.4.1 G eneral ✘ ✘ ✘ ߜ ߜ ߜ ߜ ߜ

8.4.2 Bi g Data considerati ons ✘ ✘ ✘ ߜ ߜ ߜ ߜ ߜ

8.5 Version control ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.6 Storage systems ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.6.1 Storage tech nol ogy ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.6.2 M i grati on ✘ ✘ ✘ ߜ ߜ ߜ ߜ ߜ

8.6.3 Storage fi l e formats ߜ ߜ ߜ ߜ ߜ ߜ ߜ ✘

8.6.4 Conversi on ߜ ߜ ߜ ߜ ߜ ߜ ߜ ✘

8.6.5 Com pression ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.7 I nformation transfer ✘ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

Annex F Application of controls

Evidential weight and legal admissibility of information stored electronically 1 31



B
S

1
0

0
0

8
:2

0
1

4
S

e
ct

io
n

BS 1 0008:201 4 Secti on Titl e

In
-H

o
u

se
S

ca
n

n
in

g

O
u

ts
o

u
rc

e
d

S
ca

n
n

in
g

S
e

rv
ic

e
P

ro
v

id
e

r–
S

ca
n

n
in

g

S
tr

u
ct

u
re

d
D

a
ta

b
a

se
s

B
ig

D
a

ta

In
-H

o
u

se
S

to
ra

g
e

O
u

ts
o

u
rc

e
d

S
to

ra
g

e

S
e

rv
ic

e
P

ro
v

id
e

r
–

S
to

ra
g

e

8.7.1 G eneral ✘ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.7.2 Tran sm i ssion ✘ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.7.3 M essag e transmi ssion system s ✘ ✘ ✘ ߜ ߜ ✘ ߜ ✘

8.8 I ndexin g and oth er m etadata ߜ ߜ ߜ ߜ ߜ ✘ ✘ ߜ

8.9 Authenticated ou tput proced ures ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

8.1 0 I dentity ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 1 I nformation retention an d di sposition ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

8.1 1 .1 Retention ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

8.1 1 .2 Dispositi on ߜ ߜ ✘ ߜ ߜ ߜ ߜ ✘

8.1 2 I nformation secu ri ty procedu res ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 2.1 G eneral ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 2.2 Access ri ghts ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 2.3 Encrypti on ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 2.4 Dig ital si gnatures ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 2.5 Back-u p and recovery ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 2.6 Business contin uity pl anni ng ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 3 System m ai ntenance ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

8.1 4 External service provi si on ✘ ߜ ✘ ߜ ߜ ✘ ߜ ✘

8.1 4.1 Procedu res ✘ ߜ ✘ ߜ ߜ ✘ ߜ ✘

8.1 4.2 Com pl i an ce ✘ ߜ ✘ ߜ ߜ ✘ ߜ ✘

8.1 4.3 Secu ri ty i n tran sfer ✘ ߜ ✘ ߜ ߜ ✘ ߜ ✘

8.1 4.4 Overseas ✘ ߜ ✘ ߜ ߜ ✘ ߜ ✘

8.1 5 I nformation m an ag em ent testing ✘ ߜ ✘ ߜ ߜ ✘ ߜ ✘

9 Perform an ce eval uati on ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ
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9.1 M onitori ng, measu rem ent, anal ysis
and eval u ation

ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

9.2 In ternal aud it ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

9.3 M anag em ent revi ew ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

1 0 Im provem ent ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

1 0.1 N onconform ity and corrective actions ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ

1 0.2 Continu al im provem ent ߜ ߜ ߜ ߜ ߜ ߜ ߜ ߜ
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Annex G References

BSI publications

Briti sh Standards Insti tution, London. BSI Publ ications are avai l abl e from Custom er Services, Sal es
Departm ent, 389 Chi swi ck H i gh Road, London W4 4AL. Tel : 020 8996 9001 ; Fax: 020 8996 7001

PD 001 8:2001 , Information management systems — Building systems fit for audit

Secure/M ul tipurpose Internet M ai l Extensi ons (S/M IM E) Versi on 3.1 M essage Speci fi cation. Avai l abl e at:
www.i etf.org/rfc/rfc3851 .txt

Standards

BS ISO/I EC 2382 (series), Information technology — Vocabulary

BS 4783 (series), Storage, transportation and maintenance of media for use in data processing and
information storage

BS 7083:1 996, Guide to the accommodation and operating environment for information technology (IT)
equipment

BS 1 0008:201 4, Evidential weight and legal admissibility of electronic information — Specification

BS 1 001 2:2009, Data protection — Specification for a personal information management system

BS EN ISO 9000, Quality management systems

BS EN ISO 9001 :2008, Quality management systems — Requirements

BS EN ISO 1 4001 :2004, Environmental management systems — Requirements with guidance for use

BS EN ISO 1 901 1 :201 1 , Guidelines for auditing management systems

BS ISO 1 2651 -1 :201 2, Electronic document management — Vocabulary — Part 1 : Electronic document
imaging

BS ISO 1 2653 (series), Electronic imaging — Test target for the black-and-white scanning of office
documents

BS ISO 1 5489-1 :2001 , Information and documentation — Records management

BS ISO 1 9005-1 :2005, Document management — Electronic document file format for long-term
preservation — Part 1 : Use of PDF 1 .4 (PDF/A- 1 )

BS ISO/I EC 20000-1 :201 1 , Information technology — Service management — Part 1 : Service
management system requirements

BS ISO/I EC 20000-2:201 2, Information technology — Service management — Part 2: Guidance on the
application of service management systems

BS ISO 201 21 :201 2, Event sustainability management systems — Requirements with guidance for use

BS ISO 23081 -1 :2006, Information and documentation — Records management processes — Metadata
for records — Part 1 : Principles

BS ISO/I EC 27000:201 4, Information technology — Security techniques — Information security
management systems — Overview and vocabulary
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BS ISO/I EC 27001 :201 3, Information technology — Security techniques — Information security
management systems — Requirements

BS ISO/I EC 27002:201 3, Information technology — Security techniques — Code of practice for
information security controls

BS ISO/I EC 27005:201 1 , Information technology — Security techniques — Information security risk
management

BS ISO/I EC 29881 :201 0, Information technology — Systems and software engineering — FiSMA 1 .1
functional size measurement method

BS ISO 31 000:2009, Risk management — Principles and guidelines

BS ISO 32000-1 :2008, Document management — Portable document format — Part 1 : PDF 1 .7

BS ISO/I EC IEEE 24765:201 0, Systems and software engineering — Vocabulary

The fol l owing standard i s avai l abl e from ISO:

ISO/TR 1 5801 :2009, Document management — Information stored electronically — Recommendations
for trustworthiness and reliability

Guidance documents

BIP 0002 (2009), Data protection: Guidelines for the use of personal data in system testing

BIP 0005 (201 1 ), A manager’s guide to service management

BIP 0008-2 (201 4), Evidential weight and legal admissibility of information transferred electronically —
Code of practice for the implementation of BS 10008

BIP 0008-3 (201 4), Evidential weight and legal admissibility of linking electronic identity to information
— Code of practice for the implementation of BS 10008

BIP 0009 (201 4), Evidential weight and legal admissibility of electronic information — Compliance
workbook for use with BS 10008

BIP 001 5 (201 2), IT service management self-assessment workbook

BIP 0071 (201 3), Guidelines on requirements and preparation for ISMS certification based on
ISO/IEC 27001

BIP 0072 (201 3), Are you ready for an ISMS audit based on ISO/IEC 27001?

BIP 0073 (201 3), Guide to the implementation and auditing of ISMS controls based on ISO/IEC 27001

BIP 0074 (2006), Measuring the effectiveness of your ISMS implementations based on ISO/IEC 27001

BIP 01 40 (201 3), Understanding the new ISO management system requirements

BIP 01 1 7 (201 0), Cloud computing: A practical introduction to the legal issues

ISO/I EC Di recti ves, Part 1 — Consolidated ISO Supplement — Procedures specific to ISO, Fifth edition
2014

Other publications

Aul d, Lord J ustice (2001 ) A Review of the Criminal Courts of England and Wales. Avai l abl e at:
www.crim i nal -courts-revi ew.org.uk/

ISO (1 997) Dictionary of Computer Science: The Standardized Vocabulary
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Anti -terrorism , Cri m e and Securi ty Act 2001 , London: H M SO

Busi ness N am es Act 1 985, London: H M SO

Ci vi l Evi dence Act 1 995, London: H M SO

Ci vi l Evi dence Act (N orthern Irel and) 1 971 , London: H M SO

Ci vi l Evi dence (Scotl and) Act 1 988, London: H M SO

Com panies Act 1 985 and 1 989, London: The Stationery Offi ce

Com puter M isuse Act 1 990, London: H M SO

Consum er Protecti on Act 1 987, London: H M SO

Copyri ght, Designs and Patents Act 1 988, London: H M SO

Crim i nal J ustice Act 1 988 and 1 991 , London: H M SO

Crim i nal J ustice and Pol ice Act 2001 , London: H M SO

Crim i nal J ustice and Publ ic Order Act 1 994, London: H M SO
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Obscene Publ i cations Act 1 959 and 1 964, London: H M SO

Pol ice and Crim i nal Evi dence Act 1 984, London: H M SO

The Pol ice and Crim i nal Evi dence (N orthern Irel and) Order 1 989, London: H M SO
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Taxes M anagem ent Act 1 970, London: H M SO

The Tel ecom m uni cations (Lawful Business Practice)(I nterception of Com m unications) Regul ati ons 2000,
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Lord Chancel l or’s Code of Practice on the M anagem ent of Records, I ssued under section 46 of the
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www.j ustice.gov.uk/downl oads/inform ation-access-rig hts/foi/foi-section-46-code-of-practice.pdf

Lord Chancel l or’s Departm ent, Law Officers Departm ent (2002) Justice for All. Cm 5563, London: The
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Annex H Legal issues

H.1 Background

The Code describes m eans by which it m ay be dem onstrated at any ti m e, in a m anner acceptabl e to a
court of l aw, that the contents of a specific data fi l e created or exi sting withi n a com puter system have
not changed si nce the ti m e of storage (the defined ti m e), and that where such a data fi l e contains a
di g iti zed im age of a physi cal ori g inal docum ent, the di gi tized im age i s a true facsim i l e of that ori g inal
docum ent. The i ssue being addressed i s essential l y one of authenti city and integri ty.

Thi s defi ned tim e fi xes the tim e at whi ch the contents of the data fi l e were frozen for the purposes of
storage and future retri eval . For exam pl e:

• the ti m e at which a scanned and di gi ti zed im age of an orig inal docum ent was stored on a
com puter system ;

• the ti m e when a word-processed docum ent was stored.

Other versi ons of the i nform ati on m ay l egi ti m atel y devel op, for exam pl e revisi on of a contract, or
update of a spreadsheet or word-processed docum ent, and these can si m i l arl y be frozen at defined
tim es. In these cases the new versions are treated as new data fi l es.

The sam e pri ncipl e can be appl ied when a signi ficant change i s m ade to a docum ent in a workfl ow
envi ronm ent.

The Code describes procedures whereby an el ectroni c copy m ay be dem onstrated to be a true copy of
the orig i nal , whether that orig i nal was itsel f an el ectroni c data fi l e, a physi cal orig inal docum ent or
contai ned voice and/or video inform ation.

Irrespective of issues of l egal adm issi bi l i ty or evidenti al weight, the Code defines best practi ce for
el ectroni c storage of business or other i nform ati on. As such, com pl ying with i ts recom m endations i s of
val ue to organi zations even when evi dential issues are not rel evant.

KEY ISSUE

> The Code defines best practi ce for el ectroni c storage, such that authenti city and integri ty can be
easi l y dem onstrated, i n a m anner appropriate in a court of l aw.

H.2 Information management and legal admissibil ity

There has been m uch discussion about the val ue of i nform ati on stored el ectroni cal l y when required as
evidence in a court of l aw, or for other purposes. I t i s cruci al that a discipl i ne i s com m onl y agreed so
that the val ue of thi s i nform ati on as evi dence can be m axim ized. The Code has been devel oped to
address thi s need.

The Code i s for use as a basic reference docum ent. It covers inform ati on stored on any type of
el ectroni c storage m edi um , incl udi ng hi erarchical storage system s that al l ow for m igrati on between
storage m edi a either autom ati cal l y or under operator control . I t a l so covers inform ation m anagem ent
system s where inform ation is transm itted via l ocal or wi de area networks. Thus, el ectroni c m essages,
such as those produced by EDI and em ai l system s, can be stored under the control s of the Code. In
appl icati ons where inform ati on is stored as data records withi n a fi l e, then the Code m ay al so be
appl ied at the data record l evel .

Com pl iance with the Code does not guarantee l egal adm i ssi bi l i ty. I t defi nes best practice.
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The Code covers issues such as system pl anning, im pl em entation, in itia l l oading and procedures for the
use of the system , i ncl uding workfl ow. I t pays particul ar attenti on to setting up authorized procedures
and subsequentl y being abl e to dem onstrate, in a court of l aw, that these procedures have been
fol l owed.

Procedures are defi ned that need to be i m pl em ented in order to com pl y with the Code. H owever, it
does not fol l ow that inform ation stored on system s that do not com pl y wi th the Code is not or wil l not
be l egal l y adm i ssi bl e.

KEY ISSUE

> Com pl i ance with the recom m endati ons of the Code wi l l enabl e the organi zation to dem onstrate
that best practi ce is being fol l owed.

H.3 Weight of evidence and document destruction

In order to m axi m ize evidential wei ght, i t i s i m portant to determ i ne, i n advance, how i nform ation
woul d be presented to a court of l aw, and whether weight of evidence or courtroom tacti cs coul d be
undul y infl uenced by the destruction of the orig i nal docum ent, by the inform ation m anagem ent system
or by the access control system s.

One of the m ajor reasons for using el ectronic inform ati on storage i s the potenti al abi l i ty to destroy
orig inal paper docum ents. Im pl em enting a destruction pol i cy, however, is not wi thout risk. The
el ectroni c docum ent m ay be rejected i n court, and the orig i nal docum ent requested. Thi s risk wil l be
reduced where an organizati on can dem onstrate that it has com pl ied wi th i ts docum ented procedures
and processes, and that these are al i gned with the requirem ents of the Code.

The Code cannot give a defin i tive recom m endation regardi ng the destructi on of orig i nal docum ents. I t
is for the organi zation to assess the ri sk, and m ake an appropri ate busi ness decision. The organization’s
l egal advi ser wi l l be abl e to gi ve an opinion on whi ch types of docum ent are m ost l i kel y to be disputed
in court. There m ay be different considerations for civi l (on the bal ance of probabi l ities) and crim inal
(beyond reasonabl e doubt) l aw.

KEY ISSUE

> Com pl i ance with the recom m endati ons of the Code i ncreases the weight of evidence, and
potential l y enabl es orig inal docum ent destructi on where appropriate.

H.4 Authenticity

I t i s im portant to be abl e to dem onstrate that the com puter system has been functi oni ng properl y (i .e.
accordi ng to agreed procedures) i n order to authenti cate data stored on the system .

Argum ents over adm issibi l i ty of inform ati on as evi dence can l ead to an investi gation into the system
from which the i nform ati on cam e, the m ethod of storage, operati on and access control , and even i nto
the com puter program s and source code. I t m ay be necessary to sati sfy the court that the i nform ati on
is stored i n a ‘proper’ m anner. This coul d be a tactic used to try to discredit the evi dence and to m ake
inadm issibl e, or reduce the evidenti al weight of, that evidence and any sim i l arl y stored i nform ati on
that i s produced. Questionabl e hardware rel i abi l i ty, for exam pl e, coul d be used to di scredi t the
inform ation m anagem ent system . This coul d cal l the whol e system i nto question and cause i nform ati on
stored wi thin it to be rul ed i nadm issibl e.

The im pl em entation of docum ented procedures for storage, m ai ntenance and m onitoring access to the
inform ation wi l l m i ni m i ze this ri sk.

H.4 Authenticity
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KEY ISSUE

> Com pl i ance wi th the recom m endati ons of the Code enabl es authenti city to be dem onstrated.

H.5 Originals and copies

Data m ay be m oved around, withi n and between com puter system s. Whether or not the data i s
m odi fi ed in thi s process, i t m ay be necessary to be abl e to dem onstrate that the data are ‘orig inal ’, in
the sense that they have not been changed since they entered or were created withi n a system , or
were ‘frozen’ for the purpose of storage. In the case of scanned docum ents, the ‘orig inal ’ i s the orig inal
docum ent itsel f. I n the case of a docum ent created by a word processor, the orig inal m ay be consi dered
as the fi l e fi rst created by the author. H owever, whether a data fi l e or a physi cal docum ent i s an
orig inal m ay depend on the context. For exam pl e, a l etter recei ved from a second party m ay be
considered as an orig inal for the purpose of proving recei pt, whi l st a copy of that l etter sent to a third
party m ay be considered as an orig inal for the purpose of proving what the third party recei ved. The
sam e i s true for el ectroni c data, but with the difference that a copy contains exactl y the sam e
inform ation as the orig i nal data fi l e. Wi thout inform ation being avai l abl e regardi ng the ti m e at which
a fi l e was first stored, i t can be i m possibl e to di sti nguish between the ori gi nal data fi l e and a copy.

The key recom m endati on i s to be abl e to dem onstrate the sequence of events, so that a distincti on
between a copy and the ori g inal can al ways be m ade. If a data fi l e is copi ed, so that two or m ore
identical data fi l es subsequentl y exi st, the m ethod used to determ i ne which fi l e is the ‘orig i nal ’ and
which i s the ‘copy’ m ay be questi oned. If an orig inal fi l e, or a copy of it, i s m al i ciousl y al tered, the
perpetrator m ay cl ai m that the am ended fi l e is the ‘ori g inal ’. Therefore, i t m ay be necessary to be abl e
to determ i ne the date and tim e at whi ch a fi l e was first stored in order to determ i ne whether the
subm itted data fi l e i s actual l y the ‘orig inal ’ or the ‘copy’. The Code recom m ends procedures for
identifying a copy of an orig inal .

In the context of a system where an ori g inal data fi l e m ay be m oved from one m edium to another, the
di sti nction between the orig i nal and a copy can be a fine one. When a data fi l e i s m oved from one
m edium to another, the orig i nal on the first m edi um no l onger exists as far as the system is concerned,
because the space on the first m edi um , previ ousl y occupied by the data fi l e, m ay be reused. The data
fi l e as it now exists on the second m edi um i s effecti vel y the equi val ent of the orig i nal , and m ay need
to be considered as such as far as the Code is concerned. The Code recom m ends procedures for
authenti cati ng the data fi l e, however often it m ay be m oved.

When consi dering ori gi nal docum ents that are to be scanned and stored i n e-form , the i ssue of copy
versus ori g inal can be m ore di ffi cu l t to deal with, and a pragm ati c approach is necessary. I f an ori gi nal
docum ent contai ns a signature that is handwritten in i nk on ‘orig i nal ’ l etterhead paper, then
organi zations m ay be correct in assum ing that it is an orig i nal . I f an orig inal docum ent has been
produced i n m ul ti pl e copies on a l aser pri nter, for exam pl e, the m i nutes of a m eeti ng, each such
docum ent is in pri nci pl e an ‘ori gi nal ’. The organizati on needs to i m pl em ent a pol icy for deal i ng wi th
orig inal docum ents, and the need to determ i ne authenti city, prior to their bei ng stored on the
inform ation m anagem ent system .

KEY ISSUE

> Where onl y a copy exists, it wi l l be treated as ‘best evi dence’. There m ay be a need to
dem onstrate the authentici ty of copi es stored.

H.6 Born digital environment

Increasi ngl y, inform ation used i n business is hel d in a ‘dynam ic, d i gi tal ’ form . Typi cal of thi s type of
system are websites where el ectronic trading processes are control l ed. Inform ation stored on such
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systems may vary under system control or by operator intervention. In such cases, detai l s wi l l need to
be stored about the information content of the system at particular instances (e.g . when each purchase
is made) in the system l ife. There may also be a requirement to retain specific metadata (see 5.7.2) to
augment the evidential weight of the information in question.

KEY ISSUE

> Where dynamic data are involved, a method of capturing ‘snapshots’ of the information at
particular times wi l l be needed

H.7 Digitized images

Because of the great importance of dig itized images of orig inal documents in many appl ications, the
Code provides detai led guidance on document image capture and the committal to storage of these
images, to ensure that ‘true facsimi les’ of orig inal documents are created and stored. Orig inal
documents may exist on paper or on microform. Particularly, the Code describes procedures:

• to ensure that al l necessary information is captured as accurately as possible from the external ,
orig inal document;

• to demonstrate that the captured image has not been changed since its creation, or, where change
is permitted by the appl ication, the precise nature of such change (e.g . conversion from colour to
grey scale, or to black and white, de-skewing of the orig inal image, or cropping of the orig inal
image to removed unwanted parts);

• to capture contextual information about the original document (metadata) in order to reinforce
the evidential value of the captured electronic version of the original document.

NOTE: Whi le indexing is required for virtual ly al l data fi les, contextual information is of particular importance for

dig itized images because the image itself cannot be searched for relevant text, as can other types of data fi le.

KEY ISSUE

> Demonstrating the authenticity of electronic images (scanned documents) requires appropriate
and auditable scanning procedures and processes.

H.8 Photocopies, microfi lm and electronic images

Electronic images of original paper documents wi l l be treated as secondary evidence in the same
manner as photocopies or microform images. There is also the possibi l i ty of a reduction in evidential
value whenever a copy is made. As an example, if a signature is disputed, then the orig inal document,
upon which the orig inal ink is preserved, may hold more weight in a court of law than the copy,
because a forensic expert may derive more evidence from the paper and ink used. The organization
needs to take these factors into account when assessing a document’s suitabi l i ty for scanning and
subsequent destruction.

KEY ISSUE

> Electronic images wil l be treated as secondary evidence, just l ike photocopies or microform
images.

H.8 Photocopies, microfilm and electronic images
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H.9 Information storage

I t i s the responsibi l i ty of the executives of the organization to be able to produce information (either in
the form of an original or a copy) when required, no matter how the organization stores this
information. The authorized officer (in a company this i s the company secretary or equivalent) and the
manager of the information management system are responsible for this information retrieval process,
and not the vendor of the system. Thus, considering the advice of the authorized officer, or equivalent,
is essential before implementing any information management system, particularly when orig inal
documents are subsequently destroyed.

The procedures by which information is stored and accessed are vital in satisfying a court of law about
the authenticity of a ‘copy’ of information and the inabi l i ty to tamper with it. Al l copies of documents
(photocopy, microform or electronic) wi l l be treated by a court of law as secondary evidence, with a
potential reduction of weight of evidence if the authenticity of the copy is questioned. For example,
where the content of a document is under question, the original or a copy should be treated with
equal weight, but if a signature is being disputed, then the orig inal document is l ikely to carry more
weight than a copy of it.

KEY ISSUE

> Information stored electronical ly should be managed in an appropriate manner, in accordance
with the Code, to demonstrate compl iance with legal and/or regulatory requirements.

H.1 0 Storage and access procedures

Because of the duration of storage of data, the person who ‘certified’ a system, or data stored on it,
may not be able to give evidence in person. I t i s, therefore, essential that a system for monitoring and
certifying is implemented to demonstrate that the integrity of the system has been maintained from
the time that the data was stored.

Regular audits of the system are advised, with certificates of compl iance obtained. This i s in l ine with
current procedures for microfi lmed documents. Although formal affidavits wi l l not usual ly be necessary,
advice may need to be sought from the organization’s legal adviser, particularly if original documents
are to be destroyed.

It may help demonstrate the ‘normal ’ functioning of a system if a copy of the result of the audit is
stored on the system.

Where rewritable media is used, additional procedures (discussed in the Code) wi l l need to be
implemented to restrict and record access to the storage media and devices used to access it. These
procedures are, in the main, common practice for most information management systems. Computer
operating systems (or add-in functions) often provide suitable levels of access control , whereas
appl ication software may require modification in order to provide necessary functional ity. A system
audit trai l , which records access to and use of storage media, wi l l be usable as additional evidence, and
thus wi l l need to be kept for at least the same period as the information to which it relates.

Some data fi les, particularly those generated by word processors, may contain executable code (often
referred to as ‘macros’), which can have the effect of modifying a fi le each time it is retrieved, viewed
or printed out, for example, by inserting the current date. The existence of a macro within a fi le means
that the fi le cannot be frozen in the sense required by the Code. The Code recommends that such self-
modifying fi les are not used in appl ications where the information may be of potential evidential
value.
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KEY ISSUE

> Competent auditing carried out at agreed intervals, and including documented reporting, is
necessary to ensure that compl iance with the Code is ongoing.

H.1 1 Retrieval/viewing software

In practice, in a court of law, an electronic data fi le wi l l be retrieved and viewed or printed via suitable
software. Regardless of the procedures fol lowed in managing the fi le within the system, it is possible
that different retrieval /viewing software could result in different presentations of the data, so that it
might appear that the fi les were different. The Code makes specific recommendations for deal ing with
this issue.

KEY ISSUE

> The abi l ity to retrieve and view stored information in an authenticated manner is key to
demonstrating authenticity.

H.1 2 United Kingdom legislation

H.1 2.1 Civil Evidence Act 1 995

In England and Wales, the Civi l Evidence Act 1 995 is of major importance to the Code. This Act resolved
many of the problems of legal admissibi l i ty per se that had arisen over evidence generated by or held
on computers. I t sh ifted the argument away from admissibi l i ty to the evidential value or weight of a
document.

The previous compl icated rules on computer evidence have been abol ished and there is now no special
provision for computer evidence. I t wi l l a l so be easier to demonstrate the authenticity of documents
that are admissible in evidence, by producing the orig inal or a copy, regardless of how many removes
there are between the original and the copy. The court wi l l sti l l need to be satisfied as to the
authenticity of the document, and the organization should therefore put in place procedures to
demonstrate this. As can be seen from the Act, section 9(1 ) uses the words ‘may be received’. From this
statement, i t i s evident that the court wi l l have the power to exclude documents in which trust has
been compromised.

Sections 8 and 9 of the Act are as fol lows:

8 Proof of statements contained in documents

(1 ) Where a statement contained in a document is admissible as evidence in civi l proceedings, it may
be proved:
(a) by the production of that document, or
(b) whether or not that document is sti l l in existence, by the production of a copy of that

document or of the material part of it, authenticated in such a manner as the court may
approve.

(2) It is immaterial for this purpose how many removes there are between a copy and the orig inal .

9 Proof of records of business or public authority

(1 ) A document which is shown to form part of the records of a business or publ ic authority may be
received in evidence in civi l proceedings without further proof.

H.12 United Kingdom legislation
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(2) A document shal l be taken to form part of the records of a business or publ ic authority if there is
produced to the court a certificate to that effect signed by an officer of the business or authority
to which the records belong.

Much civi l evidence legislation throughout the world makes simi lar provisions.

H.1 2.2 Police and Criminal Evidence Act 1 984

The essential provisions of the Civi l Evidence Act 1 995 are also included in the proposed replacement to
the Pol ice and Criminal Evidence Act 1 984 (PACE). These are expected to replace the current
cumbersome requirements of section 69 of the Act. Section 69 relates to computer evidence.

The revised PACE codes of practice were publ ished in 2008. There are sections in these codes (in
particular in Code B 1 5) that relate to electronic evidence.

EXAMPLE

Code B, section 7.6

‘I f an officer considers information stored in any electronic form and accessible from the
premises could be used in evidence, they may require the information to be produced in a
form:

• that can be taken away and in which it is visible and legible; or
• from which it can readi ly be produced in a visible and legible form’.

In his Criminal Court Review (2001 ) Lord Justice Auld recommended ‘that the law should, in
general , move away from technical ru les of inadmissibi l i ty to trusting judicia l and lay fact
finders to give relevant evidence the weight it deserves’.

This has been accepted and is incorporated in the 2002 White Paper Justice for Al l – A White
Paper on the Criminal Justice System. Sections 4.52 and 4.53 of the White Paper include:

’4.52 The current rules of evidence, which determine what evidence the court can take into
account, are difficul t to understand and complex to apply in practice. There has been
growing publ ic concern that evidence relevant to the search for truth is being wrongly
excluded.

4.53 Magistrates, judges and juries should be trusted to give appropriate evidence the weight
it deserves when they exercise their judgement…’

That it i s relevant to include this in the Code is emphasized by Section 4.61 of the same White Paper,
which affirms ‘…the right approach is that…where records have been properly compi led by businesses,
then the evidence should automatical ly go in, rather than its admissibi l i ty being judged…’. This i s
fol lowed by the observation that ‘This is close to the approach developed in civi l proceedings. ’

H.1 2.3 Data Protection Act 1 998

I t may be necessary to amend, delete or expunge specific information from information management
systems, owing to a court order and/or to meet the requirements of the Data Protection Act 1 998.

1 5 http://pol ice.homeoffice.gov.uk/operational -pol icing/powers-pace-codes/pace-code-intro/
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The information management system may need to have faci l i ties to delete or destroy information. It
should also have the faci l i ty to amend incorrect data, or remove irrelevant data, held in contravention
of the Data Protection Act 1 998.

For further information on the Data Protection Act 1 998, and how it can be implemented, see
BS 1 001 2:2009, Data protection — Specification for a personal information management system.

H.1 2.4 Freedom of Information Act 2000

At the time of publ ication of the Code, the majority of UK publ ic authorities were required to publ ish
an approved publ ication scheme, and make this information avai lable to the publ ic on request. As from
January 2005, al l information held by the publ ic body wi l l need to be avai lable to the publ ic on
request, unless it fal l s within a specified l ist of exemptions.

In order to comply with this ‘a l l information’ access requirement, a code of practice was publ i shed by
the Lord Chancel lor’s Office, 1 6 detai l ing the need to implement effective records management practices.
The Code states that authorities ‘should seek to conform to the provisions of BSI DISC PD0008 – A Code
of Practice for Legal Admissibi l i ty and Evidential Weight of Information Stored Electronical ly (2nd
edition) – especial ly for those records l ikely to be required as evidence’. (PD 0008 has now been
superseded by BIP 0008.)

H.1 2.5 List of pertinent UK legislation

This l i st has been compi led from a number of sources, the main ones being the previous version of the
Code, and The National Archives, among other sources.

I t should be noted that new legislation is continual ly being introduced and, therefore, this l i st cannot
be exhaustive. Therefore, it is essential that the organization using the Code continual ly monitors the
legal scene and reacts to changes in legislation appropriately.

Consideration should also be given to European Directives that are not yet covered by legislation in the
relevant part of the UK, but can nevertheless be enforced. Compl iance with the Code wi l l improve the
evidential weight of information used in any dispute, whatever the legislative position.

• Anti-terrorism, Crime and Security Act 2001 ;
• Business Names Act 1 985;
• Civi l Evidence Act 1 995;
• Civi l Evidence Act (Northern Ireland) 1 971 ;
• Civi l Evidence (Scotland) Act 1 988;
• Companies Acts 1 985 and 1 989;
• Computer Misuse Act 1 990;
• Consumer Protection Act 1 987;
• Copyright, Designs and Patents Act 1 988;
• Criminal Justice Act 1 988 and 1 991 ;
• Criminal Justice and Pol ice Act 2001 ;
• Criminal Justice and Publ ic Order Act 1 994;
• Criminal Justice (Evidence, Etc. ) (Northern Ireland) Order 1 988;
• Criminal Procedure and Investigations Act 1 996;
• Data Protection Act 1 998;
• Evidence Act (Northern Ireland) 1 939;
• Financial Services and Markets Act 2000;
• Freedom of Information Act 2000;
• Human Rights Act 1 998;
• Insolvency Act 2000;
• Latent Damage Act 1 986;

1 6 www.justice.gov.uk/downloads/information-access-rights/foi/foi -section-46-code-of-practice.pdf
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• Limitation Act 1 980;
• Obscene Publ ications Act 1 959 and 1 964;
• Pol ice and Criminal Evidence Act 1 984;
• The Pol ice and Criminal Evidence (Northern Ireland) Order 1 989;
• Protection from Harassment Act 1 997;
• Protection of Chi ldren Act 1 978;
• Race Relations Act 1 976;
• Regulation of Investigatory Powers Act 2000;
• Sex Discrimination Act 1 975;
• Sex Offenders Act 1 997;
• Statute Law Revision Act (Northern Ireland) 1 953;
• Taxes Management Act 1 970;
• The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations

2000;
• Value Added Tax Act 1 994.

Annex H Legal issues

1 46 Evidential weight and legal admissibility of information stored electronically






