
Designation: E1869 − 04 (Reapproved 2014) An American National Standard

Standard Guide for
Confidentiality, Privacy, Access, and Data Security
Principles for Health Information Including Electronic Health
Records1

This standard is issued under the fixed designation E1869; the number immediately following the designation indicates the year of
original adoption or, in the case of revision, the year of last revision. A number in parentheses indicates the year of last reapproval. A
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1. Scope

1.1 This guide covers the principles for confidentiality,
privacy, access, and security of person identifiable health
information. The focus of this standard is computer-based
systems; however, many of the principles outlined in this guide
also apply to health information and patient records that are not
in an electronic format. Basic principles and ethical practices
for handling confidentiality, access, and security of health
information are contained in a myriad of federal and state laws,
rules and regulations, and in ethical statements of professional
conduct. The purpose of this guide is to synthesize and
aggregate into a cohesive guide the principles that underpin the
development of more specific standards for health information
and to support the development of policies and procedures for
electronic health record systems and health information sys-
tems.

1.2 This guide includes principles related to:
Section

Privacy 7
Confidentiality 8
Collection, Use, and Maintenance 9
Ownership 10
Access 11
Disclosure/Transfer of Data 12
Data Security 13
Penalties/Sanctions 14
Education 15

1.3 This guide does not address specific technical require-
ments. It is intended as a base for development of more specific
standards.

2. Referenced Documents

2.1 ASTM Standards:2

E1384 Practice for Content and Structure of the Electronic
Health Record (EHR)

E1714 Guide for Properties of a Universal Healthcare Iden-
tifier (UHID)

E1762 Guide for Electronic Authentication of Health Care
Information

E1769 Guide for Properties of Electronic Health Records
and Record Systems

E1986 Guide for Information Access Privileges to Health
Information

E1987 Guide for Individual Rights Regarding Health Infor-
mation (Withdrawn 2007)3

E1988 Guide for Training of Persons who have Access to
Health Information (Withdrawn 2007)3

E2017 Guide for Amendments to Health Information
E2147 Specification for Audit and Disclosure Logs for Use

in Health Information Systems

3. Terminology

3.1 Definitions:
3.1.1 access—the provision of an opportunity to approach,

inspect, review, retrieve, store, communicate with, or make use
of health information system resources (for example, hardware,
software, systems or structure) or patient identifiable data and
information, or both.

3.1.2 authentication:—
3.1.2.1 authentication (data entry)—to authorize or validate

an entry in a record by a signature including first initial, last
name, and discipline or a unique identifier allowing identifica-
tion of the responsible individual.

3.1.2.2 authentication (data origin/sender)—corroboration
that the source/sender of data received is as claimed.

3.1.2.3 authentication (user/receiver)—the provision of as-
surance of the claimed identity of an entity/receiver.

3.1.3 authorize—the granting to a user the right of access to
specified data and information, a program, a terminal, or a
process.

1 This guide is under the jurisdiction of ASTM Committee E31 on Healthcare
Informatics and are the direct responsibility of Subcommittee E31.25 on Healthcare
Data Management, Security, Confidentiality, and Privacy.

Current edition approved April 1, 2014. Published April 2014. Originally
approved in 1997. Last previous edition approved in 2010 as E1869–04(2010). DOI:
10.1520/E1869-04R14.

2 For referenced ASTM standards, visit the ASTM website, www.astm.org, or
contact ASTM Customer Service at service@astm.org. For Annual Book of ASTM
Standards volume information, refer to the standard’s Document Summary page on
the ASTM website.

3 The last approved version of this historical standard is referenced on
www.astm.org.
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3.1.4 clinical data centers—all computer-based (and
manual) systems which handle and store patient records and
health information, for example, solo practitioners, clinics,
hospitals, state departments of health, data centers, and health
maintenance organizations.

3.1.5 clinical information—data and information collected
from the patient or patient’s family by a healthcare practitioner
or healthcare organization. A healthcare practitioner’s objec-
tive measurement or subjective evaluation of a patient’s
physical or mental state of health, descriptions of an individu-
al’s health history and family health history, diagnostic studies,
decision rationale, descriptions of procedures performed,
findings, therapeutic interventions, medications prescribed,
description of responses to treatment, prognostic statements
and descriptions of socioeconomic factors, and environmental
factors related to the patient’s health.

3.1.6 computer-based patient record—see patient record.
3.1.7 confidential—status accorded to data or information

indicating that it is sensitive for some reason, and therefore it
needs to be protected against theft, disclosure, or improper use,
or both, and must be disseminated only to authorized individu-
als or organizations with a need to know.

3.1.8 data—collection of elements on a given subject;
things known, given, or assumed, as the basis for decision
making; the raw material of information systems expressed in
text, numbers, symbols and images; facts.

3.1.9 data protection measure—a planned operation, for
example, procedure, policy, program, or technology, employed
in the privacy system to prevent, detect, or sanction breaches of
security.

3.1.10 disclosure—to release, transfer, or otherwise divulge
confidential health information to any entity other than the
individual who is the subject of such information.

3.1.11 health care—(1) preventive, diagnostic, therapeutic,
rehabilitative, maintenance, or palliative care, public health,
counseling, service, or procedure with respect to the physical
or mental condition of an individual; or affecting the structure
or function of the human body; or (2) any sale or dispensing of
a drug, device, equipment, or other item to an individual, or for
the use of an individual, pursuant to a prescription.

3.1.12 health information—any information, whether oral or
recorded in any form or medium (1) that is created or received
by a health care provider; a health plan; health researcher,
public health authority, instructor, employer, life insurer,
school or university; health care clearinghouse, health infor-
mation service or other entity that creates, receives, obtains,
maintains, uses, or transmits health information; a health
oversight agency, a health information service organization, or
(2) that relates to the past, present, or future physical or mental
health or condition of an individual, the provision of health
care to an individual, or the past, present, or future payment for
the provision of health care to an individual; and (3) that
identifies the individual, with respect to which there is a
reasonable basis to believe that the information can be used to
identify the individual.

3.1.13 inference—refers to the ability to deduce the identity
of a person associated with a set of data through “clues"

contained in that information. This analysis permits determi-
nation of the individual’s identity based on a combination of
facts associated with that person even though specific identi-
fiers have been removed, like name and social security number.

3.1.14 information—data that have been processed for use;
human interpretation of data; data that have been processed
into a meaningful form.

3.1.15 informed consent—informed consent requires that
individuals be informed, in advance, of the information being
collected from them, or generated, and the purposes for which
it will be used; and be given an opportunity to accept, reject, or
modify the terms presented. Central to the principle of in-
formed consent is providing individuals with the ability to
control the use of information once collected. The general rule
is that information collected for one purpose must not be used
for another purpose without the individual’s consent. In
practice, this requires that no use or disclosure occur, except to
a documented request by, or with the prior consent of, the
individual to whom the record pertains unless the disclosure is
permitted by law. Under some circumstances a guardian or
designee may consent on behalf of the individual.

3.1.16 informational privacy—(1) a state or condition of
controlled access to personal information. (2) The ability of an
individual to control the use and dissemination of information
that relates to himself or herself. (3) The individual’s ability to
control what information is available to various users and to
limit redisclosures of information.

3.1.17 patient record:—
3.1.17.1 longitudinal patient record—a permanent, coordi-

nated patient record of significant information, in chronologi-
cal sequence. It may include all historical data collected or be
retrieved as a user designated synopsis of significant
demographic, genetic, clinical and environmental facts and
events maintained within an automated system.

3.1.17.2 patient health record—the primary legal record
documenting the healthcare services provided to a person, in
any aspect of healthcare delivery.

Discussion—The term patient health record is synonymous
with: medical record, patient care record, hospital record,
clinical record, client record, resident record, electronic medi-
cal record, and computer-based patient record. The term
includes routine clinical or office records, hospital records,
records of care in any health-related setting, research protocols,
preventive care, life style evaluation, special study records, and
various clinical databases.

3.1.17.3 patient record system—the set of components that
form the mechanism by which patient records are created,
used, stored, and retrieved. A patient record system is usually
located within a healthcare provider/practitioner setting. It
includes people, data, rules and procedures, processing and
storage devices (for example, paper and pen, hardware and
software), and communications and support function.

3.1.17.4 secondary patient record—a record that is derived
from the primary health record and contains selected data
elements to aid nonclinical persons (that is, persons not
involved in direct patient care) in supporting, evaluating, or
advancing patient care. Patient care support refers to
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administration, regulation, and payment functions. Patient care
evaluation refers to quality assurance, utilization management,
and medical or legal audits. Patient care advancement refers to
research. These records are often combined to form a second-
ary database, for example, an insurance claims database.

3.1.18 personally identifiable health information—health
information which contains an individual’s identifiers (name,
social security number) or contains a sufficient number of
variables to allow identification of an individual.

3.1.19 practitioner (licensed/certified)—an individual at any
level of professional specialization who requires a public
license to deliver health care to individuals. An individual at
any level of professional specialization who is certified by a
public agency or professional organization to provide health
services to individuals. A practitioner may also be a provider.

3.1.20 privacy—the right of individuals to be left alone and
to be protected against physical or psychological invasion or
the misuse of their property. It includes freedom from intrusion
or observation into one’s private affairs, the right to maintain
control over certain personal information, and the freedom to
act without outside interference. See also informational pri-
vacy.

3.1.21 privilege—the individual’s right to hold private and
confidential the information given to a healthcare provider in
the context of a professional relationship. The individual may,
by overt act of consent or by other means, waive the right to
privilege. For example, if a patient brings a lawsuit against a
facility and the records are needed to present the facility’s case,
the privilege is waived.

3.1.22 provider—a business entity which furnishes health
care to a consumer; it includes a professionally licensed
practitioner who is authorized to operate a healthcare delivery
facility.

3.1.23 security:—
3.1.23.1 data security—the result of effective data protec-

tion measures; the sum of measures that safeguard data and
computer programs from undesired occurrences and exposure
to: (1) accidental or intentional access or disclosure to unau-
thorized persons, or a combination thereof, (2) accidental or
malicious alteration, (3) unauthorized copying, (4) loss by theft
or destruction by hardware failures, software deficiencies,
operating mistakes; physical damage by fire, water, smoke,
excessive temperature, electrical failure or sabotage; or a
combination thereof. Data security exists when data are pro-
tected from accidental or intentional disclosure to unauthorized
persons and from unauthorized or accidental alteration.

3.1.23.2 system security—security is the totality of safe-
guards including hardware, software, personnel policies, infor-
mation practice policies, disaster preparedness, and oversight
of these components. Security protects both the system and the
information contained within from unauthorized access from
without and from misuse from within. Security enables the
entity or system to protect the confidential information it stores
from unauthorized access, disclosure, or misuse; thereby pro-
tecting the privacy of the individuals who are the subjects of
the stored information.

4. Significance and Use

4.1 Many U.S. healthcare and health information systems
leaders believe that electronic health information systems that
include computer-based patient records will improve health
care. To achieve this goal these systems will need to protect
individual privacy of patient data, provide appropriate access,
and use adequate data security measures. Sound information
policies and practices must be in place prior to the wide-scale
deployment of health information systems. Strong enforceable
privacy policies must shape the development and implementa-
tion of these systems.

4.2 The purposes of patient records are to document the
course of the patient’s illness or health status during each
encounter and episode of care; to furnish documentary evi-
dence of the course of the patient’s health evaluation, treatment
and change in condition; to document an individual’s health
status; to provide data for preventive care; to document
communication between the practitioner responsible for the
patient’s care and any other healthcare practitioner who con-
tributes to the patient’s care; to assist in protecting the legal
interest of the patient, the health care facility and the respon-
sible practitioner; to provide continuity of care; to provide data
to substantiate insurance claims; to provide a basis for evalu-
ating the adequacy and appropriateness of care; and to provide
data for use in continuing education and research.

4.3 Health information is a broad concept. It includes all
information related to an individual’s physical and mental
health, the provision of health care generally, and payment for
health care. The patient record is a major component of the
health information system. The creation of electronic databases
and communication protocols to transfer data between systems
presents new opportunities to implement more effective sys-
tems for health information, to enhance patient care, reduce the
cost of health care, and improve patient outcomes. National
standards guide all that have responsibilities for records and
information systems containing person identifiable health data
and information.

4.4 This guide also acknowledges the large and growing list
of health information databases already in existence. These
databases have been assembled to pay for services rendered
(insurance), to validate the appropriate use of patient services
(utilization management), to support policy (national levels), to
gather data for research/tracking of specific problems
(registries—such as tumor, trauma, birth defects, mental health
case management), to prevent the spread of disease (required
reporting of communicable diseases such as tuberculosis,
gonorrhea, AIDS), and to respond to new uses which are
proposed each year.

4.5 National standards delineating principles and practices
in the areas of confidentiality, privacy, access, and data security
will provide a guide for policy, law, and systems development
and a base for standards for electronic health information
regardless of its location.

5. Description of Standards

5.1 The Privacy Act, although applicable only to federal
agencies and federal contractors, outlines basic tenets useful
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for any group, facility, or individual that maintains records on
individuals. These tenets should be incorporated into policies
and practices for electronic health record systems and health
information systems. The basic tenets are:

5.1.1 The individual has the right to know that identifiable,
personal information is available in a record system and to
know what that information is used for.

5.1.2 The individual may have access to the records, has a
right to have a copy made, and has the right to amend or correct
the records.

5.1.3 The data may not be used for any use beyond that for
which the data are collected (as specified by law or regulation).

5.1.4 Written consent of the individual shall be obtained for
all other uses (beyond those specified by law or regulation).

NOTE 1—Technology provides means for electronic forms of consent
and authentication.

5.1.5 The data shall be collected and used only for a
necessary and lawful purpose.

5.2 In addition to the Privacy Act, the U.S. Department of
Health and Human Services has adopted privacy regulations
that support the principles outlined in this standard. The
privacy regulations are part of an Administrative Simplification
component of the Health Insurance Portability and Account-
ability Act of 1996. The regulations apply to health plans,
health care clearinghouses, and health care providers who
transmit health information in electronic form to carry out
financial or administrative activities related to health care.

5.3 The electronic health record and many electronic health
information systems provide flexibility in collecting,
organizing, and disseminating data. It is possible to segment
data and provide only needed data to legitimate users both
within and external to a healthcare facility, for example, lab
technician, business office, switchboard, third party payer, or
workmen’s compensation agency. This same technology al-
lows easier linking of data. This guide does not address the
specifics of data linkage. However, the value of appropriate
data linkage and its potential uses are recognized.

5.3.1 Electronic health record systems and other health
information systems should facilitate access to patient infor-
mation by authorized healthcare practitioners during the active
phase of treatment. The needs of emergency care situations
should be given special attention and procedures.

5.3.2 This guide is intended to provide a base for construc-
tion of laws, regulations, systems, and policies for health
information systems and electronic health records systems by
all entities that use, handle, or store health information pertain-
ing to individuals, or a combination thereof. The focus of this
standard is primarily the individual recipient of healthcare;
however, in some principles the privacy and confidentiality
interests of practitioners and the confidentiality interests of
providers are also recognized. While not developed in this
standard it is recognized that patients are responsible for
certain aspects of their care. This responsibility may include
collecting and communicating personal health data. This data
may reside in a health information system database or record.

6. Principles

6.1 The following statements of principles are organized
into categories. Each category lists principles and provides a
discussion related to the principle. The categories are:

6.1.1 Privacy.
6.1.2 Confidentiality.
6.1.3 Collection, Use, and Maintenance.
6.1.4 Ownership.
6.1.5 Access.
6.1.6 Disclosure/Transfer of Data.
6.1.7 Data Security.
6.1.8 Penalties/Sanctions.
6.1.9 Education.

7. Privacy

7.1 Individuals have privacy rights related to how informa-
tion about them is collected, used, and disclosed.

7.1.1 Privacy is the right of an individual to be left alone. It
includes freedom from intrusion or observation into one’s
private affairs and the right to maintain control over certain
personal information. Individuals share personal information
with healthcare providers and practitioners in the care process.
However, individuals are entitled to expect the healthcare
system and those involved to respect the individual’s privacy.

7.1.2 Respect for individual privacy is demonstrated in the
way the health information is collected, used, and disclosed.
For individuals who are receiving health services the process of
data collection, whether through interview, examination, or
testing should respect the individual’s privacy. The use of the
information must be appropriate and respect the individual’s
privacy. Disclosures of information shall be sensitive to an
individual’s privacy and either be allowed by law or involve
the consent of the individual or his or her designated represen-
tative.

7.2 Individuals have a right to know that identifiable,
personal information is available in a health record, health
information system, or other information system and to know
to whom the information is available and the use of that
information.

7.2.1 Those who collect data and maintain record systems
should notify individuals of the types of information collected
and generally how the information will be used and, if known,
specific uses and locations of health information databases
which will contain a patient’s information, especially those that
go beyond the boundaries of the provider healthcare organiza-
tion. Examples of databases outside the provider organization
are: regional registries for cancer, trauma, and implants; the
Medical Information Bureau; third party payers; health data
organizations; state and regional data systems; and research
databases.

7.3 Healthcare organizations, practitioners, and others with
access to health information shall respect an individual’s right
to privacy and provide appropriate protections to identifiable
data and information.

7.3.1 Electronic health record systems and health informa-
tion systems shall protect individual privacy. These systems
should be capable of providing this protection to patients,
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practitioners and organizations. More extensive protections of
data are typically required in the areas of mental health,
sexually transmitted disease, obstetrics and drug/alcohol treat-
ment. For example, drug/alcohol treatment regulations protect
an individual’s privacy by requiring that the facility not
acknowledge an admission except to those individuals desig-
nated by the patient.

8. Confidentiality

8.1 Personally identifiable health information shall be
treated confidentially.

8.1.1 Individuals and organizations that handle the health
information shall not disclose it without patient authorization,
unless otherwise permitted or directed by law. Individuals
expect that health information will be handled in a confidential
manner. Individuals must be able to trust the healthcare
systems with this sensitive information or they will forego
care, withhold information, or provide inaccurate information.

8.2 All organizations or individuals that possess or have
access to identifiable health information have a responsibility
to protect the confidentiality of such information.

8.2.1 The complexities of the current healthcare system may
require that a multitude of individuals, practitioners, and
organizations within and outside the direct care process have
access to an individual’s health information. Each individual or
entity, or both, with access to the information must respect its
confidentiality. Maintaining confidentiality acknowledges the
individual’s right to privacy and to control disclosure of
personal information.

8.2.2 The responsibility for confidentiality includes the
responsibility to use, disclose, or release such information with
the knowledge and consent of the individual(s) identified.

8.2.3 In certain cases laws or regulations may require
limited disclosure without consent (public health, law
enforcement, etc.) or a specific detailed authorization to
disclose health information (HIV status, mental health and
drug treatment, etc.)

8.3 Appropriate means and mechanisms should be used to
protect identifiable health information.

8.3.1 Health information protection methods and measures
are available and should be used. A personal identifier which is
not readily linkable to other non-health-related databases helps
to protect privacy of the individual. This identifier is not
intended to preclude appropriate linkage but to discourage the
development of mailing lists or cross-referencing of health data
with other private, governmental, public, or semi-public data-
bases.

8.3.2 Encryption should be used when needed to protect the
confidentiality of the data, for example, during transmission
from one location to another or when it is important to link
episodes of care but not disclose the identity of the individual.

8.3.3 Agreements with vendors and other business partners
reinforce the commitment to protect the confidentiality of
health information. Organizations may also use confidentiality
agreements with staff to reinforce commitment to maintaining
the confidentiality of health information.

8.3.4 Network systems should use measures to protect the
confidentiality of health information. For example, a combina-

tion of policy and software controls for access to data,
dissemination of data, downloading of data to personal
computers, combining of data files, off site linkage of data, and
hardware placement.

9. Collection, Use, and Maintenance

9.1 Health information shall be collected and used only for
a necessary and lawful purpose. Health information may not be
used for purposes other than those for which it is collected.

9.1.1 The purposes for collecting health information should
be related to the provision of health care or improving/
protecting the health of individuals. Health information
databases, especially those with identifiable or linkable patient
data should only be used for appropriate purposes, for example,
provision of care, health research, and related legally mandated
purposes. These databases should not be used for other
non-related purposes.

9.2 Organizations and individuals that collect, process,
handle, or maintain health information should provide indi-
viduals and the public with a notice of information practices.

9.2.1 The notice of information practices should include:
the scope and purpose of information collection; a description
of the rights of individuals, including the right to inspect and
copy information and the right to seek amendments; a descrip-
tion of the procedures for authorization and revoking authori-
zations; a description of the types of uses and disclosures that
are permitted or required by law without the individual’s
authorization; the organization’s policies regarding data
storage, duration of retention of data and disposal thereof; a
description of the general categories of uses to be made of data;
and the point of contact for the health information system.

10. Ownership

10.1 The practitioner, provider, or organization that creates
the patient record owns the record. The individual who
supplies or is the subject of the health information has rights in
the information.

10.1.1 The patient record is a business record for the
practitioner, healthcare organization, or provider that creates
the record. The business record describes and documents the
healthcare services provided and is subject to applicable laws.
Health information concerning an individual is intended pri-
marily to foster and enhance the health of that individual with
other uses (for example, billing, quality review, research) being
secondary. Records and health information are stored on a
variety of media, for example, paper, microfiche, computer
disk, laser disk.

10.1.2 Individuals’ and organizations’ rights and responsi-
bilities should be agreed upon, including the rights of practi-
tioners who contribute to an organization’s patient records and
the rights of patients who are the subjects of the records.

10.1.3 The individual who is the subject of the health
information typically has rights of access and disclosure. Those
rights are subject to laws and regulations but usually allow an
individual to access his or her health information or record, to
amend the record by adding information and to authorize
disclosures.
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10.1.4 Society also retains an interest in using the health
information for the public good, for example, public health.

11. Access

11.1 An individual shall be given reasonable access to his or
her health information and may amend his or her record.

11.1.1 The patient or his or her designated personal repre-
sentative has access rights to the data and information in his or
her health record and other health information databases except
as restricted by law. An individual should be able to inspect or
see his or her health information or request a copy of all or part
of the health information, or both.

11.1.2 An individual has a right to amend by adding
information to his or her record or database to correct inaccu-
rate information in his or her patient record and in secondary
records and databases which contain patient identifiable health
information. The request for amendment should include a
timely review and response by the provider, practitioner, or
other organization responsible for patient records or databases,
or both.

11.1.3 Access to a record or file by the individual or the
individual’s representative, or both, shall be documented.

11.1.4 Response time for a request for information from an
individual who is the subject of the health information or that
individual’s designated representative should be reasonable,
either to produce the data or notify the requestor that the
information does not exist or cannot be found. Appropriate
staff should be available at reasonable times to assist an
individual in reviewing his or her health information. The
holder of the record or database should develop procedures that
address the form of the request, the hours of business, and any
charge for services.

11.1.5 Access to all or part of a record or database can be
denied the patient under certain circumstances. These circum-
stances vary by state. For example, a healthcare practitioner
may limit access to information if knowledge of the informa-
tion would be injurious to the patient’s health. In this instance
the information is released to a designated third party. Another
example is access to information that could endanger the life or
safety of another person or access to the name of an individual
who filed a report in confidence.

11.1.6 Individuals should be notified of a change of custo-
dian for their health information when health information is
transferred to, stored in, or shared with a site, individual, or
organization other than that of the original custodian. For
example, hospital A closes and all patient records are trans-
ferred to hospital B. A notice in the local newspaper could
provide reasonable notice of a change in custodian.

11.1.7 Not all information maintained by healthcare provid-
ers and other health-related organizations is accessible by an
individual patient even though portions of that information
may refer to an individual. Examples include organizational
activities designed to perform peer review, engage in quality
improvement, and review administrative procedures. The in-
formation used in these activities is not considered part of an
individual’s health record or health information database.

11.2 Providers, practitioners, and other organizations shall
adopt systems that address the appropriate use and availability
of health information.

11.2.1 Providers, practitioners, and healthcare organizations
shall use systems which support the appropriate use of health
information. Reasonably accurate, complete, legible, and
timely information is needed for patient care and other related
purposes. Some holders of health information will have sum-
mary information while others may hold detailed information.
Use and availability over a lifetime could be provided by
longitudinal patient records kept by patients or maintained in
components by providers or in clinical data centers.

11.2.2 The electronic health record system and other health
information databases should allow users and managers of
health information systems to classify data for access purposes.
The data classification process may address data by related data
groups or by individual data elements. The system/database
use should be supported by policies and procedures which
identify users/roles authorized to read, enter, modify, amend, or
download data.

11.2.3 The electronic health record system and other health
information systems should be designed to verify the identity
of the user and record each access to the record/database and
the action taken (for example, read, copy, update, print,
download, transfer). In addition to documenting the access by
time, date, and individual it is also recommended that the
purpose of the access be documented. Many authorizations
contain a purpose statement that could be related to access.
Internal organizational users should provide a purpose by
category (for example, patient treatment, patient billing, utili-
zation management, etc.).

11.2.4 The organization should periodically review the as-
signment of access privileges based on job duties, roles, and
requirements. Inappropriate browsing of the system by autho-
rized system users and others who attempt to access the system
should be prohibited by policy and reviewed to prevent this
activity.

11.2.5 The system should automatically record any apparent
inappropriate access or breach of level of authorized access by
a user and automatically notify the system’s data security
officer.

12. Disclosure/Transfer of Data

12.1 The basis for disclosure of protected health informa-
tion is informed consent.

12.1.1 Identifiable health information should not be dis-
closed without the informed consent of the identified individu-
al(s) except as required by law or for communication between
the patient’s current health care provider team. (See also 7.1.1,
8.1.1, 8.2.1, and 8.2.3.)

12.1.2 In the healthcare setting where the individual is
receiving service/treatment the consent may be implied or
expressed. It is implied if the individual presents for care and
then proceeds to share data and information with the provider.
Consent is also implied in an emergency treatment situation.
Consent is expressed when the agreement to share information
is in writing. The implied or express consent extends to all
members of the healthcare provider team. In the healthcare
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environment authorizations are used to obtain consent for the
use and disclosure of health information. The purpose of the
authorization is to protect personal privacy.

12.1.3 Information is disclosed for different purposes. Au-
thorizations for treatment and authorizations for payment of
treatment should be separated and presented in clear, simple
language. For example, as a part of the general contract for
payment of services an individual may have agreed to disclose
to the third party payer relevant health information sufficient to
pay a claim. However, most healthcare facilities verify this
understanding by having the individual sign a specific autho-
rization to release health information on a particular episode of
care to the third party payer.

12.1.4 Authorizations should contain:
12.1.4.1 Subject individual’s full name, address, phone

number, and date of birth.
12.1.4.2 Name of person or organization that is to release

the information.
12.1.4.3 Name of each individual or organization that is to

receive the information.
12.1.4.4 Purpose or need for the information.
12.1.4.5 Specific designation of information to be disclosed,

subject to restrictions by the patient to disclosure of a specific
medical condition, injury, time period (dates of treatment),
and/or any other type of specific information.

12.1.4.6 Specific date, event, or condition upon which the
authorization will expire unless revoked earlier.

12.1.4.7 Statement that the authorization can be revoked or
amended, but not retroactive to the release of information made
in reliance on the authorization by the provider, practitioner, or
other organization.

12.1.4.8 Signature of patient or person legally authorized to
act on the patient or individual’s behalf, and the date the
authorization is signed, where electronic, dated, and authenti-
cated.

12.1.4.9 Statement that the recipient may not further dis-
close such information, unless further disclosure is expressly
permitted in the authorization or is implicit in the purposes of
the authorization.

12.1.4.10 Statement that the recipient may not use the
information for any other purpose unless further disclosure is
expressly permitted in the authorization or is implicit in the
purposes of the authorization.

12.1.5 Implied consent to release or share treatment infor-
mation between organizations/providers is assumed in conti-
nuity of care situations and in emergency treatment situations.
In these situations an authorization may be processed after the
treatment event.

12.1.6 Practitioners, providers, and other organizations
should inform the individual of information uses, required
reporting, and voluntary information sharing practices.

12.1.7 It is understood that a number of laws require
reporting or disclosure. These laws are primarily laws that have
been enacted to protect the public good. Reporting does not
make the information public information. The information may
only be used for the stated purpose, for example, to report
communicable disease or elder abuse.

12.1.8 External reviews such as those for provider licensure
or accreditation require the review of patient records or health
information. Many of these external reviews are not focused on
an individually identified person or patient. In a computerized
environment a facility should produce a record without patient
identifiers or with pseudo-identifiers for review purposes if this
format meets the needs of the review.

12.1.9 Organizations should review other uses of health
information, for example, vendors, contractors, consultants and
service personnel to see if identifiable information is needed
and to develop agreements to protect the health information
available during these service activities.

12.1.10 With an individual’s consent or by law, clinical data
centers and health data organizations may accumulate data on
individuals over time from a variety of sources. An individual
should be able to have some form of access to the aggregate
record and authorize all or part of its release to another party.
Typically an individual will authorize release of his or her
complete record to a healthcare provider. There may, however,
be occasions when the individual chooses to release only a
portion of his or her record. For example, an ophthalmologist
will not need to know that an individual had an abortion 20
years ago in order to perform an eye exam.

12.1.11 When information is released pursuant to the indi-
vidual’s authorization the party receiving the health informa-
tion shall not further redisclose the information without the
individual’s authorization to disclose the health information
except in an emergency treatment situation.

12.2 Research and analysis of data shall be conducted in a
manner, which protects an individual’s privacy and the confi-
dentiality of their health information.

12.2.1 Data should be made available to promote progress
in prevention and treatment of disease and planning,
evaluation, and policy development in health care. The
provider, practitioner, organization, or data center, or a combi-
nation thereof, with health information must have a system in
place which evaluates each request for data, determines its
appropriateness, and places the necessary constraints on the
requestor’s access to and use of the data. The data may be used
to meet research, planning, prevention, and policy develop-
ment needs. Health information, which identifies persons,
should be disclosed only with the consent of the persons
identified or through an organizational review process that
imposes confidentiality requirements on the requestor.

12.3 Health information may not be redisclosed without the
authorization of the individual(s) who is the subject of the
information.

12.3.1 Generally recipients of identified or identifiable
health information may not rerelease the information without
the authorization of the individual(s) or someone authorized to
act on behalf of the individual(s). This prohibition is clear in
some areas of the law but not in others. As the sharing of data
is facilitated through electronic means it is important to address
this issue and develop guidelines and policies in this area. (See
also 12.1.11.)

12.4 The sharing and transfer of data shall be in a manner
that ensures privacy, confidentiality, integrity, quality, and
security of the information.
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12.4.1 Organizations and individuals should ensure that the
quality and integrity of data is not lost in an internal or external
data transfer process. Controls should be used to limit the
transmission of data to authorized recipients. For example,
encryption should be used when the transmission between
systems/sites is not secure; fax machines and other devices
used to transmit/receive identifiable health information or copy
identifiable health information, or both, should be in secure
areas.

12.4.2 Copies, faxes, printouts, or any medium containing
health information should be destroyed after use or retained in
a secure location. Transmitted material should be accompanied
by a statement of confidentiality and responsibility. The receiv-
ing party is then responsible for the security and confidentiality
of the transmitted/copied health information.

13. Data Security

13.1 Policies and procedures shall be in place to ensure that
the confidentiality, integrity, quality, and security of an indi-
vidual’s health information shall not be compromised.

13.1.1 A wide variety of tools, policies, and procedures
should be used by healthcare providers and other individuals
and organizations to achieve the goals of confidentiality, data
security, data quality, and data integrity. Examples include:

13.1.1.1 Audit and control procedures to ensure appropriate
use of data by authorized handlers and users as well as
detection of unauthorized individuals.

13.1.1.2 Audit and control procedures to protect data from
unauthorized accidental or intentional disclosure.

13.1.1.3 Procedures to deny access to employees, medical
staff members, and others who no longer have authority to
access and a need to know information.

13.1.1.4 Routine backup of data.
13.1.1.5 Secure storage of data in a manner that will

withstand deterioration, corruption, and unauthorized destruc-
tion.

13.1.1.6 Documentation of the data storage process and
media used.

13.1.1.7 Procedures to protect programs from unauthorized
modification and inspection.

13.1.1.8 Physical security for appropriate components of
information systems including computer rooms, printers, net-
work components, data archives, health record areas, printed
reports, downloaded data, the documentation on computer
programs, and remote devices.

13.1.1.9 Alarms/alerts for hardware failures.
13.1.1.10 Safeguards to minimize/limit data loss and down-

time.
13.1.1.11 Backup plan for system downtime.
13.1.1.12 Testing of new programs and communication

interfaces with existing programs/system components to avoid
introducing errors into an existing system.

13.1.1.13 Procedures to monitor and evaluate the security of
the data systems.

13.1.1.14 Verification of data entries using quality control
measures.

13.1.1.15 Maintenance for a reasonable time of a directory
of data users (current and past). This directory contains

demographic information on the user, the user’s position in or
relation to the organization, level of authorized use, and other
data security information.

13.1.1.16 Maintenance for a reasonable time of a directory
of the system’s developers (current and past).

13.1.1.17 Secure storage of authentication data/information,
for example, passwords, and biometrics.

13.1.1.18 Mechanisms and policies regarding the introduc-
tion of viruses or any unauthorized changes in the system.

13.1.1.19 Monitoring and audit procedures to check data
consistency and data plausibility.

13.1.1.20 Mechanisms to identify the source of each datum
in the database.

13.1.1.21 Safeguards to prevent the allocation of data to the
wrong patient.

13.1.1.22 Mechanisms to label reports as to their status, (for
example, interim document, draft document, final document,
amended document) and to hold a report/document until it is
ready for release to the patient record or for other purposes.
Procedure to retain any report or results disseminated as well as
the final report. (Clinical decisions may have been made based
on data available.)

13.1.1.23 Mechanisms to amend patient record and health
information. (Once data items are “placed” in the patient
record they can only be changed using an amendment process.
The individual amending the record must have authorization to
amend the record. The most current version, the amended
version, should be the version retained in the active record with
reference to any previous versions.)

13.1.1.24 Mechanisms for Authentication of system users
and verification of their role in relation to the health informa-
tion in the system.

13.1.1.25 Mechanisms to encrypt data.
13.1.1.26 Mechanisms to use Digital signatures.
13.1.1.27 Internal audits to monitor organizational compli-

ance with policies.
13.1.1.28 Policies and procedures regarding:

(1) Access by authorized users,
(2) Appropriate use of health information,
(3) Disclosure of health information,
(4) Protection of data integrity,
(5) Amending health information,
(6) Authentication of users,
(7) Encryption of health information,
(8) Use of digital signatures, and
(9) Use of audit findings.

14. Penalties/Sanctions

14.1 Violation of organizational and individual confidenti-
ality and privacy contracts and policies shall have enforced
sanctions.

14.1.1 All organizations and individuals shall adopt and use
sanctions to deter inappropriate access, misuse of data, unau-
thorized release of data and sharing of access mechanisms.
Organizations and individuals can reinforce their commitment
to appropriate use of identifiable health information by devel-
oping sanctions for employees and others with whom they have
business relationships.
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14.1.2 Intentional violations should be penalized more se-
verely. Response to negligent, inadvertent, or accidental vio-
lations should include the reeducation of the individual as well
as a review of related policies and procedures. Penalties should
be adjusted to fit the situation ranging from dismissal from the
job or loss of contract to lesser sanctions.

14.1.3 Organizations and individuals should both be able to
bring civil actions against wrongdoers.

14.1.4 Individuals shall be informed of known breaches of
their privacy and confidentiality.

15. Education

15.1 Any individual or organization which handles or stores
personally identifiable health information has the obligation to
educate their staff and others with whom they have business
relationships regarding the privacy, confidentiality, access and
data security principles, and policies of the organization.

15.1.1 Users and handlers of health information, for
example, providers, practitioners, patients, third party payers,
analysts, system developers and others, must be educated

regarding the appropriate use of health information. These
individuals and their organizations have responsibilities related
to the information. Programs to educate and periodically
remind individuals of their obligations support the overall goal
of protecting the confidentiality of health information. Systems
must use security mechanisms but it is knowledgeable, ethical
staff and business owners who ultimately are responsible for
achieving the goal of maintaining the confidentiality of health
information. Ethical, knowledgeable staff also contribute sig-
nificantly to this goal.

NOTE 2—Irrespective of any case, instance, circumstance, law, or
regulation that may invalidate, make illegal, or make unenforceable any
principle or provision of this standard, the validity, legality, and enforce-
ability of the remaining principles and provisions shall not in any way be
affected or impaired thereby. In particular the specific provisions concern-
ing ownership, confidentiality, consent for disclosure, and notification
should be honored and considered as valid principles, whose guidelines
should be followed, irrespective of whether or not there is a legal necessity
to do so. For instance, concerning laws for public health disclosure,
notification to the individual whose information is being disclosed and
released should be given, irrespective of the fact that there is no legal
requirement that such notification be given.
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